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1. INTRODUCTION

7KDQN \RX IRU XVLQJ WKH 7XS WR %D3R{ SRUWV SOXV; 6)3 9
SRUWV ODQDJHG ,QGXVWULDO 3R( *LJDELW (GOOK\HGBWMW GEZEWR
DSSOLFDWLRQV 7KH ODQDJHG ,QGXVWULD & B QW FRRSXROW G/H\D
XVHUV WR FRQILJXUH DQG PIR® IMDRIX W ER WRKS FDWRFW DY DQG U
ODQXDO ZLOO H[SODLQ KR@HWRQ WWH IDEPPDQG :HE ODQDJHPHQW
ODQDJHG ,QGXVWULDO 3R( 6ZLWFK 7KH UHDGNQRZRH®KHVDERFE
QHWZRUN W\SRORJLHV DQG DERXW EDVLF QHWZRVWLQJ WRQW¥H
PDQXDO DQG PBKHOPQPIHG ,QGXVWULDO 3R( 6ZLWEKJV SHUIRUP
QHWZRUNLQJ HQYLURQPHQW

1.1 Management Options

6ZLWFK PDQDJHPHQW RSWLRQV DYDLODEOH DUH OLVWHG EHOR
x /RFDO &RQVROH ODQDJHPHQW
Xx 7THOQHW ODQDJHPHQW
X 6103 ODQDJHPHQW
X (% ODQDJHPHQW
X 66+ 0DQDJPWH

Local Console Management

IRFDO &RQVROH ODQDJHPHQW LV GRQH MNROQUMRAK SWUHWS5ORFDW
SDQHO RI WKH ODQDJHG ,QGXVWULDO 3R( (WHKAHU @R Y QaHHWILFKQ
WKH 3& DQG WKH ODQDJHG ,QGXVWULDO 3R( (WKRU @ BW DeIAHRHRX

Telnet Management

7HOQHW UXQV RYHU 7&3 ,3 DQG DOORZV \RKWRRQVWBRBBXVK IV
2QFH WKH ODQDJHG ,QGXVWULDO 3R( (WKHU GHW SHUWF KR § | RIX
\RX FDQ XVH 7THOQHW WR ORJLQ DQG PRQLWRU LWV VWDWXV UH

SSH Management

66+ ODQDJHPHQW VXSSRUWVY HQFU\SWHG GDWDRWUDHL\Q Bl U WWR
UHPRWH PDQDJHPHQW <RX FDQ XVH 3X7MH DP LD HPX RISW Q |
ZKLFK FDQ DFW DV D FOLHQW IRU WKH 66+ WR JOL®RDFWHWW
6ZLWFK

SNMP Management

6103 LV DOVR GRQH RYHU WKH QHWZRUN $ S DW ,IQIARRRJ F DWW IQREE
DQ DGGLWLRQDO SULYDWH 0,% LV DOVR SURYLGH®WRV\\6WHFP
FRPSLOH DQG FRQWURO

Web Management

‘HE ODQDJHPHQW LV GRQH RYHU WKH QHWYRL N VQM® F6 QUEH Zb
VXFK DV OLFURVRIW ,QWHUQHW ([SORUHU 2W R H UQKHN0®ZYMIFHIG L
RQ WKH QHWZRUN \RX FDQ ORJLQ DQG PRQEHW® RAU RKWH V WIHF R
ORFDOO\ /RFDO &RQVROH W\SH :HE PDQDJHPH@W RH WSKH LOIOX



,QGXVWULDO 3R( (WKHUQHW 6ZLWFK WR VHW WBURXH QRHHGH

%DVH 7; SLQ 5- SRDWWMIBORBBO@WGSDQHO RI WKH 0DQI
(WKHUQHW 6ZLW-FK /$LURDBMI5-FRQQHF VDIBRQDBIWEKHQQWDQDJIHG
3R( (WKHUQHW B6ZLWFK LV UHTXLUHG IRU :HE ODQDJHPHQW

1.2 Management Software

7KH IROORZLAIPDW DJEPWWW VRIWZDUH RSWLRQV SURYLGHG E\
(WKHUQHW 6ZLWEFK

X ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK &/, LQWHUID
Xx 6103 EDVHG ODQDJHPHQW 6RIWZDUH
X 'HE %URZVHU $SSOLFDWLRQ

Console Program

7KH O0DQDJHG ,QGXVWULDO 3R( (W KHRJRORPD 6 BLM B KQ W HUEXE B W
ZKLFK \RX FDQ XVH WR

X &RQILIJXUH WKH V\VWHP
X ORQLWRU WKH VWDWXV
X 5HVHW WKH V\VWHP

<RX FDQ XVH &/, DV WKH RQO\ PDQDJIJHPHQW VW WB® D JHPHOW R
6103 EDVHG PDQDJHPHQW V\VWHP DUH DOVR DYDLODEOH

<RX FDQ DFFHVV WKH WH[W PRGH &RQVROH 3UJRJU WM OMRFADIDD \
ZRUNVWDWLRQ UXQQLQJ 97 HPXODWLRQ VWIWADDUBR( WRKW K E
56 5- &RQVROH SRUW GLUHFWO\ 2U \RX FDQ XVH 7HOQHW
QHWZRUN FRQQHFWLRQ UHPRWHO\

SNMP Management System

WDQGDUG 6103 EDVHG QHWZRUN PDQDJHPHQW UDQDHRA A VQGX
3R( (WKHUQHW B6ZLWFK WKURXJK :WHK® \RXWXRH ND UGB VWVEHDVH G
PDQDJHPHQW V\WVWHP WKH ODQDJHG ,QGXVW HNVDRQHR R I( WHKHHU @B
GHYLFHV QHWZRUN HOHPHQWYV LQ WKDW V\VWHP 7KZA \WBK
PDQDJHPHQW PRGXOH FRQWDLQV DQ 6103 DJHBWWW KIDW PZ IMX®! |
EDVHG QHWZRUN PDQDJHPHQW V\WWHP 7KHVH UHTXHVWNW ML
VIVWHP LQIRUPDWLRQ WR VHWWLQJ WKH GHYLFH DWWULEXWH Y

7KH ODQDJHG ,QGXVWULDO §RIU(WIHONUR BWo IALVBBPRYLGHG AIRYU \
\RXU 6103 EDVHG QHWZRUN PDQDJHPHQW V\VWHP

Web Browser Application

<RX FDQ PDQDJH WKH ODQDJHG ,QGXVWULKX®DZBHRE EWRHYEHW Ve
 QWHUQHW ([SORUHU RU *RRJOH &KURPH HWF DJHGH ,GEIODOWL
( WKHUQHW 6ZLWFK SRUWHBDIQ EH UHDFKRHWG\BRWU FRQYHQLHQFH
HLWKHU WKLV :HE EDVHG ODQDJHPHQW %URZVHU $/S SROOL@ D WHLARH
RSWLRQV IRU H[DPSOH 6103 EDVHG PDQDJHPHQW WVWHP DV \R



1.3 Management Preparations

$IWHU \RX KDYH GHFLGHG KRZ WR PDQDJR(\RXKHWIHMN HG L\Q EK
UHTXLUHG WR FRQQHFW FDEOHV SURSHUO\O GHRW HWRHYK WK H -
DGGUHVY DQG LQ VRPH FDVHV LQVWDOO 0,% VKLYSSHGKHUWK
6ZLWFK

Connecting the Managed Industrial PoE Ethernet Switch

,W LV YHU\ LPSRUWDQW WKDW WKH SURSHU FD¥ OMHWH ZXWKG W
FRQQHFWLQJ WKH ODQDJHG ,QGXVWULDO 3R( (WNW]HARUNY W DWNLR

1000Base-X / 100Base-FX SFP Port

7KH VPDOO IRUP IDFWRU SOXJJDEOH 6)3 LV D FR$WDFMO RG
FRPPXQLFDWLRQ DSSOLFDWLRQV W LQWHUIDFHWZDWFHKW DRU
RU VLPLODU GHYLFH WR D ILEHU RSWLF RU XQVHKIVHD GGRG X\
LQGXVWU\ IRUPDW VXSSRUWHG E\ VHYHUDO ILEHU RSWLF FR|

6)3 WUDQVFHLYHUV DUH DYDLODEOH ZLWK D YDHMILHMU WNSC
DOORZLQJ XVHUV WR VHOHFW WKH DSSURSULDWH UDMHUKXQWVH
RSWLFDO UHDFK RYHU WKH DYDLODEOH RSWLFDO ILEHU W\St

6)3 VORW IRU 9 PLQL *%,& PRGXOH VXSSRUWYV KHW %HDRC
FRQQHFWLQJ WKH RWKHU VZLWFKHYVY ZRUNVWDWLR® RU WKE
6)3 WUDQVIHU DUH ZLWK WKH VDPH PHGLD W\SH %PDWH QP

%DV /; WR WDDVKYG FKHFEN WKH ILEHU R SHMWMARK AHD&E)G HVW P
PRGHO 7R FRQQHFW WR %DVH 6; WUDQWRAEHLUY HW E RWH Z W\
GXSOH[ /& FRQQHFWRU W\SH IRU RQH VLGWUDR) VIRHQQ IXPAMM W
PRGH ILEHU FDEOH ZLWK PDOH GXSOH[ /& FRQQHFWRU W\SH

10/100/1000Base-T RJ-45 Auto-MDI/MDIX Port

% DVHS57 $XWR 0', 0',; SRUWV DUH ORFDWHG DW WK
,QGXVWULDO 3R( (WKHUQHW 6ZLWFK 7KHVH BW WERUWWDI
FRSSHU EDVHG (WKHUQHW )DVW (WKHUQHW GHYLFH\RWR XK
QHIJRWLDWLRQ DQG 0', 0',; DXWR FURVVRYHU L H HLWKHU
873 RU 673 FDEOH PD\ EH XVHG

RS-232 RJ-45 Port

7KH 56 5- SRUW LV ORFDWHG DW WKH IURQW R U/QKNV 0022 DV
7KL5- SRUW LV XVHG IRIEDMRFPOQBRXMPHQW 5- 6LQRH WV RLW
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW B6ZLWFK LV UHGEWRY)
FRQQHFWHG WR WKH ODQDJHG ,QGXVWULBO %BRERWRHERHQYJIE

SRUW LW DOORZV \RX WR FRQILJXUH FKHFN 3/RK H WHKHDUA
6ZLWFK HYHQ ZKHQ WKH QHWZRUN LV GRZQ



IP Addresses

, 3 DGGUHVVHY KDYH WKH IRUPDW Q Q Q Q 7KH GHIDXOW IDFWF
, 3 DGGUHVVHY DUH PDGH XS RI WZR SDUWYV

z 7KH ILUVW SDUW IRU G[@PSRMHUWZRUN DGGUHVV WKDW LG
ZKHUH WKH GHYLFH UHVLGHV 1HWZRUN DGGUHVVHY]DWH DY
'HSHQGLQJ RQ \RXU ORFDWLRQ HDFK DOORFDWLRQH QHW)A
QXPEHU WR HDFK QHWZRUN ZKLFK LQWHQGY WR FRQQHFW W]

z 7KH VHFRQG SDUW IRU H[DPSOH Q Q LGHQWHMBRUT
$VVLIQLQJ XQLTXH GHYLFH QXPEHUV LV \RXU UHVSRFUBNO
DOORFDWHG WR \RX FRQVXOW ZLWK WKH DOD®RGDWVRIQV RZ
REWDLQHG

5SHPHPEHUDWK®WJIHVY FDQ EH DVVLIJQHG WR RQO\ RQH GHFWF MW
WKH RXWVLGH QHWZRUN \RX PXVW FKDQJH DOO W KH PWH L R/X K|
EHHQ DOORFDWHG E\ WKH DOORFDWLRWKRVJIDRXD WXRYLGIH\ KR
ZLOO QRW EH SHUIRUPHG

$ VXEQHW PDVN LV D ILOWHULQJ V\VWHP IRU ,3 DXGEGIH\L\GHHV \
QHWZRUN <RX PXVW XVH WKH SURSHU VXEQHW (PHDW RRILRNJ 2N KK
GHILQHG

MIB for Network Management Systems

ULYDWH 0,% ODQDJHPHQW ,QIRUPDWLRQ %DVH\WDQIDWHW& RYGEN
3R( (WKHUQHW 6ZLWFK WKURXJK WKH 6103 EDWYHG<®QKXNW2RMWWN LR
WKH SULYDWH 0,% LQWR \RXU 6103 EDVHG QHWZRUN PDQDJHPH

7KH 0,% ILOH LV VKLSSHG WRJHWKHU ZLWK WKHGZDLDYPKHGE KB AK
HIWHQVLRQ LV 3 PLE" WKDW DOORZV 6103 EDVHG FRPSLOHU FDC



2. Command Line Interface (CLI)
7KLY FKDSWHU LQKWRUREB XAHYV &RRPDQG /LQH ,QWHUIDFH &/, VSH

JRFDO &RQVROH

7HOQHW

&RQILIXULQJ WKH V\VWHP
SHVHWWLQJ WKH V\VWHP

X X X X

7KH LQWHUIDFH DQG RSWLRQV LQ /RFDO &RQ\WOOMRD @G ITHOKQ®F
W\SH Rl FRQQHFWLRQ DQG WKH SRUW WRDMG L\Q XXW\EUWROP BR
6ZLWFK

2.1 Using the Local Console

/IRFDO &RQVROH LV DOZD\V GRQH%H WKSIRRIMN KD V& HJHBEXLUHYVY D GL

EHWZHHQ WKH VZLWFK DQG D 3& 7KLV W\SH RD PO\QDKH® HQKWH L

GRZQ DQG WKH VZLWFK FDQQRW EH UHDFKHG E\ DQ\ RWKHU PHI

<RX DOVR QHHG WKH /RFDO &RQVROH 0DQBWAFRHQWFWRQG I VHWOMWN

ILUVW WLPH <RX FDQ VHWXS WKH ,3 DGGUIHV X UDOW RFX DAQR HW\

VHWWLQJY WR HQDEOH 7THOQHW RU 6103 VHUYLFHYV

JROORZ WKHVH VWHSVY WR EHJLQ D PDQDJHPHQW VHVVLRQ XVLC
Step 1. $WWDFK WKH VHULDO BPEOSRUWW WKHDWHG DW WKH IUR
Step 2. $WWDFK WKH RWKHU HQG WR WKH VHULDO SRUW RI D 3

Step 3. 5XQ D WHUPLQDO HPXODWLRQ SURJUDP XVLQJ WKH IRO

X Emulation 97 $16, FRPSDWLEOH
x BPS

x Data bits

x Parity 1RQH

X Stop bits

X Flow Control 1RQH

x Enable THUPLQDO NH\V

Step 4. 3UHVV (QWHU WR DFFHVV WKH &/, &RPPDQG /LQH ,QWH



2.2 Remote Console Management - Telnet

<RX FDQ PDQDJH WKH ODQDJHG ,QGXVWULDBWRHMWKRQQHWRZEZ
PXVW ILUVW DVVLIJQ D XQLTXH ,3 DGGUHVV WR RHKHRBDIOW& R QE/
ORIWKH ODQDJHG ,QGXVWULDOD®RMR(VMLKE WRKIW,8 ZDGGFBKHVYV IRU V
JROORZ WKHVH VWHSVY WR PDQDJH WKH ODQDIJWEBURBXK WHQDA W

Step 1. 8VH /RFDO &RQVRD@ 3WRGBVHNIWVQ WR WKH ODQDJHG ,QGX

X ,3 DGGUHVYV
6 XEQHW ODVN
x 'HIDXOW JDWHZD\ ,3 DGGUHVV LI UHTXLUHG

X

Step2. 5XQ 7THOQHW

Step 3. /IR LQWR WKH 6ZLWFK &/,

Limitations : :KHQ XVLQJ 7THOQHW NHHS WKH IROORZLQJ LQ PLQG

Only two active Telnet sessions can access the Managed Industrial POE Ethernet Switch at
the same time.

2.3 Navigating CLI

'KHQ \RX VXFFHVVIXOO\ DFFHVV WKH O0DQDJHG \R)XG XY &0 LEDHD [B\RN
D ORJLQ XVHUQDPH (QWHU \RXU DXWKRUL]WEHYNRXQZPEMDEB ¢
8VHU PRGH ,Q &/, PDQDJHPHQW WKH 8VHU PRGH R@FWSBRY
RSHUDWH WKH ODQDJHG ,QGXVWULDO 3R( (W K HURQH MI X6LZH DFEY
IHDWXUHV Rl WKH 0DQDJHG ,QGXVWULDO 3R( RWK HD@HIWOG PILWF
\RX PXVW HQWHU WKH &RQILIJXUDWLRQ PRGH RXHUYROQ@RRZIL @.
DYDLODEOH LQ WKLV ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZL

Access Method ' Prompt Displayed Exit Method

JRLQ XVHUQDPH
SDUVZRUG 6ZLWFK! ORJRXW H[L

JURP 8VHU PRGH
W Kitbble FRPPD QG 6ZLWFK GLVDEOH H]

JURP 3ULYLOHJH
&RQILIXUDW by Qw Hesnig KR1U 6ZLWFK FRQ| H[LW &WUO

PRGH configure FRPPDQG

Command Mode
8VHU PRGH

BULYLOHJHG

NOTE: By default, the model name will be used for the prompt display. You can change
the prompt display to the one that is ideal for your network environment using the
KRVWQDPH FRPPDQG +RZHYHU IRU FRQY EBQILHQEZHO QV E
WKURXJKRXW WKLV XVHUIV PDQXDO




2.3.1 General Commands

7KLV VHFWLRQ LQWURGXFHV \RX VRPH JHQHUDO FRPABQGQ GVKL
&RQILIXUDWLRQ PRGHV LQFOXGDQ&ORHRSW 3H[LW" S3KLVWRU\’

Entering the comma QG« | 7R GR WKLV« Available Modes

2EWDLQ D OLVW RI DY SVHU ORGH
KHOS  EPPDOGY LO WKH Fx| 3ULYLOHIHG 0
&ROILIXUDWLI

8VHU ORGH

\

HILW g';\gvfg?/FV\L’JiQ’VQKH SUHY 3ULYLOHJIHG 0
&ROQILIXUDWLI

8VHU ORG H
KLVWRU\ ;LVVHV\EDOO FRPPDQGV )\ s yLYLOHJIHG 0
&ROILIXUDWLI

ORIRXW JRIRXW IURP WKH &/, | 8VHU ORGH
&RQVROH RU 7THOQHW | 3ULYLOHJHG 0

2.3.2 Quick Keys

,Q &/, WKHUH DUH VHYHUDO TXLFN NH\V WKDW \RX7KMHQI RU B RZR
WDEOH VXPPDUL]HV WKH PRVW IUHTXHQWO\ XVHG TXLFN NH\V L

Keys ' Purpose

WD E (QWBIQXQILQLVKHG FRPPDQG DQG SUHVV 37DF
FRPPDQG

! BUHVV 3"" NH\ LQ HDFK PRGH WR JHW DYDLOL

(QWHU DQ XQILQLVKHG FRPPDQG RU NH\ZRU
WKH FRPPDQG DQG JHW FRPPDQG V\QWDJ[ KH

8QILQLVK Example: /LVW DOO DYDLODEOH FRPPDQGV VW
FRPPDQG| \RX HQWHU

IROORZH( _
Switch#h?
help Show available commands
history Show history commands

$ VSDFH | (QWHU D FRPPDQG DQG WKHQ SUHVV 6SDFHIE

IROORZH( WKH QH[W SDUDPHWHU

8S DUURZ 8VH 8S DUURZ NH\ WR VFUROO WKURXJK WKH
EHJLQQLQJ ZLWK WKHLPFRRPP NGIGM QW NH\

8VH 'RZQ DUURZ NH\ WR VFUROO WKURXJK W

EHJLQQLQJ ZLWK WKH FRPPDQGYV WKDW DUH

'RZQ DUU




2.3.3 Command Format

:KLOH LQ &/, \RX ZLOO VHH VHYHUDO V\PERRYHYHEBX RPIWK 3
NQRZ ZKDW DQG FRQILJ UHSUHVHQW +RZHYHU WGEHSH BGRWHR
\RX KDYH WR HQWHU D VWULQJ RI FRPSOHSNH FRIP PRD)XQ @ DRV WHR
DGGUHVV IRMOQDWKB ,QGXVWULDO 3R( (WKHUQHW 6ZLWFKLQWRX
FRPPDQG ZLWK WKH UHTXLUHG SDUDPHWHU DQB\,3 VXEQHW PD

, 3 FRPPDQG 8wi@h¢drfig)#ip address [A.B.C.D ] [255.X.X.X][A.B.C.D ]

| Switch(config)#ip address 192.168.1.198  255.255 . 255. 255 192.168.1.254 |

! !

+RVWQL 7KLY PHDQV7/KLVY DOORZV \I[(QWHU WKH ,3 DGGUHVV V
\RX DUH LQ PVVLJIQ ,3 DGGIGHIDXOW JDWHZD\ DGGUHV
&RQILIXUDW
PRGH

7KH IROORZLQJ WDEOH OLVWY FRPPRQ VI\PERQWHDRIBQWQWDQ W/HK
8VHUYV 0DQXDO IRU \RXU UHIHUHQFH

Symbols Brief Description

! &XUUHQWO\ WKH GHYLFH L
&XUUHQWO\ WKH GHYLFH L

FRQILJ &EXUUHQWO\ WKH GHYLFH L
&RQILIJIXUDWLRQ PRGH

Syntax Brief Description

> @ 5HIHUHQFH SDUDPHWHU

>V VLIH@ > U UHSHDW@ >| 7KHVH WKUHH SDUDPHWHU\
FRPPDQG DQG DUH RSWLRQ
WKDW \RX FDQ LJQRUH WKH
LI WKH\ DUH XQQHFHVVDU\
SLQJ FRPPDQG

> % & ' @ %YUDFNHWYV UHSUHVHQW WK
ILHOG DQWHWLGUHVY RU JD
DGGUHVV

> @ %YUDFNHWYVY UHSUHVHQW WK
ILHOG (QWHU WKH VXEQHW

>SRUW@ (QWRQBRUW QXP BHE WA HRHD
IRU GHWDLOHG H[SODQDWL

>SRUWBOLVW@ (QWHU D UDQJH RI SRUW Q)

GLVFRQWLQXRXV SRBWEWXH

IRU GHWDLOHG H[SODQ
>IRUFHGBWUXH _ IRUFHGBl 7TKHUH DUH WKUHH RSWLRQ
FKRRVH 6SHFLI\ RQH RI WK

> @ 6SHFLI\ D YDOXH EHWZHHQ
> @ SBOLVW 6SHFLI\ RQH YDOXH PRUH \
> @GVFSBOLVW UDQJH RI YDOXHYV

Example 1: specifying one value

Switch(config)#qgos 802.1p -map 10

Switch(config)#qos dscp -map 10 3




Example 2: specifying three values
VHSDUDWHG E\ FRPPDV

Switch(config)#qos 802.1p -map 13 0

Switch(config)#qos dscp -map 10,13,15 3

Example 3: specifying a range of values
(separated by a hyphen)

Switch(config)#qgos 802.1p -map 1-30

Switch(config)#qos dscp -map 10-15 3

2.3.4 Login Username & Password
Default Login

‘KHQ \RX HQWHU &RQWRORJYAVSURPSW IRU XVHUQDPH DQG S
UHTXHVW D YDOLG DQG DXWKRUL]JHG XVHUQD PHUD®WGNSE B MVZRH
WKH GHIDXOW ORddm® XVOI@IEEOPHerkey ~ LQ SDVVZRUG ILHOG QF
UHTXLUHG IRU GHIDXOW VHWWLQJ "KHQ V\VVONPWIDRP SVK I KE
VXFFHVVIXOO\ HQWHUHG WKH 8VHU PRGH

JRU VHFXULW\ UHDVRQV LW LV VWURQJO\ UHFRPPH@GH®G QWK
SDVVZRUG XVLQJ 8VHU FRPPDQG LQ &RQILIXUDWLRQ PRGH
XVHUQDPH DQG SDVVZRUG \RX FDQ GHOHWH WKHY I6QIWD X QWY XXW
D F F HHW

Privileged Mode Password

B3ULYLOHJHG PRGH LV SDVVZRUG SURWHFWHG PR3 DRI)SDNVWVYZF
SURPSW ZLOO DSSHDU WR UHTXHVW WKH XVHU WR $IGR PRGH]
SDVVZRUG LV WKH VDPH DV WKH RQH HQWH®%YH G HJ IDAXHFDUW O RRL Q DS
UHTXLUHG 7KHUWEHERNMH LQUSDMVZRUG SURPSW

Forgot Your Login Username & Password

.1 \RX IRUJRW \RXU ORJLQ XVHUQDPH DQG SN \EXZRWBQ \ RQ ADIQH:
WR VHW DOO FRQILIXUDWLRQV EDFN WR IDFWR U\\GWHPX O WWH
GHIDXOWYV \RX FDQ ORJLQ ZLWK GHIDXOW XWHUQBRPMW DQGRXD
PHWKRG WR JDLQ DFFHVV WR WKH O0DQDJHG QO@GKR@IU I B0 D3R R(C
)ODVK ZLOO EH ORVW ,W LV VWURQJO\ UHFRPP HQ EHDG NWIKED WSE
ORFDO KDUG GULYH RU ILOH VHUYHU IURP WLPHGWRHWWR I JVR
UHORDGHG WR WKH ODQDJHG ,QGXVWULDO 3R (JONIQHD BFHAW \6 Z0L)
WKH GHYLFH



2.4 User Mode

,Q 8vVHU PRGH RQO\ D OLPLWHG VHW RI FRPPDQGVQD8HHIYURRKR G
KDYH QR DXWKRULW\ WR FRQILIXUH DGYDQFHANWDOWWH®JIFRG
&RQILIXUDWLRQ PRGH WR VHW XS DGYDQFHG IXQRPWDRGWYW BPIY DI
LQ 8VHU PRGH HQWHU WKH TXHVWLRQ PDUN VVWH P ISHURP'S WR
6ZLWFK

Command Description

exit 4XLW WKH 8VHU PRGH RU FORVH WKH WHUPLQDO FRQ

help 'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGV LQ 8VHU P

histo ry 'LVSOD\ WKH FRPPDQG KLVWRU\

logout /RIRXW IURP WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQ

loopback 7HVW ZKHWKHU WKH FRQQHFWLYLW\ RI WKH QHWZRU
QRUPDOO\ RU QRW

ping 7HVW ZKHWKHU D VSHFLILHG QHWZRUN GHYLFH RU K

traceroute 7UDFH WKH URXWH WR +267

enable (QWHU WKH 3ULYLOHJHG PRGH

2.4.1 Loopback Command

/IRRSEDFN LV XVHG WR WHVW WKH QHWZRUNLRHVF O R QdtpliaBCHH F
FRPPDQG LQ 8VHU PRGH ,Q WKLV FRPPDQGDJQRRVAWHHGSRBW SH
WKH WLPH YDOXH IRU WKH ORRSEDFN WHVW

Command Parameter Description
6ZLWFK! ORR >SRUWBQX|I 6SHFLI\ WKH GLDJQRVWLF SRU

GLDJQRVWLF
>SRUWBQXPE > @ 6SHFLI\ WKH 9/%$1 '

> @ W:P
> @ &RQILIJXUH WKH ORRSEDFN WH

Example of Loopback Test

6ZLWPRRSEDFN GLDJQRY &RQILIJXUH 3RUW DV WKH GLD
WLPH ,' DV IRU WKH ORRSEDFN WH
PLQLXWHYV

2.4.2 Ping Command

3LQJ LV XVHG WR WHVW WKH FRQQHFWLYLW\ RNHQBG VGHIWW F\N K H
LQWHUIDFH FDYi®y FRWPDQBKEHQ 8VHU PRGH ,Q WKLV FRPPDRG
SDFNHW VL]H YDOXH DQG DQ RSWLRQDO YDOXH IRU DVMKG! WDHKFPHELH)

Command Parameter Description

6ZLWFK! SLQ| >% % &' _ | (QWHU WKH ,3 ,3Y DGGUHVV W

>3 % & ' _ $ % & ' () * SLQJ

$ % &' () @H >V VL]H (QWHU WKH SDFNHW VL]H WKD

V VL]H E\WHV( DOORZDEOH SDFNHW VL]H LV |

E\WHW@ RSWLRQDO

WLPHRXW > W WLPHR| (QWHU WKH WLPHRXW YDOXH Z

VHFV @ DGGUHVV LV QRW UHDFKDEOH



https://tw.dictionary.yahoo.com/dictionary?p=connectivity

6ZLWFK! SLQJ

6ZLWBKQJ +¢W

6ZLWFK! SLQJ

6ZLWBEBKQJ *V +W

2.4.3 Traceroute Command

TUDFHURXWH LV XVHG WR WUDFH WKH SDWK EWW ZKRNON W KGIW(
traceroute FRPPDQG LQ 8VHU PRGH ,Q WKLV FRPPDQG \RX FOXHDI®
WKH QXPERW WKDW SDFNHWYVY DUH VHQW DQG UHFHLYHG

Command Parameter Description
6ZLWFK! wul >$ % &' _ | (QWHU WKH ,3 ,3Y DGGUHVV W

>$ % & $ % & ' () *SLQJ

$%&'()_@+>K KRl 6SHFLI\ PD[ KRSV EHWZHHQ WK
K KRSV ( UHPRWH KRVW

6ZLWMKUDFHURXWH
6ZLWMWKUDFHURXWH + K
6ZLWFK! SLQJ

6ZLWFK! SLQJ +K




2.5 Privileged M ode

7KH RQO\ SODFH ZKHUH \RX FDQ HQWHU WKH 3KHQLORKXKING FFRIY |
HQWHU WKH 3ULYLOHJHG PRGH WKLV PRGH LVZIS®DY VEH FE DSQL
6ZLWFK WKH PRGHO QDPH RI \RXU GHYLFHKQWRJIHWKHUT XHW W LCF
RU KHOS FRPPDQG WR YLHZ D OLVW RI FRPPDQGY DYDLODEOH |

Command Description

copy-cfg 5SHVWRUH RU EDFNXS FRQILJXUDWLRQ ILOH YLD )7
disable ([LWULYLOHJHG PRGH DQG UHWXUQ WR 8VHU ORGH
exit ([LW 3ULYLOHJHG PRGH DQG UHWXUQ WR 8VHU OR
firmware $O0ORZ XVHUV WR XSGDWH ILUPZDUH YLD )73 RU 7
help 'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGV LQ 3UL
history 6KRZ FRPPDQGVY WKDW KDYH EHHQ XVHG

logout /RIRXW IURP WKH ODQDJHG ,QGXVWULDO 3R( (WKH

7THVW ZKHWKHU WKH FRQQHFWLYLW\ RI WKH QHWZ

loopback QRUPDOO\ RU QRW

ping 7HVW ZKHWKHU D VSHFLILHG QHWZRUN GHYLFH R
reload 5HVWDUW WKH O0DQDJHG ,QGXVWULDO 3R( (WKHUQ
traceroute 7UDFH WKH URXWH WR +267

write 6DYH \RXU FRQILJXUDWLRQV WR )ODVK

configure (QWHU *OREDO &RQILJXUDWLRQ PRGH

show 6KRZ D OLVW RI FRPPDQGVY RU VKRZ WKH FXUUHQ

2.5.1 Copy-cfg Command

8VH 3FRS\ FIJ" FRPPDQUDFWRQI EDFANXWLRQ ILOH YLD )73 RU 7)73
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWHK GCEFOPBPX OMR/ W K M/
FRQILIXUDWLRQV

1. Restore a configuration file via FTP or TFTP server.

Command Parameter ‘ Description

6ZLWFK FRS| >%$ % & ' _ (QWHU WKH ,3 ,3Y DGGUHVV
IURP IWS >$ | $ % & ' () * 1 VHUYHU

$ % &' ()* 4>ILOH QDPH{ (QWHU WKH FRQILIXUDWLRQ
>ILOH QDPHC( ZRXOG OLNH WR UHVWRUH
>XVHUBQDPH >XVHUBQDPH (QWHU WKH XVHUQDPH IRU )

>SDVVZR
S UGC>SDVVZRUG@ (QWHU WKH SDVVZRUG IRU )

6ZLWFK FRS|>$%$ % & ' _ (QWHU WKH ,3 ,3Y DGGUHV\
IURP WIWS >/ $ % & ' () * 1 VHUYHU
$ % & " () * #4>ILOH QDPHE (QWHU WKH FRQILIXUDWLRQ

>ILOHBQDPH ZRXOG OLNH WR UHVWRUH
Example

6ZLWFK FRS\ FIJ IURP IWS +6B BDEGBH]FRQI
6ZLWFK FRS\ FIJ IURP WIWS +6B BILOH FR(

2. Backup configuration file to FTP or TFTP server.

Command | Parameter ' Description
6ZLWFK FRS|>% % & ' _ (QWHU WKH ,3 DGGUHVV RI \RX
IWS >$ % & ' | $ % & ' () *

$ % & ' () * 4>ILOH QDPH (QWHU WKH FRQILIJXUDWLRQ IL



https://tw.dictionary.yahoo.com/dictionary?p=connectivity

>ILOH QDPHC

EDFNXS

_ GHIDXOW _
>XVHUBQDPH

>SUXQQLQJ |
VWD UW X S

6SHFLI\ EDFNXS FRQILJ WR EH
VWDUWXS

>SDVVZRUG@ >

>XVHUBQDF

(QWHU WKH XVHUQDPH IRU )73

>SDVVZRUC

(QWHU WKH SDVVZRUG IRU )73

6ZLWFK FRS
WIWS >$ % &
$ % & " () * 4
>ILOHBQDPH,
_ GHIDXOW _

>3 % & ' _
$ % &' () *
>ILOH QDP}

(QWHU WKH ,3 DGGUHVV RI \RX

(QWHU WKH
EDFENXS
>SUXQQLQJ | 6SHFLI\ EDFNXS FRQILJ WR EH
_ VWDUWXY VWDUWXS

6ZLWFK FRS\ FIJ WR IWS +6B BILOH ER[Q] UX
6ZLWFK FRS\ FIJ WR WIWS +6B BILOH FRQI V

FRQILIXUDWLRQ IL

3. Restore the Managed Industrial PoE Ethernet Switch back to default settings.

Command / Example

6ZLWFK FRS\ FIJ
6ZLWFK UHORDG

IURP GHIDXOW

4. Restore the Managed Industrial POE Ethernet Switch back to default settings but keep IP
configurations.

Command / Example

6ZLWFK FRS\ FIJ
6ZLWFK UHORDG

IURPL&GEHIDXOW NHHS

2.5.2 Firmwar e Command

To upgrade firmware via TFTP or FTP server.

Command | Parameter ' Description

6ZLWFK ILUR>% % & ' _ (QWHU WKH ,3 DGGUHVV RI \RX

XSJUDGH IWY$ % & ' () *

>$%&'_ >ILOH QDPH (QWHU WKH ILUPZDUH ILOH QD

$ % () * XSJUDGH

>|LOHBQD >,PDJH _ ,1 & KRRVH LPDJH RU LPDJH IR\
,PDJ@& @ EH XSJUDGHG WR

SXVHUBQDPH
>SDVVZRUG@

>XVHUBQDF

(QWHU WKH XVHUQDPH IRU )73

>SDVVZRUC

(QWHU WKH SDVVZRUG IRU )73

6ZLWFK |ILUH
XSJUDGH WIV

>3 % & '
$ % & () *

(QWHU WKH ,3 DGGUHVV RI \RX

6ZLWFK
DEF[\]

>ﬂ96& <, | >/LOHBQDP| (QWHU WKH ILUPZDUH ILOH QD
$ % ()~ XSJUDGH
>ILOHBQDP
PDJ@ >.PDJH _ .| &KRRVH LPDJH RU LPDJH IR
@ EH XSJUDGHG WR

\Example |

ILUPZDUH XSJUDGH

IWS +8 6 JHBZILWHF K

6ZLWFK

ILUPZDUH XSJUDGH WIWS

+6B BILOH




2.5.3 Loopback Command

JRRSEDFN LV XVHG WR WHVW WKH QHWZRUNLGHWVDEODWMHRR QY& H |
FRPPDQG LQ 3ULYLOHJHG PRGH ,Q WKLV HARPPIDK GG LDRX RYN\
DFFRPSDQ\ SRUW 9/$1 ,'" DQG WKH WLPH YDOXH IRU WKH ORRSE

Command Parameter Description

6ZLWFK ORR >SRUWBQXK 6SHFLI\ WKH GLDJQRVWLF SRU
GLDJQRVWLF .
>SRUWBQXPE> @ 6SHFLI\ WKH 9/%1 ,

> @ WEPHI > @ &RQILIJXUH WKH ORRSEDFN WH

Examp le of Loopback Test
6ZLWFK ORRSEDFN GLDJ &RQILIJXUH 3RUW DV WKH GLD
WLPH ,' DV IRU WKH ORRSEDFN WH
PLQLXWHYV

2.5.4 Ping Command

Command | Parameter ' Description

6ZLWFK SLQI>% % &' _ | (QWHU WKH ,3 ,3Y DGGUHVV W

> % & ' | $ % &' () *SLQJ

$ % &' () @H >V VL]H (QWHU WKH SDFNHW VL]H WKD

V VL]H E\WHV( DOORZDEOH SDFNHW VL]H LV I
E\WHW@ RSWLRQDO

WLPHRXW > W WLPHR| (QWHU WKH WLPHRXW YDOXH Z

VHFV@ DGGUHVYV LV QRW UHDFKDEOH

6ZLWFK SLQJ

6ZLWFK SLQJ + WtV

6ZLWFK SLQJ

6ZLWFK SLQJ +V +W

2.5.5 Reload Comma nd

1. To restart the Managed Industrial PoE Ethernet Switch.

Command / Example
6ZLWFK UHORDG

2. To specify the image for the next restart before restarting.

Command / Example

6ZLWFK UHORDG ,PDJH
2.

6ZLWFK UHORDG




2.5.6 Traceroute Command

Command Parameter Description

6ZLWFK WULD>$ % & ' _ | (QWHU WKH ,3 ,3Y DGGUHVV W
>$ % & $ % & ' () * SLQJ

$ % &' () @ > K KR 6SHFLI\ PD[ KRSV EHWZHHQ WK
K KRSV (@ UHPRWH KRVW

6ZLWFK WUDFHURXWH

6ZLWFK WUDFHURXWH + K
6ZLWFK SLQJ
6ZLWFK SLQJ + K

2.5.7 Write Comma nd

7R VDYH UXQQLQJ FRQILIJIXUDWLRQV WR VWD EBWRXSDRRQ | DXOU B
FRQILIXUDWLRQV ZLOO EH ORVW ZKHQ \RX UHVWWUBYE LWWEHK 0D QD

Command / Example
6ZLWFK ZULWH
6DYH &RQILJ 6 XFFHHGHG

2.5.8 Configure Command

7KH RQO\ SODFH ZKHWWRKRX*GRDDHQARQILIXUDWLRQ PRGH LV LC
W\V\SH LQ 3FRQILJXUH  RU 3FRQILJ" IRU VKRUW RAGRH HDRAWHH G LW B B DY
ZLOO FKDQJH IURP 3®6ZLWFK ~ WR 326ZLWFK FROQWHU ROEH *
&RQILIXUDWLRQ PRGH

Command / Example

6ZLWFK FRQILJ
6ZLWFK FRQILJ
6ZLWFK FRQILJXUH
6ZLWFK FRQILJ

2.5.9 Show Comma nd

7KH 3VKRZ" FRPPDQG LV YHU\ LPSRUWDQW IR UI RUHR\DARIURNQ DOSER
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPPODRMEIY BROIZ
FRQILIXUDWLRQ HUURU W FDQ EH XVHG LQ FIHLROORIH Q JREG H¢
GLITHUHQW XVHV RI 3VKRZ™ FRPPDQG

1. Display system information

(QWHU 3VKRZ VZLWFK LQIR™ FRPPDQG LQ 3ULYLOMKHGQ W W H& RRX
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: 'LVSOD\ D FRPSDQ\ QDPH IRU WKLV ODQDJHG ,QGX
8VH *VZLWFK LQIR FRPSDQ\ QDPH >FRPSDQ\BQDPH@  FRPPDQG

System Object ID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2,°



System Contact: 'LVSOD\ WKH FRQWDFW LQIRUPDWLRQ IRU WKLV
6ZLWFK 8VH 3VZLWFK LQIR VA\VWHP FRQWDFW >V\VBFRQWDFW (

System Name: 'LVSOD\ D GHVFULSWLYH V\VWHP QDPH IRU WKLV 0
6ZLWEFKH 3VZLWFK LQIR VA\VWHP QDPH >V\VBQDPH@  FRPPDQG \

System Location: 'LVSOD\ D EULHI ORFDWLRQ GHVFULSWLRQ IRU WK
6ZLWFK 8VH 3VZLWFK LQIR VA\VWHP ORFDWLRQ >V\VBORFDWLR

DHCP/DHCPV6 Vendor ID: 'LVSOD\ WKH 9HQGRU &ODVV ,GHQWLILHU X\
DIJHQW IXQFWLRQ 8VH 3VZLWGSK HKBIR YHQFSRYBQGAU FRPPDQG \

Model Name: 'LVSOD\ WKH\WBRBRGXFQDPH

Host Name: 'LVSOD\ WKHBBR®BXGWPH 8VH 3VZLWFK LQIR KRVW QD!
FRPPDQG WR HGLW WKLV ILHOG

Current Bootimage : 7KH LPDJH WKDW LV FXUUHQWO\ XVLQJ
Configured BootImage: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UH
Image-1 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
M/B Version: 'LVSOD\ WKH PDLQ ERDUG YHUVLRQ
Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV 0ODQDJHG ,QG
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH 0ODQDJHG ,®XU\WWULD
UpTime: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ
Local Time: 'LVSOD\ WKH ORFDO WLPH RI WKH V\VWHP
Power 1/2: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV RI 3RZHU DQG
CPU Temperature: 'LVSOD\ WKH FXUUHQW &38 WHPSHUDWXUH RI WKL
2. Display or verify currently-configured settings
5HIHU WR WKH IROORZLQJ VXE VHFW,BRRR/PPDAMBIEUFBRPRDRRRE D Q
FRPPDQGHFXULW\ FRBRDGHUYHU FRPIPVHUGFRPPDEI FRPPDQG
VHFWLRQV HWEF
3. Display interface information or statistics
5HIHU WR 36KRZ LQWHUIDFHD\QBEKRIZYVWISFVQERBPDQYGRQ FRPPDQC

4. Show default, running and startup configurations

5HIHU WR *VKRZ GHIDXOW3:VRRILUXROPODERQILI FRPPDQXE DI
FRQILJ FRPPDQG’ VHFWLRQV



5. Show CPU & Memory Statistics

6KRZ &38 XWLOL]DWLRQ DQG PHPRU\ XVDJH UDWH 5S5HHHWLWR 3V



2.6 Configuration M ode

'KHQ \RX HQWHU 3FRQILJXUH RU 3FRQILJ" D@® SWRKVXLYQ VEHUG L
WKH *OREDO &RQILIJXUDWLRQ PRGH ZKHUWHW FKX D QX QHW DR D G\
9/$1 DQG VWRUP FRQWUR®OWHFRBPOY GOREPWIHOYHG ZLOO DSSO\
DQG WKH GHYLFHYV RSHUDWLRQ )URP W HKILHQ@HWYXD FRRX LEXQ T
WR VHW XS VSHFLILF FRQILJXUDWLRQV IRU 9/$1 4R6 VHFXULW)\

Command Description

acl

6HW XS DFFHVV FRQWURO HQWULHY DQG OLVWYV

archive

ODQDJH DUFKLYH FRQILIXUDWLRQ ILOHV

channel-group

&RQILIJXUH VWDWLF OLQN DJJUHIJDWLRQ JURXSV R

dotlx

A ; 0$% JOREDO FRQILIXUDWLRQ FRPPDQGYV

digital *OREDO 'LJLWDO ,QSXW 2XWSXW FRQILIXUDWLRQ
exit ([LW WKH JOREDO FRQILIJIXUDWLRQ PRGH
help 'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGV LQ WKH
history 6KRZ FRPPDQGV WKDW KDYH EHHQ XVHG

fast-redundancy

6HW XS )DVW 5LQJ Y DQG &KDLQ FRQILIXUDWLRQ

ip

6HW XS WKH ,3Y DGGUHVYV DQG HQODEOH '+&3 PRG

ipv6

7R HQDEOH LSY IXQFWLRQ DQG VHW XS ,3 DGGUH

lidp

//'3 JOREDO FRQILIXUDWLRQ PRGH

loop-detection

&RQILIXUH ORRS GHWHFWLRQ WR SUHYHQW ORRS

I2protocol-tunnel

6HW XS /D\HU SURWRFRO WXQQHO IXQFWLRQ

mac

BHW XS 0$& OHDUQLQJ IXQFWLRQ RI HDFK SRUW

management 6HW XS FRQVROH WHOQHW ZHE 66+ DFFHVV FRQW
mirror 6HW XS WDUJHW SRUW IRU PLUURULQJ

ntp 6HW XS UHTXLUHG FRQILIJXUDWLRQV IRU 1HWZRUN
poe 3RZHU RYHU (WKHUQHW FRQILIJIXUDWLRQ FRPPDQG
gos 6HW XS WKH SULRULW\ RI SDFNHWV ZLWKLQ WKH ({
ring-detection 5LQJ GHWHFWLRQ FROQILIJXUDWLRQ FRPPDQGV
security &RQILIXUH EURDGFDVW XOQNQRZQ PXOWLFDVW X
snmp-server &UHDWH D QHZ 6103 FRPPXQLW\ DQG WUDS GHVWL

spanning-tree

6HW XS 5673 VWDWXV RI HDFK SRUW DQG DJJUHJD

switch

6HW XS DFFHSWDEOH IUDPH VL]H DQG DGGUHVV O

switch-info (GLW WKH VA\VWHP LQIRUPDWLRQ

syslog 6HW XS UHTXLUHG FRQILIJXUDWLRQV IRU 6\VORJ V
terminal 6HW XS 7THUPLQDO IXQFWLRQV

time-range 7LPH 5DQJH PDQDJHPHQW

user &UHDWH D QHZ XVHU DFFRXQW

vlan 6HW XS 9/$1 PRGH DQG 9/%1 FRQILIJXUDWLRQ

no 'LVDEOH D FRAPMHOWGIRWUEDFN WR LWV GHIDXOW VH
interface 6HOHFW D VLQJOH LQWHUIDFH RU D UDQJH RI LQW
show 6KRZ D OLVW RI FRPPDQGY RU VKRZ WKH FXUUHQ

2.6.1 Entering Interface Numbers

,Q WKH *OREDO &RQILIJXUDWLRQ PRGH \RX RQQ\FRSSOLXWHWR |
VSHFLILHG )RU H[DPSOH \RX FDQ VHW XS HDMK V@WHGYVYD FRHY"
PRGHV 7R FRQILJXUH \RX PXVW ILUVW HQW BU WV KRX UQADHW I\ R}
LQWHUIDFH QXPEHUV WR VLJQLI\ WKH FRPELOBWQR® RRRADIM
FRPPDQGYV

Commands ‘ Description

6ZLWFK FRQILJ LOQWHUID| (QWHU D VLQJOH LQWHUIDF
6ZLWFK HRQILJ DSSO\ FRPPDQGV HOWHUHG
6ZLWFK FRQILJ LOQWHUID| (QWHU WKUHH GLVFRQWLQX
6ZLWFK RRQILJ VHSDUDWHG E\ FRPPDV ,QW
DSSO\ FRPPDQGYVY HOWHUHG




6ZLWFK FRQILJ LQWHUID[(QWHU WKUHH FRQWLQXRXV
6ZLWFK ARQILJ K\SKHQ WR VLJQLI\ D UDQJH
QXPEHUV ,Q WKLV H[DPSOH
ZLOO DSSO\ FRPPDQGV HQ
6ZLWFK FRQILJ LQWHUID|[ (QWHU D VLQJOH LQWHUIDE
6ZLWFK ARQILJ D UDQJH RI LQWHUIDFH QXP
FRPPD DQG K\SHQ WR VLJQL
RI GLIIHUHQW LQWHUIDFH Q
HIDPSOH LQWHUIDFH
FRPPDQGYV HQWHUHG

2.6.2 No Comma nd
$OPRVW HYHU\ FRPPDQG WKDW \RX HQWHU 1LDWHRI MMRXRRORP DR)®%
IROORZHG E\ WKH RULJLQDO RU VLPLQRB UG RRPPP® GV 7WR SXUBR!

UHPRYH D FRPRPMA®W WKH VHWWLQJ EDFN WR WKH GHIDXOW YDC(
XVH RI QR FRPPDQG WR IXOILOO GLITHUHQW SXUSRVHV ZLOO EH

2.6.3 Show Comma nd

7KH 3VKRZ™ FRPPDQG LV YHU\ LPSRUWDQW IRUI RQUHRDARIURNQ DOSEPR.
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPPORMEIY BROZ
FRQILIJIXUDWLRQ HUURU W FDQ EH XVHG LQ FHIJLROORIH Q JRG H¢
GLITHUHQW XVHV Rl 3VKRZ™ FRPPDQG

1. Display system information

(QWHU 3VKRZ VZLWFK LQIR" FRPPDQG LQ 3ULYLOWIHG WRKH&RD
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: 'LVSOD\ D FRPSDQ\ QDPH IRU WKLV ODQDJHG ,QGX
8VH *VZLWFK LQIR FRPSDQ\ QDPH >FRPSDQ\BQDPH@  FRPPDQG
System Object ID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2,°

System Contact: 'LVSOD\ WKH FRQWDFW LQIRUPDWLRQ IRU WKLV
6ZLWFK 8VH 3VZLWFK LQIR VA\VWHP FRQWDFW >V\VBFRQWDFW

System Name: 'LVSOD\ D GHVFULSWLYH V\VWHP QDPH IRU WKLV 0
6ZLWEFKH 3VZLWFK LQIR VA\VWHP QDPH >V\VBQDPH@  FRPPDQG \

System Location: 'LVSOD\ D EULHI ORFDWLRQ GHVFULSWLRQ IRU WK
6ZLWFK 8VH 3VZLWFK LQIR V\VWHP ORFDWLRQ >\ GVBORFDWLR

DHCP/DHCPV6 Vendor ID: 'LVSOD\ WKH 9HQGRU &ODVV ,GHQWLILHU X\
DIJHQW IXQFWLRQ 8VH 3VZLWGSKHKBIRB YHQFSRYBQG@®U FRPPDQG \

Model Name: 'LVSOD\ WKH\WBRBEXFQDPH

Host Name: 'LVSOD\ WKHIWRGKFWPH 8VH 3VZLWFK LQIR KRVYV
FRPPDQG WR HGLW WKLV ILHOG



Current Bootlmage : 7KH LPDJH WKDW LV FXUUHQWO\ XVLQJ
Configured BootImage: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UH
Image-1 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
M/B Version: 'LVSOD\ WKH PDLQ ERDUG YHUVLRQ
Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV 0ODQDJHG ,QG
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH ODQDJHG ,®XU\WWULD
UpTime: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ
Local Time: 'LVSOD\ WKH ORFDO WLPH RI WKH V\VWHP
Power 1/2: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV RI 3RZHU DQG
CPU Temperature: 'LVSOD\ WKH FXUUHQW &38 WHPSHUDWXUH RI WKL
2. Display or verify currently-configured settings
5HIHU WR WKH IROORZLQJ VXE VHFW,BREORP PEDINGHEUFRPRDFRRBEDQ
FRPPDQGHFXULW\ FRBRDG6HUYHU FRPIPVIHUGFRPPDYI FRPPDQG
VHFWLRQV HWEF
3. Display interface information or statistics
5HIHU WR 36KRZ LQWHUIDFHDWQBDKRIZVWISFVQERBPDQYGRQ FRPPDQC(

4. Show default, running and startup configurations

5HIHU WR 3VKRZ GHIDXOW PRCREIIJUKRSALRMIQRR Q ID.Q GVKREZDQWSD U V
FRQILJ FRPPDQG’ VHFWLRQV

5. Show CPU & Memory Statistics

6KRZ &38 XWLOL]DWLRQ DQG PHPRU\ XVDJH UDWH 5HHHWLWR 3V



2.6.4 ACL Comma nd

Command ‘ Parameter ‘ Description
6ZLWFK FRQILJ @ > @ 7KH WRWDO QXPEHU RI §
FUHDWHG LV 8VH WK

HQWHU $&/ FRQILIJXUDWI
$&/ UXOH :KHQ \RX HQW
UXOH \RX FDQ IXUWKHU
VHWWLQJV IRU WKLV UX
6ZLWFK FRO8LJ D| >GHQ\ _ FRSY 6SHFLI\ DFWLRQ WR WKH

DFWLRQ >GHQ\ |  SHUPLW _ | SDFENHW

SHUPLW UHGLU

6ZLWFK FRQILJ D| >SRUW@ 6SHFLI\ FRS\ PLUURU W
DFWLRQ SRUW >S a

6ZLWFK FRQILJ D 7R KDYH WKH VSHFLILHG
DSSO\

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L 3g1<”

6ZLWFK FRQILJ D|>$%$ % & '@ 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L

> % &'@ ; ;@ | > @ 6SHFLI\ GHVWLQDWLRQ ,
6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L 341 <’

6ZLWFK FRQILJ D|>% % & ' () *| 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L!

>$ % &' ()" +@ [> a @ 6SHFLI\ GHVWLQDWLRQ ,
> a @
6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ /
GHVWL@DS/RIURN D ( 3g1<’
6ZLWFK FRQILJ D| > @ 6SHFLI\ GHVWLQDWLRQ /
G HVW L @DS/RIURND >

@ > [1;<=@ > [<=@ 6SHFLI\ GHVWLQDWLRQ |

5DQJH [ a))))

6ZLWFK FRQILJ
GHVWLQDWLRQ

6SHFLI\ GHVWLQDWLRQ (

VO TO

6ZLWFK FRQILJ SITIT I I II [| 6SHFLI\ GHVWLQDWLRQ ¢
GHVWLQDWLROQ

>[I [0 IO I[[ [[@ STHIRT 6SHFLI\ GHVWLQDWLRQ (
>0 1] @

6ZLWFK FRQILJ D| >DQ\ _ [:;<=( 6SHFLI\ (WKHUW\SH 5DQ
HWKHUW\SH >DQ\ a)))) RU 3$1<”

6ZLWFK FRQILJ D| >DQ\ _ SRUW| 6SHFLI\ LQJUHVV SRUW
LQJUHVYV SRUW >|

6ZLWFK FRQILJ D| >DQ\ _ [:;@ | 6SHFLI\ ,3Y SURWRFRO
SURWRFRO >DQ\ KHDGHU 5DQJH Rp$dR’
6ZLWFK FRQILJ D| > @ |6SHFLI\ UDWH OLPLWDWI

UDWH OLPLW >@ NESV 'LVDEOH




6ZLWFK FRQILJ
@

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH LSY DQ\

6ZLWFK FRQILJ D|>% % & '@ 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH LSY DGG

>$ % &'@ ;@ | > N G) 6SHFLI\ VRXUFH ,3Y PDV

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH LSY DOQ\

6ZLWFK FRQILJ D|>% % & ' () *| 6SHFLI\ VRXUFH ,3Y DG

VRXUFH LSY DGG

>$ % &' ()" +@ [> a @ 6SHFLI\ VRXUFH ,3Y SUH

> a @

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH /D\HU S

VRXUFERUW DQ\

6ZLWFK FRQILJ D| > @ 6SHFLI\ VRXUFH /D\HU §

VRXUFBERUW >

> [1;<=@ > [1:<=@ 6SHFLI\ VRXUFH /D\HU P
SDQJH [ a))))

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH 0$& DV

VRXUFH PDF DQ\

6ZLWFK FRQILI D|>[[ [[I[ I[ [[ [| 6SHFLI\ VRXUFH 0$&

VRXUFH PDF PDF

>[I0 I0 Il [[@ ST @ 6SHFLI\ VRXUFH 0$& PDV|

>I 1 1] @

6ZLWFK FRQILJ D|>DQ\ _ [:;@ | 6SHFLI\ ,3Y 726 DQG ,3Y

WRV >DQ\ _ [:;:@ 5DQJH [ &Y 3$1<’

6ZLWFK FRQILJ D| >DQ\ _ @ 6SHFLI\ T 9/$1 ,' 5DQ

YLG >DQ\ _ @ a RU 3$1<”

No command ‘

> @

SHPRYH WKH VSHFLILHG

6ZLWFK FRQILJ D
QR DFWLRQ

SHVHW DFWLRQ EDFN WH
SHUPLW

6ZLWFK FRQILJ D
QR DFWLRQ SRUW

5HVHW FRS\ PLUURU WR
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ ,3
WKH GHIDXOW $1<

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ ,3
WKH GHIDXOW $1<

6ZLARK FRQILJ DFO
QR GHVWOGRW MR

5HVHW GHVWLQDWLRQ /I
WKH GHIDXOW $1<

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ O
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR LQJUHVV SRU]

SHVHW LQJUHVV SRUW V
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR HWKHUW\SH

5HVHW (WKHUW\SH EDFN
$1<




6ZLWFK FRQILJ DI
QR SURWRFRO

SHVHW ,3Y SURWRFRO D
KHDGHU EDFN WR WKH G

6ZLWFK FRQILJ DI
QR UDWH OLPLW

'LVDEOH UDWH OLPLWDW

6ZLWFK FRQILJ DI
QR VRXUFH LSY

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFH LSY

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFRIUW

5HVHW VRXUFH /D\HU Si
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFH PDF

SHVHW VRXUFH 0%$& EDFN
$1<

6ZLWFK FRQILJ DI
QR WRYV

SHVHW ,3Y 726 DQG ,3Y
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ DI
QR YLG

Show command

6ZLWFK VKRZ DF

5HVHW T 9/%$1 ," EDFN
GHIDXOW $1<
Description

'LVSOD\ WKH YDOLG $&/

6ZLWFK VKRZ DF

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ

6ZLWFK FRQILJ

'LVSOD\ WKH YDOLG $&/

6ZLWFK FRQILJO
> @

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ

6ZLWFK FRQILJ D

VKRZ

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ




2.6.5 Archive Comma n

d

Command

‘ Parameter ‘

6ZLWFK FRQILJ [
DXWR EDFNXS

Description

(QDEOH WKH DXWR EDFN
ILOHV IXQFWLRQ

6ZLWFK FRQILJ
DXWR EDFNXS SD
>$ % & ' _

$ % &' () * +@

>SDVVZRUG @

>ILOHBGLUHFWRU

>$ % & ' _
$ % &' () * 4

6SHFLI\, WK+ DGGUHVV
)73 VHUYHU

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHH
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

>XVHUBQDPH

6SHFLI\ WKH XVHU QDPH
VHUYHU

>SDVVZRUG@

6SHFLI\ WKH SDVVZRUG
DXWKHQWLFDWLRQ

6ZLWFK FRQILJ
DXWR EDFNXS SD
> % & ' _

$% &' ()*+@

>ILOHBGLUHFWRU

>$ % & '

$ % & " () * H

6SHFLI\,3WK3+ DGGUHVV
7)73 VHUYHU

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHH
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

6ZLWFK FRQILJ

6ZLWFK FRQILJ
DXWR EDFNXS

DXWR EDFNXS @/L

>

@

6SHFLI\ WKH WLPH WR E
EDFNXS RI WISHRWQWIDIXW D
ILOHV GIH U\

'LWEOH WKH DXWR EDFN

6ZLWFK FRQILJ
DXWR EDFNXS SD

5HPRYH 7)73 )73 VHUYH

6ZLWFK FRQILJ

Show command

6ZLWFK VKRZ DU
DXWR EDFENXS

DXWR EDFNXS WL

S5HVHW WKH $XWR EDFNX
WKH GHIDXOW RTFORF

Description
'LVSOD\ WKH DXWR EDFN

6ZLWFK FRQILJ
DUFKLYH DXWR E

'LVSOD\ WKH DXWR EDFN



https://tw.dictionary.yahoo.com/dictionary?p=authentication

2.6.6 Channel-group Command

1. Configure a static link aggregation group (LAG).

Command Parameter Description

6ZLWFK FRQILJ FKDQQLK>JURXSB|{6SHFLI\ D QDPH IRU \

WUXQNLQJ >JURXSBQDP DJJUHIJDWLRQ JURXS

6ZLWFK FRQILJ LQWHU|>SRUWB({ 8VH 3SLQWHUIDFH" FR
>JURXSB| FRQILJXUH D JURXS

6ZLWFK ARQB7I3257
FKDQQHO JURXS WUXQN

DJJUHIJDWLRQ OLQN

$VVLIQ WKH VHOHFW,
VSHFLILHG OLQN DJJ

6ZLWFK FRQILJ FKDQQ}
GLVWULEXWLR®Q@ROH G

/RDG EDODQFLQJ GH
GHVWLQDWLRQ ,3 DG

6ZLWFK FRQILJ FKDQQ!
GLVWULEXWLRRSUXOH V

/IRDG EDODQFLQJ GH
VRXUFH ,3 DGGUHVYV

6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXSRUG\ GHVWLQDWLRQ / SR
6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ BROW V VRXUFH / SRUW

6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXOH G GHVWLQDWLRQ 0$& O
6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXOH V VRXUFH 0$& DGGUHYV

No command

6ZLWFK AMRQ@B7I3257 QR
FKDQQHO JURXS WUXQN

6ZLWFK FRQILJ QR FKD| >JURXSB|'HOHWH D OLQN DJJU
WUXQNLQJ >JURXSBQDP
6ZLWFK FRQILJ LQWHU[>SRUWBd 5HPRYH WKH VHOHFMW

D OLQN DJJUHJDWLR

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRQ W%SOH G

'LVDEOH ORDG EDOD
GHVWLQDWLRQ ,3 DG

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRRQOSUXOH V

‘'LVDEOH ORDG EDOD
VRXUFH ,3 DGGUHVYV

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRQ UXSRUG\

'LVDEOH ORDG EDOD
GHVWLQDWLRQ / SR

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRQ BROW V

‘'LVDEOH ORDG EDOD
VRXUFH / SRUW

6ZLWFK FRQILJ QR FKD
GHVWLQDWLRQ PDF

'LVDEOH ORDG EDOD
GHVWLQDWLRQ 0$& O

6ZLWFK FRQILJ QR FKD
VRXUFH PDF

'LVDEOH ORDG EDOD
VRXUFH 0$& DGGUHYV




WUXQNLQJ >WUXQNBQDF

6ZLWFK FRQILJ VKRZ F 6KRZ OLQN DJJUHJDV
WUXQNLQJ
6ZLWFK FRQILJ VKRZ F| >WUXQNE 6KRZ D VSHFLILF OLQ

JURXSYV VHWWLQJV
DJJUHIJDWHG SRUW Q
ORDG EDODQFLQJ VW

%HORZ LV DQ H[DPSOH RI

FUHDWLQJ D VWDWLFQOLIUNR XS] J XN,
&KDQQHO JURXS FRPPDQGV WR KDYH WKH XVHQW URIQKE]DB BRIk

VHEWLRQ
Command Purpose
STEP1 configure Enter the global|
configuration mode.
Example:
,36 6(3% FRQILJ
,36 6( 3%FRQILJ
STEP2 channel- group distribution- rule source- ip Enable Source IP
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVYWU
2.

STEP3 channel- group distribution- rule destination- ip Enable Destination IP
(Optional) Address in Distribution
Example: Rule.

,36 6(3%FRQILJ] FKDQQHO JURXS B\LWWQH
2.
STEP4 channel- group distribution- rule source- L4- port Enable Source L4 Port
(Optional) in Distribution Rule.
Example:
,36 6( 3%FRQILJ FKDQQHO JURXS GLYWU
SRUW
2.
STEPS channel- group distribution- rule destination- L4- port Enable Destination L4
(Optional) Port in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVWU
/| SRUW
2.
STEP6 channel- group distribution- rule source- mac Enable Source Mac
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVWU
2.
STEP7 channel- group distribution- rule destination- mac Enable Destination Mac
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVWU
PDF
2.




STEP8 channel- group trunking group name In this example, it configures
- the name of the Trunking Group
as 3&76ROUP".
Example:
, 36 6( 3%FRQILJ FKDQQHO JURXS WUX
2.
STEP9 interface port _list Speciy the interface that
- you would like to set to
Example: Trunking Group.
,36 6(3%FRQILJ LQWHUIDFH
,36 6( 3%FRQLLUJ
STEP10 channel- group trunking group _name In this example, it
configures Port 1 and Port
Example: 3 as the link mem’bershi'p
.36 6( 3%FRQLLJ FKDQQHO JURXS wuy R! *&BROUP Trunking
&76%5283 Group
2.
STEP11 exit Return to the global
configuration mode.
Example:
,36 6( 3%FRQLLULJ H[LW
,36 6 ( 3%FRQILJ
STEP12 exit Return to the Privileged
mode.
Example:
,36 6( 3%FRQILJ H[LW
,36 6(3%
STEP13 write Save the running
configuration into the
Example: startup configuration.
,36 6(3% ZULWH
6DYH &RQILJ 6 XFFHHGHG 2.




2. 8VH 3,QWHUIDFH’" FRP P D QIBk ajfre§aiad bralpsitphamically (LACP).

Channel-group & Interface Parameter Description
command

6ZLWFK FRQILJ LQWH

>SRUWB

(QWHU VHYHUDO GLVFR(

QXPEHUV \HGEDBRWPDYV
UDQJH RI SRUWV ZLWK [
H[DPSOH RU

6ZLWFK ARQB7I3257
FKDQQHO JURXS ODFS

(QDEOH /$&3 RQ WKH VH
LQWHUIDFHYV

FKDQQHO JURXS ODFS
No command ‘

6ZLWFK ARQB7I3257QR
FKDQQHO JURXS ODFS

6ZLWFK RRQ@bBLI3257 > @ 6SHFLI\ D NH\ WR WKH V
FKDQQHO JURXS ORFS LOQWHVYIDFBIXWR
6ZLWFK HRQB7I3257 >DFWLYI 6SHFLI\ WKH VHOHMWHG

DFWLYH /$&3 UROH

'LVDEOH /$&3 RQ WKH VI
LOWHUIDFHYV

6ZLWFK ARQB7J3257QR
FKDQQHO JURXS ODES

S5HVHW WKH NH\ YDOXH
LOQOWHUIDFHV EDFEN WR W

6ZLWFK ARQB7J3257QR
FKDQQHO JURXS ODES

Show command

_

5HVHW WKH /$&3 UROH \
VHOHFWHG LQWHUIDFHYV
SDVVLYAGHPR

JURXS ODFS VWDWLVW

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFHY

JURXS ODFS LQFOXGLQJ FXUUHQW PI
/$&3 UROH W\SH

6ZLWFK FRQILJ VKRZ|>SRUWB| 6KRZ WKH VHOHFWHG L(

JURXS ODFS >SRUWBO| VHWWLQJV

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFHY

JURXS ODFS VWDWXV VWDWXV

6ZLWFK FRQILJ VKRZ|>SRUWB| 6KRZ WKH VHOHFWHG L(

JURXS ODFS VWDWXV 3 /1$&3 VWDWXYV

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFHY

JBXS ODFS VWDWLVWL WUDIILF VWDWLVWLFV

6ZLWFK FRQILJ VKRZ|>SRUWB| 6KRZ WKH VHOHFWHG L(

/$&3 WUDIILF VWDWLVWI

6ZLWFK FRQILJ VKRZ

JURXS ODFS VWDWLVW,

&OHDU DOO /$&3 VWDWL




%HORZ LV DQ H[DPSOPBD RRIFRIHDWLQN DJIJUHIJDWLRQ JURXS
FRPPDQGY WR KDYH WKH XVHUV UHDOL]H WKH FKRVRDHGB\L @ PH

Command Purpose
STEP1 configure Enter the global
configuration mode.
Example:
,36 6(3% FRQILJ
,36 6( 3%FRQILJ
STEP2 channel- group distribution- rule source- ip .E”g.b'f. Efil_meR'Pl Address
(0,0l‘/ona/) In Distripution Rule.
Example:
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
2.
STEP3 channel- group distribution- rule destination- ip Enable Destination IP
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
GHVWLQ@BWLRQ
2.
STEP4 channel- group distribution- rule source- L4- port Enable Source L4 Port in
(Optional) Distribution Rule.
Example:
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
/ SRUW
2.
STEP5 channel- group distribution- rule destination- L4- port Enable Destination L4 Port
(Optional) in Distribution Rule.
Example:
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
GHVWLQDSRRW
2.
STEP6 channel- group distribution- rule source- mac Enable Source Mac
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
PDF
2.
STEP7 channel- group distribution- rule destination- mac Enable Destination Mac
(Optional) Address in Distribution
Example: Rule.
,36 6(3%FRQILJ FKDQQHO JURXS GLVW
GHVWLQDWLRQ PDF
2.
STEP8 interface port _list Speciy the interfaces that
you would like to set to
Example: LACP Group.
,36 6(3%FRQILJ LQWHUIDFH
,36 6( 3%FRQLIUJ
STEP9 channel- group lacp Enable Port 2~Port 4 to
LACP Port.
Example:
,36 6(3%FRQLUIJ FKDQQHO JURXS ODF

2.



STEP10 channel- group lacp role active In the Example 1, it
h I- | role] configures LACP Port
[ no channel- group lacp 2~4 as 3Active in
LACP Role.
Example 1:
, 36 6( 3%FRQLLJ FKDQQHO JURXS ODFIntheExampIeZ,it
2. configures LACP Port
Example 2: 2~4 as 3Passive “in
,236 6( 3%FRQLLJ QR FKDQQHO JURXS | [ ACP Role.
STEP11 channel- group lacp key LACP_key In the Example 1, it
- configures a key value
[n o channel- group lacp key] 210" as the LACP Key
of LACP Port 2~4.
Example 1:
,36 6( 3%FRQLLULJ FKDQQHO JURXS ODER Inthe Example 2 , it
2. configures a key value
30~ (default value) as
Example 2: the LACP Key of LACP
, 36 6( 3%FRQLL) QRFKDQQHO JURXS OD Port2~4.
2.
STEP12 exit Return to the global
configuration mode.
Example:
, 36 6( 3%FRQLLJ H[LW
, 36 6( 3%FRQILJ
STEP13 exit Return to the Privileged
mode.
Example:
,36 6( 3%FRQILJ H[LW
.36 6( 3%
STEP14 write Save the running
configuration into the
Example: startup configuration.
,36 6(3% ZULWH

6DYH &RQILJ 6 XFFHHGHG



2.6.7 Dotlx Command

Command ‘ Parameter Description
6ZLWFK FRQILJ GRYV (QDEOH , ((( ; 0% |
KHQ HQDEOHG WKH O
,QGXVWULDO 3R( (WKH
DV D SUR[\ EHWZHHQ V
HQDEOHG FOLHQW DQC(
DXWKHQWLFDWLRQ VH
ZRUGV WKH ODQDJHG
(WKHUQHW 6ZLWFK UH
LQIRUPDWLRQ IURP WK
WKDW LQIRUPDWLRQ Z
DXWKHQWLFDWLRQ VH
WKH UHVSRQVH WR WK
6ZLWFK FRQILJ GRYV (QDEOH UDGLXV DVVLJ
DVVLIQHG YODAQ VA\VWHP
6ZLWFK FRQILJ GRYV (QDEOH DXWR UHDXWK
UHDXWKHQWLFDWLR{ IXQFWLRQ RI WKH V\V\
6ZLWFK FRQILJ GRV >VKDUHGBV| 6SHFLI\ D VKDUHG VHF
>VKDUHGBVHFUHW®@ FKDUDFWHUYV 7KLV LV
ZRUG RU QXPEHU DVVL
5$',86 DXWKHQWLFDWL
ZKLFK WKH FOLNGRUWN
6ZLWFK FRQILJ GRV >%$ % & ' _ 6SHFLI\ WKH 5%$',86 DX
>$ % & ' _ % % & ()| W & () * VHUYHUY3Y DGGUHVV

No command ‘

UHDXWKHQWLFDWLR(

6ZLWFK FRQILJ QR ¢ '"LVDEOH , ((( . 05% |
6ZLWFK FRQILJ QR ¢ 'LVDEOH UDGLXV DVVL]
DVVLJQHG YODQ VI\VWHP

6ZLWFK FRQILJ QR ¢ 'LVDEOH DXWR UHDXWK

IXQFWLRQ RI WKH V\VW

6ZLWFK FRQILJ QR ( SHPRYH WKH FRQILJXU
VHFUHW
6ZLWFK FRQILJ QR ( SHPRYH WKH FRQILJXU

Show command ‘

DXWKHQWLFDWLRQ VHLU
DGGUHVV

LOQWHUIDFH >SRUWBC

6ZLWFK FRQILJ VKR 6KRZ ; 0% V\VWHP
FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR 6KRZ HDFK LQWHUIDFH
LOQWHUIDFH FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR|>SRUWBOL| 6KRZ WKH VSHFLILHG L

;, 0$% FRQILIXUDWL

VWDWLVWLFV >SRUW

6ZLWFK FRQILJ VKR 6KRZ HDFEVSRUWD $%
VWDWLVWLFV VWDWLVWLFV
6ZLWFK FRQILJ VKR|>SRUWBOL| 6KRZ WKH VSHFLILHG L

;, 0$% VWDWLVWLFV

6ZLWFK FRQILJ VKR 6KRZ DOO SRUWVY ;
VWDWXV
6ZLWFK FRQILJ VKR|>SRUWBOL| 6KR¥™WKH VSHFLILHG LQ




VWDWXV >SRUWBOLYV

Examples of Dotlx command

; 0$% VWDWXV

6ZLWFK FRQILJ GRW | (QDEOH , ((( . 0$% |X

6ZLWFK FRQILJ GRW [ UHDXWKH (QDEOH DXWR UHDXWK
IXQFWLRQ RI WKH V\VW

6ZLWFK FRQILJ GRW [ VHFUHW | 6HW XS WKH VKDUHG V
sDJDJDEF[\]’

6ZLWFK FRQILJ GRW [ VHUYHU | 6HW XS WKH 5%$',86 DXW

VHUYHU ,3 DGGUHVV W

Dotlx & Interface command

Parameter

8VH 3, QWHUIDFH" FRPPDQG WR FRQIUOBESBER2.IX skettifgs.S Rl SRUWV

6ZLWFK FRQILJ LQWH

>SRUWBO

Description

(QWHU VHYHUDO GLVFH
QXPEHUV HGEDBRWPDV
UDQJH RI SRUWYV ZLWK

H[DPSOH RU

6ZLWFK RARQB7I3257
GRW [ PDE

(QDE®$& DXWKHQWLFD\

6ZLWFK RARQB7I3257
GRW [ PDp UKar

&RQILIXUH ($3 UHTXHYV|
WLPHV IURP VZLWFK W
UHVWDUWLQJ WKH DXW
SURFHVYV

6ZLWFK HRRQB7I3257
GRW [ SRUW FRQWURO
XQDXWKRULJHG @

>DXWR

XQDXWKR

6SHFLI\ WKH ; 0$% ¢
SDXWR™ 33DXWHRUL]HG
SXQEDXWKRUL]JHG™ WR W

A XWRKLY UHTXLUHV
FOLHQWY WR EH DXWK
DXWKHQWLFDWLRQ VH
I[URP FOLHQWY WKDW [
ZLOO EH GHQLHG

_AXWKRULVHKE&Y IRUFHYV
ODQDJHG ,QGXVWULDO
6ZLWFK WR JUDQW DFH
E RKW ;, DZDUH DQG

XQDZDUH 1R DXWKHQV
HIFKDQJH LV UHTXLUH(
SRUWYV DUH VHW WR 3D

aunauthori JHG 7KLV IRUFH
ODQDJHG ,QGXVWULDO
6ZLWFK WR GHQ\ DFFH
QHLWKHU . DZDUH ¢
XQDZDUH

6ZLWFK ARQB7I3257
GRW [ UDGLXV DVVLJQ

(QDEOH UDGLXV DVVLJ
VSHFLILHG SRUW

6ZLWFK RRQBL7I3257
GRW [ UHDXWKHQWLFD

SHDXWKHQWLFDWH WK
LOQWHUIDFRHRZULJKW

6ZLWFK RRQ@B7I3257
GRW [ UHDXWKHQWLFD

(QDEOH WKH VHOHFWH
UHDXWKHQWLFDWLRQ

6ZLWFK RRQ@B7I3257
GRW [ WLPHRXWW D S@W

6SHFLI\ ($3 DXWKHQWL
YDOXH LQ VHFRQGV 7}




,QGXVWULDO 3R( (WKH
ZDLW IRU D SHULRG RI
UHVSRQVH IURP WKH D
VHUYHU WR DQ DXWKH
EHIRUH LW WLPHV RXW
YDOXH LV EHWZHHQ [
VHFRQGYV

6ZLWFK RRQ@bL/I3257
GRW [ WLPHRXW UBHD X\

@

6ZLWFK FRQILJ LQWH

No command ‘

>SRUWBO

6SHFLI\ D SHBXR\XKXRQW
WLPH WKDW D FOLHQW
WKH DXWKHQWLFDWLR
DOORZDEOH YDOXH LV
VHFRQGV

(QWHU VHYHUDO GLVFF
QXPEHUV \HGEDBRWPDV
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK ARQB7I3257QR
GRW [ PDE

'LVOEO#BH& DXWKHQWLFD

6ZLWFK RRQB/I3257QR
GRW [ PD[ UHT

S5HVHW ($3 UHTXHVW L(
WLPHV EDFN WR WKH G

6ZLWFK RRBQ@BL/I3257 Q
GRW [ SRUW FRQWURO

SHVHW WKH VHOHFWHG
; 0$% SRUW W\SH E
GHIDXOW DXWKRUL]JHG

6ZLWFK ARQB7J3257QR
GRW [ UDGLXV DVVLJQ

'LVDEOH UDGLXV DVVL|
VSHFLILHG SRUW

6ZLWFK ARQB7J3257QR
GRW [ UHDXWKHQWLFD

'LWEOH WKH VHOHFWH
UHDXWKHQWLFDWLRQ

6ZLWFK ARQB7J3257QR
GRW [ WLPHRXW UHDX\

5HVHW ($3 UHDXWKHQV
EDFN WR WKH G KNIHERXY

6ZLWFK FRQILJ QR GH
HDSVLPHRXW

Show command ‘

5HVHW ($3 DXWKHQWLH
YDOXH WEBRHAN GHIDXOW
VHFRQGV

>SRUWBOLVW@

6ZLWFK FRQILJ VKRZ 6KRZ - 0$% V\WWHP
FRQILIXUDWLRQ
6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFH
LQWHUIDFH VHWWLQJV LQFOXGLQJ
DXWKHQWLFDWLRQ VW
6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VHOHFWHG L
LQWHUIDFH >SRUWBOL VHWWLQJV LQFOXGLQJ
DXWKHQWLEDWLRQ VW
6ZLWFK FRQILJ VKRZ 6KRZ [ VWDWLVWLFV
VWDWLVWLEV
6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VHOHFWHG L
VWDWLVWLFV >SRUWB ( VWDWLVWLEV
6ZLWFK FRQILJ VKRZ 6KRZ [ VWDWXV
6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VHOHFWHG L

VWDWXV




Examples of Dotlx & interface command

6ZLWFK FRQILJ LOQWHUIDFH (QWHU VHYHUDO GLVFH
QXPEHUV VHSDUDWHG

UDQJH RI SRUWYV ZLWK

H[DPSOH RU
6ZLWFK ARQILGERW [ SRUW FRQW| 6HW XS WKH VHOHFWH
VWD WH

SHDXWKHQWLFDWH WK
LOQWHUIDFHYVY LPPHGLD\)

6ZLWFK ARQILGRW [ UHDMWWKHQW

2.6.8 Digital Input/Output Command

7KLV LV D ZzD\ Rl VHUYLQJ DV DQ DODUP YLD UHEZDWWK XW HG& Dk
LV QHFHVVDU\ WR FRQWURO D FLUFXLW E\ D ORZPXRX\H B HV E RQDIV
E\ RQH VLIQDO WKXV KHOSLQJ XV XQGHUVWDIQAMK LIPDXHG W B L
I[URP UHPRWH VLWH 7KLV VHFWLRQ JLYHV WKH LQVWUXFWLRQV

Command
6ZLWFK FRQILJ
> @

‘ Parameter

> @

‘ Description

6SHFLI\ WKH GLJLWDO L(

6ZLWFK FRQILJ L{
QRUPDO >RSHQ _

>SRSHQ _ FOR

6SHFLI\ WKH QRUPDO GL
EHWZHHQ RSHQ DQG FOHF
GLIJLWDO LQSXW

6ZLWFK FRQILJ
REXW > @

> @

6SHFLI\ WKH GLJLWDO R

6ZLWFK FRREXMW
QRUPDO >RSHQ _

>SRSHQ _ FOR

6SHFLI\ WKH QRUPDO GL
EHWZHHQ RSHQ DQG FOHF
GLIJLWDO RXWSXW

6ZLWFK FRQILJ R
HYHQW GLJLWDO

> @

(QDEOH WKH DODUP RI W
GLILWDO LQSXW QXPEHU
2XWSXW

6ZLWFK FRQILJ R
HYHQW SRUW >SR

>SRUWBOLVW

(QDEOH WKH SRUW DODU
SRUW V [IRU WKH '"LIJLWD

6ZLWFK FRQILJ R
HYHQW SRZHU >

> @

(QDEOH WKH SRZHU DOD
VSHFLILHG SRZHU VRXUH
'LILWDO 2XWSXW

6ZLWFK FRQILJ R
WULJJIJHU

6ZLWFK FRIRLGLJ
LQSXW

No command ‘

(QDEOH WKH GLJLWDO R
IXQFWLRQ IRU WKH '"LJLV

SHVHW DOO GLJLWDO LQ
WKH GHIDXOW

6ZLWFK FRIRLGLJ
ROGMX W

SHVHW DOO GLJLWDO RX
WKH GHIDXOW

6ZLWFK FRQILXQR
QRUPDO

SHVHW WKH QRUPDO GLJ
EDFN WR WKH GHIDXOW




6ZLWFK FRREXW
QR QRUPDO

SHVHW WKH QRUPDO GLJ
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ R
QR HYHQW GLJLW

>

'LVDEOH WKH DODUP RI
GLILWDO LQSXW QXPEHU
2XWSXW

6ZLWFK FRQILJ R
QR HYHQW SRUW

>SRUWBOLVW

'LVDEOH WKH SRUW DOD
SRUW V [IRU WKH '"LILWD

6ZLWFK FRQILJ R
QR HYHQW SRZHL

'LVDEOH WKH SRZHU DOI
VSHFLILHG SRZHU VRXUH
'LILWDO 2XWSXW

6ZLWFK FRQILJ R
QR WULJJHU

Show command ‘
6ZLWFK VKRZ GL

Description

'LVDEOH WKH GLJLWDO H
IXQFWLRQ IRU WKH '"LJLV

'LVSOD\ WKH GLJLWDO L

6ZLWFK VKRZ GA
VWDWXV

'LVSOD\ WKH GLJLWDO L

6ZLWFK FRQILJ
GLILWDO LQSXW

'LVSOD\ WKH GLJLWDO L

6ZLWFK FRQILJ
GLIJLWDO LQSXW

'LVSOD\ WKH GLJLWDO L

6ZLWFK FRQILJ L|
VKRZ

'LVSOD\ WKH FXUUHQW (
VSHFLILHG 'LJLWDO ,QS)

6ZLWFK VKRZ GL

'LVSOD\ WKH GLJLWDO R

6ZLWFK VKRZ GL
VWDWXV

'LVSOD\ WKH GLJLWDO R

6ZLWFK FRQILJ
GLIJLWDO RXWSX\

6KRZ WKH GLJLWDO RXW

6ZLWFK FRQILJ
GLIJLWDO RXWSX\

6KRZ WKH GLJLWDO RXW

6ZLWFK FRQILJ R
VKRZ

'LVSOD\ WKH FXUUHQW (
WULJJHU VWDWXV DV ZH
&RQILIXUDWLRQ RI WKH
2XWSXW




2.6.9 Fast-redundancy Comma nd

%HVLGHYV 5673 DQG 5LQJ 'HWHFWLRQ WKH HP S @RUMEQX\W GRD RF\6 |
QHWZRIUBGMBOS SURWHFW PLVVLRQ FULWDFROGOW®MNVRD FXUQW® Fli
ORRSY DQG NHHS QHWZAR PN QARERPWVRKUH WKH UHOLDELOLW\
WKHVH QHWZRUN UHGXQGDQF\ LW DOORZWWKHDX®HW ZRRJ N HWR
EDFNXS GDWD WUDQVPLVVLRQ URXWH LQ WKH HYHQKH FIDW®H \
PHDQV RI WKLV LPSRUWDQW IHDWXUH LQ WKWRWDBXOW ULDH IDK
UHVXOWLQJ IURP WKH WLPH VSHQW LQ ORFDWLQJ WKH FDEOH V

&76TV IDVW UHG X Q GBsQRing 83 MYWDEiA VW ZR UHGXQGDQF\ SURWRFR!
\RX WR FRQILJXUH ULQJV FKDLQV RU ULQJ FKDLQ DW PF

3OHDVH QRWH WKDW DOO VZLWFKHV RQ WKM YDWHK WIK®J VFOP IF KE
FRQILIXUHG XVLQ@H@/KQIGDIMAFN SURWRFRO ZKHQ FRQILJXULQJ D
DH QRW DOORZHG WR XVH VZLWFKHV ZLWK GLIIG UHDQWW EBUKIRGN
&KDLQ SURWREKRQWKH VDPH ULQJ RU FKDLQ

'Q WKH IROORZLQJ WDEOH LW OLVWV WKH GDIQWVUISQRN RPRQV
HYDOXDWLRQ ZKHQ HPSOR\LQJ QHWZRUN UHGXQGDQF\ RQ \RXU

Ring Detection Fast Ring v2

Topology SLQJ

VHFRQUC
Re_?_overy PV PV IRU FRSSH 8S WR VH
Ime PV
IRU ILEHU

Command ‘ Parameter Description

6ZLWFK FRQILJ > @ 6SHFLI\ WKH JURXS ,'" RI

UHGXQGDQRY LG UHGXQGDQF\

6ZLWFK HRIQIRXS | > GHVFULSWL 6SHFLI\ D GHVFULSWLRQ

GHVFULSWLRQ >C JURXS 8S WR DOSKDQ
FKDUDFWHUV FDQ EH DF

6ZLWFK HRIQIRXS (QDEOH WKH VHOHFWHG

HQDEOH JURXS

6ZLWFK HRIQIRXS &RQILIXUH IDVW UHGXQ(

SURWRFRO FKDL( &KDLQ IRU WKH VHOHFW
JURXS

6ZLWFK ARIQUIRXS | > PDVWHU_VQ 6SHFLI\ )DVW 5LQJ Y UR

SURWRFRO IDVW VODYH

>PDVWHU VODYH

No command ‘

6ZLWFK HRQILQR 5HPRYH WKH GHVFULSWI

GHVFULSWLRQ JURXS

6ZLWFK HRBQIIQR 'LWMEOH WKH VHOHFWHG

HQDEOH JURXS




Show command

6ZLWFK VKRZ ID)
UHGXQGDQF\ DOC

‘ Description

'LVSOD\ DOO JURXSVTY ID
LQIRUPDWLRQ VWDWXYV
SRUW VWDWXYV

6ZLWFK VKRZ ID)
UHGXQGDQR LG

'LVSOD\ WKH VSHFLILHG
UHGXQGDQF\ LQIRUPDWL
UHGXQGDQF\ SRUW VWD

6ZLWFK FRQILJ
UHGXQGDQF\ DOC

'LVSOD\ DOO JURXSVTY ID
LQIRUPDWLRQ VWDWXYV
SRUW VWDWXV

6ZLWFK FRQILJ
UHGXQGDQFRA LG

"LVSOD\ WKH VSHFLILHG
UHGXQGDQF\ LQIRUPDW
UHGXQGDQF\ SRUW VWD




2.6.10 IP Command

1. Set up an IP address of the Managed Industrial POE Ethernet Switch or configure the
Managed Industrial POE Ethernet Switch to get an IP address automatically from DHCP
server.

IP command
6ZLWFK FRQILJ

‘ Parameter ‘ Description
(QDEOH ,3Y DGGUHVV SUREFH

(QWHU WKH GHVLUHG ,3 DGGU
,QGXVWULDO 3R( (WKHUQHW 6

(QWHU VXEQHW PDVN RI \RXU

6ZLWFK FRQILJ [>% % & '

DGGUHVV >%$ % &

> ;@ >% % & > S
>% % & '

(QWHU WKH GHIDXOW JDWHZD

6ZLWFK FRQILJ
DGGUHVV GKFS
No command

6ZLWFK FRQUBJIQDER H

F

(QDEOH '+&3 PRGH

'LVDEOH ,3Y DGGUHVV SURFH

6ZLWFK FRQILJ VKRZ LS

6ZLWFK FRQILJ QR LS D{(5SHVHW WKH ODQDJHG ,QGXVW
6ZLWFKTV ,3 DGGUHVYV EDFN W
GHIDXOW

6ZLWFK FRQILJ QR LS D('LVDEOH '+&3 PRGH

Show command
IP command Example |

6KRZ WKH ,3 FRQILIXUDWLRQ
RI WKH V\VWHP

6ZLWFK FRQILJ LS DGGUY 6HW XS WKH ODQDJHG ,QGXVW
6ZLWFKTV ,3 WR V X
DQG GHIDXOW JDWH
WR
6ZLWFK FRQILJ LS DGGU 7KH 0ODQDJHG ,QGXVWULDO 3R

ZLOO REWDLQ DQ ,3 DGGUHVYV

2. Enable DHCP/DHCPV6 relay function.

IP DHCP Snooping

Parameter
Command

6ZLWFK FRQILJ
VQRRSLQJ

Description
(QDEOH "+&3 '+&3Y VQRR
IXQFWLRQ

6ZLWFK FRQILJ
VQRRSLQJ GKES \

*OREDOO\ HQDEOH "+&3 'A
WUXVW ,3 ,3Y DGGUHVV

6SHFLI\ "+&3 '"+&3Y VHUY
,3 ,3Y DGGUHVV QXPEHU

6ZLWFK FRQILJ > @
VQRRSLQJ GKFS \
@ LS DGGUHVV > >% % &

$% &' ()" +@

$ % & " () * |

6SHFLI\ "+&3 '+&3Y VHUY
,3Y DGGUHVYV

6ZLWFK FRQILJ >
VQRRSLQJ LQLWL

@

6SHFLI\ WKH "+&3 "+&3Y
, QLWLDWHG 7LPH YTROXGIV
WKDW SDFENHWYV PLJKW E

6ZLWFK FRQILJ >
VOQRRSLQJ OHDVH
Q@

@ 6SHFLI\ WKH '+&3 '+&3Y \
JHDVHG 7LPH IRU '+&3 FO
5DQJH a 6HFRQGV

6ZLWFK FRQILJ
VQRRSLQJ RSWLR

*OREDOO\ HQDEOH '+&3 2
'+&3Y 2SWLRQ UHOD\ D




6ZLWFK FRQILJ
VORRSLQJ UHPRW

(QDEOH '+&3 2SWLRQ
2SWLRQ O0ODQXDO 5HPRW

6ZLWFK FRQILJ
VORRSLQJ UHPRW

(QDEOH WKH )RUPDWWHG
'+&3Y 2SWLRQ SHPRWH

6ZLWFK FRQILJ
VOQRRSLQJ UHPRW
>SUHPRWHBLG @

No command

6ZLWFK FRQILJ
VQRRSLQJ

>UHPRWHBLY(

I

<RX FDQ FRQILIJXUH WKH
'+&3Y 2SWLRQ UHPRWH
VWULQJ RI XS WR FKDU

UHPRWH ,' LV WKH VZLWF
'LVDEOH '+&3 '+&3Y VOQRF
IXQFWLRQ

6ZLWFK FRQILJ
VQRRSLQJ GKES \

*OREDOO\ GLVDEOH '"+&3
WUXVW ,3 ,3Y DGGUHVV

6ZLWFK FRQILJ
VQRRSLQJ GKES \
@QDGGUHVV

SHPRYH&3 '+&3YVHUYHU W
,3,3Y DGGUHVV IURP WK
,3 ,3Y DGGUHVV QXPEHU

6ZLWFK FRQILJ
VQRRSLQJ LQLWL

SHVHW WKH LQLWLDWHG
GHIDXOW VHWWLQJ VH

6ZLWFK FRQILJ
VORRSLQJ OHDVH

SHVHWOWDVHG WLPH YDO
GHIDXOW VHWWLQJ

6ZLWFK FRQILJ
VOQRRSLQJ RSWLR

'LVDEOH '+&3 2SWLRQ
2SWLRQ UHOD\ DJHQW

6ZLWFK FRQILJ
VORRSLQJ UHPRW

'LVDEOH '+&3 2SWLRQ
2SWLRQ ODQXDO 5HPRW

6ZLWFK FRQILJ
VORRSLQJ UHPRW

&OHDU 5HPRWH ," GHVFUL

6ZLWFK FRQILJ
VORRSLQJ IRUPDY
Show command ‘

6ZLWFK FRQILJ
GKFS VORRSLQJ

'LWEOH WKH )RUPDWWHG
'+&3Y 2SWLRQ SHPRWH

6KRZ '"+&3 '"+&3Y VQRRSL
FRQILIXUDWLRQ

6ZLWFK FRQILJ
GKFS VQRRSLQJ 1

6KRZ HDFK SRUWTV '+&3 (
2SWLRQ 2SWLRQ DQG
VHWWLQJV

6ZLWFK FRQILJ
GKFS VQRRSLQJ I
>SRUWBOLVW@

>SRUWBOLV)

6KRZ WKH VSHFLILHG SRU
BOQRRSLQJ 2SWLRQ 2SW
SRUW VHWWLQJV

6ZLWFK FRQILJ
GKFS VQRRSLQJ F

6KRZ HDFK SRUWTV '"+&3
&LUFXLW '

6ZLWFK FRQILJ
GKFS VQRRSLQJ F
>SRUWBOLVW@

>SRUWBOLV)

6KRZ WKH VSHFLILHG SR
VOQRRSLQJ RSW &LUFXLYV,

6ZLWFK FRQILJ
GKFS VQRRSLQJ F
FXUUHQW

6KRZ '+&3 VQRRSLQJ RSW

6ZLWFK FRQILJ

GKFS VQRRSLQJ \

6ZLWFK FRQILJ

Examples of IP DHCP Snooping

LS GKFS VQR]

6KRZ '"+&3 '"+&3Y VQRRSL
VWDWXV

(ODEOH '+&3 VORRSLQJ I)




6ZLWFK FRQILJ

LS GKFS VQR]

6SHFLI\ WKH WLPH YDOXH
PLIJKW EH UHFHLYHG WR

6ZLWFK FRQILJ

LS GKFS VQR]|

6SHFLI\ SDEFNHWVY H[SLU
VHFRQGYV

6ZLWFK FRQILJ

LS GKFS VQR]

(ODEOH '+&3 2SWLRQ 51

6ZLWFK FRQILJ

LS GKFS VQR]

7KH UHPRWH ," LV FRQILJ

DHCP & Interface Command

3. Use 3Interface ~command to configure a group of ports

Parameter

PHCP Snooping settings.

Description

6ZLWFK FRQILJ LQV
>SRUWBOLVW@

>SRUW

(QWHU VHYHUDO GLVFRQW
VHSDUDWHG E\ FRPPDV RU

ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ABQILB257
LS GKFS VQRRSLQJ ¥

(QDEOH WKH VHOHEW&RG L
2SWLRQ '+&3Y 2SWLRQ
&LUFXLW ,G

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ §
IRUPDWWHG

(QDEOH WKH )RUPDWWHG 2
2SWLRQ &LUKXVWO IBFMRM
LQWHUIDFHYV

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ ¥
>SFLUFXLWBLG@

>FLUFX

6SHFLI\ WKH 9/$1 DQG SRU
D 9/$1 ,' LQ WKH UDQJH
%HVLGHVY \RX FDQ FRQILJ
EH D VWULQJ RI XS WR F

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ |

(QDEOH WKH VHOHFWHG L(
2SWLRQ '+&3Y 2SWLROQ

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ \

(QDEOH WKH VHOHFDN\HG&B
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ

6ZLWFK FRQILJ
>SRUWBOLVW@

LQV\

No command

>SRUW

(QDEOH WKH VHOHFWHG L(Q
'+&3 '+&3Y VHUYHU WUXVW

Note : A port / ports cannot be
configured as option 82 trust and server
trust at the same time.

(QWHU VHYHUDO GLVFRQW
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL

'LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
&LUEBLW

6ZLWFK HRRQB7I3257

'LWMEOH WKH )RUPDWWHG 2

QR LS GKFS VQRRSL

QR LS GKFS VQRRSL 2SWLRQ &LUFXLW ,G IRU
IRUPDWWHG LOQWHUIDFHYV
6ZLWFK RRQ@B7I3257 &OHDU '+&3 2SWLRQ "+ &

&LUFXLW |G

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL

'LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK ARQBL7I3257
QRLS GKFS VQRRSLQ

SHVHW WKH VHOHFWHG LQ
'+&3 2SWLRQ '+&3Y 2SY
SRUWYV




6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL

Examples of DHCP & Interface
6ZLWFK FRQILJ

(QWHU VHYHUDO GLVFRQW
VHSDUDWHG E\ FRPPDV RU

LOQWHUIDFH

SHVHW WKH VHOHFWHG LQ
'+&3 '+&3Y VHUYHU WUXVW

ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ARQILLS GKFS VQRR
RSWLRQ

(QDEOH WKH VHOHFWHG LQ
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQILLS GKFS VQRR

&RQILIXUH WKH VHOBNW&T
2SWLRQ '+&3Y 2SWLRQ




4. Enable or disable IGMP/MLD snooping globally.

, 03 ,QWHUQHW *URXS ODQDJHPHQW 3URWRFRO IWRDPBRPBXAQ
PHPEHUVKLS RI ,QWHUQHW 3URWRFRO PXOWLFDVW JURXQW |,
PXOWLFDVW URXWHUV WR HVWDEOLVK PXOWLFDVW HWRXSHDHR
YLGHR DQG JDPLQJ DQG DOORZV PRUH HIILFLHQWHKWYXNHM UHVR

, 03 6QRRSLQJ LV WKH SURFHVV RI OLVWHQLQJ WR ,*OKHNVODPHF
LV D IHDWXUH WKDW DOORZV WKH VZLWFK WR HAWANWHLO KIRY WR
URXWHUV E\ SURFHVVLQJ WKH OD\HU SDFNHWYV ,*03 SDFNHWYV

'KHQ ,*03 VQRRSLQJ LV HQDEOHG LQ D VZLWFK LW \DDIDQV KR
FRQQHFWHG WR WKH VZLWEFK DQG PXOWLFDVW URXW#03 W HS RUK
IURP D KRVW IRU D JLYHQ PXOWLFDVW JUR X8P BAHKH WR LMKEHK XX
IRU WKDW JURXS $QG ZKHQ WKH VZLWFK KHDKRVIQV,*HB U\W DIY
WDEOH HQWU\

,*03 VQRRSLQJ FDQ YHU\ HIITHFWLYHO\ UHGXFH P>XROWKIHAD ¥EW QWU
LOWHQVLYH ,3 DSSOLFDWLRQV $ VZLWFK XVLQJ ,*03 VR RARR LVQI
KRVWY LQWHUHVWHG LQ WKDW WUDIILF 7KLV UHGXFWYRQQR IDR
WKH VZLWFK DW WKH FRVW RI QHHGLQJ DGGLWLRQBDY BKRER D
UHGXFHV WKH ZRUNORDG DW WKH HQG KRVWV VLQFH WKGQOUQI
KDYH WR UHFHLYH DQG ILOWHU DOO WKH PXOWLFDVW WUDIILF .

OXOWLFDVW /LVWHQHU 'LVFRYHU\ 0/'" LV D FRHSRQRQW RBWKN
0/" LV XVHG E\ ,3Y URXWHUV IRU GLVFRYHULQJ PKIONGL OD-\OW OH
OLNH ,*03 LV XVHG LQ ,3Y

Command / Example Parameter Description

6ZLWFK FRQILJ LS I (QDEOH ,*03 0/' VQRRSLQJ
VQRRSLQJ 'KHQ HQDEOHG WKH 0DQD
3R( (WKHUQHW 6ZLWFK ZL(
WUDIILF DQG GHWHUWRQH
UHFHLYH PXOWLFDVW WUD
,*03Y Y DQG 0/'Y RQO\
6ZLWFK FRQILJ LS | (QDEOH ,*03Y 0/'Y VQRRS
VQRRSLQJ YHUVLRQ 'KHQ HQDEOHG WKH 0DQD
3R( (WKHUQHW 6ZLWFK ZL(
WUDIILF DQG GHWHUWRQH
UHFHLYH PXOWLFDVW WUD
DQG 0/'Y RQO\

6ZLWFK FRQILJ LS | (QODEOH 8QUHJLVWHUHG ,3
VQRRSLQJ IORRGLQJ IXQFWLRQ 6HW IRUZDUGL(
XQUHJLVWHUHG QRW MRL
WUDIILF 7KH WUDIILF ZLO¢(
+RZHYHU WKH WUDIILF ZL(
SRUWV RQO\ ZKHQ GLVDEO

6ZLWFK FRQILJ LS | (QDEOH LPPHGLDWH OHDY !

VQRRSLQJ LPPHGLDYV

6ZLWFK FRQILJ LS [> @ 6SHFLI\ WKH ,*03 0/' TXHUL

VQRRSLQJ PD[ UHWSIE 8QLW | UHVSRQVH WLPH 7KLV GH
@ PD[LPXP DPRXQW RI WLPH

EHIRUH VHQGLQJ DQ ,*03 0
UHSRUW




6ZLWFK FRQILJ LS |
VORRSLQJ PFDVW UR

>SRUWBO

6SHFLI\ PXOWLFDVW URXW

VQRRSLQJ YODQ >

6ZLWFK FRQILJ LS | > @ 6SHFLI\ WKH 4XHU\ WLPH L

VQRRSL®OU\ LOQWHU Y@ ,*03 0/' TXHUIKLWY LV XVHKG
WKH WLPH LQWHUYDO EHW
,*03 0/' TXHULHV 5DQJH
VHFRQGYV

6ZLWFK FRQILJ LS | > @ 6SHFLI\ D 9/$1 ,' 7KLV HQU

VQRRSLQJ YODQ > ,*03 0/' 6QRRSLQJ IRU WKH
9/%$1

6ZLWFK FRQILJ LS | > @ (QODEOH D TXHULHU IRU WK

No command ‘

VORRSLQJ LPPHGLDV

6ZLWFK FRQILJ QR 'LVDEOH ,*03 0/' 6QRRSLQJ

VQRRSLQJ

6ZLWEK FRQILJ OR LVDEOH 8QUHJLVWHUHG 4

VORRSLQJ IORRGLOJ IXQFWLRQ 7UDIILF ZLOO IR
RQO\ ZKHQ GLVDEOHG

6ZLWFK FRQILJ QR '"LVDEOH LPPHGLDWH OHDY,

6ZLWFK FRQILJ OR
VQRRSLQJ PD[ UHVSH

5HVHW PD[LPXP UHVSRQVH
GHIDXOW

6ZLWFK FRQILJ OR
VQRRSLQJ PFDVW UR

>SRUWBO

SHPRYH WKH VHOHFWHG SiH
URXWHU SRUW OLVW

6ZLWFK FRQILJ QR
VQRRSLQJ TXHU\ LQY

5HVHW 4XHU\ LQWHUYDO Y
GHIDXOW VHFRQGV

6ZLWFK FRQILJ OR
VQRRSLQJ YODQ >

6ZLWFK FRQILJ QR | > @ "LVDEOH ,*03 0/' 6QRRSLQJ
VQRRSLQJ YODQ > VSHFLILHG 9/$1
> @ 'LVDEOH D TXHULHU IRU W

Show command ‘

VORRSLQJ JURXSV

6ZLWFK FRQILJ VKR 6KRZ WKH FXUUHQW ,*03 0
VQRRSLQJ FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR 6KRZ ,*03 VORRSLQJ JURXS

6ZLWFK FRQILJ VKR
VORRSLQJ VWDWXV

6KRZ ,*03 6QRRSLQJ VWDW

6ZLWFK FRQILJ VKR
VORRSLQJ JURXSV

6KRZ 0/' VQRRSLQJ JURXSWV

6ZLWFK FRQILJ VKR

VORRSLQJ VWDWXV

6KRZ 0/' 6QRRSLQJ VWDWX




5. Configure IGMP filtering policies.

IGMP Filtering command Parameter Description

>SURILOHBQDPH®@

6ZLWFK FRQILJ LS *OREDOO\ HQDEOH ,*03
IXQFWLRQ
6ZLWFK FRQILJ LS|>SURILOHB/ &UHDWH RU PRGLI\ D SU

ILOWHU 7KH PD[LPXP O
QDPH LV FKDUDFWHU
SURILOHY FDQ EH FUHD

VHIPHQW > @

6ZLWFK FRQILJ SUR| > @ 6SHFLI\ DQ H[LVWLQJ V}
VHIPHQW > @ VHOHFWHG SURILOH
6ZLWFK FRQILJ LS| > @ &UHDWH RU PRGLI\ D VH

,*03 ILOWHU

6ZLWFK FRQILJ VHJI
QDPH >VHJPHQWBQL

>VHIPHQWI

6SHFLI\ D QDPH IRU WK}
VHIPHQWKH PD[LPXP LYV
FKDUDFWHUYV

6ZLWFK FRQILJ VHJI
UDQJH >() *+@ >()

6ZLWFK FRQILJ QR

>() *+@
>()*+@

6SHFLI\ /RZ ,3 PXOWLFD
+LJK ,3 PXOWLFDVW DG
VHOHFWHG VHIJPHQW '

'LVDEOH ,*03 ILOWHULQ

6ZLWFK FRQILJ OR
SURILOH >SURILOHB

>SURILOHB

'"HOHWH WKH VSHFLILHG

6ZLWFK FRQILJ QR

VHIPHQW > @

> Q@

'"HOHWH WKH VSHFLILHE
WKH VHIPHQW WKDW GH
DQ\ SURILOHYV FDQ EH G

6ZLWFK FRQILJ QRR
VHIPHQW

SHPRYH DOO H[LVWLQJ
WKH VHOHFWHG SURILO

6ZLWFK FRQILJ VHR
QDPH

SHVHW I @QUHR VHOHFW H(
VHIPHQW ,' EDEN WR W

6ZLWFK FRQILJ VHHA
UDQJH

Show command |

SHVIDRXOWLFDVW V&KU D (
VHOHFWHG VHIJPHQW '
GHIDXOW

SURILOH >SURILOHB

6ZLWFK FRQILJ VK 6KRZ ,*03 ILOWHU FRQIL
ILOWHU

6ZLWFK FRQILJ VK 6KRZ DOO SRUWVY ,*03
ILOWHU LOWHUIDFH FRQILIXUDWLRQ
6ZLWFK FRQILJ VK| >SRUWBOL})6KRZ WKH VSHFLILHG S
ILOWHU LOQWHUIDFH ILOWHULQJ FRQILIJXUDW
6ZLWFK FRQILJ VK 6KRZ WKH SURILOH FRQ
SURILOH ,*03 ILOWHU

6ZLWFK FRQILJ VK| >SURILOHB 6KRZ WKH VSHFLILHG S|

FRQILIXUDWLRQ

6ZLWFK FRQILJ VK
VHIPHQW

6KRZ WKH VHIPHQW FR(
,*03 ILOWHU

6ZLWFK FRQIRZ LS L
VHIPHQW > @

6KRZ WKH VSHFELILHG V1
FRQILIXUDWLRQ

6ZLWFK FRQILJ VHJI
VKRZ

6KRZ WKH VHOHFWHG V
FRQILIXUDWLRQ

6ZLWFK FRQILJ SAKR

6KRZ WKH VHOHFWHG S
FRQILIXUDWLRQ




Examples of IGMP Filtering Command |

6ZLWFK FRQILJ LS LJPS ILOWH (QDEOH ,*03 ILOWHULQJ

6ZLWFK FRQILJ LS LJPS VHJPH &UHDWH D VHIJPHQW 3

6ZLWFK FRQILJ VHIJPHQW QD 6SHFLI\ D QDPH 36LOYHI
VHIPHQW

6ZLWFK FRQILJ VHUPRQM 6SHFLI\ D PXOWDLFIHV W

WR WR V

6ZLWFK FRQILJ LS LJPS SURIL| &UHDWH RDSWIRRALOH QD
36 LOYHUSURILOH’

6ZLWFK FRQILJ SURILOH 6LOYH[ $VVLJQ WKH VHNR HODRH
36 LOYHUSURILOH" SURIL

6. Use 3nterface "~ command to configure a group of ports  GMP filtering function.

IGMP & Interface Command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLYV

Parameter

Description

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG

UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK RRQ@bBL/I3257
LS LJPS ILOWHU

(QDEOH ,*03 ILOWHU IR
SRUWYV

6ZLWFK HR@BL7I3257
LS LIPS ILOWHU SU
>SURILOHBQDPH®@

>SURILOHB(

$VVLIQ WKH VHOHFWHGQ
ILOWHU SURILOH

Note : Need to create an IGMP
filter profile first under the igmp
global configuration mode before
assigning it.

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

6ZLWFK RR@bBI3257| > @ 6SHFLI\ WKH PD[LPXP J
LS LIJPS PD[ JURKSYV RI PXOWLFDVW VWUHDH
SRUWYV
6ZLWFK ARRQRB7 LS| >() * + _ &UHDWH VSHFLI\ D VWD
LIPS VWDWLF PXOW () *+ , - ./ DQ&KH VSHFLILHG 9/%1
S()*+ () *+ , - . VHOHFWHG SRUW
> @
Note: Only one port could be
assigned at a time.
> @ 6SHFLI\ D 9/%1 ,°

No command ‘

>SRUWBOLYV

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
H[DPSOH RU

6ZLWFK HRRQB7I3257
QR LS LJPS ILOWHU

'LVDEOH ,*03 ILOWHU IH

LOQWHUIDFHYV

6ZLWFK RRQ@B7I3257
QR LS LIPS ILOWHU
>SURILOHBQDPH@

>SURILOHB(

SHPRYH WKH VSHFLILH(
WKH VHOHFWHG SRUWYV

6ZLWFK HRRQB7I3257

5HVHW WKH PD[LPXP Q3




QR LS LJPS PD[ JUR

PXOWLFDVW VWUHDPV
FKDQQHOV

Show command

6ZLWFK FRQILJ VK
ILOWHU LOWHUIDFH

6ZLWFK RRQB7 QR| >() * * SHPRYH WKLV VWDWLF
LIPS VWDWLF PXOW () * +, - ./
>()*+ _ () "+, -. Note: Only one port could be
> @ assigned at a time.
> @ 5HPYRH WKH VSHFLILHC(

H

>SRUWBOLYV

6KRZ WKH VSHFLILHG S
ILOWHULQJ FRQILJXUDY\

6ZLWFK FRQILJ VK
VWDWLF PODSOWLFDV

6KRZ WKH VWDWLF PXO

6ZLWFK FRQILJ VKHF

VQRRSLQJ JURXSV
Examples of IGMP & Interfa ce
6ZLWFK FRQILJ

LQWHUIDFH

6KRZ ,*03 VQRRSLQJ JU

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HI[DPSOH RU

6ZLWFK HARQILS

LIPS ILOWHU

(QDEOH ,*03 )LOWHU R(

6ZLWFK ARQILS

LIPS ILOWHU SU

$VVLIQ WKH VHOHFWHG(
VSHFLILHG SURILOH 361

6ZLWFK ARQILS

LIPS PD[ JURXS

6HW WKH PD[LPXP QXPE
PXOWLFDVW VWUHDPV

6ZLWFK ARQILS
YODQ

LIPS VWDWLF P

&UHDWH D VWDWLF PX(
HQWU\




7. Set Up IP Source Binding Function

Command Parameter Description
6ZLWFK FRQILJ LSV > @ 6SHFLI\ WKH ,3 ,3Y DG
> QAQDGGUHVV >$ % & ELQGLQJ QXPEHU
$ % &' () *+@ >$ % & ' _
$ % & ' ()| 6SHFLI\ ,3 ,3Y DGGUHYV
+@
6ZLWFK FRQILJ LSV > @ (QDEOH WKH ,3 ,3Y DG
> @ VSHFLILHG QXPEHU
6ZLWFK FRQILJ LSV *OREDOO\ HQDEOH ,3 ,4

No Command
6ZLWFK FRQRLISIVRXUF

F

VHEXULW\ ELQGLQJ

*OREDOO\ GLVDEOH ,3
VHEXULW\ ELQGLQJ

ELQGLQA DGGUHVV

6ZLWFK FRQILJ QR L > @ ‘'LVDEOH WKH ,3 ,3Y DQ(@
ELQGLQ@ > VSHFLILHG QXPEHU
6ZLWFK FRQILJ QR 1L SHPRYH WKH ,3 ,3Y DG

Show command ‘
6ZLWFK FRQILJ VKR]|

VSHFLILHG I@RPEKH ,3 6
%LQGLQJ OLVW

6KRZ ,3 ,3Y 6RXUFH FR

8. Use 3Interface "~ command to configure IP Source Guard for Security.

IGMP & Interface Command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

‘Parameter
>SRUWBOLYV

Description

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257
LS VRXUFHJIJXDUG >(

>GKFS _

L]

6SHFLI\ WKH DXWKRUL]
IRU WKH VHOHFWHG SR

dhcp: '+&3 VHUYHU DVVL,
DGGUHVV
fixedIP: 2QO\ 6WDWLF ,3

6WDWLF ,3 WDEOH ILUV
unlimited: 1RQ /LPLWHG $(
VWDWLF +& DGV HEB

7KLY LV WKH GHIDXOW




6ZLWFK ARQ@B7] LS

VRXUFHJXDUG VWD)

$% &' ()*+@ YO
@

No command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>$ % & ' _ $GG D VWDWLF ,3 ,3Y

$ % & ' () *|,3 DGGUHVV WDEOH
Note: Only one port could be
assigned at a time.

> @ 6SHFLI\ D 9/%$1 ,'

H

>SRUWBOLYV

Note : Static IP can only be
configured when IP sourceguard
IS set to fixed-ip.

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257
QR LS VRXUFHJXDU/{

SHVHW ,3 VRXUFHJXD W\
WKH GHIDXOW XQOLPL

6ZLWFK AR®257 QR
VRXUFHJXDUG VWD)
$ % &' ()*+@ YO

>$ % & ' _
$ % & ' () *

SHPRYH WKH VSHFLILH(
DGGUHVYV

Note: Only one port could be
assigned at a time.

|

Show command

6ZLWFK VKRZ LS VFH
LOQWHUIDFH

6KRZ HDFK LQWHUIDFH

SHPYRH WKH VSHFLILH(

VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VFH
LOQOWHUIDFH >SRUWE

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VFH
VWDMVELF

6KRZ ,3 VRXFHJXDUG V

6ZLWFK FRQILJ VK
VRXUFHJXDUG LQWH

6KRZ HDFK LQWHUIDFH
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK
VRXUFHJIJXDUG LQWH
>SRUWBOLVW@

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK
VRXUFHJXDWUG VWD

6ZLWFK FRQILJ

Examples of IP Source Guard & Interface
LQWHUIDFH

6KRZ ,3 VRXFHJXDUG V

(QWHU VHYHUDO GLVFR
QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK HARQILS VRXUFHJIXBUG

I

6HWKH DXWKRUL]HG DH
WKH VHOHFWHG SRUWYV

YODQ

6ZLWFK ARQILS VRXUFHJIXDUG V

&UHDWH D VWDWLF MR
9/$1 HQWU\




2.6.11 IPv6 Comma nd

Brief Introduction to IPv6 Addressing

, 3Y DGGUHVVHV DUH ELWV ORQJ DQGYQ XOREGFHWHUERXYXW UHI ZUL
JURXSV RI IRXU KH[DGHFLPDO GLJLWYV VHSDUDWHG E\ FRORQV

\ GE D D H |

,3Y XQLFDVW DGGUHVVHV RWKHU WKDQ WKR\LH D/OKD W5 VYL UHE
SbDUuwyvVv D ELW QHWZRBENWSUGWHWEEHDLGHQWLILHU

Stateless Autoconfiguration

,3Y OHWV DQ\ KRVW JHQHUDWH LWV RZQ ,32 Q@ OVKWHHVNRBGOIGZRKKIKHE
XVHG ,3Y DGGUHVVHV FRQVLVW RI WZR SDUWW BKJH IQ H WA RZXK\
KRVW LV FRQQHFWHG DQG WKH ULJKWPRVW HDWN RQHNWHK H/ X
7KLY PHDQV WKDW WKH LGHQWLILHU QHW® R K DR KE W KKH) IKTRAMVHN RLC
ZKLFK PDNHV LW PXFK HDVLHU IRU WKH KRVW WR FKHFN IRU XQ

Autoconfigured address format
part Subnet prefix Interface identifier
bits G4 64
Link local address

7KH ILUVW VWHS D KRVW WDNHV RQ VWDU®NX SOR BDIOQ D\8 GLIGIV|D
DGGUHVY DQG WKH OLQN ORFDO SUHIL[ )( UHIL]KILQYWR/ VBRK) KD H
DQG WKH 0%$& DGGUHVV LQ (8, IRUPDW LQWR WKH DRIKEMPR
EHWZHHQ WKRVH DUH VHW WR JHUR

Global address

7KLV LV GRQH LQ WKH VDPH IDVKLRQ DV WKH OQIQMWNORR BIO DI
LW ZLOO XVH WKH SUHIL[ VXSSOLHG E\ WKIHGHRXW HWH D QLK BEXKV E
WKH 0$& DGGUHVV LQ (8, IRUPDW

6RPH ,3Y DGGUHVVHV DUH UHVHUYHG IRU VSHFLD®W XSXUSRVHNV
7HUHGR WXQQHOLQJ DV RXWOLQHG LQ 5)& UH $FRURV L\GRIRJH ® C
VXFK DV OLQN ORFDO DGGUHVVHV IRU XVH RQ WKH ORFDODVOL
GHVFULEHG LQ 5)& DQG VROLFLWHG QRGH P X OBRIUF DIMWE RDYGH
3URWRFRO

DHCPV6

,3Y KRvVwWY PD\ DXWRPDWLFDOO\ JHQHUDWH ,3 PBGGUMNHEFGEHM
DXWRFRQILIJXUDWLRQ RU WKH\ PD\ EH DVVLJQHG FRQILIJXUDWL



Set up the IPv6 address of the Managed Industrial POE Ethernet Switch or configure the

Managed Industrial POE Ethernet Switch to get an IP address automatically from DH

server.

IPv6 command

Parameter

CPv6

Description

6ZLWFK FRU@ILJ
DGGUHVV DXWRH

&RQILIXUDWLRQ RI
VWDWHOHVYVY DXWRFRQILJ

,3Y [

6ZLWFK FRU@ILJ
DGGUHVV GKFS [

&RQILIJXUH
DXWR PRGH

"r&3Y WRYKW L

6ZLWFK FR@ILJ
DGGUHVV GKFS |

&RQILIJIXUH "+&3Y MRYKW L
| R U FHRSG H

6ZLWFK FR@ILJ
DGGUHVV GKFS |\
FRPPLW

$OORZ WKH WZR PHVVDJH
DGGUHVYV DVVLIQPHQW

3pv6 address dhcp

“commands are functional only when autoconfiguration is enabled.

DGGUHVV OLQN
>$ % & ' () * +

6ZLWFK FRQILJ > % & ' () * + 6SHFLI\ VZLWFK ,3Y JORI
DGGUHVV JORED SUHIL[] OHQJWK

> % & " () *+ {>% % & ' () *+@ | 6SHFLI\ VZLWFK ,3Y GHIL
> % & ' () * +@ DGGUHVV

6ZLWFK FRQILJ > % & ' () * + 6SHFLI\ VZLWFK ,3Y OLQ

DQG SUHIL[ OHQJWK

6ZLWFK FRQILJ
HQDEOH

No command

6ZLWFK FRQILJ
DGGUHVYV DXWRF

(QDEOH ,3Y DGGUHVV SU

'LVDEOH ,3Y VWDWHOHYV

6ZLWFK FRQIYJ
DGGUHVV GKEFES

'LVDEOH '"+&3Y IXQFWLRC(

6ZLWFK FRQUBJ
DGGUHVV GKFS |\
FRPPLW

'LVDEOH UDSLG FRPPLW |

6ZLWFK FR@LISY
DGGUHVV JORED

&OHDU ,3Y JOREDO DGG\

6ZLWFK FRQILJ
DGGUHVV OLQN (

&OHDU ,3Y OLQN ORFDO

6ZLWFK FRQILJ
HQDEOH

'LVDEOH ,3Y SURFHVVLQ

6ZLWFK VKRZ LSY DGGUHVYV

'LVSOD\ ,3Y FRQILJXUDL
FXUUHQW ,3Y VWDWXV R
,QGXVWULDO 3R( (WKHUQ

6ZLWFK FRQILJ

6ZLWFK FRQILJ

Examples of IPv6 command

VKRZ LSY DGGUHL

LSY DGGUHVV D]

'LVSOD\ ,3Y FRQILJIJXUDL
FXUUHQW ,3Y VWDWXV R
,QGXVWULDO 3R( (WKHUQ

(QDEOH ,3Y DXWRFRQILJ

6ZLWFK FRQILJ

LSY DGGUHVV G

(QDEOH '+&3Y DXWR PRG




2.6.12 LLDP Command

//'3 VWDQGV IRU /LQN /D\HU 'LVFRYHU\ 3URWRFRDVDXQHGXNAY RY
GHYLFHV WR VHQG LQIRUPDWLRQ DERXW W K HPHNLT YN VR RWK\W K
%\ XVLQJ //'3 WZR GHYLFHV UXQQLQJ GLIITHUHQW QUPDARLLR\D CIIE
HDFK RWKHU $ VHW RI DWWULEXWHV DUH XVING WWRWLVERW HVY
W\SH OHQJWK DQG YDOXH GHVFULSWLRQV DG& DV RUW GUIN €
VIVWHP QDPH V\VWHP GHVFULSWLRQ V\VWHP FDSDEEGLWLRW I
UHFHLYHG RQ WKLV ODQDJHG ,QGXVWULDO 3R( (MGKHEW H/16Zl
ZRXOG OLNH WR UHFHLYH DQG VHQG WKH 7/9

LLDP command ‘Parameter ‘Description

6ZLWFK FRQILJ | > @ | 6SHFLI\ WKH DPRXQW RI WLPH 1

KROG WLPH > GHYLFH ZLOO NHHS WKH LQIRU
GHYLFH IRU D SHULRG RI WLPH
GLVFDUGLQJ LW 7KH DOORZDE
EHWZHHQ DQG VHFRQGYV

6ZLWFK FRQILJ | > @ 6SHFLI\ WKH WLPH LQWHUYDO |

LOQWHUYI@D > WR EH VHQW 7KH DOORZDEOH

DQG VHFRQGYV

6ZLWFK FRQILJ | > @ 6SHFLI\ WKH DPRXQW RI SDFNH

SDFNHWYV > @ HDFKLVFRYHU\ 7KH DOORZDEO
EHWZHHQ DQG SDFNHWYV

6ZLWFK FRQIQY (QDEOH &DSDELOLW\ DWWULEX

VHOHFW FDSDEI

6ZLWFK FRQILJ (QDEOH ODQDJHPHQW $GGUHVV

VHOHFW PDQDJI

DGGUHVYV

6ZLWFK FRQILJ (QDEOH 3RUW '"HVFULSWLRQ DW

VHOHFW SRUW (

6ZLWFK FRQILJ (QDEOH 6\VWHP '"HVFULSWLRQ [

VHOHFW V\VWHF

GHVFULSWLRQ

6ZLWFK FRQILJ (QDEOH 6\VWHP 1DPH DWWULEX

VHOHFW V\VWHE

No command |

6ZLWFK FRQILJ QR OO(5HVHW WKH KROG WLPH YDOXH
VHFRQGYV

6ZLWFK FRQILJ QR OO(5HVHW WKH WLPH RIQWHUGMDX X
//'3 SDENHWY EDFN WR WKH GH
6ZLWFK FRQILJ QR OO(5HVHW WKH DPRXQW RI SDFNHYV
GLVFRYHU EDFN WR WKH GHIDX
6ZLWFK FRQILJ QR OO( 'LVDEOH &DSDELOLW\ DWWULE X
FDSDELOLW\
6ZLWFK FRQILJ QR OO( 'LVDEOH ODQDJHPHQW $GGUHYV
PDQDJHPHQW DGGUHVYV
6ZLWFK FRQILJ QR OO( 'LVDEOH 3RUW 'HVFULSWLRQ D
GHVFULSWLRQ
6ZLWFK FRQILJ QR OO( 'LVDEOH 6\WWHP 'HVFULSWLRQ
VA\VWHP GHVFULSWLRQ
6ZLWFK FRQILJ QR OO( 'LVDEOH 6\WWHP 1DPH DWWULE
VI\VWHP QDPH




Show command
6ZLWFK VKRZ OOGS 6KRZ //'3 VHWWLQJV

6ZLWFK VKRZ OOGS LQV 6KRZ HDFK LQWHUIDFHTYV //'3 F
6ZLWFK VKRZ OOGS LQV 6KRZ WKH VHOHFWHG LQWHUID
6ZLWFK VKRZ OOGS VW|6KRZ WKH FXUUHQW //'3 VWDW X
6ZLWFK FRQILJ VKRZ O 6KRZ //'3S VHWWLQJV

6ZLWFK FRQILJ VKRZ OQ 6KRZ HDFK LQWHUIDFHTYV //'3 F
6ZLWFK FRQILJ VKRZ O 6KRZ WKH VHOHFWHG LQWHUID
>SRUWBOLVW@
6ZLWFK FRQILJ VKRZ O 6KRZ WKH FXUUHQW //'3 VWDW X
Examples of LLDP command Description
6ZLWFK FRQILJ OOGS Kk6HW WKH KROG WLPH YDOXH WI
6ZLWFK FRQILJ OOGS L 6HW WKH XSGDWHG //'3 SDFENWHV
VHFRQGV

6ZLWFK FRQILJ OOGS §6HW WKH QXPEHU RI SDFENHWYV
GLVFRYHU\ WR

6ZLWFK FRQILJ OOGS V (QDEOH &DSDELOLW\ DWWULEX
FDSDELOLW\
6ZLWFK FRQILJ OOGS \\ (QDEOH ODQDJHPHQW $GGUHVYV
PDQDJHPHQW DGGUHVYV
6ZLWFK FRQILJ OOGS \\ (QDEOH 3RUW '"HVFULSWLRQ DW
GHVFULSWLRQ
6ZLWFK FRQILJ OOGS \\ (QDEOH 6\VWHP '"HVFULSWLRQ
GHVFULSWLRQ
6ZLWFK FRQILJ OOGS \\ (QDEOH 6\VWHP 1DPH WR EH VH
QDPH

Use 3Interface “command to configure a group of ports  {LLDP settings.

LLDP & Interface command | Parameter Description

6ZLWFK FRQILJ LG >SRUWBOL| (QWHU VHYHUDO GLVFRQ

>SRUWBOLVW@ QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK RRQB7I (QDEOH //'3S RQ WKH VHO

3257 OOGS LOQWHUIDFHV

6ZLWFK HRQBL7] 'LVDEOH //'3 RQ WKH VH(

3257 QR OOGS LOQWHUIDFHV




2.6.13 Loop Detection Command

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH P IGLF\RIQRYH |
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFRVR/ KERQH DI XWH
/IRRS '"HWHFWLRQ IXQFWLRQ Rl WKH VA\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS '"HWHFWLRQ |IRQFBNLRHU L\WRIGH
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VRWHRVHGH LL
FODLPHG WKDW LW GHWHFWYV ORRS FRQGLWLROFWHKRQVWKH V\V
,ZVEORFNV WKH UHOHYDQW SRUW WR SUHYHQW EURDGFDVW VV
IRUZDUGLQJ DOO WKHHWIRUM FRDHWHBH OVEKRISV\VWHP ZLOO S
GHWHFWLRMHBBEXHGGB REGYRKUHW RRS
, W VORZO\ EOLQNV WKH /(" RI ORRSHG SRUW LQ RUDQJH
, W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFE@HW WR GHW

'KHQ WKH V\VWHP GRHV QRW UHFHLYH DQ\ ORRSUGRW® HRAWIRRQLS
Looped port unlock-interval 7KH V\VWHP FODLPV WKH ORRS FRQGLWLRQ ¢
WDNHV WKH IROORZLQJ DFWLRQV
,\WQEORFNV WKH UHDRWIK®W ZRUBYV WKH VIVWHP QRUPDOO\ IF
UHOHYDQW SRUW
W VWRSV VORZO\ EOLQNLQJ WKH /(" Rl ORRSHG SRUW LQ RUL
W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDF§HW WR GHW

Note: Under loop condition, the LED of looped port continues to slowly blink orange even the
connected network cable is unplugged out of looped port.

Command Parameter Description

6ZLWFK FRQILJ ORR (QDEOH /RRS "HWHFWLH
JOREDOO\

6ZLWFK FRQILJ ORR &KHFN $00 9/%$1 ER[ WR

YODQ GHWHFWLRQ RQ DOO W
FRQILIXUHG LQ 9/%$1 &R
6HFWLROQ

NOTE: When All VLAN checkbox is
checked, it invalidates the configured
Bpecific 9/$ 1.
6ZLWFK FRQILJ ORR| > @ 7KLV LV WKH WLPH LQW
LQWHUYED > WKDW WKH GHYLFH ZLQ
ORRS GHWHFWLRQ SDF
SUHVHQFH RI ORRSHG (
YDOLG UDQJH LV IURP
7KH GHIDXOW VHWWLQJ
6ZLWFK FRQILJ ORR| > @ 7KLV LV WKH WLPH LQW
XQORFN LQWHUYDO > VI\IVWIRBHMWHFW WKH HJ[L
ORRS FR@GGVWHERBORFN
ORRSHG SRUW LI LW GH
ORRS GHWHFWLRQ SDF
FRQILIXUHG XQOMKHEN L(
XQORFN LQWHUYDO FD(
PLQXWHV 7KH GHID
PLQXWHYV




NOTE:
1. Be aware that Looped port unlock-
interval converted into seconds
should be greater than or equal to
Detection Interval seconds multiplied
by 10. The O §s a magic number
which is for the system to claims the
loop detection disappears when the
system does not receive the loop-
detection packet from itself at least
10 times. In general, it can be
summarized by a formula below:

tooped port unlock-interval

e 10* 3Detection Interval 3
2. When a port is detected as a
looped port, the system keeps the
looped port in blocking status until
loop situation is gone. In other words,
the system stops forwarding all the
traffic via the looped port. However,
the system will process the loop-
detection packet received on the
looped port.

6ZLWFK FRQILJ
YODQ LG >

ORR
@

No command

(QDEOH ORRS GHWHFW
9/$1 8S WR VHWYV RI 9
EH DVVLIQHG

NOTE: The configured Specific
9/ % 1 takes effect when All VLAN
check-box is unchecked.

F

XQORFN LQWHUYDO

6ZLWFK FRQILJ QR ( 'LVDEOH /RRS '"HWHFWL
6ZLWFK FRQILJ QR d 'LVDEOH ORRS GHWHFW
DOO YODQ 9/$1 YLGV

6ZLWFK FRQILJ QR ( S5HVHW /RRS 'HWHFWLR
LQWHUYDO EDFN WR WKH GHIDXOW
6ZLWFK FRQILJ QR ( S5HVHW /RRS 'HWHFWLR

LOQWHUYDO EDFN WR W

6ZLWFK FRQILJ QR (¢
YODG @

Show command ‘
6ZLWFK VKRZ ORRS (

'LVDEOH ORRS GHWHFW
9/%$1

6KRZ /RRS '"HWHFWLRQ

6ZLWFK VKRZ ORRS (
VWDWXV

6KRZ /RRS '"HWHFWLRQ
SRUWYV

6ZLWFK VKRZ ORRS (
VWDWXV >SRUWBOLV)

>SRUWBOL

6KRZ /RRS '"HWHFWLRQ
VSHFLILHG SRUW V

GHWHFWLRQ VWDWXV

6ZLWFK FRQILJ VKR, 6KRZ /RRS '"HWHFWLRQ
GHWHFWLRQ
6ZLWFK FRQILJ VKR, 6KRZ /RRS '"HWHFWLRQ

SRUWYV




6ZLWFK FRQILJ VKR|>SRUWBOL 6KRZ /RRS "HWHFWLRQ
GHWHFWLRQ VWDWXV VSHFLILHG SRUW V

Examples of Loop Detection command
6ZLWFK FRQILJ ORRS GHWHFWI| 6HW WKH /RRS '"HWHFW|I
WR VHFRQGV

6ZLWFK FRQILJ ORRS GHWHFWI 6HW WKH /RRS "HWHFW |
LOQWHUYDO WR PLQX

6ZLWFK FRQILJ ORRS GHWHFWIL (QDEOH WKH /RRS "HWH

8VH 3, QWHUIDFH" FRPPDQG WR FRQILdoxpDdtebtiohdeétigs. RI SRUWV

Dotlx & Interface command ' Parameter | Description

6ZLWFK FRQILJ LQWH| >SRUWB| (QWHU VHYHUDO GLVFR(
QXPEHUV HGEDBBWPDV
UDQJH RI SRUWYV ZLWK [

HIDPSOH RU
6ZLWFK HRQbBL7I3257 (QDEOH /RRS "HWHFWLR
ORRS GHWHFWLRQ WHBWWFWHG SRUW V
No command
6ZLWFK ARQB7I3257QR 'LVDEOH /RRS "HWHFWLH

ORRS GHWHFWLRQ WKH VHOHFWHG SRUW V




2.6.14 12protocol-tunnel Command

L2PT (Layer 2 protocol tunneling) DOORZzZzV /D\HU SURWRFRO GDWD XC
&'3 &LVFR 'LVFRYHU\ 3URWRFRO /[1'"3 /TLQN /D\HU 'LVFRYUHU\

SURWRFRO 973 90DQ 7UXQNLQJ 3URWRFRO /1$&3 /LQN $JJUH
$JIJUHIJDWLRQ 3URWRFRO 8'/" 8QLGLUHFWLRQDO /LD KD HNWAZHR W L

037 DOVR UHIHUUHG WR DV *HQHULF %ULGJMDEGH7 PSGQHRDBK
WXQQHOLQJ E\ VRIWZDUH HQFDSVXODWLQJ WKHG"&KHQ RNCHNIL(
WKHP LQ KDUGZDUH $00 VZLWFKHV LQVLGH WKH VHSIMWXFBWS
IUDPHV DV GDWD SDFNHWV DQG IRUZDUG WKHS JW RV \LKAHF IR VOK N
WKHVH VSHFLDO HQFDSVXODWHG IUDPHV DQGIRHEDS®KGDRM}W
WXQQHO

7KH HQFDSVXODWLRQ LQYROYHV WKH UHZULWLQQ RI$& KB GEGHMW
WKH 3'8 $Q LQJUHVYV HGJH VZLWFK UHZULWHYV WKH GHVWRQ DN L
ID\HU WXQQHO SRUW ZLWK WKH GHVLUHG PXOWLFDVW DGGUH)

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ O S (QDEOH /D\HU SURWRFRQ
IXQFWLRQ RQ WKH 0DQDJH

6ZLWFK FRQILJ O S|> @ 6SHFLI\ WKH SULRULW\ EL
FRY @ &0ODVV RI 6HUYLFH &RS6
6ZLWFK FRQILJ O S| >[[ [[ [[ [[ [[6SHFLI\ GHVWLQDWLRQ 0%
PDF >[[ [[ [[ [[[[[[l@ HQFDSVXODWLQJ OD\HU

No command

6ZLWFK FRQILJ OR 'LVDEOH /D\HU SURWRFR
WXQQHO IXQFWLRQ RQ WKH 0DQDJH
6ZLWFK FRQILJ OR S5HVHW SULRULRUN ELBW FOD
WXQQHO ERV VHUYLFH FRV EDFN WR W
6ZLWFK FRQILJ OR 5HVHW GHVWLQDWLRQ 0%$&
WXQQHO PDF HQFDSVXODWLQJ /D\HU S

EDFN WR WKH GH&D&K'O&V '
Show command ‘

6ZLWFK FRQILJ VKH 6KRZ WKH FXUUHQW /D\HU
O SURWRFRO WXQQH 7XQQHOLQJ FRQILIJXUDWLH
DQG HDFK 3'8fV HQFDSVX(
GHFDSVXODWLRQ FRXQWH
6ZLWFK FRQILJ VKH>SRUWBOLV 6KRZ WKH FXUUHQW /D\HU
O SURWRFRO WXQQH 7XQQHOLQJ FR QK BIXV\I DAV K
DQG HDFK 3'81V HQFDSVX(
GHFDSVXODWLRQ FRXQWH

SRUW
6ZLWFK FRQILJ VKK >SRUWBOLV &OHDU HDFK 3'8V HQFDS\
O SURWRFRO WXQQH GHFDSVXODWLRQ FRXQWH

SRUW




6ZLWFK FRQILJ VKF

O SURWRFRO WXQQ

Examples of L2PT command
6ZLWFK FRQILJ

O SURWRFRO W

(QDEOH / 37 IXQFWLRQ

&OHDU HDFK 3'81V HQFDS
GHFDSVXODWLRQ FRXQWH

6ZLWFK FRQILJ

O SURWRFRO W

6SHFLI\ WKH SULRULW\ EL
&ODVV RI 6HUYLFH &RG

Use 3Interface " command to configure Layer 2 protocol data units (PDUSs) settings.

L2PT & Interface command Parameter Description

6ZLWFK FRQILJ LQ

>SRUWBOL

(QWHU VHYHUDO GLVFRQ
QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

(QDEOH OD\HU SURWRF
&'3 //'3 673 DQG 973 SOF
WKH VHOHFWHG SRUW V

6ZLWFK HRQB7I3257
O SURWRFRO WXQQH(

(QDEOH OD\HU SURWRF
&'3 SDENHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

(QDEOH OD\HU SURWRF
/'3 SDFENHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WSRQG

(ODEOH WMIRQWW OD\HU
WXQQHOLQJ IRU /$&3 3%
SDFNHWV RQ WERIW WOHF

6ZLWFK AMRQB7I3257
O SURWRFRO W)S®RQ QA
ODFS

(QODEOH WRIRQWW OD\HU
WXQQHOLQJ IRU /$&3 SDI
VHOHFWHG SRUW V

6ZLWFK ARQB7I3257
O SURWRFRO WSRQG
SDJS

(ODEOH WMIRQWW OD\HU
WXQQHOLQJ IRU 3%$J3 SD
VHOHFWHG SRUW V

6ZLWFK HRQB7I3257

(QODEOH WRIRQWW OD\HU

O SURWRFRO WXQQHC(

O SURWRFRO W)RB®RQBAJ WXQQHOLQJ IRU 8'/' SDF
XGOG VHOHFWHG SRUW V
6ZLWFK ARQB7)3257 (ODEOH OD\HU SURWRF

673 SDFNHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

No command
6ZLWFK ARQB7J3257QH
O SURWRFRO WXQQHC

(QDEOH OD\HU SURWRF
973 SDEFNHWV RQ WKH VH

‘LMWEOH OD\HU SURWRF
&'3 //'3 673 DQG 973 SOF
WKH VHOHFWHG SRUW V

6ZLWFK RARQB7J3257QF
O SURWRFRO WXQQH(

'LWEOH OD\HU SURWRF
&'3SBENHWV RQ WKH VHO

6ZLWFK RARQB7J3257QF
O SURWRFRO WXQQH(

'LWEOH OD\HU SURWRF
/'3 SDENHWV RQ WKH VH

6ZLWFK ARQB7I3257QF
O SURWRFRO WRRQ A

"LDEOH S\RERMQW OD\HU
WQXQHOLQJ IRU /$&3 3$J3
SDENHWV RQ WKH VHOHF

6ZLWFK ARQB7J3257QF
O SURWRFRO WSRQBG

ODFS

"LDEOH S\RERMOW OD\HU
WXQQHOLQJ IRU /$&3 SDI
VHOHFWHG SRUW V




6ZLWFK ARQB7I3257QF
O SURWRFRO WRRQDAJ
SDJS

"LWEOH S\RERMQW OD\HU
WXQQHOLQJ IRU 3%$J3 SD
VHOHFWHG SRUW V

6ZLWFK ARQB7J3257QF
O SURWRFRO WS®RQG
XGOG

'LWEOH \RERW)W OD\HU
WXQQHOLQJ IRU 8'/" SDF
VHOHFWHG SRUW V

6ZLWFK ARQB7I3257QF
O SURWRFRO WXQQH(

'LWEOH OD\HU SURWRF
673 SDENHWV RQ WKH VH

6ZLWFK RRBQ@BLI3257QH

O SURWRFRO WXQQHC(

'LWEOH OD\HU SURWRF
973 SDFNHWV RQ WKH VH




2.6.15 MAC Command

6HW XS 0$& DGGUHVV WDEOH DJLQJ WLPH

(QWULHV KQFPMKGOHS &

DGGUHVVHY DQG WKHLU DVVRFLDWHG SRUWYV ZLOO EH IGPHHOHWH

MAC Command ' Parameter | Description

6ZLWFK FRQILJ PD
WDEOH DJLQJ WLPH

6ZLWFK FRQILJ QR
DGGUHVV WDEOH DJ

6ZLWFK FRQILJ
DGGUHVV WDEOH

V K

No command

>

V@

Show command |

5HVHW 0$& DGGUHVV WDEQ

6SHFLI\ WKH DJLQJ WLPH I
LQ VHFRQGYV QHYHU DJL

WR WKH GHIDXOW VHF

6KRZ 0$& DGGUHVVHV OHD
ODQDJHG ,QGXVWULDO 3R(

6ZLWFK FRQILJ VK
DGGUHVV WDEOH D(

6KRZ DOO RI 0$& WDEOH L(

6ZLWFK FRQILJ VK
DGGUHVV WDEOH F(

&OHDU 0%$& DGGUHVV WDEC

6ZLWFK FRQILJ VK
DGGUHVV WDEOH F(

>SRUWE

&OHDU 0%$& MHGGHBV®HG E\
VSHFLILHG SRUW

6ZLWFK FRQILJ VK
DGGUHVV WDEOH FRK

6KRZ WKH VWDWLVWLFV RI

6ZLWFK FRQILJ VK
DGGUHVV WDEOH LQ
>SRUWBOLVW@

>SRUWE

6KRZ 0$& DGGUHVVHV OHD
VSHFLILHG SRUW

6ZLWFK FRQILJ VK
DGGUHVV WDEOH PL[

>PDF D

6KRZ WKH 0$& VWDWXYV RI
DGGUHVV

6ZLWFK FRQILJ VK
DGGUHVV WDEOH Y(

>YODQE

6KRZ WKH 0$& VWDWXYV RI

6KRZ 0$& OHDUQLQJ VHWW

DJLQJ WLPH
Examples of MAC command

6ZLWFK FRQILJ
WLPH

PDF DGGUH

6ZLWFK FRQILJ VK
OHDUQLQJ LQWHUIDFH

6ZLWFK FRQILJ VK 6KRZ VWDWLF 0$& DGGUHYV
VWDWLF PDF

6ZLWFK FRQILJ VK 6KRZ FXUUHQW 0$& DGGUH

6HW 0$& DGGUHVV DJLQJ W
VHFRQGYV

Use 3nterface “command to configure a group of ports

MAC & Interface command

MAC Table settings.

6ZLWFK FRQILJ
>SRUWBOLVW@

L

‘ Parameter

>SRUWBOLYV

‘ Description

(QWHU VHYHUDO GLVFR(
QXPEHUYV VHSDUDWHG E
UDQJH RI SRUWYV ZLWK [
HI[DPSOH RU

6ZLWFK HRR@B7) PDHF
DGGUHVV WDEOH V

>[[ [0 I [0 [ [[@ YOl
@

>[I0 I [T II

6SHFLI\ D 0$& DGGUHVV
HQWU\

Note: Only one port could be set at
a time.

6SHFLI\ WKH 9/$1 ZKHUH




ZLWK WKH "HVWLQDWLR(
EH IRUZDUGHG WR WKH

6ZLWFK ARQBL7]
3257 PDF OHDUQL

No command

6ZLWFK ARQBZI QR | >[[ [[ [[ [[ [[| 5SHPRYH WKH VSHFLILHG

PDF DGGUHVYV WDE

>[[ [[ I I [ [[@ YOl
@

(QDEOH 0%$& OHDUQLQJ |
VHOHFWHG SRUW V

I[URP WKH 0$& DGGUHVV

Note: Only one port could be set at
a time.

5HPRYH WKH 9/$1 WR ZK
VSHFLILHG 0$& EHORQJV\

6ZLWFK RRQBL7J
3257 QR PDF OHD|

'LVDEOH 0$& OHDUQLQJ
VHOHFWHG SRUW V

2.6.16 Management Command

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ PDC(
FRQVROH

(QDEOH &RQVROH PDQDJHI
WKH ODQDJHG ,QGXVWULD
6ZLWFK YLD &RQVROH

6ZLWFK FRQILJ PD(
FRQVROH IDPL@UHWU

&RQILIXUH WKH UHWU\ WL
ORJLQ IDLOV 7KH DOORZD
WLPHV

6ZLWFK FRQILJ PD(
FRQVROH EOCRFNWLF

&RQILIXUH WKH FRVOROH
ODQDJHG ,QGXVWULDO 3R(
WKH FRQVROH ORJLQ UHW
WKDQ WKH FRQVROH IDLO
XS 7KH DOORZDEOH YDOX

6ZLWFK FRQILJ PD({
FRQVROH WLPH®RXW

TR GLVFRQQHFW WKH ODQE

(WKHUQHW 6ZLWFK ZKHQ H

PDQDJHPHQW LV LQDFWLY

SHULRG RI WLPH 7KH DOO
WR VHFRQGV

6ZLWFK FRQILJ PD(
FRQVROH WLPH®R®PWQ

7R GLVFRQQHFW WKH 0DQET

( WKHUQHW 6ZLWEK ZKHQ F

PDQDJHPHQW LV LQDFWLY

SHULRG RI WLPH 7KH DOO
WR PLOQXWHYV

6ZLWFK FRQILJ PD({
VVK

(ODEOH 66+ PDQDRHPH@I |
ODQDJHG ,QGXVWULDO 3R(
YLD 66+

6ZLWFK FRQILJ PD(
WHOQHW

(QODEOH 7THOQHW ORQMIE DB §
WKH ODQDJHG ,QGXVWULD
6ZLWFK YLD 7THOQHW

6ZLWFK FRQILJ PDC(
WHOQHW SR@®W

"KHQ WHOQHW LV HQDEOH
SRUW QXPEHU WKDW DOOR
7KH GHIDXOW SRUW QXPEF
+RZHYHU \RX FDQ DOVR L{
QXPEHU EHWZHHQ DQG

6ZLWFK FRQILJ PD(
ZHE

(QDEOH :HE ODQDRHPBIQIVI |
ODQDJHG ,QGXVWULDO 3R(




YLD :HE PDQDJHPHQW

6ZLWFK FRQILJ
ZHE WLPHRXW®

PDQ >

No command ‘

TR GLVFRQQHFW WKH ODQE

(WKHUQHW 6ZZWFKDIXH®I P

LODFWLYH IRU D FHUWDLQ

DOORZDEOH YDOXH LV IUR
PLOQXWHYV

6ZLWFK FRQILJ QR 'LVDEOH &RQVROH PDQDJH
FRQVROH

6ZLWFK FRQILJ QR SHVHW FRQVROH IDLO UHW
FRQVROH IDLO UHWU GHIDXOW WLPHV
6ZLWFK FRQILJ QR SHVHW FRQVROH EORFN W
FRQVROH EORFN WL GHIDXOW PLOQXWHYV
6ZLWFK FRQILJ QR SHVHW FRQVROH WLPHRXW
FRQVROH WLPHRXW VHFRQGYV

ZHE WLPHRXW

Show command

6ZLWFK FRQILJ VKRZ PDQD|

6ZLWFK FRQILJ QR 'LVDEOH 66+ PDQDJHPHQW
V VK

6ZLWFK FRQILJ QR 'LVDEOH 7THOQHW PDQDJHP
WHOQHW

6ZLWFK FRQILJ QR 5HVHW 7HOQHW SRUW EDF
WHOQHW SRUW GHIDXOW SRUW QXPEHU L\
6ZLWFK FRQILJ QR 'LVDEOH :HE PDQDJHPHQW
ZHE

6ZLWFK FRQILJ QR 5HVHW ZHE WLPHRXW YDO

6KRZ WKH FXUUHQW PDQD,|

Examples of Management command ‘
6ZLWFK FRQILJ PDQDJHPHQ

GHIDXOPLQXWHYV

FRQILIXUDWLRQ RI WKH 0L
S3R( (WKHUQHW 6ZLWEK

7KH FRQVROH PDQDJHPHQ
ORJRXW DXWRPDWLFDOO\
IRU VHFRQGV

6ZLWFK FRQILJ PDQDJHPHQ

(QDEOH 7THOQHW PDQDJHP|

6ZLWFK FRQILJ PDQDJHPHQ

6HW 7THOQHW SRUW WR SR

6ZLWFK FRQILJ PDQDJHPHQ

(QDEOH :HE PDQDJHPHQW




2.6.17 Mirror Command

Command
6ZLWFK FRQILJ

GHVWLQDWLRQ >SRU

‘ Parameter ‘ Description

PLU >SRUW/(

6SHFLI\ WKH SUHIHU WH GRW
SRUW PLUURULQJ

6ZLWFK FRQILJ
>SRUWBOLVW@

No command
6ZLWFK FRQILJ

PLU >SRUWI

QR PLUURU

6SHFLI\ D VRXUFH SRUW Q
VRXUFH SRUW QXPEHUV IR

NOTE: 7KH SRUW VHOHFWH
SRUW FDQQRW EH WKH VR

'LVDEOH SRUW PLUURULQJ
PLUURULQJ WDUJHW SRUW

6ZLWFK FRQILJ
Show command
6ZLWFK FRQILJ

Example of Mirror command
6ZLWFK FRQILJ

QR PLUURU

VKRZ PLUUH

PLUURU GH)

'LVDEOH PLUURULQJ VRXU

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

7TKH VHOHFWHG VRXUFH SH
WR SRUW

6ZLWFK FRQILJ

PLUURU VR

SRUW  WR YV GDWD ZLOO
SRUW

2.6.18 NTP Command

Command
6ZLWFK FRQILJ 1

|

Parameter Description

(QDEOH 1HWZRUN 7LPH 3U

ODQDJHG ,QGXVWULDO 3R(
VIVWHP WLPH VIQFKURQL]}
VHUYHU

6ZLWFK FRQILJ
GD\OLJKW VDYLQ,
GDWH @

>SUHFXUULGQ

(QDEOH GD\OLJKW VDYLQJ
UHFXUULQJ PRGH

>GDWH@

(QDEOH GD\OLJKW VDYLQJ
PRGH

6ZLWFK FRQILJ 1
>0P Z G KK PP
OP Z G KK PP@

>0P Z G KK
OP Z G KK P

6SHFLI\ WKH RIIVHW RI GD
UHFXUULQJ PRGH

Mm=1-12, w=1-5, d=0-6(0=Sun, 6=Sat)
Hh=0-23, mm=0-59, Days=1- 365

6ZLWFK FRQILJ
>'D\V KK PP 'D\V

>'D\V KK PH
'D\V KK PP

6SHFLI\ WKH RIIVHW RI GD
PRGH

Mm=1-12, w=1-5, d=0-6(0=Sun, 6=Sat)
Hh=0-23, mm=0-59, Days=1- 365

6ZLWFK FRQILJ ¢
>$ % & ' _
$ % & ' () * +@

>$ % & ' _
$ % & " () *

6SHFLI\ WKH SULPDU\ 173
,3,3Y DGGUHVYV

6ZLWFK FRQILJ ¢
> % &

$ % &' () *+@

>$ % & ' _
$ % & ' () *

6SHFLI\ WKH VHFRQGDU\ 1
,3,3Y DGGUHVYV

6ZLWFK FRQILJ '

6SHFIKMWPH LQWHUYDO W




LOQWHUYDO > @

 QGXVWULDO 3R( (WKHUQH
VIQFKURQL]H ZLWK 173 WL

1=1hour, 2=2hours, 3=3hours,
4=4hours, 5=6hours, 6=8hours,
7=12hours, 8=24hours

6ZLWFK FRQILJ
IRQH > @

No command
6ZLWFK FR@®ROQWS

6SHFLI\ WKH WLPH J[RQH W
ODQDJHG ,QGXVWULDO 3R(
EHORQJV

8VH VSDFH DQG D TXHVWL
WKH FRPSOHWH FRGLHP B LR
YRU H[DPSOH 36ZLWFK FR(
JRQH "’

'LVDEOH 1HWZRUN 7LPH 3U
ODQDJHG ,QGXVWULDO 3R(
VA\VWHP WLPH VIQFKURQL]I
VHUYHU

6ZLWFK FRQILJ QR QWS GD\{ 'LVDEOH WKH GD\OLJKW VI

6ZLWFK FRQILJ QR QWS RIIVGHVHW WKH RIIVHW YDOXH

6ZLWFK FRQILJ QR QWS VHU 'HOHWH WKH SULPDU\ WLP
DGGUHVV

6ZLWFK FRQILJ QR QWS VHU 'HOHWH WKH WHFPRQGBU Y H
DGGUHVV

6ZLWFK FRQILJ QR QWS V\Q|5HVHW WKH VIQFKURQL]DW
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ QR QWS WLP GHVHW WKH WLPH JRQH VH

Show command
6ZLWFK VKRZ QWS

6KRZ WKH FXUUHQW 173 W

GHIDXOW

FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ QWS

Examples of NTP command ‘
6ZLWFK FRQILJ QWS

6KRZ WKH FXUUHQW 173 W
FRQILIXUDWLRQ

(QDEOH 173 IXQFWLRQ IRU
,QGXVWULDO 3R( (WKHUQH

6ZLWFK FRQILJ KW\D ¥ L&D\ G DI

(QDEOH WKH GD\OLJKWQYD
PRGH

6ZLWFK FRQILJ
@

QWS RIIVHW

'D\OLJKW VDYLQJ WLPH GD
WKGD\ RI WKH \HDU WR W
WKH \HDU

6ZLWFK FRQILJ QWS VHUYHLU

6HW WKH SULPDU\ 173 WLHP
DGGUHVV WR

6ZLWFK FRQILJ QWS VHUYHLU

6HW WKH VHFRQGDU\ 173V
DGGUHVV WR

6ZLWFK FRQILJ QWS V\Q LQ\

6HW WKH VIQFKURQL]DWLR

6ZLWFK FRQILJ QWS WLPH ]}

6HW WKH WLPH JRQH WR *(




2.6.19 PoE Command

3R( 3RZHU 2YHU (WKHUQHW LV WKH WHFKQROHRFDWK WD \D DG D
SRZHU VXSSOLHU 7\SLFDOO\ D 3R( VZLWFK L\QHWZSRORNHIR WD V.
WUDQVPLVVLRQ DQG VXSSO\V HOHFWULFLW)\ PWRVB'WYV ®RDNTBHC K
SRUWV 3'V FDQ EH LQVWDOOHG ZKHUHYHU WXRIZJHULWRX U$H F DK
QHHG QRW EH SUHVHQW DW SRZHUHG GHYLFHV ORFDVWDR®JBKL
,QGXVWULDO 3R( 6ZLWFK HYHQ VXSSRUWYV W LIPGWEDUIHG 3IRGH @G
GHYLFHV DUH GHVLUHG WR EH DXWRPDWLFD®OV SFRAHENG JR®/ B
XVHUV WR EH PRUH HIILFLHQW SRZHU PDQDJHPHQW

1. Set up PoE power budget
Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ SRH > 6SHFLI\ WKH WRWDO 3IRF S
ZDWWV IRU WKH V\VWHP

No command

5HVHW WKH WRWDO 3R( SR
WKH GHIDXOW DWWV

6ZLWFK FRQILJ QR |
EXGJHW

Show command ‘ ‘

6ZLWFK SRRZ BKRZ WKH FXUUHQW 3R( V\
FRQILIXUDWLRQ

6KRZ WKH FXUUHQW WRWD
FRQVXPSWLRQ DQG 3R( VW
SRUWYV

6KRZ WKH BRUFRR@WIXUDW
3R( SRUWV

6ZLWFK VKRZ SRH L{ >SRUW| 6KRZ WKH BRUFRR@WIXUDW
>SRUWBOLVW@ VSHFLILF 3R( SRUW
6ZLWFK VKRZ SRH L{ BKRZWKH FXUUHQW 3R( 6FK
VFKHGXOH 5DQJH FRQILIJIXUDWLRQ DQ
RI DOO 3R( SRUWYV

6ZLWFK VKRZ SRH L{ >SRUW|6KRZ WKH FXUUHQW 3R( 6F
VFKHGXOH >SRUWBO 5DQJH FRQILIJXUDWLRQ DQ
RI WKH VSHFLILF 3R( SRUW
BKRZ WKH FXUUHQW 3R( V\
FRQILIXUDWLRQ

BKRZ WKH FXUUHQW WRWD
FRQVXPSWLRQ DQG 3R( VW
SRUWYV

6ZLWFK FRQILSIRHVKR 6KRZ WKH BRUFRR@WIXUDW
LQWHUIDFH 3R( SRUWV

6ZLWFK FRQILSIRHVKR >SRUW| 6KRZ WKH BRUFRR@WIXUDW

6ZLWFK VKRZ SRH V]

6ZLWFK VKRZ SRH L

6ZLWFK FRQILSRHVKR

6ZLWFK FRQILJ VKR

LOQWHUIDFH >SRUWB(

VSHFLILF 3R( SRUW

6ZLWFK FRQILSRHVKR
LQWHUIDFH VFKHGX(

6KRZ WKH FXUUHQW 3R( 6F
5DQJH FRQILIJXUDWLRQ DQ
RI DOO 3R( SRUWV

6ZLWFK FRQILSIRHVKR >SRUW

LQWHUIDFH VFKHGX(

6KRZ WKH FXUUHQW 3R( 6F
5DQJH FRQILIJIXUDWLRQ DQ
RIWKH VSHFLILF 3R( SRUW




2. Use Sdinterface "~ command to configure POE parameters per TP port for PDs.

Interface Command Parameter Description
6ZLWFK RRQB7I3257 | >VKXWGR] 6HW XS 3R( RSHUDWLRQ
SRH RSHUDWLRQ >VKLQMHFWR| VHOHFWHG 3R( SRUW V
LQMHFWRU ZDWW | _ DXWR D
6ZLWFK RARQB7) SRH| >GHYLFHB 6SHFLI\ D QDPH WRQWK H
SGQDPH >GHYLFHBQI ZLWK WKH VHOHFWHG SH
DOSKDQXPHULF FKDUDFV
DFFHSWHG
6ZLWFK RRB@bBI3257 >FULWLFDO 6SHFLI\ WKH SRZHU PDQ
SRH SULRULW\ >FULV ORZ@ WR WKH WKHBRVBRUWWH G
3@w  priority: ,WLQGLFDWHYV
ZLWK WKLV SULRULW\ ZI
WR JHW SRZHU FXW RII
3Kgh “priority: W .QGLFDWHYV
ZLWK WKLV SULRULW\ ZL
SRZHU VXSSO\ DIWHU DO
ZLWK WKH 3/RZ" SULRULYV
3 Fritical “ priority: ,WQGLFDWHYV,
SRUW V ZLWK WKLWHKSQD
SRUW V WR JHW SRZHU
NOTE: Power will be cut off upon
the order of port number
(Port4 APort3 APort2 APortl) if ports
are assigned with the same priority.
For example, in case Port2 and
Port4 are both the low-priority ports,
power supplied by Port4 will be cut
off earlier than Port2.
6ZLWFK RRQB7I3257 (QDEOH 3R( VFKHGXOH 1)
SRH VFKHGXOH VHOHFWHG SRUWVWK W G
SUHYLRXVO\ FRQILJXUHC
SRUW VKRXOG IROORZ 2
LQWHUYDO FDQ EH DFFH
6ZLWFK ARQB7I3257 | >WLPH UD| 6SHFLI\ 3R( VFKHGXOH D
SRH VFKHGXOH >WLBPB QDPH@ WKH VHOHFWHG SRUW V
6ZLWFK ARQbL7)J3257 5HVHW WKH RSHUDWLRQ
QR SRH RSHUDWLRQ GHIDXOW DXWR DI DW
6ZLWFK RRQB7I3257 5HPRYH WKH SRZHUHG G
QR SRH SGQDPH IURP WKH VHOHFWHG SR
6ZLWFK AmRQB7I3257 SHVHW WKH SRZHU PDQD
QR SRH SULRULW\ EDFN WR WKH GHIDXOW




6ZLWFK HRQBL/I3257
QR SRH VFKHGXOH

'LVDEOH 3R( VFKHGXOH
VHOHFWHG SRUW V

6ZLWFK RBRBQ@BT7I3257
QR SRH VFKHGXOH >

QDPH@

>WLPH UD
QPH@

SHPRYH 3R( VFKHGXOH V
VHOHFWHG SRUW V




2.6.20 QoS Command

1. Set up Qos
QoS command Parameter Description
6ZLWFK FRQILJ TRV > > S GV 6SHFLI\ 4R6 PRGH
6ZLWFK FRQILJ TRV G> @ 6SHFLI\ D '6&3 ELW Y
@ >@ > @ 6SHFLI\ D TXHXH YDC(
6ZLWFK FRQILJ TRV P > @ 6SHFLI\ PDQDJHPHQ\
SULRUL@GvV\ > S ELW
6ZLWFK FRQILJ TRV T >ZHLJKW@ | 6SHFLI\ 4R6 TXHXLQ.
>ZHLIJKW @ ZHLJKW PRGH
6ZLWFK FRQILJ TRV T > 6SHFLI\ WKH TXHXH
ZHLJKWHG > @
6ZLWFK FRQILJ TRV U *OREDOO\ HQDEOH '€
UHPDUNLQJ
6ZLWFK FRQILJ TRV U > @ 6SHFLI\ WKH '6&3 DQ
GVFS PD®> PDSSLQJ ,'
6ZLWFK FRQILJ, GVRE4 > @ 6SHFLI\ WKH QHZ '6&
GVFS >@ IRU WKH VHOHFWHG
6ZLWFK FRQILJ, GVBE | > @ 6SHFLI\ WKH UHFHLY
GVFS @ YDOXH IRU WKH VHO
PDSSLQJ ,'
6ZLWFK FRQILJ TRV U *OREDOO\ HQDEOH
S UHPDUNLQJ
6ZLWFK FRQILJ TRV U > @ 6SHFLI\ WKH S DC
S PDS @ PDSSLQJ ,'
6ZLWFK FRQILJ SH> @ 6SHFLI\ WKH QHZ
SULRULW\ > @ IRU WKH VHOHFWHG
6ZLWFK FRQILJ TRW | > @ 6SHFLI\ DQ S ELW
@ >@ > @ 6SHFLI\ D TXHXH YDC(
6ZLWFK FRQILJ QR TR 'LVDEOH 4R6 IXQFWL
6ZLWFK FRQILJ QR TR > @ 5HVHW WKH VSHFLIL
> @ YDOXH EDFN WR WKH
YDOXH 4
6ZLWFK FRQILJ QR TR 5HVHW PDQDJHPHQW
PDQDJHPHQW SULRULW EDFN WR WKH GHIDX
6ZLWFK FRQILJ QR TR 6SHFLI\ 4R6 TXHXLQ
PRGH VWULEW PR
6ZLWFK FRQILJ QR TR 5HVHW WKH TXHXH Z
ZHLJKWHG EDFN WR WKH GHIDX
6ZLWFK FRQILJ QR TR *OREDOO\ GLVDEOH
GVFS UHPDUNLQJ
6ZLWFK FRQILJ QR TR > @ 5HVHW WKH '6&3 UHF
GVFS PDS > @ WKH VSHFLILHG SUL




EDFN WR WKH GHIDX

6ZLWFK FRQILJ,GVER
QHGVFS

SHVHW WKH QHZ '"6&3
IRU WKH VHOHFWHG
,, EDFN WR WKH GHII

6ZLWFK FRQILJ,GVER

SHVHW WKH UHFHLYH

> @

GVFS YDOXH IRU WKH VHO
PDSSLQJ ,') EDFEN WR
6ZLWFK FRQILJ QR TR *OREDOO\ GLVDEOH
S UHPDUNLQJ
6ZLWFK FRQILJ QR TR > @ SHVHW WKH S UH
S PDS @ WKH VSHFLILHG SUL
EDFN WR WKH GHIDX
6ZLWFK FRQILJ S H SHVHW WKH QHZ
SULRULW\ IRU WKH VHOHFWHG
,, EDFN WR WKH GHII
6ZLWFK FRQILJ QR TR > @ SHVHW WKH VSHFLIL

YDOKBN WR WKH GHII
YDOXH 4

6ZLWFK FRQILJ VKRZ 6KRZ 4R6 FRQILIJXUD
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 LQWHUIDFH
LQIRUPDWLRQ
6ZLWFK FRQILJ VKRZ|>SRUW OLV 6KRZ WKH VHOHFWH(
>SRUW OLVW@ LQIRUPDWLRQ
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 UHPDUNLQ

LQIRUPDWLRQ

6ZLWFK FRQILJ, GV¥FRH

6KRZ WKH '6&3 PDSS
FRQILIXUDWLRQ IRU
SULRULW\ PDSSLQJ ,

6ZLWFK FRQILJ
VKRZ

S H

6KRZ WKH S PDSS
FRQILIXUDWLRQ IRU
SULRULW\ PDSSLQJ ,

QoS & Interface command

2. Use S3interface "~ command to configure a group of ports

R0S settings.

Description

6ZLWFK FRQILJ LQWH

‘ Parameter

>SRUWB(

(QWHU VHYHUDO GLVF
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257

6SHFLI\ WKH LQJUHVYV

TRV UDWH OLPLW LQJ @ ‘'LVDEOH

@ NESV
6ZLWFK RRQ@BL7I3257 > 6SHFLI\ WKH HJUHVV U
TRV UDWH OLPLW HJU @ 'LVDEOH

@ NESV

6ZLWFK RRQB7I3257
TRV XVHU SU@RULW\ >

6SHFLI\ WKH GHIDXOW
VHOHFWHG LQWHUIDFH




No command ‘

6ZLWFK ARQBZ7I3257QR

‘'LVDEOH 4R6 LQJUHVYV

TRV UDWH OLPLW LQJ VHWWLQJ
6ZLWFK RRQ@B7I3257 ‘'LVDEOH 4R6 HIJUHVV U
TRV UDWH OLPLW HJU VHWWLQJ

6ZLWFK HRBQ@BbL7I3257 |
TRV XVHU SULRULW\

SHVHW WKH XVHU SULBH
EDFN WR WKH GHIDXO\V

JRU 4R6 FRQILIXUDWLRQ YLD &/6( ZHOWOQ NBHD ,3IBGXVWULDO 3R( (
6ZLWFK IRU H[DPSOH WR OHW WKH XVHUV KDYH D F@GHDU XQGHL

8QGHU WKLV QHWZRUN HQY(BRQAPEQWEH, FRQILIXUHBRDW 7DEDU
FOLHQW SRUWYV DQG 3RUW LV WKH XSOLQONOSRHMH RY HWWWHK HG IBYD

GLIITHUHQW 9/%$1 3 ELW YDOXH 3RUW SRUW S HFQGL BBUBRD Q G UIHC
GLITHUHQW UDWH OLPLW LQ LQJUHVV DQG HJUHVYV

' Uplink Port 6

Client Ports: 1 2 3 4 5

P-Bit 1 P-Bit 3 P-Bit 3

P-Bit O

802.1p Priority P-Bit Quege Ingress Egress Remark
Map Mapping Rate Rate
SRUW 4 'HIDXQ 'HIDXd 7KH UHVW RI 3 %L
3RUW 4 'HIDXd 'Hipxq GHIDXOW ¥YDOXH
SRUW 4
SRUW 4
SRUW 4 * *

7TDEOH



%HORZ LV WKH FRPSOHWH &/, FRPPDBQ GX¥0DRIIHEG, Q/@RX\BW U LD O

(WKHUQHW 6ZLWEFK

Command Purpose
STEP1 configure Enter the global configuration
mode.
Example:
,36 6(3% FRQILJ
,36 6 ( 3%FRQILJ
STEP2 gos 802.1p In this example, it configures
the QoS Mode to 802.1p.
Example:
,36 6(3%FRQILJ TRV S
2.
STEP3 gos queuing- mode weight In thi; example, it configures
Configure Egress Mode as
Example: Weight “.
, 36 6( 3%FRQILJ TRV TXHXLQJ PR
OK'!
STEP4 qos queue- Weighted weighted In this examplg, it configures
the Queue Weighted to :
e 1(Q0):2(Q1):3(Q2):4(Q3):
: 5(Q4):6(Q5):7(Q6):8(Q7).
,36 6(3%FRQILJ TRV TXHXH ZHLJK (Q4):6(Q3)7(Q6):8(Q7)
2.
STEPS qos 802.1p- map 802.1p list queue_value In this example, it configures
the P-Bit 0 with Queue
Mapping to QO, the P-Bits 1
Example: with Queue Mapping to Q 1, the
, 36 6(3%FRQILJ TRV S PDS P-Bits 3 with Queue Mapping
36 6(3%FRQIL]J TRV S PDS to Q2, and the P-Bit 5 with
,36 6( 3%FRQILJ TRV S PDS Queue Mapping to Q3.
,36 6( 3%FRQILJ TRV S PDS
STEP6 interface port /st Specify Port 3 and Port 4 that
- you would like to configure
Example: QoS Rate limit.
,36 6(3%FRQILJ LQWHUIDFH
,36 6( 3%FRQLUJ
STEP7 qos rate- limit ingress /imit_rate(kbps) In this example, it configures
- Port 3 and Port 4 with 1 OM
Example: Ingress Rate.
,36 6(3%FRQLLJ TRV UDWH OLPLW
2.
STEP8 gos rate- limit egress /imit_rate(kbps) In this example, it configures
Port 3 and Port 4 with 1 OM
Example: Egress Rate.
, 36 6( 3%FRQLLJ TRV UDWH OLPLW
2.
STEP9 exit Return to the global
configuration mode.
Example:
,36 6( 3%FRQLUJ H[LW
,36 6(3%FRQILJ




STEP10 interface port /list Specify Port 5 that you would
- like to configure QoS Rate
. limit.
Example:
, 36 6(3%FRQILJ LQWHUIDFH
,36 6 ( SWFRQLUJ
STEP11 qos rate- limit ingress /imit_rate(kbps) In this example, it configures
- Port 5 with 1G Ingress Rate.
Example:
, 36 6( 3%FRQLLJ TRV UDWH OLPLW
2.
STEP12 qos rate- limit egress /imit_rate(kbps) In this example, it configures
- Port 5 with 1G Engress Rate.
Example:
,36 6(3%MRQILI TRV UDWH OLPLW
2.
STEP13 exit Return to the global
configuration mode.
Example:
,36 6( 3%FRQLULJ H[LW
,36 6 ( SWFRQILJ
STEP14 exit Return to the Privileged mode.
Example:
, B 6(3%FRQILJ H[LW
,36 6 (3%
STEP15 write Save the running
configuration into the startup
Example: configuration.

.36 6(3% ZULWH
6DYH &RQILJ 6XFFHHGHG




$IWHU FRPSOHWLQJ WKH 4R&% VHNVI®WY IV WRRNRPOR, MK X H
FRPPDQGY OLVWHG EHORZ IRU FKHFNLQJ \RXU FRQILIJXUDWLRQ

Example 1,

IPS-3106-SE-PB(config)# show qos

4R6 ,QIRUPDWLRQ

4R6 ORGH S
(JUHVV ORGH ZHLJKW
"HLIJKW

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

7DJ 3ULRULW\

B N S S T S SN SN N

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

'6&3 3ULRULW\ '6&3 3ULRULW\ '6&3 3ULRULW\ '6&3 3

4 4 4 4
4 4 4 4
4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

4 4 4 4

4 4 4 4
4 4 4 4
4 4 4 4

4 4 4 4
4 4 4 4
4 4 4 4

4 4 4 4



Example 2,

IPS-3106-SE-PB(config)# show vlan interface

C((( T 7DJ 9/$1 ,QWHUIDFH

'RW T 7XQQHO (WKHU7\SH [
3RUW $FFHVV YODQ 8VHU 3ULRULW\ 3RUW 9/$1 ORGH

DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV

Example 3,

IPS-3106-SE-PB(config)# show qos interface

4R6 SRUW ,QIRUPDWLRQ

3RUW

,QJUHVYV 5DWH /LPLWHU GLVDEOH

(JUHVV 5DWH /LPLWHU GLVDEOH

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
3RUW

,QJUHVYV 5DWH /LPLWHU GLVDEOH

(JUHVV 5DWH /LPLWHU GLVDEOH

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

3RUW
,QJUHVYVY 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

3RUW
,QJUHVYV 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH




SRUW
,QJUHVYV 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
SRUW

,QJUHVYV 5DWH /LPLWHU GLVDEOH
(JUHVV 5DWH /LPLWHU GLVDEOH




2.6.21 Ring-detection Command

7KH 5LQJ 'HWHFWLRQ IXQFWLRQ XVHG LQ WKH WZRU N RISHE®RF
SUHYHQWLQJ IURP WKH GLVFRQQHFWLRQ UHVXDKH @D LQRPGY D\
RI 5LQJ '"HWHFWLRQ DUH ORZHU FRVW IRU FDEOLQJ ®8 LQVWD

Command Parameter Description

6ZLWFK FRQILJ UL( (QDEOH WKH ULQJ GHWHFYV
6ZLWFK FRQILJ UL( SPDVWH 6SHFLI\ WKH ULQJ UROH R
UROH >PDVWHU @ PDVWHU

6ZLWFK FRQILJ UL( SSRUWB 6SHFLI\ WKH VSHFLILF WZH
SRUW >SRUWBOLVW ( SRUWYV

No command

6ZLWFK FRQILJ OR .

GHWHFWLROQ LVDEOH WKH ULQJ GHWHF
6ZLWFK FRQILJ QR 5WHW WKH ULQJ UROH RI
GHWHFWLRQ UROH WKH GHIDXOW 60ODYH
6ZLWFK FRQILJ QR ,

GHWHEWLRO SRUW LVDEOH WKH VSHFLILF WZ

Show command

6KRWKH 5LQJ '"HWHFWLRQ
5LQJ '"HWHFWLRQ FRQILJXU
6KRZ WKH 5LQJ '"HWHFWLR
SRUW
6KRZ WKH 5LQJ '"HWHFWLR
6ZLWFK FRQILJ VKRZ ULQJ @ WKH 5LQJ '"HWHFWLRQ FRQ
SRUW
6KRZ WKH 5LQJ '"HWHFWLR
SRUW

6ZLWFK VKRZ ULQJ GHWHFWI

6ZLWFK VKRZ ULQJ GHWHFWI

6ZLWFK FRQILJ VKRZ ULQJ (




2.6.22 Security Command

‘KHQ D GHYLFH RQ WKH QHWZRUN LV PDOIXQFW LW @HXOORGHYS S
SURSHUO\ FRQILIJXUHG EURDGFDVW XQNQRZQ P XORFLXAD V@H I
SHUIRUPDQFH PD\ EH GHJUDGHG RU LQ WKH GARUPDN NDEBD
ODQDJHG 6ZLWFK DOORZV XVHUV WR VHW D WKUHVKROGEGN QR
XQLFDVW WUDIILF RQ D SHU VZLWFK EDVLV VR DV WRPEORMWHADB
XQNQRZQ XQLFDVW VWRUPV $Q\ EURDGFDVW XQNQRBQFIPNGWL
WKH VSHFLILHG YDOXH ZLOO WKHQ EH GURSSHG

3RUW ,VRODWLRQ LV XVHG WR VHW XS SRUWJVQFR® O X G RPPW QR

ZLWK D JLYHQ XSOLQN S3OHDVH QRWH WKDWD EO MIK HWXKRHU 8/R L
9/$1 ZLOO EH LQYDLOG DXWRPDWLFDOO\

$V WR ODF /LPLW IXQFWLRQ LW LV WR VHW QXPEHBDR] BH WHH\DKU
$IWHU LWWHKDHKKROG DQ\ RWKHU LQFRPLQJ 0$& DGGUHVWV\ZR.
PHFKDQLVP DBWHDVYWHMWH WKDW PDF DGGUHVYVY WDEOH ZLOO
LV HQDEOHG

Enable or disable broadcast/unknown multicast/unknown unicast storm control, port
isolation and MAC Limit

Security command Parameter Description

6ZLWFK FRQILJ V *OREDOO\ HQDEOH WKH 0%
OLPLW WKH VZLWFK 7KLV LV WR
WKUHVKROG ZKWKLQ ZKLFI
EH OHDUQHG $HWWKULHW KR+
RWKHU LQFRPLQJ 0%$& DGG
GURSSHG XQWLO WKH UHF
DFWLYDWHYV

6ZLWFK FRQILJ V| > @ 7R VHW XS WKH WLPH LQW
OLPLW QRWLILFDW DODUP WUDS RU V\VWHP O
LQWHUYDO > VRXUFH 0$& DGGUHVV OHD

OLPLW FRQWLQXRXVO\ 7K

EHWZHHQ DQG VHFR
6ZLWFK FRQILJ V (DBH SRUW LVRODWLRQ I]
LVRODWLRQ LVRODWLRQ LV VHW WRDJ

FRPPXQLFDWH ZLWK HDFK
6ZLWFK FRQILJ V| >SRUWB|6SHFLI\ WKH SRUW V DV X

LVRODWLRQ XS OL DOORZHG WR FRWHRWKHDW

>SRUWBOLVW@

6ZLWFK FRQILJ V *OREDOO\ HQDEOH WKH VW

VWRUP SURWHFWL

6ZLWFK FRQILJ V| > ¢ 7R VHW XS WKH WLPH LQW

VWRUP SURWHFWL DODUP WUDS RU V\VWHP O

WKUHVKROG LQWH EURDGFDVW XQNQRZQ PXO
@ XQLFDVW SDFNHWYV IORRG

DOORZDEOH YDOXH D@ GHW
VHFRQGYV




No command ‘

6ZLWFK FRQILJ Q
PDF OLPLW

*OREDOO\ GLVDEOH 0%$& /L
VZLWEFK

6ZLWFK FRQILJ Q
PDF OLPLW QRWLII
WKUHVKROG LQWH

SHVHW WKH WLPH LQWHUY
DODUP WUDS RU V\VWHP O
GHIDXOW LI WKH QXPEHU R
DGGUHVV OHDUQHG H[FHH{(
FRQWLQXRXVO\ VHERQ

6ZLWFK FRQILJ Q
SRUW LVRODWLRQ

'LWEOH SRUW LVRODWLRQ

6ZLWFK FRQILJ Q >SRUWRB
SRUW LVRIDD W NRSH

>SRUWBOLVW@

'LVDEOH WKH VSHFLILKG S
OLQN SRUW

6ZLWFK FRQILJ Q
VWRUP SURWHFWL

*OREDOID® 6 WKH VWRUP FR

6ZLWFK FRQILJ Q
VWRUP SURWHFWL
WKUHVKROG LQWH

Show command

6ZLWFK FRQILJ V
VHFEXULW\ PDF OLF

6KRZ WKH FXUUHQW 0%$& /L

SHVHW WKH WLPH LQWHUY
DODUP WUDS RU V\VWHP O
GHIDXOW LI EURDGFDVW X
PXOWLFDVW XQNQRZQ XQL
FRQWLQXRXVO\ VHFRQ

RI DOO SRUWYV

6ZLWFK FRQILJ V

VHEXULW\ PDF OLR >SRUWEB

6KRAKMXUUHQW 0$& /LPLW
RIVSHFLILHG SRUWYV

6ZLWFK FRQILJ V
VHEXULW\ SRUW L\

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHEXULW\ VWRUP |

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHFEXULW\ VWRUP |
LOWHUIDFH

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ RI DOO SK

6ZLWFK FRQILJ V
VHFEXULW\ VWRUP |
LOWHUIDFH >SRUW

>SRUWB

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ RI WKH VS

Security & Interface EErEE e

Use 3Interface " command to configure broadcast/unknown multicast/unknown unicast
storm control settings.

Description

command
6ZLWFK FRQILJ
>SRUWBOLVW@

L >SRUWBOL| (QWHU VHYHUDO GLVFRQ

QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU




6ZLWFK HRRQBbL7]
3257 VHFEXULW\ PD

(QDEOH 0%$& /LPLW IXQFW
VHOHFWHG SRUW V

6ZLWFK ARQBL7]
3257 VHFXULW\ PD
PD[LPXP > @

6SHFLI\ WKH QXPEHU RI

WKDW FDQ EH OHDUQHG
LV QR OLPLW RQ VSHFLIL
UDQJH RI QXPEHU WKDW
LV a

6ZLWFK RRQBL7J
3257 VHEXULW\ VYV
SURWHFWLRQ EURGE

N@

6SHFLI\ WKH PD[LPXP EU
SDFNHWV SHU VHFRQG ¢
VHOHFWHGGREWRWGFDYV
H[FHHGLQJ WKH VSHFLIL
WKHQ EH GURSSHG

7KH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ

N N N N N N N

127( 7R YLHZ D OLVW RI
YDOXHV WKDW FDQ EH V{
SUHVV 3VSDFHEDU" DQG
""" )RU H[DPSOH Z326ELWH
3257 3257 VHFEXULW\ VW,
SURWHFWLRQ EURDGFDYV

6ZLWFK RRQBL7]
3257 VHEXULW\ VYV
SURWHFWLRQ XQNC

> N@

N@

6SHFLI\ WKH PD[LPXP XQ
PXOWLFEDVW SDENHWV St
WKH VHOHFWHG 38 NQYRZ
PXOWLEDVW SDFENHWYV H]
VSHFLILHG WKUHVKROG
GURSSHG

7TKH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ

N N N N N N

NOTE: To view a list of allowable
values that can be specified you can
press $pacebar “and then followed by
% Forexample, 36 ZLWFK HRRQIL
3257 325 7security storm-
protection XQNQRZQ PRXOWLF

6ZLWFK RRQBL7]
3257 VHEXULW\ VYV
SURWHFWLRQ XQNC(
> N@

N@

6SHFLI\ WKH PD[LPXP XQ
SDFNHWV SHU VHFRQG ¢
VHOHFWHGGGRNQNWYRZQ
SDFNHWV H[FHHGLQJ WK
WKUHVKROG ZLOO WKHQ

7TKH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ




NOTE: To view a list of allowable
values that can be specified you can
press $pacebar “and then followed by
% Forexample, 36 ZLWFK HRQIL
3257 325 7security storm-
protection XQNQRZQ RQLFDVYV
No command |

6ZLWFK RRQBL7] 'LVDEOH 0$& /LPLW IXQF
3257 QR/HEXULW\ P VHOHEWHG SRUW V
6ZLWFKLERQE 7 5HVHW WKH 0%$& /LPLW EI
3257 QR VHFXULW\ 33" LQGLFDWHY WKHUH
PD[LPXP VSHFLILHG SRUWYV
6ZLWFK RRQBL7] 'LVDEOH EURDGFDVW VW
3257 QR VHFXULW VHOHEWHG SRUW V
SURWHFWLRQ EURE

6ZLWFK ARQBL7] 'LVDEOH XQNQRZQ PXOW
3257 QR VHFXULW FRQWURO IRU WKH VHOH
SURWHFWLRQ XQN(

6ZLWFK RRQBL7] 'LVDEOH XQNQRZQ XQLFL
3257 QR VHFXULW IRU WKH VHOHFWHG SRU

SURWHFWLRQ XQNC(
6ZLWFK ARQB7I3257 VHFXULW 6HW WKH PD[LPXP EURDG
SURWHFWLRQ EURDGFDVW N SHU VHFRQG SSHQ\WR
EURDGFDVW SDFNHWV H]
VSHFLILHG WKUHVKROG
GURSSHG

6ZLWFK ARQB7J3257 VHFXULW 6HW WKH PD[LPXP XQNOQF
SURWHFWLRQ XQNQRZQ PXOWI[ SDFNHWV SHU VHFRQ®Q\S
XQNQRZQ PXOWLFDVW SI
WKLV VSHFLILHG WKEH VI
GURSSHG

6ZLWFK ARQB7I3257 VHFXULW 6HW WKH PD[LPXP XQNQF
SURWHFWLRQ XQNQRZQ XQLFD SDFNHWV SHU VHFRQ$Q\S
XQNQRZQ XQLFDVW SDFN
VSHFLILHG WKUHVKROG
GURSSHG




2.6.23 SNMP-Server Command

1. Create a SNMP community and set up detailed

Snmp-server command

‘ Parameter

configurations for this community.

‘ Description

6ZLWFK FRQILJ
VHUYHU

\

(QDEOH 6103 VHUYHU IXQF

6ZLWFK FRQILJ
VHUYHU

q

6ZLWFK FRQILJ \ >FRPPXQ| &UHDWH PRGLI\ D 6103 FRH

VHUYHU FRPPXQL) 8S WR DOSKDQXPHULF F¥

>FRPPXQLW\@ DFFHSWHG

6ZLWFK FRQILJ FR (QDEOH WKH VSHFLILHG 61

1$0( DFWLYH DFFRXQW

6ZLWFK FRQILJ FR >HVFULY (QWHU WKH GHWKMSMALR D

1$0( GHVFULSWL 6103 FRPPXQLW\ 8S WR

> HVFULSWLRQ@ DOSKDQXPHULFDO FKDUDF
DFFHWSWHG

6ZLWFK FRQILJ FR >DGPLQ | 6SHFLI\ WKH DFFHVV SUHKY |

1$0( OHYHO >DG| UR@ VSHFLILHG 6103 DFFRXQW

UR@

No command ‘

admin: 2ZQ WKH IXOO DFFHV
PDLQWDLQLQJ XVHIWWDBIPFR X
LQIRUPDWLRQ ORDGLQJ I[

rw: 5HDG "ULWH DFFH2AQS
WKH SDUWLDO DFFHVV ULJ
XVHU DFFRXQW V\VWHP L(
IDFWRU\ VHWWLQJV

ro. $OORZ WR YLHZ RQO\

'LVDEOH 6103 IXQFWLRQ

6ZLWFK FRQILJ q
VHUYHU FRPPXQLY
>SFRPPXQLW\@

>FRPPXQ

'"HOHWH WKH VSHFLILHG FH

6ZLWFK FRQILJ FR
1$0( QR DFWLYH

'LVDEOH WKH VSHFLILHG 6
DFFRXQW

6ZLWFK FRQILJ FR
1$0( QR GHVFUL/

SHPRYH WKH GHVFULSWLR(
FRPPXQLW\

6ZLWFK FRQILJ FR
1$0( QR OHYHO

6ZLWFK FRQILJ VKRZ VQPS

SHVHW WKH DFFHVV SULYL
WKH GHIDXOW 5HDG 2QO0\

6KRZ 6103 VHUYHU FRQILJ)>

6ZLWFK FRQILJ
FRPPXQLW\

VKRZ VQP¢S

6KRZ 6103 VHUYHU FRPPXQ
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ VQPS
FRPPXQLW\ >FRPPXQLW\@

6KRZ WKH VSHFLILHG 6103
FRPPXQLW\YV FRQILIJIXUDW

6KRZ WKH VHOHFWHG FRPH

6ZLWFK FRQILJ FRPPXQLW\




Exit command ‘

6ZLWFK FRQILJ FRPPXQLW\

Example of Snmp-server

6ZLWFK FRQILJ VQPS VHU)
P\FRPP

SHWXUQ WR WKH JOREDO H

&UHDWH D QHZ FRPPXQLW\

HGLW WKH GHWDLOV RI WK

6ZLWFK FRQILJ FRPPXQLW\

$FWLYDWH WKH 6103 FRPP

6ZLWFK FRQILJ FRPPXQLW\
GHVFULSWLRQ UGGHSWEFRP

$GG D GHVFULSWLRQ IRU 3
FRPPXQLW\

6ZLWFK FRQILJ FRPPXQLW\

DGPLQ

6HW WKH DFFHVV SULYLOH
FRPPXQLW\ WR DGPLQ 1XO

2. Set up a SNMP trap destination.

Trap-destination command Parameter Description

6ZLWFK FRQILJ V
WUDS GHVWI@ DWL

> @

6SHFLI\ WKH WUDS GHVWL(
WR PRGLI\

6ZLWFK FRQILJ WU
DFWLYH

(QDEOH WKH VSHFLILHG 61
GHVWLQDWLRQ

6ZLWFK FRQILJ WU >FRPPX(

FRPPXQLW\ >FRPP]

(QWHU WKH GHVFULSWLRQ
GHVWLQDWLRQ

6ZLWFK FRQILJ WU
GHVWLQDWLRQ >$%
$ % &' () * +@

No command

6ZLWFK FRQILJ Q
VHUYHU WUDS>G iV

>$ % &
$ % & ' (
*+@

> @

6SHFLI\ 6103 VHUYHU ,3 ,3)
WKH VHFLILHG WUDS GHVW

SHVHW WKH VSHFLILHG WU
FRQILIXUDWLRQ EDFN WR

6ZLWFK FRQILJQRU
DFWLYH

"‘LVDEOH WKH VSHFLILHG 6
GHVWLQDWLRQ

6ZLWFK FRQILJQRU
FRPPXQLW\

"HOHWH WKH GHVFULSWLR{
GHVWLQDWLRQ

6ZLWFK FRQILJQMRU
GHVWLQDWLRQ
Show command

6ZLWFK FRQILJ V
VHUYHU WUDS GHYV

'"HOHWH 6103 VHUYHU ,3 ,3
WKH VSHFLILHG WUDS GHYV

6KRZ DOO RI 6103 WUDS GH
FRQILIXUDWLRQV

6ZLWFK FRQILJ V| >
VHUYHU WUDS GHV

6KRZ WKH VSHFLILHG 6103
FRQILIXUDWLRQ

6ZLWFK FRQILIJIWKB,

Exit command
6ZLWFK FRQILJHYIMD S

Examples of Trap-destination

6ZLWFK FRQILJ VQPS VHU)
GHVWLQDWLRQ

6KRZ WKH FRQILJXUDWLRQ
GHVWLQDWLRQ

SHWXUQ WR WKH JOREDO H

6SHFLI\ WKH WUDS GHVWL(
PRGLILFDWLRQ

6ZLWFK FRQILJ WUDS DF

$FWLYDWH WKH WUDS GHV




6ZLWFK FRQILJ WUDS FR| $GG WKH RVFWFRPPL WR W
GHVWLQDWLRQ
6ZLWFK FRQILJ WUDS GH 6HW 6103 VHUYHU ,3 DGGU

3 -

IRU WKLV WUDS

3. Set up SNMP trap types that will be sent.

Trap-type command Parameter

6ZLWFK FRQILJ
VHUYHU WUDS W\
IDLO _ DXWRREDE
VWDUW _ FSX OR
WHPSHUDWXUH _
UHGXQGDQF\_PD
SRUW OLQN _ SR}
_VWRUP FRQWUR
_ FRQVROH SRUW

>DOO _ DX
DXWR EDF
FROG VA/8D
ORDG _ FS
WHPSHUD)\
GLJLWDO
UHGXQGD(
PDF OLPLV
OLQN _ SR
IDLOXUH |
FRQWURO
VWDUW

SRUM/OLQ

| VXFFHHGV RU

Description
6SHFLI\ D WUDS W\SH WKD
D FHUWDLQ VLWXDWLRQ R

al: $ WUDS ZLOO @H VHQW
DXWKHQWLFDWLRQ IDLOV
IDLOV WKH
WKH ODQDJHG ,QGXVWULD
6ZLWFK SRUW OLQN LV XS
LQSXW RXWSXW LV DODUP
RYHUBRBBAZHU IDLOXUH
FRQVROH SRISRUOGREQL\D (

auth-fail: $ WUDS ZLOO EH VH
XQDXWKRUL]JHG XVHU DWW

auto-backup: $ WUDS ZLOO EH
WKH DXWR EDFNXS VXFFH

cold-start: $ WUDS ZLOO EH VH
ODQDJHG ,QGXVWULDO 3R
ERRWYVY XS

cpu-load: $ WUDS ZLOO EH VH
&38 LV RYHUORDGHG

cpu-temperature: $ WUDS ZLOO B
ZKHQ &38 WHPSHUDWXUH
THPSHUDWXUH 7KUHVKROZ(
WHPSHUDWXUH UHWXUQV
DW RU XQGHU +LJK 7HPSH
YDOXH &38 WHPSHUDW XU
UDQJH RI WKUHWKIROAGH Va
FHQWLJUDGH RU WKH WH
IDLOV WR GHWHFW &38 WH

digital: $ WUDS ZLOO EH VHQ
LQSXW DODUP RU WKH GL/
VXFK DV UHGXQGDQW SRZ
LQSXW RU SRUW OLQN IDL

fast-redundancy : $ WUDS ZLOO E
ZKHQ DQ\ VSHFLILHG UHG)
IDVW UHGXQGDQF\ LV OLQ




No command

6ZLWFK FRQILJ

VHUYHU WUDS W\
IDLO _ DXWRREDE
VWDUW _ FSX OR
WHPSHUDWXUH _
UHGXQGDQF\ _ PI
SRUW OLQN _ SR]
_VWRUP FRQWUR
~ FRQVROH SRUW

>DOO _ DX
DXWR EDF
FROG VASD
ORDG _ FS
WHPSHUD\
GLJLWDO |
UHGXQGD(
PDF OLPLYV
OLQN _ SR
IDLOXUH |
FRQWURO
VWDUW _ |

Show command
6ZLWFK FRQILJ

Examples of Trap-type
6ZLWFK FRQILJ

SRUW OLQ

VKRZ VQPS

VQPS VHUY|

mac-limit: $ WUDS ZLOO EH VH
SRUW LQ ZKLFK WKH ODF /
HQDEOHG H[FHHGV WKH V!
0$& DGGUHVYVY OLPLW $QG
VHQGLQJ WKLV WUDS XSR
WKUHVKROG LQWHUYDO V
IXQFWLRQ RQFH DQ\ SRUW
VSHFLILHG VRXUFH 0%$& DA(
FRQWLQXRXVO\

port-ink: $ WUDS ZLOO EH VH
LV XS RU GRZQ

power-failure : (QDEOH RU GLVD
ODQDJHG ,QGXVWULDO 3R
WR VHQG D WUDS ZKHQ Wi
RFFXUV RU SRZHU LW WKH

storm-control: $ WUDS ZLOO EH
EURDGFDVW XQNQRZQ PX(
X@TIDVW SDFNHWV IORRG {
VHQGLQJ WKLV WUDS XSR
WKUHVKROG LQWHUYDO V
IXQFWLRQ RQFH WKHVH ST
FRQWLQXRXVO\

warm-start: $ WUDS ZLOO EH V|
ODQDJHG ,QGXVWULDO 3R
UHVWDUWYV

console-port-link: $ wWUuDS ZLO
ZKHQ FRQVROH SRUW O
RFFEXUV

6SHFLI\ D WUDS W\SH WKD
ZKHQ D FHUWDLQ VLWXDW

6KRZ WKH FXUUHQW HQDE
HDFK W\SH RI WUDS

$O00 W\SHV RI 6103 WUDSV




4. Set up detailed configurations for SNMPv3 USM User

6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO 9HUMNRQWURQOBY
PHFKDQLVP LQFOXGLQJ DXWKHQWLFDWLRQ DQ® H ©RVVIDNHRIQV
YDOLG VRXUFH DQG VFUDPEOH WKH FRQWHQW RI DGSBFNHW
XQDXWKRUL]JHG VRXUFH

Note: 7KH 6103Y FRPPXQLW\ XVHU DFFRXQW LV JHQHUDBMMGEL RIR P

Snmp-server command Parameter Description

No Command |
6ZLWFK KFRXXVYHU XVHUBIROPH
DXWKHQWLFDWLRQ

6ZLWFK FRQILJ V>XVHUBQ ORGLI\ DQ H[LVWLQJ XVHUC(
XVHU >XVHUBQDPH g &/, Rl 38VHU &RPPDQG” IRU
XVHU
6ZLWFK KFRXQVYHU 6SHFLI\ WKH DXWKHQWLFD
XVHUBQDPH DXWK VSHFLILHG 6103Y XVHU
>PG _ VKD@
md5(message-digest algorithm ): $
ZLGHO\ KW\HWGVRIJUDSKLF KD
SPG VSURGXFLQiLDN E\WKHDVK YD
- WASLFDOO\ H[SUHVVHG LQ
GLXMWDGHFQRBPEHU
sha(Secure Hash Algorithm ): $ EL
KDVK IXQFWLRQ ZKLFK UHYV
0' DOJRULWKP
6ZLWFK KFRXQVYHU 6SHFLI\ WKH DXWKHQWLFD
XVHUBQDPXWKHQWIL >SDVVZEI WKH VSHFLILHG 6103Y XVH
SDVVZRUG >SDVVZH DOSKDQXPHULF FKDUDFWH
6ZLWFK KFRXQVYHU 6SHFLI\ WKH PHWKRG WR H
XVHUBQDPH GHX Y I FRQILGHQWLDOLW\ RI GDW
>GHV @ | des(data encryption standard ): $Q
DOJRULWKP WR HQFU\SW F
VXFK DV PHVVDJH WH[W PH
VLIQDWXUHV«HWF
6ZLWFK KFRXQVHU 6SHFLI\ WKH SULYDWH SDV
XVHUBQD$SWHLYDWH >SDVVZE VSHFLILHG 6103% WRHU
SDVVZRUG >SDVVZF DOSKDQXPHULF FKDUDFWH

'LVDEOH WKH DXWKHQWLFI
VSHFLILHG 6103Y XVHU

6ZLWFK KFRXOVEIWHUBOQDPHR
DXWKHQWLFDWLRQ SDVVZRU

'"HOHWH WKH FRQILIJIXUHG I
SDVVZRUG

6ZLWFK KFRXRVYHU XVHUBIXFXOPH
SULYDWH

'LVDEOH GDWD HQFU\SWLR

6ZLWFK KFRERRPPXQLW)\
QR SULYDWH SDVVZRUG

XVHU

'"HOHWH WKH FRQILIXUHG 3



https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal
https://en.wikipedia.org/wiki/MD5

Show Command |

6ZLWFK FRQILJ VKRZ VQPS |6KRZ 6103Y XVHU FRQILJX

6ZLWFK FRQILJ
>XVHUBQDPH®@

VKRZ VQPS | 6KRZ WKH VSHFLILHG 6103
FRQILIXUDWLRQ

6KRZ WKH VSHFLILHG 6103

6ZLWFK FRQVIHHU XVHUB®BREH

FRQILIXUDWLRQ

$ FRPELQDWLRQ RI D VHFXULW\ HYHQW DV EHORZ LQGKHMWHYV Z

KDQGOLQJ DQ 6103 SDFNHW

$OJRULWKP (
6HFXUH +DVK
$OJRULWKP ¢

Authentication Private Result

1RQH 1RQH 8VHVY D XVHUQDPH P|
DXWKHQWLFDWLRQ

OHVVDJH 'LJH 1RQH (QDEOHV DXWKHQWL

WKH +DVKHG OHVVDJ
SXWKHQWLFDWLRQ &
0' RU +0%$& 6+%$ DOJR

0' RU 6+%

‘DWD (QFU\S
6WDQGDUG

(QDEOHV DXWKHQWL
WKH +DVKHG OHVVDJ
$XWKHQWLFDWLRQ &
0' RU +0$& 6+$ DOJR
KDWYV PRUH HQDE(
ELW HQFU\SWLRQ ED
&LSKHU %ORFN &KDLU
'(6 VWDQGDUG




2.6.24 Spanning-tree Command

7KH 6SDQQLQJ 7UHH BURWRFRO 673 GHILQHBUH WHW D(MSOVQM
ZLWKLQ D PHVK QHWZRUN RI FRQQHFWHG OD\HU @G LGLWHNE Q\HY
OLQNV ZKLFK DUH QRW SDUW RI WKDW WUHH OHDWDRUN \QR)G

OXOWLSOH DFWLYH SDWKV EHWZHHQ QHWZRUN CGRRSHNV FRODDOWHH
SUREOHPV )LUVW WKH 0$& DGGUHVV WDEOH XWIHEG B\ WKKIHWDZALH
DGGUHVVHY DQG KHQFH WKH VDPH QHWZRUN KRVWVDDDEBIRDVAEGH
VWRUP RFFXUV 7KLV LV FDXVHG E\ EURDGFDVWOSINNNG R/R/S EEHH
VZLWFKHVY $ EURDGFDVW VWRUP FDQ FRQVXPH DOO DYDLODEO

6SDQQLQJ WUHH DOORZV D QHWZRUN GHVLJQ W R RYQLFGHK ®K WS
EDFNXS SDWKV LI DQ DFWLYH OLQN |IDHOWRRZSW KRX W KWK 1@ HHDG)
HQDEOLQJ GLVDEOLQJ WKHVH EDFNXS OLQNYV

7R SURYLGH IDVWHU VSDQQLQJ WUHH FRQYHUJH@RFMHXWLWRUR!
6SDQQLQJ 7UHH 3URWRFRO b5DSLG 6SDQQLQJ 7UHH JURIWNRKEI
GRFXPHQW Z 5673 LV D UHILQHPHQW RI 6W3IRWKWVHI BVHF E
FKDUDFWHULVWLFV 7KLV HVVHQWLDOO\ FUHDWH 6 IH FZKHADHG HQ
GHVLIQDWHG EULGJH SURSRVHV WR LWV QHDIKPRBUG WR DEZHM M/
RQH RI WKH PDMRU HOHPHQWY ZKLFK DOORZ 56PHWR IDFE® LGHBH

Spanning-tree command ' Parameter ' Description
6ZLWFK FRQILJ V (QDEOH 6SDQQLQJ 7UHH 3
WUHH DJJUHJDWH( R@@@JJUHJDWHG SRUWYV
6ZLWFK FRQILJ V| > @ 6SHFLI\ DJJUHJDWHG SRU
WUHH DJJUHJDWH(

@
6ZLWFK FRQILJ V|> @ 6SHFLI\ DJJUHJDWHG SRU
WUHH DJJUHJDWH(
> @ 0=0, 1=16, 2=32, 3=48, 4=64, 5=80

6=96, 7=112, 8=128, 9=144, 10=160
11=176, 12=192, 13=208, 14=224,

15=240
6ZLWFK FRQILJ V (RDEOH DJJUHJDWHG SRU
WUHH DJJUHJDWH( IRUZDUGLQJ VWDWH ZKHQ

.l \RX NQRZ D SRUW LV Gl
WR DQ HQG GHYLFH WKD
5673 WKHQ VHW LW DV D
HQVXUH PD[LPXP SHUIRUH
WHOO WKH VZLWFK WR LP
IRUZDUGLQJ WUDIILF RQ
ERWKHU WU\LQJ WR HVWI
FRQQHFWLRQ 2WKHUZLV}
6ZLWFK FRQILJ V|>IRUFHGB 6HWHNIJJUHJDW H/GERRQW W
WUHH DJJUHJDWH( IRUFHGBI| SRUWV R UFRHIBWRXMW W
>IRUFHGBWUXH _ I| DXWR@ SRUWV IRUFHGBIDOVH R
DXWR @ ODQDJHG ,QGXVWULDO 3R
WR GHWHFW SRLQW WR S
DXWRPDWLFDOO\ DXWR

DJJUHJDWHG SRUWV DUH
SRLQW SRUWV IRUFHGBII




QRUG®

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

6ZLWFK FRQILJ V][> @ 6SHFLI\ WKH IRUZDUG GH
WUHB\GHEH > @ VHFRQGV 7KH DOORZDEO
DQG VHFRQGYV
6ZLWFK FRQILJ V|> @ 6SHFLI\ WKH KHOOR LQWEH
WUHH KHOOR WLPH VHFRQGVY 7KH DOORZDEO
DQG VHFRQGV
6ZLWFK FRQILJ V|> @ 6SHFLI\ WKPXP DJH WLPH
WUHH PD[ DJ& > VHFRQGV 7KH DOORZDEO
DQG VHFRQGV
6ZLWFK FRQILJ V|> @ 6SHFLI\ D SULRULW\ YDO X
WUHH SULRULW\ > EDVLV 7KH DOORZDEOH Y
DQG
0=0, 1=4096, 2=8192, 3=12288,
4=16384, 5=20480, 6=24576, 7=28672,
8=32768, 9=36864, 10=40960,
11=45056,12=49152, 13=53248,
14=57344, 15=61440
6ZLWFK FRQILJ V|>FRPSDW|6HW XS 5673 YHUVLRQ
WUHH YHUVLRQ >F QRUPDO@

‘compatible “ PHDQV WKDW Wk
,QGXVWULDO 3R( (WKHUQ
FRPSDWLEOH ZLWK 673

normal ~ PHDQV WKDW WKH

,QGXVWULDO 3R( (WKHUQ
5673

'LVDEOH 673 RQ DJJUHJD)\

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWHG SRUYV
GHIDXOW

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWH G BNR U\
WKH GHIDXOW

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

'LVDEOH DJJUHJDWHG SR
VWDWXV

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWHG SRUYV
SRLOW WR SRLQW SRUWYV

6ZLWFK FRQILJ Q
WUHH GHOD\ WLPH

5HVHW WKH )RUZDUG 'HO
WKH GHIDXOW

6ZLWFK FRQILJ Q
WUHH KHOOR WLPH

5HVHW WKH +HOOR 7LPH

WUHH YHUVLRQ

6ZLWFK FRQILJ Q 5HVHW WKH OD[LPXP $JH
WUHH PD[ DJH GHIDXOW

6ZLWFK FRQILJ Q 5HVHW WKH SULRULW\ YD
WUHH SULRULW\ EDVLV EDFN WR WKH GHIL
6ZLWFK FRQILJ Q SHVHW WKH 5673 YHUVLR

Show command ‘

GHIDXOW

VSDQQLQJ WUHH D

6ZLWFK FRQILJ V 6KRZ 5673 VHWWLQJV RQ
VSDQQLQJ WUHH EDVLV
6ZLWFK FRQILJ V 6KRZ 5673 VHWWLQJV RQ

SRUWYV




6KRZ HDFK LQWHUIDFHTV
LOQFOXGLQJ SRUW VWDWH
HGJH SRUW VWDWH DQG

6KRZ WKH VSHFELILHG LQW
LQIRUPDWLRQ LQFOXGLQ
FRVW SULRULW\ HGJH SI
SRUW VWDWH

6KRZ HDFK LQWHUIDFH D¢
DJJUHJDWLRQ JURXSTV V
LQIRUPDWLRQ LQFOXGLQ
SDFNHWV UHFHLYHG 567
WUDQVPLWWHG 673 SDFN
SDFNHWV WUDQVPLWWHG
&KDQJH 1RWLILFDWLRQ S
7&1 SDFNHWV WUDQVPLW
UHFHLYHG RIRZ® SDFNHW
UHFHLYHG

6KRZ WKH VSHFLILHG LQW
DJJUHJDWLRQ JURXSVY V
LQIRUPDWLRQ LQFOXGLQ
SDFNHWV UHFHLYHG 567
WUDQVPLWWHG 673 SDFN
SDFNHWV WUDQVPLWWHG
&KDQJH 1RWLILFDWLRQ S
7&1 SDFNHWV WUDQVPLW
UHFHLYHG RIIRZ® SDFNHW
UHFHLYHG

6KRZ WKH FXUUHQW 5673

6KRZ WKH VSHFLILHG LQW
DJJUHIJDWLRQ JURXSVY V

Examples of Spanning-tree command

SRUW
6ZLWFK FRQILJ V
VSDQQLQJ WUHH L

6ZLWFK FRQILJ V|>SRUWBO
VSDQQLQJ WUHH L
>SRUWBOLVW@

6ZLWFK FRQILJ V
VSDQQLQJ WUHH V

6ZLWFK FRQILJ V|[>SRUWBO
VSDQQLQJ WUHH V
>SRUWBOLVW _ 0O

6ZLWFK FRQILJ V
VSDQQLQJ WUHH V

6ZLWFK FRQILJ V|[>SRUWBO
VSDQQLQJ WUHH V

~ 00DJ@

6ZLWFK FRQILJ V
VSDQQLQJ WUHH R

6KRZ WKH FXUUHQW URRYV
LQIRUPDWLRQ

Description

6ZLWFK FRQILJ VSDQQLQJ V (QDEOH 6SDQQLQJ 7UHH R

SRUW SRUWYV

6ZLWFK FRQILJ VSDQQLQJ V 6HW WKH DJJUHJDWHG SR

SRUW FRVW

6ZLWFK FRQILJ VSDQQLQJ V 6HW WKH DJJUHJDWHG SR

SRUW SULRULW\

6ZLWFK FRQILJ VSDQQLQJ \ 6HW WKH DJJUHJDWHG SR

SRUW HGJH

6ZLWFK FRQILJ VSDQQLQJ \\ 6HW WKH DJJUHJDWHG SR

SRUW S S IRUFHGBWUXH

6ZLWFK FRQILJ VSDQQLQJ \\ 6HW WKH )RUZDUG 'HOD\
VHFRQGYV

6ZLWFK FRQILJ VSDQQLQJ YV 6HW WKH +HOOR 7LPH YD

6ZLWFK FRQILJ VSDQQLQJ YV 6HW WKH OD[LPXP $JH YD

VHFRQGYV




Use 3Interface “command to configure a group of ports  fSpanning Tree settings.

Spanning tree & Interface Parameter Description
command ——

6ZLWFK FRQILJ LQWH >SRUWB( (QWHU VHYHUDO GLVF
QXPEHUV VHSDUDWHG
UDQJH RI SRUWYV ZLWK

H[DPSOH RU
6ZLWFK ARQB7I3257 (QDEOH VSDQQLQJ WU
VSDQQLQJ WUHH WKH VHOHFWHG LQWH U
6ZLWFK ARQB7I3257 > 6SHFLI\ WKH SDWK FRV
VSDQQLQJ WUHH FR®@®V @ | VHOHFWHG LQWHUIDFH
6ZLWFK ARQB7I3257 > @ 6SHFLI\ SULRULW\ YDO
VSDQQLQJ WUHH@ ULR VHOHFWHG LQWHUIDFH

0=0, 1=16, 2=32, 3=48, 4=64

5=80, 6=96, 7=112, 8=128

9=144, 10=160, 11=176,12=192
13=208, 14=224, 15=240
6ZLWFK HR@BL7I3257 6HW WKH VHOHFWHG L
VSDQQLQJ WUHH HGJH SRUWYV

6ZLWFK ARQB7I3257 >IRUFHG| 6HW WKH VHOHFWHG L
VSDQQLQJ WUHH S S 3§ IRUFHGB| SRLQW WR SRLQW SRU
IRUFHGBIDVOH _ DXWI DXWR@ |DOORZ WKH ODQDJHG
( WKHUQHW 6ZLWFK WR
SRLQW VWDWXV DXWRI
GHIDXOW SK\PUFDDHS
SRLQW WR SRLQW SRU

No command ‘

6ZLWFK RBRBQBb7I3257 1 'LVDEOH VSDQQLQJ wU
VSDQQLQJ WUHH WKH VHOHFWHG LQWH
6ZLWFK RBRQB7I3257 5HVHW WKH FRVW YDO
VSDQQLQJ WUHH FRVYV GHIDXOW

6ZLWFK RBRBQB7I3257 5HVHW WKH SULRULW\
VSDQQLQJ WUHH SULRK GHIDXOW

6ZLWFK RBRBQB7I3257 5HVHW WKH VHOHFWHG(
VSDQQLQJ WUHH HGJH WR QRQ HGJH SRUWYV
6ZLWFK RBRQB7I3257 5HVHW WKH VHOHFWHC(
VSDQQLQJ WUHH S S WR SRLQW WR SRLQW
Show command

6ZLWFK FRQILJ VKR Z 6KRZ 5673 VHWWLQJV |
WUHH VZLWFK EDVLV
6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFH
WUHH LQWHUIDFH LQIRUPDWLRQ LQFOXA(

SDWK FRVW SULRULW
DQG S S SRUW VWDWH
6ZLWFK FRQILJ VKRZ >SRUWB({Q 6KRZ WKH VHOHFWHG |
WUHH LQWHUIDFH >SR LQIRUPDWLRQ LQFOX(
SDWK FRVW SULRULW
DQG S S SRUW VWDWH
6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFH
WUHH VWDWLVWLF DJJUHIJDWLRQ JURXST




LQIRUPDWLRQ LQFOX(
5673 SDFNHWV UHFHLY
SDFNHWV WUDQVPLWW
UHFHL®H3 SDFNHWV W
7&1 7RSRORJ\ &KDQJH
SDFENHWYV UHFHLYHG 7
WUDQVPLWHG LOOHJID
DOXRKRRZQ SDFNHWYV U

6ZLWFK FRQILJ VKR/Z
WUHH VWDWLVWLF >S

>SRUWB(
OODJ@

6KRZ WKH VHOHFWHG |
DJJUHJDWLRQ JURXSV!
LQIRUPDWLRQ LQFOX(
5673 SDEFNHWV UHFHLY
SDFNHWV WUDQVPLWW
UHFHLYHG 673 SDENH
7&1 7RSRORJ\ &KDQJH
SDFNHWV UHFHLYHG 7
WUDQVPLWHG LOOHJID
DQ®RRZQ SDEFNHWV U

6ZLWFK FRQILJ VKR/Z 6KRZ WKH FXUUHQW 56
WUHH VWDWXYV
6ZLWFK FRQILJ VKRZ >SRUWB({ 6KRZ WKH VHOHFWHG |

WUHH VWDWXV >SRUW

OODJ@

DJJUHIJDWLRQ JURXSV{

6ZLWFK FRQILJ VKR/Z
WUHH RYHUYLHZ

6KRZ WKH FXUUHQW U
LQIRUPDWLRQ




YRU 5673 FRQILJXUDWLRQ YLD &/, ZH WDNH WKH SRVOIBZRDJ WH Y
.36 6(3%0DQDJHG ,QGXVWULDO 3R(VIWREXQHW GZLWFK $ 6.
6ZLWFK & IRU H[DPSOH WR OHW WKH XVHUWKBYH B6FDFBRBPD
8QGHU WKLV QHWZRUN HQYLURQPHQW 6ZLWFRRRICIKWHE ®»VDT
DQWKH 35RRW 6ZLWFK”  ZLOO DXWRPDWLFDOO\ EH GHWHUPLQHG

Switch A

Port 6

Port 5
Port 6

Switch B Switch C
System Max Age Hello Forward Force
Switch  Priority (Secs) Time Delay Version State  Path Cost  Priority Edge P2P
(Secs) (Secs)

A 1RUP GHIDX GHID| GHID| GHID
B 1RUP GHIDX GHID| GHID| GHID
C 1RUP GHIDX GHID| GHID| GHID

7TDEOH

%HORZ LV WKH FRPSOHWH &/, FRPPDQGYV DSSOLH@® MWIRQGBRRW FK ¢
6ZLWFK % DQG 6ZLWFK & DFFRUGLQJO\

Command Purpose
STEP1 configure Entgr the global configuration
mode.
Example:

.36 6(3% FRQILJ
,36 6( 3%FRQILJ

STEP2 spanning- tree priority system_priority In this example, it configures
the System Priority of Switch
Example: A as 31" It means the value of

2.




STEP3 spanning- tree max- age max_age_time In this example, it configures
- - the Max. Age Time of Switch A
Example: as % .
IPS-3106-SE-PB (config)# spanning-tree max-age 6
OK'!
STEP4 spanning- tree hello- time hello_interval In this example, it configures the
- Hello Time of Switch Aas 31",
Example:
, 36 6( 3%FRQILJ VSDQQLQJ WUHH
2.
STEP5 spanning- tree delay- time forward delay time | In this example, it configures the
- - Forward Delay Time of Switch A as
4.
Example:
, 36 6( 3%FRQILJ VSDQQLQJ WUHH
2.
STEP6 spanning- tree version stp_version In this example, it configures the
= STP Version of Switch A as
3Normal ".
Example:
, 36 6( 3%FRQILJ VSDQQLQJ WUHH
2.
STEP7 interface port _list Specify the Port 5 and Port 6 that
- you would like to configure to
RSTP.
Example:
,36 6( 3%FRQILJ LQWHUIDFH
,36 6 ( 3%FRQLUJ
STEPS spanning- tree Enable spanning tree protocol on
Port 5 and Port 6.
Example:
.3 6( 3%FRQLLJ VSDQQLQJ WUHH
2.
STEP9 spanning- tree cost path_cost In this example, it configure the
- port path cost for Port 5 and Port 6
Example: as 0.
, 36 6( 3%FRQLLJ VSDQQLQJ WUHH
2.
STEP10 spanning- tree priority bridge_priority In this example, it configure the
- port priority for Port 5 and Port 6  as
Example: 0. It means the value of the real
,36 6( 3%FRQLLJ VSDQQLQJ WUHH| Priorityis 20"
2.
STEP11 spanning_ tree edge In this example, it configure Port 5
and Port 6 as the non-edge ports.
Example:
,36 6(3%FRQLLJ QRVSDQQLQJ WUH
2.
STEP12 spanning- tree p2p type In this example, it configures the
type of Port 5 and Port 6 as point
Example: to point ports.
,36 6( 3%FRQLLJ VSDQQLQJ WUHH
IRUFHGBWUXH
2.
STEP13 exit Return to the global
configuration mode.
Example:
, 36 6( 3%FRQLLJ H[LW
, 36 6( 3%FRQILJ




STEP14 exit Return to the Privileged mode.
Example:
, 36 6( 3%FRQILJ H[LW
,36 6(3%
STEP15 write Save the running configuration
into the startup configuration.
Example:

.36 6(3% ZULWH
6DYH &RQILJ 6XFFHHGHG




$IWHU FRPSOHWLQJ WKH 5673 6ZLWFK6 VHNYWE LYYRAR KRED\@ MK, X 61
FRPPDQGY OLVWHG EHORZ IRU FKHFENLQJ \RXU FRQILIJXUDWLRQ

Example 1,

IPS-3106-SE-PB(config)# show spanning-tree

5673 6ZLWFK ,QIRUPDWLRQ

6\WWHP 3ULRULW\
OD[ $JH

+HOOR 7LPH

J)RUZDUG 'HOD\

JRUFH 9HUVLRQ QRUPDO

.36 6( 3% FRQILJ

Example 2,

IPS-3106-SE-PB(config)# show spanning-tree aggregated-port

5673 $JJUHIJDWHG 3RUW ,QIRUPDWLRQ

$JJUHIDWHG 6WGMMDEOH

$JJUHIJDWHG 3DWK &RVW

$JIJUHIDWHG 3ULRULW\

$JJUHIJDWHG (GXGLVDEOH

$JJUHIDWHG 3RLQW SRLQW IRUFHG IDOVH

.36 6( 3% FRQILJ




Example 3,

IPS-3106-SE-PB(config)# show spanning-tree interface

5673 3BRUW ,QIRUPDWLRQ

3RUW 6WDWH
GLVDEOH
GLVDEOH
GLVDEOH
GLVDEOH
HQDEOH
HQDEOH

,36 6( 3% FRQILJ

SDWIKS KR VW  3RILLRW LISR\L QW

GLVDEOH
GLVDEOH
GLVDEOH
GLVDEOH
GLVDEOH
GLVDEOH

IRUFHG WUXH

IRUFHG W
IRUFHG W
IRUFHG WU
IRUFHG W

IRUFHG W

Example 4,

IPS-3106-SE-PB(config)# show spanning-tree overview

5673 RYHUYLHZ

%ULGJH ,°

OD[ $JH

+HOOR 7LPH

)ZG 'HOD\
7RSRORJ\6WHDG\
5RRW '

5RRW 3RUW

.36 6( 3% FRQILJ




Example 5,

IPS-3106-SE-PB(config)# show spanning-tree statistic

5673 SRUW 6WDWLVWLFV

3RUW 5[ 5673 7[ 5673 5[ 673 7[673 5[ 7&1 7[7&1 5]

11$*
I1$*

BUHVV &WUO & WR H[LWQRH DQ\ NH\ WR FRQWL

I1$*

.36 6( 3% FRQILJ

Example 6,

IPS-3106-SE-PB(config)# show spanning-tree status

5673 SRUW 6WDWXYV

(GJH 3 S 3R
3RUW 3DWK&RVW 3RUW 3RUW 3URWRFRO 5ROH
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 'LVDEOH 'LVDEOF
QR \HV 5673 'HVLJQDWHG )RUZDUGL
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673

B3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

11$* QR QR 5673 1RQ 673 1RQ 673

, 36 6( 3% FRQILJ




2.6.25 Switch Command

Switch command

‘ Parameter

Description

6ZLWFK FRQILJ

QR

6ZLWFK FRQILJ VZL\>SHUPLW@ | 3HUPLW SDFNHWV IUF
) >SHUPLW @ UDQJLQJ IURP &
& )
6ZLWFK FRQILJ VZL|>SHUPLW@ | 3HUPLW SDFNHWV IU¥f
) >SHUPLW @ UDQJLQJ IURP &
& )
6ZLWFK FRQILJ VZL|\>SHUPLW@ | 3HUPLW SDFNHWV IUH
>SHUPLW @ &
6ZLWFK FRQILJ VzL\ > @ E\\ 6SHFLI\ WKH PD[LPXP
@ LQ E\WHV 7KH DOOR]
YDOXH LV EHWZHHQ
E\WHV
6ZLWFK FRQILJ VZL\ > @ 6SHFLI\ WKH QXPEHU
SROOLQJ SRUW > @ GDWD DFTXLVLWLRQ
6ZLWFK FRQILJ VzZL\> @ 6SHFLI\ WKH WLPH L¢
SROOLQJAL QWA UYDO | 8QLW VH| HDFK SROOLQJ

VILWFK ESGX

8QGR SHUPLW SDFNH

DGGUHVV UDQJLQJ IU
& W R
& )

6ZLWFK FRQILJ

QR

VILWFK ESGX

8QGR SHUPLW SDFNH

DGGUHVV UDQJLQJ IU
& WR
& )

6ZLWFK FRQILJ

QR

VZLWFK ESGX

8QGR SHUPLW SDFNH
DGGUHVYV &

6ZLWFK FRQILJ

QR

VZLWEFK

PWX

5HVHW 078 VL]H EDFN
GHIDXOW E\WHYV

6ZLWFK FRQILJ

QR

VZLWFK VWDW

SHVHW WKH QXPEHU
GDWD DFTXLVLWLRQ
EDFN WR WKH &RHU WX/

6ZLWFK FRQILJ

6ZLWFK FRQILJ

QR

VZLWFK VWDW

Show command ‘

VKRZ VZLWFK ES(

SAWHW WKH WLPH LQ
HDFK SROOLQJ EDFN
LQ VHFRQGYV

6KRZ WKH B3SBUHQW
FRQILIXUDWLRQ

6ZLWFK FRQILJ

VKRZ VZLWFK PW

6KRZ WKH FXUUHQW
IUDPH VL]H FRQILJXU

6ZLWFK FRQILJ

VKRZ VZLWFK VW

6KRZ WKH FXUUHQW
SROOLQJ SRUW QXPE
LQWHUYDO EHWZHHQ




Examples of Switch command ‘

6ZLWFK FRQILJ

VZLWEFK ESGX

3HUPLW SDFNHWV IUF
UDQJLQJ IURP &
& )

6ZLWFK FRQILJ

VZLWFK ESGX

3HUPLW SDFNHWV IUF
UDQJLQJ IURP &
& )

6ZLWFK FRQILJ

VZLWFK ESGX

S

SHUPLW SDFNHWYV [UH
&

6ZLWFK FRQILJ

VZLWFEFK PWX

6HW WKH PD[LPXP WU
XQLW WR E\WHV




2.6.26 Switch-info Command

1. Set up the Managed Industrial POE Ethernet Switch
company name, hostname, system name, etc..

§ basic information, including

Parameter

Switch-info Command |
6ZLWFK FRQILJ
FRPSDQ\ QDPH
>FRPSDQ\BQDPH(

>SFRPSDQ\B

' Description

(QWHU D FRPSDQ\ QDPH X
DOSKDQXPHULF FKDUDFWH
6ZLWFK

FSX WHPSHUDW X
QRWLILFDWLRQ L

Q@

6ZLWFK FRQILJ | > @ 6SHFLI\ &38 ORDGLQJ WKU
FSX ORDGLQJ WK 8QLW
@

6ZLWFK FRQILJ (QDEOH WKH FRQWLQXRXV
FSX WHPSHUDW X VHQGLQJ IXQFWLRQ IRU &3
QRWLILFDWLRQ F WKH V\VWHP
DODUP
6ZLWFK FRQILJ |> @ 6SHFLI\ D YDOXH DV &38 W
FSX WHPSHUDW X WKUHVKROG 9DLOGHINMMH
QRWLILFDWLRQ FHQWLJUDGH

@
6ZLWFK FRQILJ | > @ | 6SHFLI\ WKH WLPH LQWHU Y

WHPSHUDWXUH DODUP PHYV

6ZLWFK FRQILJ
GKFS YHQGRU LG
>GKFSBYHQGRUB

>GKFSBYH(

(QWHU D '+&3 YHQGRU ,' X
DOSKDQXPHULF FKDUDFWH
6ZLWFK

6ZLWFK FRQILJ
KRVW QDPH >KRWV

>KRVWBQD]|

(QWHU D QHZ KRVWQDPH )
DOSKDQXPHULF FKDUDFWH
6ZLWFK %\ GHIDXOW WKH
VKRZV WKH PRGHO QDPH R
6ZLWFK <RX FDQ FKDQJH

DVVLIJQHG KRVWQDPH SUR
LV HDV\ IRU \RX WR LGHQW
FRQILIXUDWLRQ DQG PDLQ

6ZLWFK FRQILJ
VIVWHP FRQWDF\
>V\VBFRQWDFW@

>V\VBFRQW

(QWHU WKH FRQWDFW LQIF
DOSKDQXPHULF IRKD WHKEW H
VZLWEK

6ZLWFK FRQILJ
V\VWHP ORFDWLH
>V\VBORFDWLRQ/{

>V\VBOREFD

(QWHU D EULHI GHVFULSW
6ZLWFK ORFDWLRQ XS WR
FKDUDFWHUV |IRU WKLV 0LC
WKH QDPH WKH ORFDWLR(
RQO\ IRU HIDPSOH 3 WK

6ZLWFK FRQILJ
VI\VWHP QDPH >V

6ZLWFK FRQILJ

>V\VBQDPH

QR VZLWEFK

(QWHU D XQLTXH QDPH XS
DOSKDQXPHULF FKDUDFWH
6ZMWF&KVH D GHVFULSWLYH ¢
WKH ODQDJHG 6ZLWEK LQ U
QHWZRUN IRU H[DPSOH 39
QDPH LV PDLQO\ XVHG IRU

No command ‘

SHVHW WKH HQWHUHG FRP
WKH GHIDXOW




6ZLWFK FRQILJ
WKUHVKROG

QR VZLWEFK

SHVHW &38 ORDGLQJ WKUH
GHIDXOW

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

"LVDEOH WKH FRQWLQXRX\
VHQGLQJ IXQFWLRQ IRU &3
WKH V\VWHP

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

SHVHW &38 WHPSHUDWXUH
WKH GHIDGHWUHHY FHQWL

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

SHVHW WKH WLPH LQWHUY
WHPSHUDWXUH DODUP PHYV

GHIDXOW VHFRQGV
6ZLWFK FRQILJ QR VZLWFKG 5SHVHW WKH HQWHUHG "+&3
LQIRUPDWLRQ EDFN WR WK
6ZLWFK FRQILJ QR VZLWFK|5HVHW WKH HQWHUHG V\V\
LQIRUPDWLRQ EDFN WR WK
6ZLWFK FRQILJ QR VZLWFK|5HVHW WKH HQWHUHG V\V\
LQIRUPDWLRQ EDFN WR WK
6ZLWFK FRQILJ QR VZLWFK|5HVHW WKH HQWHUHG V\V\
LIRUPDWLRQ EDFN WR WKH
6ZLWFK FRQILJ QR VZLWFK|5HVHW WKH KRVWQDPH ED

6ZLWFK FRQILJ VKRZ VZLWH

Show command ‘

6KRZ WKH VZLWFK UHODWH
LQFOXGLQJ FRPSDQ\ QDPH
VIVWHP ORFDWLRQ V\VWH
QDPH ILUPZDUH YHUVLRQ

6ZLWFK FRQILJ
VWDWLVWLFV

VKRZ VZLWH

6KRZ WKH FXUUHQW &38
UDWH RI WKH VZLWEK

6ZLWFK FRQILJ
WHPSHUDWXUH

VKRZ VZLWH

Examples of Switch-info

6KRZ WKH FXUUHQW FSX W
QRWLILFDWLRQ FRQILJXUD
WHPSHUDWXUH VWDWXV

HGJHVZLWEFK

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH FRPSW&WBORRARP

WHOHFRP[\]

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH VIVWHP FRQWD F\
LQIR#FRPSDQ\ FRP SLQIR#FRPSQD\ FRP’
6ZLWFK FRQILJ VZLWFK LQI 6HW WKH VIVWHP ORFDWLF
WKIORRU

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH V\VWHP QDPH ILH
EDFNERQH

6ZLWFK FRQILJ VZLWFK LQI &KDQJH WKH ODQDJHG 6ZL

LR SHGJHVZLWEK




2.6.27 Syslog Command

Syslog command Parameter

Description

6ZLWFK FRQILJ (QDEOH WKH VA\VWHP ORJ IX

6ZLWFK FRQILJ (QDEOH 7THUPLQDO KLVWRU\

ORJJLQJ W\SH WH

KLVWRU\

6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH SULPDU\ V\VWH

VHUYHU >%$ % & ''$ % & ' (| ,3 ,3Y DGGUHVV

$ % &' ()*+@ *+@

6ZLWFK FRQILJ >% % & '| 6SHFLI\ WKH VHFRQGDU\ V\V

VHUYHU >% % & ''$ % & ' (| ,3,3Y DGGUHVV

$ % &' ()*+@ *+@

6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH WKLUG V\VWHP

VHUYHU >3% % & ''$ % & ' ( DGGUHVYV

$ % &' ()*+@ * + @

No command

6ZLWFK FRQILJ QR V\VOR 'LVDEOH 6\VWHP ORJ IXQFW

6ZLWFK FRQILJ QR VI\VOR 'LWEOH 7THUPLQDO KLVWRU\

WHUPLQDO KLVWRU\

6ZLWFK FRQILJ QR V\VOR '"HOHWH WKH SULPDU\ V\VWH
DGGUHVYV

6ZLWFK FRQILJ QR VA\VOR '"HOHWH WKH VHFRQGDU\ V\YV
,3,3Y DGGUHVV

6ZLWFK FRQILJ QR V\VOR '"HOHWH WKH WKLUG V\VWHP
DGGUHVV

Show command

6ZLWFK FRQILJ VKRZ V\V|6KRZ WKH FXUUHQW V\VWHP

6ZLWFK FRQILJ VKRZ OR{6KRZ HYHQW ORJV FXUUHQW
ODQDJHG ,QGXVWULDO 3R( (
7KHVH HYHQW ORJV ZLOO EH
ORJ VHUYHU WKDW \RX VSHH

6ZLWFK FRQILJ VIVORJ (QDEOH 6\VWHP ORJ IXQFWL

6ZLWFK FRQILJ VI\VORJ Vf 6HW WKH SULPDU\ VA\VWHP O
WR

6ZLWFK FRQILJ VI\VORJ Vf 6HW WKH VHFRQGDU\ V\VWH
DGGUHVYV WR

6ZLWFK FRQILJ VI\VORJ V| 6HW WKH WKLUG V\VWHP OR

2.6.28 Terminal Length Command

Description

Command ' Parameter
6ZLWFK FRQILJ > @
OHQJWK > @

HYH

6SHFLI\ WKH QXPEHU RI
VKRZ XS HDRIKQWKIHPHFUHHQ |
UXQQLQJ FRIORIZIGHIDXOW FF
SVKRZ WSDR®ILJ" FRPPDQGYV




VWDQGYV IRU QR SDXVLQJ

No Command |

6ZLWFK FRQILJ 5HWHW WHUPLQDO OHQJWK H
OHQJWK
6ZLWFK FRQILJ 6KRZ WKH FXUUHQW FRQILJ)

WHUPLQDO OHQJWK




2.6.29 Time-range Command

7KLV FRPPDQG GHILQHYVY D WLPH LQWHUYDO WR EH DFWLY DMMWG

WR DVVLIQ ZKHQ D |XGFXMRRBRDWRDO®\ WDNHQ HIIHFW

WKH 6ZLWFK LV VIQFKURQL]JHG ZLWK 173 WLPH VHUYHU

Command

6ZLWFK FRQILJ WLH
UDQJH QDPH®@

Parameter
>WLPH UD
QDPH@

Description

SUHDWHZ WLPH UD ®JW KJ
WLPH LQWHUYDO RU HQ
PRGLI\ WKH $8§WAMLQJV

DOSKDQXPHULF FKDUDEFYV,
DFFHSWHG WLPH UDXS
DW PRVW

7LPH LQWHUYDOV FDQ E¥
WKUHH W\SHV $EVROXW
SHULRGLF /LVW

Absolute: $Q DEVROXWH LQ
HQDEOH D IXQFWLRQ

Periodic.: $Q LQWHUYDO WR
IXQFWLRQ RQ D ZHHNO\ I
SHULRGLF LQWHUYDO RQ
WKH VSHFLILHG DEVROX

Periodic List: $Q LQWHUYDO V
IXQFWLRQ RQ D GDLO\ EI
OLVW LQWHUYDO RQO\ W
VSHFLILHG DEVROXWH L(

6ZLWFK FRQILJ WLPH
DEVROXWH VWDUW >
W@

>KK PP G¢(
000 \\WW@

6SHFLI\ DQ DEVROXWH V
VSHFLILF WLPH LQWHUYIL

KK KRXU
PP PLQXWH
GG GDWH
000 PRQWK MDQ IHE PDU
O DXJ VHS RFW QRY GHF
\W\\ \HDU

1R VWDUW WLPH DVVLJQ
LPPHGLDWHO\ 2QH DEVR
FDQ EH VHW DW PRVW

6ZLWFK FRQILJ WLPH
DEVROXWH HQG >KK
W@

>KK PP G¢(
000 \WW@

6SHFLI\ DQ DEVROXWH H
LQWHUYDO
H J MXQ

KK KRXU

PP PLQXWH

GG GDWH

000 PRQWK MDQ IHE PDU

%HIRU
VXUH WKDW JDWHZD\ 173 WLPH ViHé Seriver ConfiguRi@hL J X@HHBEH EWW L R C
7KH 3R( IXQFWLRQV VFKHGXOHG E\ 7LPHHQDWKH ¥LVOWHPH\



O DXJ VHS RFW QRY GHF
\\\\ \HDU

1R HQG WLPH DVVLJQHG
IXQFWLRQ FRQWLQXRXVC
HQG SRLQW FDQ EH VHW

>GD\V@

6ZLWFK FRQILJ QR
>SWLPHBUDQJHBQDPH

6ZLWFK FRQILJ WLPH >KK PP@ | 6SHFLI\ WKH ZHHNO\ VW
SHULRGLF PKK WR 6K >KK PP\® | UHFXUULQJ WLPH LQWHU
D@ SHULRGLF LQWHUYDOV F
H J PRQ WR ZHG
K K
PP
GD\ VXQ PRQ WXH ZHG
6ZLWFK FRQILJ WLPH >KK PP@ | 6SHFLI\ D OLVW RI GD\V
SHULRGLF OLVW >KK| >KK PP@ j SHULRGLF WLPH H J

>WLPHBUI

DPH@

ZHG WKX UL

KK KRXU
PP PLQXWH

GDM VXQ 6XQGD\ PRQ OF
WXH 7XHVGD\ ZHG :HGQ
WKX 7KXUVGD\ UL )ULG

&URVYV GD\ VHWWLQJ LV
ZRUGV WKH VHFRQG RFH
FDQ EH VHW RQ WKH IRO
3 ,

7ZR VHWV Rl SHULRGLF (
VHW DW PRVW

SHPRYH D VSHFLILHG WL

6ZLWFK FRQILJ WLPH
QR DEVROXWH VWDU
000 \\WW\@

SHPRYH WKH DEVROXWH
FRQILIXUDWLRQ IURP WK
UDQJH QDPH 8QGHU D W
XVHU PD\ DGG RQH DEVR
DQG RQH DEVROXWH HQG
8VHUV PD\ DOVR DGG WZ
UDQJHV DW PRVW XVLQJ
3HULRGLF /LVW WLPH UD

)RU H[DPSOH XVHUV PD\
7ZR 3HULRGLFV LQ WLH
2QH 3HULRGLF DQG RQ
LQ WLPH UDQJH RU
7ZR 3HULRGLF /LVWV L

6ZLWFK FRQILJ WLPFH
QR DEVROXWH HQG >
000 W\ @

5HPRYH WKH DEVROXWH
FRQILIXUDWLRQ IURP WK
UDQJH QDPH 8QGHU D W
XVHU PD\ DGG RQH DEVR
DQG RQH DEVROXWH HQG
8VHUV PD\ DOVR DGG WZ
UDQJHV DW PRVW XVLQJ




SHULRGLF /LVW WLPH UD

)RU H[DPSOH 8VHUV PD\

1. 7ZR 3HULRGLFV LQ WLH

2. 2QH 3HULRGLF DQG RQ
LQ WLPH UDQJH RU

3. 7ZR 3HULRGLF /LVWV L

6ZLWFK VKRZ WLPH

6ZLWFK FRQILJ WLPH >KK PP@® | 5 HPRYH WKH ZHHNO\ VWO
QR SHULRGLMYWKKWRHAR WR >KK PlUHFXUULQJ WLPH LQWHU
>SKK PP\@ CDAE)

6ZLWFK FRQILJ WLPH >KK PP@ | 5 HPRYH WKH SHULRGLF C
QR SHULRGLF OLVW | > KK PP@

>SKK PP@ >GD\V@ >GD\V@

Show Command

'LVSOD\ WKH WLPH UDQJH FRQILJXU

6ZLWFK VKRZ WLPH
UDQJH QDPH@

'LVSOD\ WKH VSHFLILHG WLPH UDQ,

6ZLWFK FRQILJ VKR

'LVSOD\ WKH WLPH UDQJH FRQILJXU

6ZLWFK FRQILJ VKR
>WLPH UDQJH QDPHQ@

6ZLWFK FRQILJ WLPH
DEVROXWH VWDUW

Examples of Time-range command

'LVSOD\ WKH VSHFLILHG WLPH UDQ,

6HW HIIHFWLYH WLPH UDQJH VWDU
VKDUS

6ZLWFK FRQILJ WLPH
DEVROXWH HQG

6HW DQ HIIHFWLYH WLPH UDQJH WK
'HFHPEHWUK VKDUS

6ZLWFK ARIBUIDIQJH Q
SHULRGLF PRQ W

6HW DQ HIIHFWLYH WLPH UDQJH WK
W R "HGQHVGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW
WXH ZHG WKX IUL

6HW DQ HIIHFWLYH WLPH UDQJH WK
HYHU\ ZHHNGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW
ZHG WKX IUL VDW

6HW DQ HIIHFWLYH WLPH UDQJH WK
7XHVGD\ WR 6DWXUGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW

WK X

6HW DQ HIIHFWLYH WLPH UDQJH WK
HYHU\ :HGQHVGD\ DQG 7KXUVGD\




2.6.30 User Command

1. Create a new login account.

User command Parameter

6ZLWFK FRQILJ
SDVVZRUG HQFU\

Description

(QDEOH 0' OHVVDJH '"LIJHVW
D ZLGHO\ XVHG FU\SWRJUDS
SURGXFLQJ D ELW E\W
WASLFDOO\ H[SUHVVHG LQ W
GLIJLW KH[DGHFLPDO QXPEH
LV GLVDEOHG

NOTE:

1. The acquired hashed password from
backup config file is not applicable for
user login on CLI/Web interface.

2. We strongly recommend not to alter off-
line Auth Method setting in backup
configure file.

3. If Auth-Method is enabled and do
firmware downgrade, users must reset
default config.

1$0( SDVVZRUG
>SDVVZRUG @

6ZLWFK FRQILJ
SDVVZRUG HQFU\

6ZLWFK FRQILJ >XVHUB( &UHDWH PRGLI\ D XVHU DFF

>XVHUBQDPH®@ DXWKRUL]JHG XVHU ORJLQ Q
DOSKDQXPHULF FKDWRREIW® U
DFFRXQWY FDQ EH UHJLVWH
WHK VDPH WLPH

6ZLWFK FRQILJ X $FWLYDWH WKH VSHFLILHG ]

1$0( DFWLYH

6ZLWFK FRQILJ X| > GHVFU|l (QWHU WKH EULHI GHVFULS\

1$0( GHVFULSWI XVHU DFFRXQWD BSKWRXPHU

>GHVFULSWLRQ@ FKDUDFWHUV FDQ EH DFFHS

6ZLWFK FRQILJ X| >DGPLQ| 6SHFLI\ WKLV XVHUYV DFFH\

1$0( OHYHO >DG UR@

ue admin (administrator) : 2ZQ WKH 1XO
ULJKW LQFOXGLQJ PDLQWD
VI\VWHP LQIRUPDWLRQ ORD({
H®V
rw (read & write) : 2Z2Q WKH SDUWLI
ULJKW XQDEOH WR PRGLI\ >
VI\VWHP LQI|PPUWRDROLER QD FWR U
ro(readonly) : 5SHDG 2DBRHVYV SUL

6ZLWFK FRQILJ X| >SDVVZE (QWHU WKH SDVVZRUG XS V

No command

FKDUDFWHUV |IRU WKH VSHH

‘'LWWEOH 0' OHVVDJH 'LIJHVW

6ZLWFK FRQILJ

QDPH >XVHUBQDF

>XVHUB(

'"HOHWH WKH VSHFLILHG XVH



https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

6ZLWFK FRQILJ X
1$0( QR DFWLYH

‘HDFWLYDWH WKH VHOHFWH

6ZLWFK FRQILJ X
1$0( QR GHVFUL

SHPRYH WKH FRQILIXUHGHIGH
VSHFLILHG XVHU DFFRXQW

6ZLWFK FRQILJ X
1$0( QR SDVVZR

SHPRYH WKH FRQILIJXUHSB SI
VSHFLILHG XVHU DFFRXQW

6ZLWFK FRQILJ X
1$0(

QR OHYHO
Show command
6ZLWFK FRQILJ

SHVHW WKH DFFHVV SULYLO
GHIDXOW 5HDG 2QO0O\

6KRZ XVHU DXWKHQWLFDWL

6ZLWFK FRQILJ
QDPH

/ILVW DOO XVHU DFFRXQWYV

6ZLWFK FRQILJ >XVHUB(6KRZ WKH VSHFLILF DFFRXQ
QDPH >XVHUBQDH

6ZLWFK FRQILJ X 6KRZ WKH VSHFLILF DFFRXQ
1$0( VKRZ

Examples of User command

6ZLWFK FRQILJ XVHUOB QD| &UHDWH D QHZ ORJLQ DFFR
6ZLWFK FRQILJ XVBHVFIWME $GG D GHVFULSWLRQ WR WK
PLVHQJLQHHU SPLVHULF~

6ZLWFK FRQILJ XVEHDVRIZRH 6HW XS D SDVVZRUG IRU WK

PLV L

SPLVHULF"

6ZLWFK FRQILJ XVEBHYRHO K

6HW WKLV XVAIUDFERMKQNV D |
SUHDG DQG ZULWH’

User command

2. Configure RADIUS server settings.

Parameter

Description

6ZLWFK FRQILJ

(QDEOH 5%$',86 DXWKHQWLFD

6ZLWFK FRQILJ

6SHFLI\ 5$',86 VHUYHU SRUW

UDGMSRUW > @

6ZLWFK FRQILJ > @ 6SHFLI\ WKH UHWU\ WLPH YI

UHWU\ W@PH > QXPEHU RI WLPHV WKDW WK
3R( (WKHUQHW 6ZLWFK ZLOC(
WKH 5%$',86 VHUYHU LV QRW

6ZLWFK FRQILJ >VHFUHY 6SHFLI\ D VHFUHW XS WR

VHFUHW >VHFUHY\ FKDUDFWHUV I|IRU 5%$',86 VH
NH\ LV XVHG WR YDOLGDWH
EHWZHHQ 5%$',86 VHUYHUYV

6ZLWFK FRQILJ >$ % & '| 6SHFLI\ WKH SULPDU\ 5%$',86

VHUYHU >$ % & '|$ % & ' ( DGGUHVYV

$ % &' ()*+@ *+@




6ZLWFK FRQILJ
VHUYHU >$% % & '

> % &
$ % & ' (
*+@

$ % &' () *+@

No command

6SHFLI\ WKH VHFRQGDU\ 5%
,33Y DGGUHVYV

6ZLWFK FRQILJ VKRZ XVH

Examples of User command

6ZLWFK FRQILJ QR XVHU| 'LVDEOH 5%$',86 DXWKHQWLF
SHVHW WKH UDGLXV SRUW V
6ZLWFK FRQILJ QR XVHU GHIDXOW SRUW
SHVHW WKH UHWU\ WLPH VH
6ZLWFK FRQILJ QR XVHU GHIDXOW
6ZLWFK FRQILJ QR XVHU|5HPRYH WKH FRQILIJIXUHG VH
'"HOHWH WKH ,3 ,3Y DGGUHV
6ZLWFK FRQILJ QR XVHU 5$°.86 VHUYHU
6ZLWFK FRQILJ QR XVHU HOHWH3WKYH DGGUHVV RI W

5$',86 VHUYHU

6KRZ WKH FXUUHQW 5%$',86 H

6ZLWFK FRQILJ XVHU UD({(QDEOH 5%$',86 DXWKHQWLFD
6ZLWFK FRQILJ XVHU UD{6HW 5%$',86 VHUYHU SRUW Q)
6ZLWFK FRQILJ XVHU UD{6HW WKH UHWU\ WLPH YDOX
,QGXVWULDO 3R( (WKHUQHW
UHFRQQHFW WZLFH LI WKH §
UHDFKDEOH
6ZLWFK FRQILJ XVHU UD(6HW XS D VHFUHW IRU YDOL
DEF[\]DEF FRPPXQLFDWLRQV EHWZHHQ
6ZLWFK FRQILJ XVHU UD{6HW WKH SULPDU\ 5%$',86 VH
6ZLWFK FRQILJ XVHU UD{6HW WKH VHFRQGDU\ 5%',86

WR

3. Configure TACACS server settings.

User command Parameter

Description

6ZLWFK FRQILJ
WDFDFV

(QDEOH 7%$&%&6 DXWKHQWLF

6ZLWFK FRQILJ >

6SHFLI\ 7$&%&6 VHUYHU SRU

WDFDFV UHW@\ W

WDFDFV WDFDFV @ GHIDXOW VHWSRQW LV DW
Q@
6ZLWFK FRQILJ > @ 6SHFLI\ WKH UHWU\ WLPH YI

QXPEHU RI WLPHV WKDW WK
SR( (WKHUQHW 6ZLWFK ZLOZ(
WKH 7$&%$&6 VHUYHU LV QRW




6ZLWFK FRQILJ >VHFUH\ 6SHFLI\ D VHFUHW XS WR
WDFDFV VHFUHW FKDUDFWHUV IRU 7%$&%&6 VI
NH\ LV XVHG WR YDOLGDWH
EHWZHHQ 7$&%$&6 VHUYHUV
6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH SULPDU\ 7%$&%&
WDFDFV VHUYHU | $ % & ' ( DGGUHVYV
$% &' () *+@ *+@
6ZLWFK FRQILJ >% % & '| 6SHFLI\ WKH VHFRQGDU\ 7%¢§
WDFDFV VHUYHU | $ % & ' (| ,3 ,3Y DGGUHVV
$ % & ' () * +@ * +@
No command
6ZLWFK FRQILJ QR XVHU| 'LVDEOH 7%$&%&6 DXWKHQWL
6ZLWFK FRQILJ QR XVHU| 5HVHW WKH WDFDFV SRUW V\
SRUW GHIDXOW SRUW
5HVHW WKH UHWU\ WLPH VH
6ZLWFK FRQILJ QR XVHU GHIDXOW
6ZLWFK FRQILJ QR XVHU| 5HPRYH WKH FRQILJXUHG VH
"HOHWH WKH ,3 ,3Y DGGUHV
6ZLWFK FRQILJ QR XVHU 7$8%8&6 VHUYHU
6ZLWFEK FRQILJ QR XVHU HOHWH WKH ,3 ,3Y DGGUHYV

Show command

6ZLWFK FRQILJ VKRZ XVH

7$&%&6 VHUYHU

6KRZ WKH FXUUHQW 7%$&%$&6




2.6.31 VLAN Command

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/%$1 LV D QHWZRUNRMRBR
VFKHPH UDWKHU WKDQ WKH SK\WLFDO OD\RXW\ RO GFHDFROWW E R Q¥
VHIPHQWY LQWR D JURXS WKDW DSSHDUV DV D VLQWXH/®HWYZ
LQWR GLIIHUHQW EURDGFDVW GRPDLQV $00 EURDG HIMWWHURR
6ZLWFK RQ D SDUWLFXODU 9/$1 ZLOO RQO\SRHWRUWBD®WHDBUW RP
WKDW 9/%1

9/$1 FDQ HQKDQFH SHUIRUPDQFH E\ FRQVHUVHG®X EDQGZ\L G WKL
WR VSHELILF GRPDLQV $ 9/$1 LV D FROOHBPWIRRBY RIQVIH DR G
ORFDWLRQV (QG QRGHV WKDW IUHTXHQWO\ FRPP X QL FPIHWH $2L W
QR PDWWHU ZKHUH WKH\ DUH SK\VLFDOO\ ORFIDWIRG R §1 W RK/HWX
FDQ FKDQJH WKH QHWZRUN WRSRORJ\ ZLWKRXW SK\VAIFD®HD
FRQQHFWLRQV 6WDWLRQV FDQ EH pPRYHGT QUFE DQRVIKWEK QVgV
DQG VKDUH LWV UHVRXUFHV VLPSO\ E\ FKDQJLQJ W KWR STRQURNV E
7KLV DOORZV 9/$1 WR DFFRPPRGDWH QHWZRUN ZRRNH W K FK D\Qk
IOH[LELOLW\

2.6.31.1 Port-Based VLAN

3RUW EDVHG 9/$1 FDQ HIIHEWLYHO\ VHJPHQW RQWWQBWERLUC
%URDGHARUWLFDVW DQG XQNQRZQ SDFNHWYV ZLOO EH OLPBWHES
XQFRPSOLFDWHG DQG IDLUO\ ULJLG LQ LP RQMPBGMILYRQ D\WYB
WR TXLENO\ DQG HDVLO\ VHW XS 9/$1 VR DV WR WV RROD WK HYKHQI

6LQFH VRXUFH DGGUHVVHVY RI WKH SDFNHWYV DUH OLVWH[E&E H3IWC(
EURDGFDVW PXOWLFDVW SDFNHWYV LQ HYHU\ 9/$1 WZAOH YUK R
UHVWULFWLRQV

2.6.31.2 802.1Q VLAN

802.1Q VLAN Conce pt

SRUW %DVHG 9/$1 LV VLPSOH WR LPSO EPHQINE BRUR XV H/ ZE YWW KLHN
7KH 4 SURWRFRO ZDV GHYHORSHG LQ RUWGKILW V¥R RREURYR G Ho!
9/$1 PHPEHUVKLS LQIRUPDWLRQ WR (WKHUQHW IKHD®H VQHWK
DGPLQLVWUDWRUYVY EUHDN ODUJH VZLWFKHG QHWEHRRINGFDYW F
PXOWLFDVW WUDIILF ZLOO QRW RFFXS\ WRR PXE&H DDK DIXEHH
VHFXULW\ EHWZHHQ VHIJPHQWY RI LQWHUQDO QHWZRUNYV



Introduction to 802.1Q frame format:

| BUHDPE(6)' |'$ [6%$ | 7\SH /(1] 3%$</2%' |)&6 | 2ULJLQDO

3UHDPE(6) |'s |63 | /% 7\SH /(1 | 38</2%' )&6 T
78&, 3 & ¢ IUDP

35( 3UHDPEOH ELWV 8VHG WR V\QFKURQL]H WL

6)' 6WDUW )UDPH 'F ELWYV ODUNV WKH EHIJLQQLQJ RI
'$ '"HVWLQDWLRQ ¢ E\WHV 7KH 0%$& DGGUHVV RI WKH
6% 6RXUFH $GGUH E\WHV 7KH 0$& DGGUHVV RI WKH

7&, 7DJ & RQWURO E\WHV VHW WR IR U S DQG ¢

3 3BWLRUL ELWYV ,QGLFDWHYV S SULRUL\

& &DQRQLFDO ,( ELW ,QGLFDWHV LI WKH 0$RQD(
&DQRQLFDO IRUPDW (WK

9, 9/$1 ,GHQWLILH ELWV ,QGLFDWHV WKH 9/$1

7/ 7\SH /HQJWK )LH E\WHV (WKHUQHW ,, W\SH RU

3D\ORDG RU E\WHV 8VHU GDWD

)&6 )UDPH &KHFN 6 E\WHV &\FOLFDO 5HGXQGDQF\ &k
Important VLAN Concepts for 802.1Q VLAN Configuration:

7TKHUH DUH WZR NH\ FRQFHSWV WR XQGHUVWDQG

Access-VLAN VSHELILHV WKH 9/$1 ," WR WKH VZLWFK SRUW RWK
untagged WUDIILF IURP WKDW SRUW $ SRUW FDQ RQO\ E MW LPHVL
'KHQ WKH SRUW LV Ac&egs| MddeU HW KBV SRUW  LACCcE® @d@tH GWIX®! O L
WR IURP WKLV S RAMJGAsSILIWNKF DDKOHH B/ $1Q,' DVVLIQIRADLY FDOOHG

Trunk-VLAN VSHFLILHVY WKH VHW RI 9/$1 ,'V WKDW D JLYQIBQVERG
tagged SDFNHWV $ SRUW FDQ EH DVVLIJQHG WR P XOQVWMHH SRUKX
FRQILJIXUtdrkk Nble WKH SRUWToNkPPDrO OW&H OLQN WR IURP WKL'

Trunk Link  7KH 9/$1 ,' DVVLJQNIG LV FDOOHG
$ SRUW FDQ EH FRQILIJXUHG DV EHORZ T 9/$1 PRGHYV

Access Mode

$FFHVV /LQNV WKH OLQN VDRIHUWRHD PRNW FRFPPWRQY W\SH RI O
VZLW Fietwd® lvsts (suchasPCs) FRQQHFW WR WKH VZLWFK V $FFHYV
JDLQ DFFHVV WR WKHHEGR BDIQ] XQUANWY RIREGENVRADH SHU SRUW WKDW

network hosts ZLOO EH DOORZHG WR DFFHVYV

W LV LPSRUWDQW WR QR WeétwolkWostV KALR/Q RILFQWH GV MIRWDIQS F F H V
WRWDOO\ XQDZDUH RI WKH 9/$1 Dbtk hOsH GV WRS @ K B VORIUPWM V 71K
RI D VLQJOH EURDGFDVW GRPDLQ MXVW DV LXW K3 SHQWD ZW \
DQ\ 9/$1 LQIRUPDWLRQ RU GDWD IURP RWKHU 9/$1V LV UHPR"

LQIRUPDWLRQ DERXW WKHP

Trunk Mode :

TUXQN /LQNV WKH OLQN WR IURP WUXQN SRUWYV LVWFRQILJIX
7TKHVH W\SHV RI SRUWYV DUH XVXDOO\ IRXQG LQ FRQQHTFMLRL
WKH DELOLW\ WR FDUU\ SDENHWYV IURP PXOWLSOH 9/$1V EHF



Trunk Native Mode :

$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SBPNBIWWY & LP X(
SDFNHWYV ::KHQ \RX DVVLJQ D GHIDXOW $FFHYW 9D®I0 WKR) W B HJ
WUDYHOV RQ WKH GHIDXOW $FFHVYV 9/$1 IRU WEHMWYDXIQR QD \
DVVXPHG WR EHORQJ WR WK$/F HBFVHRY¥1WUEIUHKHWUHG WR DV
," IRU D 7UXQN QDWLYH 3RUW 7KH Q,DWILKYHNI FPIU U LLHN WKKQHV B/ X
WUXQN QDWLYH SRUWYV

DOT1Q-Tunnel Mode :

%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH

WKH QXPEHU RI 9/$1V WR EH VXSSRUWHG 7KH 9/$RREBDQOVHW L

WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHUODS D¢

LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJIJQLQJ D XQLTXBGAQUD(

UHVWULFW FXVWRPHU FRQILIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ

8VLQJ WKH , ((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SBRUVG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V [
GLIIHUHQW FXVWRPHUV LV VHJUHJDWHG ZLWKLQ WKH \HDWY LI
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDENHW)\

4 WXQQHOLQ Jtunhel BdtO OKIHEQD\RX FRQILIJXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ," WKDW LV GHGLFDWHG WR WXQQHOLGH (DF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWY DOO RI WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZDR DIOW,K(DSSU

4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWIR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wt
RQH HQG LV FRQILJXUHG DV DQ , ((( 4 WUXQN JISRIHE DG
WXQQHO SRUW <RX DVVLJQ WKH WXQQHO SR U\ QIO H UWRF HC
FXVWRPHU

Example : PortX configuration

Configuration Result

7UXQN 9/%$1
$FFHVV 9/%1
Mode = Access

3RUW; Adtess@ort
SRUWIMV LIQRUHG
SRUWWD/ LV

SRUW; Vwh@ggad SDFNHWYV 3RUW; WDNHV D]
39," LV

SRUW; UHMmtagg¢tHVSDFNHWYV RQO\

7UXQN 9/%$1

3R U W ; Ttuwk Port

$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk SRUWWD/ LV LIQRUHG
SRUW; VHQGV DQaggéddHEHEXHWY 9,' DQ
7TUXQN 9/%1 3 R U W ; Ttudk-Dative Port
$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk-native SRUWWLDY LV
SRUW; VHQGYV DQaggeédiHEHEXHWYV 9,' DQ

S3RUW; UHMmthgg¢etHVSDFNHWYV DQG DGG 39,

7UXQN 9/%1
$FFHVV 9/%1
Mode = Dotlg-tunnel

3 RUW ; Dottgfunnel Port

SRUWIWLY LIQRUHG

SRUWWD/ LV

SRUW,; WQdggadd RUagged SDFNHWYV 9,°

SRUW; UHUntdggéd \D Qifégged SDFNHWYV DQG DG
RXWHU WDJ




2.6.31.3 Introduction to Q- in-Q (DOT1Q-Tunnel)

7TKH |, ((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VRWKBIEU UG PNL @)
DG ,WV SXUSRVH LV WR H[SDQG WKIHJJLQJT W/isH VS QHAK BiDJ.
WKLV ZD\ D 3GRXEOH WDJJHG  IUDPH LV FUHDWIDGI L\FR ZD W KALR)
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXERXWADUJINBJI)UD

EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHU MDY FWQWWKXSSR

9/$1 &XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRDNDWLERE HE@V
WUDIILF TURP GLITHUHQW XVHU JURXSV OHRWDRYHG WEOHHD GGE
QXPEHU RI DYDLODEOH 9/$1 WDJV ZKLFK DOORZ ¥YHWU¥L F6HHEUVYRF

BURYLGHU 9/$1 WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQF

7\SH /(

3UHDPI 6)" g 3$</2$'| )&6 2ULJLQDO
\ 6| 7%* ) . T
3UHDPI 6) ol 7s 3o 7\SH /(138</28' )&6 JUDPH
QQHU | 'RXEOH
3UHDPI 6) g éﬁWG';U_ RU & 70 7\SH /(1 3%$</2%'| )&6| WDJJHG
7&, 3 & 9 )UDPH

Double-Tagged Frame Format

$V VKRZQ EHORD LUPDPBSOH LOOXVWUDWLRQ +HDGTXDUWHU $
%UDQFK WKDW LV PLOHV DZD\ 2QH FRPPRQRQKLOV WKRXW
WKH VDPH 9/$1 ,' RI FDOOHG & 9/$1 &XVWRPHULB/EL0O GLEQFHF
VHUYLFH SURYLGHUTV EDFNERQH WKHUH LV D SRVVEERUGOW\ IV
H[DPSOH GXH WR WKH VDPH 9/$1 ,' XVHG 7KHUHRRRHWLRD R
+HDGTXDUWHU WR %UDQFK WKH HDVLHVW ZD\ |RW RWPKH \FDWY
HQFDSVXODWH WKH RULJLQDO 9/$1 ZLWK D VHERQG' ' dU¥INORIQ
639/$1 6HUYLFH 3URYLGHU 9/$1 WKDW LV DGGHG DWW GDHVIZ R QN
WKHQ UHPRYHG DV GDWD H[LWV (YHQWXD®OL QIR WD WIKRIQ KW
+HDGTXDUWHU WR %UDQFK FDQ EH GHOLY ©WHG MMFK EXOWRP |

MAN Edge Switch

MAN Service Provider
CVLANTAG 20 MANEdgeSwitch — 0.in.Q Q-in-Q
-

SP-VLAN Tag 100 + C-VLAN Tag 20
‘QULAN TAG30
CustomerAVLAN
Headquarter

C-VLANTAG 20
Customer AVLAN
e T

SP-VLAN Tag 100 + C-VLAN Tag 20
Backbone

= o or
SP-VLAN Tag 100 + C-VLAN Tag 30 Core Switch SP-VLAN Tag 100 + C-VLAN Tag 30

C-VLANTAG 30

Customer AVLAN
BRANCH 2

MAN Edge Switch

Q-in-Q Example



1. Use 3nterface "~ command to configure a group of ports

settings.

$802.1g/Port-basedVLAN

VLAN & Interface command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQW

Parameter
>SRUWE

Description

(QWHU VHYHUDO GLVFR(
QXPEHUYV VHSDUDWHG E
UDQJH RI SRUWV ZLWK [

HIDPSOH RU

YODQ SRUW EDVHG >

6ZLWFK ARQB7I3257
QR YODQ GRW T YOD(

6ZLWFK RRQbL7J3257 > @ 6SHFLI\ WKH VHOHFWHG
YODQ GRW T YODQ DH 9/$1 ,' 39,
@
6ZLWFK RRQbL7J3257 > @ 6SHFLI\ WKH VHOHFWHG
YODQ GRW T YODQ W 9/%$1 ,' 9.’
@
6ZLWFK HRQB7J3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH PRGH XQWDJJHG
6ZLWFK HRQB7J3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH PRGH WDJJHG
6ZLWFK HRQB7J3257 (QDEOH QDWLYH 9/%1 IR
YODQ GRW T YODQ PH WUDIILF RQ WKH VHOHF
DQG XQWDJJHG
Note : When you assign a default
Access-VLAN to the trunk-native
port, all untagged traffic travels on
the default Access-VLAN for the
trunk-native port, and all untagged
traffic is assumed to belong to this
Access-VLAN.
6ZLWFK ARQbL7I3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH 4LQ PRGH 7DJJHG DQ
WXQQHO XQWDJJHG
6ZLWFK HRQB7J3257 >QDPH@ 6HW WKH VHOHFWHG SR

No command

SRUW EDVHG 9/%1

Note :

Need to create a port-based VLAN
group under the VLAN global
configuration mode before joining
it.

SHVHW WKH VHOHFWHG
WKH GHIDXOW VHWWLQJ

6ZLWFK HRRQB7I3257
QR YODQ GRW T YODC(

SHVHW WKH VHOHFWHG
9/$1 PRGH EDFN WR WKH
$FFHVV ORGH

QR YODQ SRUW EDVH

6ZLWFK RRQBL7I3257 > @ | 5SHPRYH WKH WSUWHEQ NL B G

QR YODQ GRW T YODC( IURP WKH VHOHFWHG SH
@

6ZLWFK HRQB7I3257 >QDPH@ 5HPRYH WKH VHOHFWHG

VSHFLILHG SRUW EDVHGCG




2. Create/Modify an 802.1g VLAN and a management VLAN rule or create a port-based

VLAN group.

VLAN dotlg command Parameter Description

6ZLWFK FRQILJ YOD| > @ (QWHU D 9/$1 ," QXPEH

> @ D QHZ T 9/$1 RUQ@H
HILVWLQJ T 9/%1

6ZLWFK FRQILIJQMDOPIHQ| >YODQBQ| 6SHFLI\ D GHVFULSWL

>YODQBQDPH®@ FUHDWHG'9/BR[LPXQ
FKDUDFWHUYV

6ZLWFK FRQILJ YOP| >SRUWBO| 7R DVVLJQ XSOLQN SR

OLQN SRUW >SRUWBZC IRUP D SRUW EDVHG 9
ZLWK DOO RWKHU GRZ
VHSDUDWHO\ VR DV W
GRZQOLQN SRUWYV IUR
HIFHSW IURP XSOLQN

6ZLWFK FRQILJ YOD (QDEOH WKH SRUW LV
,IWKH SRUW LVRODWL
S(QDEOHG”™ WKE@RERUW
FRPPXQLFDWH ZLWK H

6ZLWFK FRQILJ YOD| > @ (QWHU WKH PDQDJHPH

PDQDJHPHQW YODQ >

Eggfﬁjc\?'ﬁ%ylvuigﬁw_ >SRUWBO| 6SHFLI\ WKH PDQDJHP
QXPEHU

>DFFHVYV | 6SHFLI\ ZKHWKHU WKH
_ WUXQN | SRUW LV LQ WUXQN R

%runk “mode: 6 HW WKH VH
SRUWV WR WDJJHG
3access "'mode: 6HW WKH V
SRUWV WR XQWDJJHG
3W U X@INW Imoie: 6 HW WK
VHOHFWHG SRUWV WR
XQWDJJHG

6ZLWFK FRQILJ YOD| >QDPH@ 6SHFLI\ D GHVFULSWL

>QDPH@ SRUW EDVHG 9/%1 \RX
FUHDWH PDJ[LPXQ F

6ZLWFK FRQILJ YOD| > [:;<=@ &RQILIJXUH RXWHU 9/9%

HWKHUW\SH > [:;<=@

6ZLWFK FRQILJQPO QO

SDQJH a))))

No command

SHPRYH WKH GHVFUL
WKH VSHFLILHG 9/8%1 ,

WXQQHO HWKHUW\SH

6ZLWFK FRQILJ QR ¥Y>QDPH@ '"HOHWH WKH VSHFLILH
EDVHG >QDPH@ 9/%1
6ZLWFK FRQILJ QR Y 5HVHW RXWHU 9/%$1 V

WR WKH GHIDXOW VHYV

XSOLQN SRUW >SRUW

6ZLWFK FRQILJ QR Y > @ 5HPRYH WKH VSHFLILH
YODQ > @ IURP WKH 7UXQN 9/$1
6ZLWFK FRQILJ QR ) 5HPRYH WKH VSHFLILH

IRU SRUW 9/%$1 LVROD




6ZLWFK FRQILJ

Show command
6ZLWFK FRQILJ

QR Y

VKR

'LVDEOH SRUW LVROD

6KRZ ,((( T WDJ 9/

WDEOH

6ZLWFK FRQILJWKRYQ

6KRZ WKH PHPEHUVKL
WKLV 9/%$1 '

LOQOWHUIDFH >SRUWBO

6ZLWFK FRQILJ VKR 6KRZ DOO SRUWVY 9/%
LOQWHUIDFH DQG 9/%$1 PRGH
6ZLWFK FRQILJ VKR|>SRUWBO| 6KRZ WKH VHOHFWHG

DVVLIJQPHQW DQG 9/$

LVRODWLRQ

Exit command
6ZLWFK FRQILIHMOWAQ

Port- based VLAN Example
6ZLWFK FRQILJ

YODQ SRUW EL

6ZLWFK FRQILJ VKR 6KRZ SRUW EDVHG 9/
ENVHG
6ZLWFK FRQILJ VKR 6KRZ WKH VWDWXYV RI

&UHDWH D SRUW EDVH

DQG WKH XS OLQN SR
IRU SRUW 9/$1 LVROD

SHWXUQ WR *OREDO F
PRGH

30.7B2IILFH’

6ZLWFK FRQILJ
PDQDJHPHQW SRUW

YODQ PDQDJHF

PRGH DF

6HW 9/$1 WR PDQDJH
XQWDJJHG DQG SRU\
PDQDJHPHQW SRUWYV

3. Setup VLAN ID translation (or VLAN mapping).

Parameter

Description

VLAN Mapping command

6ZLWFK FRQILJ YOD (QDEOH 9/%$1 7UDQVOD
JOREDOO\
6ZLWFK FRQILJ YOD| >QDPH@ 6SHFLI\ D GHVFULSWHL
QDPH >QDPH@ LQWHU 9/$1 PDSSLQJ UXOH 8
>SRUWBQXPEHU® RU DOSKDQXPHULF FKDUI
@ PDSSH% YL® DFFHSWHG
SULRULW\ > @ >SRUWBQ| 6SHFLI\ RQH SVMWBXIQWUS
XVHG IRU WKH 9/%$1 '
Note : For more details on turnk
port settings, see Section 2.6.31
> @ 6SHFLI\ WKH RULJLQD

HOWHULQJ WKH VZLWI
FXVWRPHU QHWZRUN
WUDQVODWLRQ 9DOLG

Note: Different original VIDs
belonging to the specific port
cannot be translated into the
same Mapped VID.




6SHFLI\ WKH SIUBHIHUW
WKH DVVLIJQHG RULJL
WUDQVODWHG 9DOLG

Note: Different Mapped VIDs
cannot be assigned to the trunk
port with the same original VID.

No command

6SHFLI\ WKH SUHIHUU
YDOXH WR UHSODFH W
OHYHO LQ WKH WDJJH
UDQJH a

Show command

QDPH >QDPH@

6ZLWFK FRQILJ QR Y 'LWEOH 9/$1 7UDQVOD
JOREDOO\
6ZLWFK FRQILJ QR Y>QDPH@ |5HPRYH WKH VSHFLILE

UXOH E\ QDPH IURP W
PDSSLQJ UXOH WDEOH

6ZLWFK FRQILJ VKR 6KRZ WKH FXUUHQW 9
PDSSLQJ 7UDQVODWLRQ FRQIL
)RU T 9/$1 FRQILIXUDWLRQ YLD &/, ZH ZLO O DEPSRORAWWVW R VKD ¥

XVHUV UHDOL]H WKH FRPPDQGYV ZH PHQWLRQHG DERYH

Example 1,

'H ZLOO FRQILIXBH3,26DQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZL

TDEOHOMWHG

Name Ports Mode PVID VID
6DOHY\ 7UXQN 'HIDXOW

5' 7TUXQN QD

643 $FFHVV 13

7TDEOH




1. Create 802.1q VLAN IDs.

.36 6(3%FRQILJ LQWHUIDE (QWHU SRUW WR SRUW

.36 6( 3%FRQLLJ YODQ GR|6HW SRUW WR SRUW (V
WUXQN YODQ 9, WR DQG

.36 6( 3%FRQLLJ YODQ GR|6HW WKH VHOHFWHG SRU
PRGH WUXQN WDJJHG

.36 6( 3%FRQLILJ H[LW ([ILW FXUUHQW SRWMV LQ|
.36 6(3% FRQILJ LQWHUID (QWHU SRUW WR TV LQV
.36 6( 3%FRQLLJ YODQ GR|6HW SRUW WR SRUW (V
DFFHVV YODQ 39, WR

.36 6( 3%FRQLLJ YODQ GR|6HW SRUW WR SRUW (V
WUXQN YODQ 9,' WR DQG

.36 6( 3%FRQLLJ YODQ GR|6HW WKH VHOHFWHG SRU

PRGH WUXQN QDWLYH

ORGH WDJJHG DQG XQWD

.36 6(3%FRQLLJ H[LW ([ILW FXUUHQW SRUWV LQ|
.36 6(3% FRQILJ LQWHUID| (QWHU SRUW WR SRUW
.36 6( 3%FRQLLJ YODQ GR|6HW SRUW WR SRUW (V
DFFHVV YODQ 39, WR

.36 6(3%FRQLLJ YODQ GR|6HW WKH VHOHFWHG SRU
PRGH DFFHVV XQWDJJHG

.36 6( 3%FRQLLJ H[LW ([ILW FXUUHQW SRUWV LOQ|

2. Modify 802.1g VLAN IDs fhames.

36 6(3%FRQILJ YODQ GR| (QWHU 9/$1

.36 6(3% FRQILJ YORQPH | 6SHFLI\ 36DOHV’ DV WKH
6DOHV

.36 6(3% FRQILJ YOBQ@W ([LW 9/$1

.36 6(3%FRQILJ YODQ GR| (QWHU 9/$1

.36 6(3%FRQILJ YOROQPH 6| 6SHFLI\ 36DOHV’ DV WKH {
.36 6(3%FRQILJ YOBIQLW ([LW 9/$1

.36 6(3%FRQILJ YODQ GR| (QWHU 9/$1

.36 6(3%FRQILJ YORQ@PH 5{ 6SHFLI\ ‘5~ DV WKH QDPH
.36 6(3%FRQILJ YOBIQLW ([LW 9/$1

.36 6(3%MRQILJ YODQ GRV (QWHU 9/$1

.36 6(3%FRQILJ YOROQ@PH 5| 6SHFLI\ '5'° DV WKH QDPH
36 6(3%FRQILJ YOBIQLW ([LW 9/$1

36 6(3%FRQILJ YODQ GR| (QWHU 9/$1

36 6(3%FRQILJ YOROQ@PH 5| 6SHFLI\ '5'° DV WKH QDPH
.36 6(3%FRQILJ YOBIQLW ([LW 9/$1

.36 6(3%FRQILJ YODQ GR| (QWHU 9/$1

.36 6(3%FRQILJ YOROPH 6{ 6SHFLI\ 64% DV WKH QDF
.36 6(3%FRQILJ YOBIQLW ([LW 9/$1




Example 2,

'H ZLOO FRQILIJXUH WZR6VBWODRIDJIHBG ,QGXVWULDO 3R( (WKHUQ
,36 6(3%DQG , 36 6(3% YLD &/, bV WKH7DEOH OLVWHG

Port Access-VLAN Trunk-VLAN
No. Mode (PVID) (VID) EtherType

'‘RW T WX

7UXQN
'RW T WX
"RW T WX

7fDEOH

%HORZ LV WKH FRPSOHWH &/, FRPPDQ&\3® SOVIRHIGVWRH WRB VDI
FRPPDQMGR/ ,36 6(3%

Command Purpose
STEP1 configure Entder the global configuration
mode.
Example:

.36 6(3% FRQILJ
.36 6( 3%FRQILJ

STEP2 vlan dotlg- tunnel ethertype OxWXxyz In this example, it configures the
dotlg-tunnel ethertype value as
3 .

Example:
,36 6(3%FRQILJ YODQ GRW T WXQ
2.
STEP3 interface port /st Specify Port 1 that you would
- like to configure it as dotlg-
tunnel port.
Example:

,36 6(3%FRQILI LQWHUIDFH
,36 6(3% FRQULJ

STEP4 vian dot1qg- vian access- vlan vian_id In this example, it configures
_ Access-VLAN ID 3 “to Port 1.

Example:
,36 6(3%FRQLLI YODQ GRW T YODGC(

2.
STEP> vlan dotlqg- vian mode dot1g-tunnel/ Configure 3 R UWVLAN mode
as %dotlg-tunnel " mode.
Example:
IPS-3106-SE-PB FRQULJ YODQTGRWQ PRGH
WXQQHO
2.
STEP6 exit Return to the global
configuration mode.
Example:

.36 6(3% FRQULJ H[LW
.36 6(3% FRQILJ

STEP7 interface port list Specify Port 2 that you would
like to configure it as Trunk port.

Example:
,36 6(3%FRQILJ LQWHUIDFH
,36 6( 3%FRQLLJ




STEP8 vian dotlg- vlan trunk- vian vian_id In this example, it configures
- Trunk-VLAN ID 3 “to Port 2.
Example:
,36 6(3%FRQLLJ YODQ GRW T YODQ(Q
2.
STEP9 v lan doth- vlan mode #unk Configure Port 2 1 VLAN mode
as 3Trunk ~mode.
Example:
,36 6(3%FRQLLJ YODQ GRW T YODGC(
2.
STEP10 no vian dotlqg- vian trunk- vian vian_id Remove the Trunk-VLAN ID 3 °~
- from Port 2.
Example:
,36 6( 3%FRQLULJ QRYODQ GRW T YOI
2.
STEP10 exit Return to the global
configuration mode.
Example:
,36 6(3% FRQULJ H[LW
,36 6(3% FRQILJ
STEP11 interface port_list Specify Port 3 that you would
- like to configure it as Dot1g-
Tunnel port.
Example:
,36 6( 3%FRQILJ LQWHUIDFH
,36 6(3% FROILLJ
STEP12 vlan dotlg- vilan access- vlan vian_id In this example, it configures
- Access-VLAN ID 32 " to Port 3.
Example:
,36 6(3%FRQLLI YODQ GRW TVYOODI
2.
STEP13 vian dotlq- vlan mode dotig-tunnel/ Configure Port 3 VLAN mode
as 3dotlg-tunnel ~mode.
Example:
IPS-3106-SE-PB FRQLLJ YODQ GRW T YOD(
WXQQHO
2.
STEP14 exit Return to the global
configuration mode.
Example:
,36 6(3% FRQULJ H[LW
,36 6(3% FRQILJ
STEP15 interface port /st Specify Port 4 that you would
- like to configure it as dotlqg-
tunnel port.
Example:
,36 6(3%FRQILJ LQWHUIDFH
,36 6( 3%FRQLLJ
STEP16 vian dotlg- vlan access- vian vian_id In this example, it configures

Example:

.36 6(3%FRQLLJ YODQ GRW T YODQ

2.

Access-VLAN ID 32 ’to Port 4.



STEP17 vlan dotlg- vlan mode dotig-tunnel Configure Port 4 § VLAN mode
as 3dotlg-tunnel “mode.
Example:
IPS-3106-SE-PB FRQLLJ YODQ GRW T YOD((
WXQQHO
2.
STEP18 exit Return to the global
configuration mode.
Example:
, 36 6(3% FRQULJ H[LW
,36 6(3% FRQILJ
STEP19 exit Return to the Privileged mode.
Example:
, 36 6( 3%FRQILJ H[LW
,36 6 (3%
STEP20 write Save the running configuration
into the startup configuration.
Example:

.36 6(3% ZULWH

6DYH &RQILJ 6 XFFHHGHG



$IWHU FRPSOHWLQJ WKH 9/$1 VHWWIAA/IAM WRAR MRKDQ, 38A X H
FRPPDQGY OLVWHG EHORZ IRU FKHFENLQJ \RXU FRQILIJXUDWLRQ

Example 1,

IPS-3106-SE-PB(config)# show vlan interface

L ((( T 7DJ 9/$1 ,QWHUIDFH

'RW T 7XQQHO (WKHU7\SH [
SRUW $FFHVV YODQ 8VHU 3ULRULWODQ3RUW 9/$1 ORGH 7UX

GRW T WXQQHO
WUXQN
GRW T WXQQHO
GRW T WXQQHO
DFFHVV
DFFHVV

.36 6( 3% FRQILJ

Example 2,

IPS-3106-SE-PB(config)# show vian

L ((( T 9/$1 7DEOH

&38 9/%1 '
ODQDJHPHQW 3ULRULW\

8 XQWDJJHG SRUW 7 WDJJHG SRUW ' GRW T WXQQHO SR
9/$1 1DPH 9/%1 &38

'HIDXOWB9/%$1 88 9

$FFHVV '

.36 6( 3% FRQILJ




2.6.32 Interface Comma nd

8VH SLQWHUIDFH” FRPPDQG WR VHW XS FRQILIJIXUDWURQVYHRRIVH"
SRUWYV

1. Entering interface numbers.

Command Parameter  Description

6ZLWFK FRQILJ LQV >SRUWB (QWHU VHYHUDO SRUW QX

>SRUWBOLVW@ FRPPDV RU D UDQJH RI SR
YRU H[DPSOH RU

Note : You need to enter interface numbers first before issuing below 2-18 commands.

2. Enable port auto-negotiation.

Command ‘ Parameter  Description

6ZLWFKLERQB7 3257 6HW WKH VHOHFWHG LQWH

DXWR QHIJRWLDWLR( QHIJRWLDWLRQ :KHQ DXW
HQDEOHG VSHHG FRQILJX
LIQRUHG

No command

6ZLWFK HRRQB7I3257 5HVHW DXWR QHJRWLDWLEF

QR DXWR QHJRWLDW GHIDXOW O0DQXDO

3. Set up link aggregation or port-trunking.

Command Parameter Description
6ZLWFK RRQBb7I3257 6HW WKH VHOHFWHG LQWH
FKDQQHO JURXS ODH DJJUHIJDWHG YLD /$&3

Note : At lease 2 ports but not more
than 4 ports can be aggregated.

6ZLWFK ARQB7I3257 | > @ 6SHFLI\ D NH\ WR WKH VH(C
FKDQQHO JURXS O®@F DXWR

6ZLWFK ARQB7I3257 6SHFLI\ WKH VHOHFWHG L
QFEKDQQHO JURXS O /$&3 UROH

6ZLWFK ARQ@B7J3257 | >SDFWLYH 6SHFLI\ WKH VHOHFWHG L ¢
FKDQQHO JURXS ODF /$&3 UROH

6ZLWFK ARQB7J3257 | >JURXSB| 6SHFLI\ WKH VHOHFWHG L«
FKDQQHO JURXS WU; WUXQNLQJ JURXS

>JURXSBQDPH@
Notel : At lease 2 ports but not more

than 4 ports can be aggregated.

Note2 : Ports cannot be in LACP and
port-trunking mode at the same time.

Note3 : A port-trunking group need to
created before assigning ports to it.
(See Section 2.6.6 Schannel-group )




No command

6ZLWFK ARQB7I3257
QR FKDQQHO JURXS

'LVDEOH /$&3 RQ WKH VHO

6ZLWFK ARQB7I3257
QEKDBQURXS WUXQI

SHPRYH WKH VHOHFWHG S
DJJUHIJDWLRQ JURXS

4. Set up port description.

Command

6ZLWFK HRQB7I3257
GHVFULSWLRQ >GHYV

|

No command
6ZLWFK HRQB7IJ3257

QR GHVFULSWLRQ

Parameter

>GHVFU

(QWHU WKH GHVFULSWLRQ

Description

SRUW V 8S WR FKDUDF

DFFHSWHG

&OHDU WKH SRUW GHVFUL
SRUWYV

5. Set up port duplex mode.

|

Command

6ZLWFK ARQB7I3257
GXSOH[ >IX00@

No command

6ZLWFK ARQB7I3257
QR GXSOH]

Parameter

>IXO00@| &RQILIXUH WKHDSRIUW G X 9

Description

&RQILIXUH WKHDBYRIUW G X §

Notel : Only 1-4 copper ports can be
configured as half duplex.

Note2 : Auto-negotiation needs to be
disabled before configuring duplex
mode.

6. Enable flow control operation.

Command

6ZLWFK RRQ@BL7I3257
IORZFRQWURO

No command

6ZLWFK HRQB7I3257
QR IORZFRQWURO

‘ Parameter

Description

(ODEOH IORZ FRQWURO R(
SRUW V

'LVDEOH
SRUW V

IORZ FRQWURO R




7. Setup DHCP snooping/relay sub-commands

Command Parameter

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ F

(QDEOH WKH VHOHFWHG L

Description

2SWLRQ '+&3Y 2SWLR(
DJHQW JOREDOO\

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F

(ODEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
&LUFXLW ,G

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F
IRUPDWWHG

(QDEOH )RUPDWWHG 2SWL
2SWLRQ &LUFXLW ,G IRU
LQWHUIDFHYV

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ F
>SFLUFXLWBLG@

>FLUFXI

6SHFLI\ WKH 9/$1 DQG SRU
D 9/$1 ,' LQ WKH UDQJH RI
%HVLGHV \RX FDQ FRQILJ
WR EH D VWULQJ RI XS WR

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ \

(QDEOH WKH VHOHPBWH &3L
2SWLRQ '+&3Y 2SWLRQ(Q

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ \

6ZLWFK HRQBL7I3257
QR LS GKFS VQRRSL{

No command

(QDEOH WKH VHOHFWHG L
'+&3 '+&3Y VHUYHU WUXYV

Note : A port / ports cannot be
configured as option 82 trust and
server trust at the same time.

'LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
DIJHQW

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL{

5HVHW WKH VHOHFWHG LQ
'+&3 2SWLRQ '+&3Y 2S
WUXVW SRUWYV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL{

SHVHW WKH VHOHFWHG LQ
'+&3 '+&3Y VHUYHU WUXYV

6ZLWFK HMBQBL73 257

'LVDEOH WKH VHOHFWHG |

QR LS GKFS VQRRSL{

2SWLRQ '+&3Y 2SWLRQ
QR LS GKFS VQRRSL S LUEBLW
6ZLWFK ARQB7)3257 &OHDU '+&3 2SWLRQ "

&LUFXLW ,G

6ZLWFK ARQB7I3257
QRS GKFS VQRRSLQ\

IRUPDWWHG

'LWEOH )RUPDWWHG 2SWL
2SWLRQ &LUFXLW ,G IRU
LOQWHUIDFHYV




8. Set up IGMP snooping/MLD sub-commands

Command Parameter

6ZLWFK RRQBbL7J
3257 LS LIPS ILQ

(QDEOH ,*03 ILOWHU IRU Wi

Description

6ZLWFK RRQBL7J
3257 LS LJPS ILO
>SURILOHBQDPH®@

>SURILOHB

$VVLIQ WKH VHOHFWHG SR
SURILOH

Note : Need to create an IGMP filter
profile first under the igmp global
configuration mode before assigning it.

6ZLWFK HRRQBL7] > @ 6SHFLI\ WKH PD[LPXP JURX
3257 LS LIPS PD| PXOWLFDVW VWUHDPV WR
JURXSV @
6ZLWFK HRQB7) L|>()* + _ &UHDWH VSHFLI\ D VWDDQWBLH
LJPS VWDWLF PXd () *+ , - . /)VSHFLILHG 9/$1 HQWU\ WR
>()*+ _ () *+, -
YODQ > @ Note: Only one port could be assigned
at a time.
> @ 6SHFDB/S$1 ,°

6ZLWFK HRRQBbL7]
3257 QR LS LJPS

'LVDEOH ,*03 ILOWHU IRU V

LQWHUIDFHYV

6ZLWFK ARBQBL7J
3257 QR LS LJPS
SURILOH >SURILO

>SURILOHB

SHPRYH WKH VSHFLILHG SU
VHOHFWHG SRUWYV

6ZLWFK HRRQBbL7]
3257 QR LS LJPS
JURXSV

SHVHW WKH PD[LPXP QXPE
VWUHDPV EDFN WR WKH G}
FKDQQHOV

6ZLWFK ARQBZI Q
LS LJPS VWDWLF |
>()*+ _ () +, -
YODQ > @

>() 7+

()*+!"

SHPRYH WKLV VWDWLF PXC(C

Note: Only one port could be set at a
time.

5HMRWYM WKH VSHFLILHG 9/%$1




9. Set up IP source guard

Command Parameter Description

VRXUFHJXDUG VWD
> % & ' _ % N & ' (
YODQ > @

6ZLWFK ARQBL7] >GKFS _ IL] 6SHFLI\ WKH DXWKRUL]JHG
3257 LS VRXUFHJ) HLWKHU '+&3 ,BURIL[WEH VH
_IL[HG LS @ SRUWYV
dhcp: '+&3 VHUYHU DVVLJIQV
fixed IP: 2QO\ 6WDWLF ,3 &U
WDEOH ILUVW
6ZLWFK ARQBZ] LS >$ % & ' $GG D VWDWLF ,3 ,3Y DGC

$ % & "' () *

DGGUHVYV WDEOH

Note: Only one port could be assigned
at a time.

6ZLWFK HRRQBL7J
3257 QR LS VRXUI

No command

6SHFLI\ 9/%$1 '

Note : Static IP can only be configured
When IP sourceguard is set to fixed-ip.

' 5HVHW ,3 VRXUFHJXD W®/K|
GHIDXOW XQOLPLWHG

unlimited: 1RQ /LPLWHG $OOHF
VWDWLF' +& DDQEVHGB 7KL
WKH GHIDXOW VHWWLQJ

10.Enable loop-detection per port.

Command

6ZLWFK HRQB7I3257
ORRS GHWHFWLRQ

6ZLWFK RRQ@BL7I3257
ORRS GHWHFWLRQ

Parameter ‘ Descripti on

No command

(QDEOH /RRS "HWHFWLRQ
VHOHFWHG SRUW V

'LVDEOH /RRS "HWHFWLRQ
VHOHFWHG SRUW V

11.Configure MAC table learning and static MAC table.

Command ‘ Parameter Description ‘
6ZLWFK ARQB7I PD| >[[ [[ [[T[[[| 6SHFLI\ D 03& DGGUHVV W
DGGUHVYVY WDEOH V| HQWU\
>0 [T 00 [0 Il [f@ YOI
@ Note: Only one port could be set at a
time.
> @ 6SHFLI\ WKH 9/$1 ZKHUH W

WKH '"HVWLQDWLRQ 0$& DC
IRUZDUGHG WR WKH VHOH

6ZLWFK RARBQBL7J
3257 PDF OHDUQL!

(QDEOH 0$& OHDUQLQJ IX(
VHOHEWHG SRUW V




No command ‘

6ZLWFK ARQBL7J
PDFDGGUHVV\NDB
>[[é[ [[ [[ [l [[@ YOI

R >[[ [T [T [T II

SHPRYH WKH VSHFLILHG O]
WKH 0$& DGGUHVVY WDEOH

Note: Only one port could be set at a
time.

5HPRYH WKH 9/$1 WR ZKLH
0$& EHORQJV

6ZLWFK HRRQbL7]

3257 QR PDF OHDLU

'LVDEOH 0%$& OHDUQLQJ IX
VHOHFWHG SRUW V

12.Configure QoS rate limit.

Command

Q@

Parameter ‘ Description

6ZLWFK ARQB7I3257 | >
TRV UDWH OLPLW LQ @

&RQILIX hbreS¢ KBDWH OLPLW
.ESV WR OESV 'LVDE

6ZLWFK RRQBLI3257 | >
TRV UDWH OLPLW HJ @

No command

6ZLWFK HRRQB7I3257
QR TRV UDWH OLPLW

&RQILIXEdtesd KHDWH OLPLW
.ESV WR OESV 'LVDE

'LVDEOH 4R6 LQJUHVYV UDW

6ZLWFK HRBQRB7I3257
QR TRV UDWH OLPLW

'LVDEOH 4R6 HJUHVYV UDWH

13. Shutdown interface.

Command

VKXWGRZQ

QR VKXWGRZQ

6ZLWFK RRQ@BL7I3257

‘ Parameter

No command

6ZLWFK RRQ@BL7I3257

Description
'LVDEOH WKH VHOHFWHG 1

(QDEOH WKH VHOHFWHG L




14.Configure RSTP parameters per port.

Command Parameter

6ZLWFK RRBQBL7J
3257 VSDQQLQJ W

(QDEOH VSDQQLQ(

Description

SURWRFRO RQ W
LOQWHUIDFHYV

6ZLWFK HRBQBL7] > @ 6SHFLI\ WKH SDW
3257 VSDQQLQJ W RQ WKH VHOHFW
> Q@

6ZLWFK HRBQBL7] > @ 6SHFLI\ SULRULW

3257
> @

VSDQQLQJ W

WKH VHOHFWHG

0=0, 1=16, 2=32, 3=48,
4=64, 5=80, 6=96, 7=112,
8=128, 9=144, 10=160,
11=176,12=192, 13=208,
14=224, 15=240

6ZLWFK RRBQBLJ
3257 VSDQQLQJ W

6HW WKH VHOHF\
WR HGJH SRUWYV

6ZLWFK ARBQBL7J
3257 VSDQQLQJ W
>IRUFHGBWUXH _ IR

No command

6ZLWFK RARQBL7J
3257 QR VSDQQLQ

>IRUFHGBWUXH_IR

6HW WKH VHOHF)\
WR QRQ SRLQW V
IRUFHGBIDOVH
ODQDJHG ,QGXVW
( WKHUQHW 6ZLW
SRLQW WR SRLQ\
DXWRPDWLFDOO)
GHIDXOW SK\DUR
VHW WR SRLQW V
IRUFHGBWUXH

'LVDEOH VSDQQL
SURWRFRO RQ W
LOQWHUIDFHYV

6ZLWFK RRQBLJ
3257 QR VSDQOQLQ
FRVW

SHVHW WKH FRVYV
WR WKH GHIDXOYV

6ZLWFK ARQBL7J
3257 QR/SDQQLQJ V
SULRULW\

SHVHW WKH SULR
EDFN WR WKH GH

6ZLWFK RRQBLJ
3257 QR VSDQQLQ
HGJH

SHVHW WKH VHO}
LQWHUIDFHYV EDH
HGJH SRUWYV

6ZLWFK ARQBL7J
3257 QR VSDQOQLQ

SHVHW WKH VHOF
LQWHUIDFHYV EDH
SRLQW SRUWYV I}




15. Set up port speed.

Command

6ZLWFK RARQB7I3257
VSHHG > @

No command

6ZLWFK RARBQHB7)3257
QR VSHHG

Parameter
>

Description

&RQILIKHSRWW VSHHG DV

OESV RU O0ESV

Notel: Speed can only be configured
when auto-negotiation is disabled.

Note2: Fiber ports cannot be
configured as 10Mbps.

Note3: Copper ports cannot be
configured as 10 00Mbps.

SHVHW WKH SRUW VSHHG
GHIDXOW

16.Set up VLAN parameters per port.

Command

Parameter

Description

~N|
-~

YODQ SRUW EDVHG

6ZLWFK HRRQB7I3257 | > @ 6SHFLI\ WKH VHOHFWHG S
YODQ GRW T YODQ D ' 39,
@
6ZLWFK HBRQRBI3257 | > @ 6SHFLI\ WKH VHOHFWHG S
YODQ GRW T YODQ W ' 39,
@
6ZLWFK RRQB7I3257 6HW WKH VHOHFWHG SRUYV
YODQ GRW T YODQ P XQWDJJIHG
6ZLWFK HRQbBL7I3257 6HW WKH VHOHFWHG SRUYV
YODQ GRW T YODQ P WDJJHG
6ZLWFK ARQB7I3257 (QDEOH QDWLYH 9/%$1 IRU
YODQ GRW T YODQ P RQ WKH VHOHFWHG SRUW
QDWLYH XQWDJJIHG
Note : When you assign a default
Access-VLAN to the trunk-native port,
all untagged traffic travels on the
default Access-VLAN for the trunk-
native port, and all untagged traffic is
assumed to belong to this Access-
VLAN.
6ZLWFK RMRQB7J3257 | > QDPH@ 6HW WKH VHOHFWHG SRUYV

EDVHG 9/%1

Note :

Need to create a port-based VLAN
group under the VLAN global
configuration mode before joining it.




No command

6ZLWFK ARQB7I3257
QR YODQ GRW T YOD

SHVHW WKH VHOHFWHG SR
WKH GHIDXOW VHWWLQJ

QR YODQ GRW T YGD
Q@

6ZLWFK ARQB7I3257 | > @

5HPRYH WKH WSHEQNLBI/G 1
WKH VHOHFWHG SRUWYV

6ZLWFK ARQB7I3257
QR YODQ GRWGHYOD

SHVHW WKH VHOHFWHG SRK
PRGH EDFN WR WKH GHIDX
ORGH

6ZLWFK ARQB7I3257
QR YODQ SRUW EDVH

>QDPH@ 5HPRYH WKH VHOHFWHG S

VSHFLILHG SRUW EDVHG 9

17.Set up MAC Limit.

Parameter

6ZLWFK HRRQBL7]
3257 VHFXULW\ PD

Description

SRUW V

6ZLWFK HARQBL7J > @
3257 VHFXULW\ PD
PD[LPXP > @

No Command

6ZLWFK HRRQBL7J
3257 QR VHFXULW\

'LVDEOH 0$& /LPLW IXQFWL

BSHFLI\ WKH QXPEHU RI 0%
FDQ EH OHDUQHG 3  LQGL
OLPLW RQ VSHFLILHG SRU\
QXPEHU WKDW FDQ EH FROQ

SRUW V

6ZLWFK ARQBL7J
3257 QR VHFXULW\
PD[LPXP

5HVHW WKH 0%$& /LPLW EDF
873" LQGLFDWHYVY WKHUH L
VSHFLILHG SRUWYV




2.6.33 Show Interface Statistics Command

7KH FRPPRQRPVGKRZ LQWHUIDFELVEOMLWYWLFRUW WUDIILF VWDW ]I
VWDWLVWLFVY DQG SRUW DQDO\VLV KLVWRU\HRFW0QREHD X\&R® H.LIWX
PRGH 7KLV FRPPDQG LV XVHIXO IRU QHWZRUN D@\PH QN K M WHHW K
FRQGLWLRQV RI HDFK SRUW WUDIILF

Command

Description

Parameters

6ZLWFK FRQILJ VKR/Z 6KRZ WKH RYHUDOO L
FRQILIXUDWLRQV
6ZLWFK FRQILJ VKRZ >SRUWB(JQ 6KRZ LQWHUIDFH FRQ
>SRUWBOLVW@ VHOHFWHG SRUWYV
6ZLWFK FRQILJ VKR/Z 'LVSOD\ SDFENHWYV DQL

VWDWLVWLFVY DQDO\V

IRU HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

>SRUWB(

'LVSOD\ SDFNHWYV DQE
VHOHFWHG SRUWYV

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

'LVSOD\ SDFENHWYV DQL
HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

>SRUWB(

'LVSOD\ SDFNHWYV DQ[
WKH VHOHFWHG SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV FOHDU

&OHDU DOO VWDWLVW,

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV FOHDU 3

>SRUWBC

&OHDU VWDWLVWLFV
VHOHFWHG SRUWYV

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

'LVSOD\ HUURU SDFNH
HYHQWYV IRU HDFK S

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

>SRUWBC

'LVSOD\ HUURU SDFNH
HYHQWV IRU WKH VH

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

'LVSOD\ HUURU SDFNH
UDWHV IRU HDFK SR

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

>SRUWBC

'LVSOD\ HUURU SDFNH
UDWHV IRU WKH VHO

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

'LVSOD\ WUDIILF VWD
HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

>SRUWB(

'LVSOD\ WUDIILF VWD
WKH VHOHFWHG SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

'LVSOD\ WUDIILF VWD
HDFK SRUW

6ZLWFK FRQILJ VKR/Z

VWDWLVWLFV WUDIILH

>SRUWB(

'LVSOD\ WUDIILF VWD
WKH VHOHFWHG SRUW




2.6.34 Show sfp Command

KHQ \RX VOLGH LQ 6)3 WUDQVFHLYHU GHWDLOHGYLGIRAHGFPEWLR
LVVXLQJ WKLV FRPPDQG

Command Description

'LVSOD\ 6)3 LQIRUPDWIR
VSHHG RI WUDQVPLVVLR
WUDQVPLVVLRQ YHOGHRU
YHQGRU 61

6KRZ WKH VOLGH LQ 6)3
6ZLWFK FRQILJ VKRZ VIS VW WHPSHUDMWAKXUDHY SRZHU 1
5: SRZHU DQG YROWDJH

6ZLWFK FRQILJ VKRZ VIS LQ

2.6.35 Show running-config & start- up-config & default-config
Command

Command ‘ Parameters Description

6ZLWFK FRQILJ VKRZ 6KRZ WKH GLIIHUHQF
UXQQLQJ FRQILIJXUDV
GHIDXOW FRQILJXUDYV
6ZLWFK FRQILJ VKRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG
LQFOXGH >VWULQJ@ WKH PDWFKHG LQIRU
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ BKRZ WKH IXO0 UXQQ
X0 0 FRQILIXUDWLRQ FXU/I
ODQJHG 6ZLWFK 30H
\RX PXVW VDYH WKH
FRQILIXUDWLRQ LQW
IODVK EHIRUH UHERR
UHVWDUWLQJ WKH GH
6ZLWFK FRQILJ VKRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG
IXOO0 LQFOXGH >VWULC( WKH PDWFKHG LQIRU
IXOO0 UXQQLQJ FRQIL
6ZLWFK FRQILJ VKRZ|>SRUWBO| 6KRZ WKH UXQQLQJ F

LQWHUIDFH >SRUWBOL FXUUHQWO\ XVHG LQ

6ZLWRK)S WKH WKH VS
6ZLWFK FRQILJ VKRZ 6SHFLI\ WKH NH\ZRUG
LOQWHUIDFH >SRUWBOL WKH PDWFKHG LQIRU

UXQQLQJ FRQILJXUDYV
VSHFLILF SRUW V




6ZLWFK FRQILJ XXRZ 6KRZ WKH GLIIHUHQF
FRQILJ VWDUW XS FRQILJIXUL
GHIDXOW FRXQILIJXUDYV
6ZLWFK FRQILJ XXRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG
FRQILJ LQFOXGH >VWU WKH PDWFKHG LQIRWK
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILJXQUDWLR
6ZLWFK FRQILJ XXRZ "LVSOD\ WKH V\VWHP
FRQILJ IX0O VWRUHG LQ I0DVK
6ZLWFK FRQILJ XSXRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG
FRQILJ IXO0O LQFOXGH WKH PDWFKHG LQIRU
IXO0 VWDUW XS FRQI
6ZLWFK FRQILJ VKRZ "LVSOD\ WKH V\VWHP
FRQILIXUDWLRQ
6ZLWFK FRQILJ VKRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG

LQFOXGH >VWULQJ@

WKH PDWFKHG LQIRWK
VI\VWHP IDFWRU\ GHII
FRQILIXUDWLRQ




3. SNMP NETWORK MANAGEMENT

7KH 6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO &IRG WKDMWQIDB
WKH H[FKDQJH RI PDQDJHPHQW LQIRUPDWLRQ STHWZ HRH QW® H W7
SURWRFRO VXLWH 6103 HQDEOHV QHWZRUN DGPLQDRWVWUDVQRSU I
VROYH QHWZRUN SUREOHPV DQG SODQ IRU QHWZRUN JURZWK

6103 FRQWIVRMOORZLQJ NH\ FRPSRQHQWYV

Managed device LV D QHWZRUN QRGH WKDW FRQWDLQV 6103 DGHQV
VWRUH PDQDJHPHQW LQIRUPDWLRQ DQG PDNHOG KML QI IRIDB
ODQDJHG GHYLFH FDQ EH VZLWFKHV +XE HWF

MIB ODQDJHPHQW ,QIRUPDWLRQ %DVH GHILQHWWKH FRPWSRH W!I
GHYLFH 7KHVH 0,% HQWULHV FDQDEBAUHMWWK HRUUH[D® ROQK \ WRKHU(
LV UHDG RQO\ YDULDEOHYV 7KH 3RUW 6WDWH DQDEPEGHRDQGVD |
DGPLQLVWUDWRU FDQ QRW RQO\ UHDG EXW DOVR VHW LWV YDO

SNMP Agent LV D PDQDJHPHQW PRGXOH UHVLGHV LQ WKH PDHQDJ
6103 ODQDJHU UHTXHVW

SNMP Manager/NMS H[HFXWHV DSSOLFDWLRQV WKDW PRQLWRU DQG
SURYLGH WKH EXON RI WKH SURFHVVLQJ DQG PHPRU\QHWZRXI
PDQDJHPHQW 61083LODRIDMHQ FRPSRVHG E\ GHVNWRS FRPSXWHL
SURJUDP VXFK OLNH +3 2SHQ9LHZ

7TRWDOO\ W\SHV RI RSHUDWLRQV DUH XVHGHBHWRHHKD @183 W
LQIRUPDWLRQ 7KHVH RSHUDWLRQV DOO XVH WKH 8'3 ,3 SURW

GET: 7KLV FRPPDQG LV XVHG E\ DQ 6103 ODQDJHYLWHYV PR & HWRLU
ODQDJHU H[DPLQHV GLIIHUHQW YDULDEOHV WKDW DUH PDLQWDI

GET Next: 7KLV FRPPDQG SURYLGHV WUDYHUVDO RSHUDWLRRQ WR)
VHTXHQWLDOO\ JIDWKHU LQIRUPDWLRQ LQ YDULDEOH WDEOHV \

SET: 7KLV FRPPDQG LV XVHG E\ DQ 6103 ODQDJHYLRAHRYV FR QMW ULR
FKDQJHV WKH YDOXHV RI YDULDEOHYVY VWRUHG ZLWKLQ PDQDJHC

Trap: 7UDS LV XVHG E\ WKH PDQDJHG GHYLFH WR UHSRIUWWW DWRC
6103 ODQDJHU :KHQ FHUWDLQ W\SHV RI HYHQWV HRFG XU W PD @
WKH 6103 ODQDJHU

7KH V\VWHP EXLOW LQ PDQDJHPHQW PRGXOH D\ VR/NNS SFRUWWW
WKH 0,% ILOH EHIRUH XVLQJ WKH 6103 EDVAG7T®@RHWZRUNOCAHD QD R
RU GLVNHWWH WKDW DFFRPSDQLHV WKH V\VWHP 7K®3IEOMHGC
FRPSLOHU FDQ UHDG

S3OHDVH UHIHU WR WKH DSSURSULDWH GRFXPHQW RWHRW MV RWb PV
0,%



4. WEB MANAGEMENT

<RX FDQ PDQDJH WKH ODQDJHG ,QGXVWURDKE3R R BNKHHW Q+RZ 1Y
PXVW ILUVW DVVLJQ D XQLTXH ,3 DGGUHVV WB QWK\H 60D QIFKH B H, IC
VR 7KURXJK WKH FRQQHFWLRQ RI DQ\ 6)3 SRS RUMW G IXWIK®J |
FDEOH \RX ZLOO EH DOORZHG WR KDY, Q@ ®XQVNELDWOV 3RI( WK K HOLDY
VHW XS WKH ,3 DGGUHVV IRU WKH ILUVW WLPHW KRWMH W K&HZ O B
UHDFKHG ZLWK WKH GHIBXOW 0.3° DGR HDW FEIKDQJH WKH ,3 DC
VZLWFK WR WKH GH YV LNétw@k RIghEgetnBritv PGB QR LW V

,QLWLDHMEHE URZ QBQ S¥py 192.168.01 WR H@WHWDQDJIJHG ,QGXVWULD
6ZLWFK VI\VWHP 2QFH \RX JDLQ WKH DEFHVV DEHS®0OR R DISKINV
GHIDXOW DGPLQLYVWHDWRUGCXNVHIW DWKHH DGPLQLVWUDWR G HIDX\D:
QR SDVVZRUG LV UHTXRI MK H WRBLORVEQHHQ SDJH

Login

» Please login
Enter Administrator Name !

Enter Administrator Password : \

Login

$IWHU \RX ORJLQ\WXAFMFUHHD ZLWK WKH ODLQ OHQX ZLOO VKR:
OHQX LQ WKH :HE ODQDJHPHQW DUH VLPLODU WR DVKFPHQ WH V F U

IPS-3106-SE-PB System Information
3 System Information
3 User Authentication

21 Network Management Company Name Connection Technology Systems
& U Switch Management System Object ID 1.3.6.1.4.1.9304.100.31064

& Switch Monitor

= (1 System Utility System Contact info@ctsystem.com

-} Save Configuration
3 Reset System
{3 Logout System Location 18F-6,N0.79,Sec.1 Xintai 5th Rd. Xizhi Dist., Taiwan

System Name IPS-3106-SE-PB

DHCP/DHCPV6 Vendor ID ([lISEea[o[eE =N x:]
Model Name IPS-3106-SE-PB
Host Name IPS-3106-SE-PB

Current Boot Image Image-1

Configured Boot Image Image-1

Image-1 Version 1.00.07

Image-2 Version 1.00.07x
M/B Version A02

Serial Number 3AY913410000003 20180412
Up Time 0 day 00:16:03 Not Available

CPU Temperature 37:5°C | View Details |

Power 1 (N7

installed




,Q WKH 0DLQ 0OHQX WKHUH DUH PDLQ IXQFWLRQV LQGOKEDW
1HWZRUN ODQDJHPHQW 6ZLWFK ODQDJHPHQW 6XYLMW RRQRQXKWE
5HVHW 6\WWHP DQG /RJRXW FRQWDLQHG :H ZLODXQFHWVISRIEGW LL)
IROORZLQJ VHFWLRQV RI WKLV FKDSWHU

System Information: 1DPH WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW
DQG FKHFN WKH FXUUHQW YHUVLRQ RI LQIRUPDWLRQ

User Authenticaton: 9LHZ WKH UHJLVWHUHG XVHU OLVW $GG D QHZ

Network Management: 6 HW XS RU YLHZ WKH ODQDJHG ,QGXIMAMBULDO 3F
DGGUHVVY DQG UHODWHG LQIRUPDWLRQ UHTXLUHG IRU QHWZR

Switch Management: 6 HW XS WKH VZLWFK SRUW FRQILJXUDWLRQ 9/%
IXQFWLRQV

Switch Monitor:  9LHZ WKH RSHUDWLRQ VWDWXV DQG WUDIILF VWDW
System Utility: 3LQJ GR WKH ILUPZDUH XSJUDGH ORDG WKH IDFWR
Save Configuraton:. 6DYH DOO FKDQJHV WR WKH V\VWHP

Reset System: 5 HVHW WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6.

Logout: /RJ RXW WKH PDQDJHPHQW LQWHUIDFH



4.1 System Information

6 H O Bystédm Information [URP MdiKMenu DQG WKHQ WKH IROORZLQJ VFUHI

System Information

Company Name Connection Technology Systems

System Object ID .1.3.6.1.4.1.9304.100.31064

System Contact info@ctsystem.com

System Name IPS-3106-SE-PB

System Location 118F-6,No.79,Sec.1 Xintai 5th Rd. Xizhi Dist. Taiwan

DHCP/DHCPv6 Vendor 1D |HISERRIVEES] =

Model Name IPS-3106-SE-PB

Host Name IPS-3106-SE-PB

Current Boot Image Image-1

Configured Boot Image Image-1

Image-1 Version 1.00.07

Image-2 Version 1.00.07x

M/B Version A2

Serial Number 3AY918410000003
Up Time 0 day 00:18:52

Date Code 20180412

CPU Temperature 385C "\'/iew 'Détaifls’}

Power 1 (A

| OK|

2o\ ll| installed

Company Name: (QWHU D FRPSDQ\ QDPH IRU WKLV ODQDJHG ,QGXVWU
System ObjectID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2.’

System Contact: (QWHU WKH FRQWDFW LQIRUPDWLRQ IRU WKLV 0DQD
System Name: (QWHU D GHVFULSWLYH V\VWHP QDPH IRU WKIL6VZ I10W BIO .

System Location: (QWHU D EULHI ORFDWLRQ GHVFULSWLRQ IRU WKLYV
6ZLWFK

DHCP/DHCPV6 Vendor ID: (QWHU WKH 9HQGRU &ODVV ,GHQWLILHU XVHG
IXQFWLRQ

Model Name: 'LVSOD\ WKH\WBBEXFQD P H

Host Name: (QWHU WKHMMWBR®XE@WPH



Current BootImage: 7KH LPDJH WKDW LV )XFKHGHQWO\ EHLQJ

Configured BootImage: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UHE
Image-1 Version: 'LVBOOWKH ILUPZDUH YHUVLRQ LPDJH XVHG LQ Wi
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG LQ
M/B Version: 'LVSOD\ WKH PDLQ ERDUG YHUVLRQ

Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV 0ODQDJHG ,QGX
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH ODQDJHG ,®XU\WWULDO
UpTime: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ

Local Time: 'LVSOD\ WKH ORFDO WLPH RI WKH V\VWHP

CPU Temperature: 'LVSOD\ WKH FXUUHQW &38 WHPSHUDWXUH RI WKLYV
LV VKRZQ LQ UHG FRORU LW VWDQGV WKDW &3 & HNUH WKHIIGD W K E
Temperature Threshold YDOXH \RX FRQILJXUH )RU PRUH GHWDLOV RQ
QRWLILFDWLRQ VHWWLQJV IRU &38 WYiénsDhetdiB WWXR Hz RU HAFRAHO V \W X
CPU Temperature Status ZHESDJH 3witch NMohitor PHQ X

Power 1/2: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV RI 3RZHU DQG 3



4.2 User Authentication

7R SUHYHQWDWRRWQPHG RSHUDWLRQV RQO\ UHJLVWHUHG XV
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLW FH WBK/HH 0 B ZIXRH & R, XX
3R( (WKHUQHW 6ZLWFK QHHG WR FUHDWH D XVHU DFFRXQW ILU"

7R YLHZ RU FKDQJH FXUUHQW Us¢dAwh@ntchtidrG XWRIR WMakitedH BYY G
WKHQ WKH IROORZLQJ VFUHHQ SDJH VKRZV XS

User Authentication

Password Encryption |JiBEE:1e]=1

Note Il
When configure Password Encryption option to disabled , all existing password will be clear.
Note to configure user password again otherwise all user password will be empty.

LOK. |

Password Encryption: 3XOO GRZQ W WhssRétdBEOiciggtion WR GLVDEOH RU HC
OHVVDJH 'LJHVW $OJRUZILWKP\ XWHIGV FU\SWRJUDSKLF KDVK IXQ

E\WH KDVK YDOXH W\SLFDOO\ H[SUHVVHG GKF WO OX®ED W
GHIDXOW VHWWLQJ LV GLVDEOHG

admin

 New || Edit | Delete | RADIUS/TACACS Configuration |

&OINeN WR DGG D QHZ XVHU DQG WKHQ WKH |IR®D RZA. QJXWHUWHE
UHJLVWHUHG

&OIEAN WR PRGLI\ D UHJIWMWWHQJIXVHU
& O IDelte WR UHPRYH WKH VHOHFWHG UHJLVWHUHG XVHU IURP W

& O IRANIUS/TACACS Configuraton |IRU DXWKHQWLFDWLRQ VHWWLQJ YLD !
GHWDLOV RQ WKHVH VHWWLQJY SOHDVH UHIHU WR 6HFWLRQ


https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

User Authentication

Current/Total/Max Users (PZalals]
Account State Disabled

Retype Password

Console Level Read Only v
OK

Current/Total/Max Users: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHIJLVWHUHG X
Tota: 7KLV VKRZV WKH DPRXQW RI WRWDO XVHUV ZKR KDYH L

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU UHJL

Account State: (QDEOH RU GLVDEOH WKLV XVHU DFFRXQW

User Name: 6SHFLI\ WKH DXWKRUL]JHG XVHU ORJL QF FIK®HJ D&FSV MRV
D F F HHS&SW

Password: (QWHU WKH GHVLUHG XVHU SDVVZRUG 8S WR DFFOSKMHE
Retype Password: (QWHU WKH SDVVZRUG DJDLQ IRU GRXEOH FKHFENLQ

Description: (QWHU D XQLTXH GHMWXVHUW ISBBOQWIRU WIKSKDQXPHBHF F
DFFHSWHG 7KLV LV PDLQO\ XVHG IRU UHIHUHQFH RQO\

Console Level:. 6 HOHFW WKH GHVLUHG SULYLOHJH OHYHO MKHWSISXC

GRZQ PHQX 7KUHH RSHUDWLRQ OHYHOV RI SDIMGOHYGIXDWH LI
( WKHUQHW 6ZLWFK

Administrator : 2Z2Q WKH IXOO DFFHVV ULJKW 7KH XVHU FDQ PDI
VI\VWHP LQIRUPDWLRQ ORDG WKIHQ®b WMRRRQ GHIDXOW VHWW]

Read & Write: 2ZQ WKH SDUWLDO B PHWNUQLREOW WR PRGLI\ XV
VI\VWHP LQIRUPDWLRQ DQG LWHPV XQGHU 6\VWHP 8WLOLW\

Read Only: $OORZ WR YLHZ RQO\

NOTE:

1. To prevent incautious operations, users cannot delete their own account, modify their
own user name and change their own account state.

2. The acquired hashed password from backup config file is not applicable for user login
on CLI/Web interface.



https://tw.dictionary.yahoo.com/dictionary?p=maintain

3. We strongly recommend not to alter off-line Auth Method setting in backup configure file.
4. If Auth-Method is enabled and do firmware downgrade, users must reset default config.

4.2.1 RADIUS/TACACS Configuration

& O IRANIUS/TACACS Configuraton LQ WKH 8VHU $XWKHQWLFDWLRQ ZHESLEL
VFUHHQ SDJH DSSHDUYV

RADIUS/TACACS Configuration

Authentication (DN Rd

RADIUS

RADIUS Secret Key default

RADIUS Port 1812 | (1025-65535)

RADIUS Retry Times 0|

RADIUS Server IP/IPv6 Address 00.0.0

2nd RADIUS Server IP/IPv6 Address | [Jfly

TACACS

TACACS Secret Key default

TACACS Port 49 | (49,1025-65535)

TACACS Retry Times O

TACACS Server |P/IPv6 Address 0.0.0.0

2nd TACACS Server IP/IPv6 Address |J{0XeNVIY

|OK|

Authentication: )URP RMtkéhtication SXOO GRZQ PHQX \RADRSRBKRRVH
TACACS RSWLRQ WR UHVSHFWLYHO\ HQDE GRHY B X $\&6H @ W LG-IDWIDLEROH
DXWKHQWLFDW IDis&bled R\EW VRI@ HEFRP WKLV PHQX



: KH ®ADIUS Authenticaton LV VHOHFWHG WKH XVHU ORJLQ ZLOO EH X!
5$',86 VHUYHU V

NOTE: For advanced RADIUS Server setup, please refer to APPENDIX A RU WKH
5$',86 UHDGPH W[W  ILOH R Q@itWHshpraslict/ F SURYLGH

RADIUS Secret Key default

RADIUS Port 1812 | (1025-65535)
RADIUS Retry Times o,

RADIUS Server IP/IPv6 Address ;0.0.0.0

2nd RADIUS Server IP/IPv6 Address ;0.0.0.0

RADIUS SecretKey: 7KH ZRUG WR HQFU\SW GDWD RI EHLQJ VHQW WR !
RADIUS Port: 7KH 5%$',86 VHUYLFH SRUW RQ 5%$',86 VHUYHU

RADIUS Retry Times: 7LPHV RI WU\LQJ WR UHFRQQHFW LI WKH 5%',68 V
RADIUS Server IP/IPv 6 Address: ,3 DGGUHVV RI WKH SULPDU\ 5%$',86 VHUYH

2nd RADIUS Server IP/IPv6 Address: ,3 DGGUHVV RI WKH VHFRQGDU\ 5%$',86

: KH QACACS Authenticaton LV VHOWKWHG/HU ORJLQ ZLOO EH XSRQ WKF
7$&%$&6 VHUYHU V

TACACS
TACACS Secret Key default

TACACS Port 49 | (49,1025-65535)
TACACS Retry Times 0]

TACACS Server |P/IPv6 Address ;0.0.0.0

2nd TACACS Server IP/IPv6 Address :0.0.0.0

TACACS SecretKey: 7KH ZRUG WR HQFU\SW GDWD RI EHLQJ VHQW WR
TACACS Port: 7KH 7$&%$&6 VHUYLFH SRUW RQ 7$&%$&6 VHUYHU

TACACS Retry Times: 7LPHV RI WU\LQJ WR UHFRQQHFW LI WKH 7%$&%$&6



TACACS Server IP/IPv6 Address: ,3 DGGUHVV RI WKH SULPDU\ 7$&%$&6 VHUY

2nd TACACS Server IP/IPv6 Address: ,3 DGGUHVV RI WKH VHFRQGDU\ 7$&%$&¢



4.3 Network Management

,Q RUGHU WR HQDEOH QHWZRUN PDQDJH P3HRW VRK MK & D &L INAF
QHWZRUN FRQILIJXUDWLRQ LV UHTXLUH\etwork Rar@adgeménK L MU RFPO IWHN
Main Menu DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

IPS-3106-SE-PB Network Configuration

- System Information ;

-3 User Authentication @ enable IPv4

e DO;-{i ” T | 00.06:19:88:88:88
-[3 System Service Configuratic| [RefInTe N1 WEY 8| Manual v Current State
-3 RS232/Telnet/Console Confi :
[y Time Server Configuration IP Address 192.168.0.1 192.168.0.1
-3 Time Range Subnet Mask 255.255.255.0 255.255.255.0
- Device Community
.3 SNMPv3 USM User Gateway 0.0.00 0.0.00
-3 Trap Destination
[ Trap Configuration enable IPv6

1. Network Configuration:. 6HW XS WKH UHTXLUHG ,3 FRQILIJXUDWLRQ RI
(WKHUQHW 6ZLWFK

2. System Servic e Configuration : (QDEOH RU GLVDEOH WKH VSHFLILHG QHYV

3. RS232/Telnet/Console Configuration: 9LHZ WKH 586HULDO SRUW VHWWLQJ
DQ&RQVROH VHUYLFHV

4. Time Server Configuraton:. 6HW XS WKH WLPH VHUYHUYV FRQILIJXUDWL|

5. Time Range: 6HW XS WKH WRPH (J@WHRZHDOV XSSO\ RYHU (WKHUQHYV
GHYLFHV

6. Device Community; 9LHZ WKH UHJLVWHUHG 6103 FRPPXQLW\ QDPH ¢
QDPH RU UHPRYH DQ H[LVWLQJ FRPPXQLW)\ QDPH

7. SNMPv3 USM User: $OORZ DGPLQLVWUDWRU WR FRQILIJXUH SDVVZR
DFFRXQWYV JHQHUDWHG LQ 8VHU $XWKHQWLFDWLRQ IRU 6103/

8. Trap Destination: 9LHZ WKH UHJLVWHUHG 6103 WUDS GHVWLQDWLR(
RU UHPRYH DQ H[LVWLQJ WUDS GHVWLQDWLRQ

9. Trap Configuration: 9LHZ WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQH
(QDEOH RU GLVDEOH D VSHFELILF WUDS

10.Syslog Configuration:. 6HW XS WKH ODO DWWHPSW /RJ VHUYHUYV FRQ



4.3.1 Network Configuration

& OLFN WK Netrd@R\AoRfiQuration |TURP Wekudrk Management
IROORZLQJ VFUHHQ SDJH DSSHDUYV

PHQX DQG WKHC

Network Configuration

v enable |IPv4

MAC Address 00:06:19:00:00:0A

Configuration Type |HNERIERS Current State

IP Address 192 168.0.1 192.168.0.1

Subnet Mask 255.255.255.0 255.255.255.0

Gateway 0.0.00 0.0.00

| enable IPv6

Auto-configuration 'Enable

Current State

IPv6 Link-local Address/Prefix length (jiitslUsdveRieliR{=o U1z

IPv6 Global Address/Prefix length :1/64

IPv6 Gateway

DHCPv6 'Enable force mode v

Rapid Commit ¢

DHCPv6 unique identifier(DUID)

Enable IPv4: &OLFN WIKER [EQHBENRGWE RV WR HQDEOH ,3Y IXQFWLRQ |

, QGXVWULDO 3R( (WKHUQHW 6ZLWEFK

MAC Address: 7KLV YLHZ RQO\ ILHOG VKRZV WKH XQLTXH/ DQ
DVVLIQHG WR WKH ODQDJHG ,QGXVWULDO 3®QJWKW K I H\IY Q6L

,QGXVWULDO 3R( (WWHE& QWG BH VW FK

Configuration Type: 7KHUH DUH WZR FRQILJXUDWLRQ W\SHV WKDW
GRZQ PHIBEP D Q Glanual : KHOHCP" LV VHOHFWHG DQG IDDOYR
DYDLODEOH RQ WKH QHWZRUN WKH 0DQDJHGO Q @MXWWRPLIDDL
WKH ,3 DGGUHVV IURP W KManual& 3L V HAHYGHE WBWG QHHG WR VSH

DGGUHVV 6XEDGI®D WHI\ZID\

IP Address: (QWHU WKH XQLTXH ,3 DGGUHVV RI WKLV 0®A)MIFHKG
<RX FDQ XVH WKH GHIDXOW ,3 DGGUHVV RVULWXHDDANILROQ RH.:
GXSOLFDWLRQ RFFXUV RU WKH DGGUHVYV GRHV QRDX®PWWPB K

VHWWLQJ LV

Subnet Mask: 6SHFLI\ WKH VXEQHW PDVN 7KH GHIDXOW VXEQ!
, QWHUQHW DGGUHVYVY FODVVHY DUH DV IROORZV



X &ODVV $
X &ODVV %
Xx &0ODVV &

Gateway: 6 SHFLI\ WKH ,3 DGGUHVV RI D JDWHZD\ RU D URXWI
GHOLYHU\ RI WKH ,3 SDFNHWV VHQW E\ (WHHH LODHWD J 6L WE
DGGUHVV LV UHTXLUHG ZKHQ WKH ODQDJHG DQ@®X\HW Q HIVZ |
PDQDJHPHQW VWDWLRQ DUH RQ GLIIHUHQW QHM™RUNM R
SDUDPHWHU LV ZKLFK PHDQV QR JDWRHZO®D HHPHMOW M@
DQGDQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK DUH RQ W/

Current State: 7KLV 9LHZ RQO\ ILHOG VKRZV FXUUHQWO\ DVVL.
PDQXDO 6XE QWDOMNED\ Rl WKH 0DQDJHG ,QGXVWULDO 3R

Enable IPv6: & OLFN WKH FKHF Ni@BI¢ PP IWRGQEREOH ,3Y IXQFWLRQ R
,QGXVWULDO 3R( (WKHUQHW 6ZLWFK

Auto-configuration : (QDEOH $XWR FRQILIJXUDWLRQ IRU WKH 0DQD
6ZLWFK WR JHW ,3Y DGGUHVV DXWRPDWLFDOO\ RU GLVDEO

IPv6 Link-local Address/Prefix length: 7KH ODQDJHG ,QGXVWULDO 3R( (W
IRUP D OLQN ORFDO DGGUHVV IURP LWV 0%& DGGUHWVYXLD/QIC
GRQH E\ SXWWLQJ WKH SUHIL[ LQWR WKNWHI/RPRVW IRIMD \
WKH ULJKWPRVW ELWV DQG LI WKHUH DUH DQ\ ELWV OHIW

IPv6 Global Address/Prefix length : 7KLV LV GRQH LQ WKH VDPH IDVKL
DGGUHVV EXW LQVWHDG RI WKH OLQN ORRPD5 SOHHI E(N WKL
DQG SXW LW WRIJHWKHU ZLWK LWV LGHQWLILHU ZKLFEKWE\ G
IPv6 Gateway: 6 SHFLI\ WKH ,3 DGGUHVV RI D JDWHZD\ RU D URXW
GHOLYHU\ RI WKH ,3 SDFNHWV VHQW E\ (WHKH WO@HW JEHA WE
DGGUHVV LV UHTXLUHG ZKHQ WKH ODQDJHG DQGXWWH LQKDW
PDQDJHPHQW VWDWLRQ DUH RQ GLIIHUHQW QHWZRUNV RU \
DHCPv6: (QDEOH RU GLVDEOH '"+&3Y IXQFWLRQ

Disable: 'LVDEOH "+&3Y

Enable automode : &RQILIJXUH "+&3Y IXQFWLRQ LQ DXWR PRG

Enable force mode: & RQILJXUH "+&3Y IXQFWLRQ LQ IRUFH PRC

Rapid Commit: & KHFN WR HQDEOH 5DSLG &RPPLW ZKLFK DOORZYV
WZR PHVVDJH H[FKDQJH WR FRQILJXUH FOLH®WWYD JUD W K-HKWD (

DHCPvV6 unique identifier (DUID): 9LHZ RQO\ ILHOG VKRZV 7KH '+&3 8
l8’l

Current State: 7KLV 9LHZ RQO\ ILHOG VKRZV ¥FXDGEQMNOMX [EAVL
FRQILIXUDWLR®@ REDMWMHZOD®RI WKH ODQDJHG ,QGXVWULDO 31



IP Source Binding:

Source Binding state \Dlsabled v |
mm State  ||IPIPvBAddress |

Disabled v| [10.0.0.0
2 'Disabledr 10000
3 Disabled ¥ | |/0.0.0.0
4 Disabled v | {/0.0.0.0
5 Disabled v| [10.0.0.0

Source Binding state: *OREDOO\ HQDEOH RU GLVDEOH ,3 VRXUFH ELQGI
State: 'LVDEOH RU HQDEOH WKH DVVLIJQHG ,3 DGGUHVV WR UFL

IP/IPv6 Address: 6 SHFLI\ WKH ,3 DGGUHVV IRU VRXUFH ELQGLQJ

NOTE: This Managed Industrial POE Ethernet Switch also supports auto-provisioning
function that enables DHCP clients to automatically download the latest Firmware and
configuration image from the server. For information about how to set up a DHCP server,
please refer to APPENDIX B.




4.3.2 System Service Configuration

& OLFN WKS$ister8 BebhviR&@Configuration
WKH IROORZLQJ VFUHHQ SDJH

IlURP Me&vbrk Management
DSSHDUV

Telnet Service
SSH Service
SNMP Service

Web Service

| OK|

System Service Configuration

Console Service

Enabled ~

Disabled v

Enabled v

Enabled ~

'Enabled v |

Telnet Service:

SSH Service:

SNMP Service:

PHQX®QG WKH

7R HQDEOH RU GLVDEH MPKHH WH OB F H
7R HQDEOH RU GLVDEOH WKH 66+ ODQDJHPHQW VHUYL!

7R HQDEOH RU GLVDEOH WKH 6103 ODQDJHPHQW VHU"®

Web Service: 7R HQDEOH RU GLVDEOH WKH :HE ODQDJHPHQW VHUYLF

Console Service:

4.3.3 RS232/Telnet/Console Configuration

&OLFN WKRSEBIWhdYQonsole Configuration

DQG WKHQ WKH

R$S232/Telnet/Console Configuration

Baud Rate

9600bps

Stop Bits 1

Parity Check None

Word Length 8

Flow Control None

Telnet Port 123

System Time Out 300

| (1-1440) Seconds v

Web Time Out 120

| (1-1440) Minutes

Console Login Fail Retry Times ||i§]

| (1-10) number of retries

Console Login Fail Block Time (Ji]

(1-120) Minutes

I[URP Mekudrk Management
IROORZLQJ VFUHHQ SDJH DSSHDUV

7R HQDEOH RU GLVDEOH WKH &RQVROH ODQDJHPHQV

PHQX



Baud Rate: ESV 56 VHWWLQJ YLHZ RQO\ILHOG
Stop Bits: 56 VHWWLQJ YLHZ RQO\ILHOG

Parity Check: 1RQH 56 VHWWLQJ YLHZ RQO\ILHOG
Word Length: 56 VHWWLQJ YLHZ RQO\ILHOG

Flow Control: 1RQH 56 VHWWLQJ YLHZ RQO\ ILHOG

Telnet Port: 6 SHFLI\ WKH GHVLUHG 7&3 SRUW QXPEHU IRU MIBHS RU®
QXPEHU RI WKH 7THOQHW LV

System Time Out: 6 SHFLI\ WKH GHVLUHG WLPH WKDW WKH 0DLOWFX GLC
ZDLW EHIRUH GLVFRQQHFWLWO QIYW. §BFWILNEG PP@\LEOWID Q JH
PLQXWHYV

Unitt 6SHFLI\ WKH X3pdtem TiR&JOW KSEDUDPHWH U

Web Time Out: 6 SHFLI\ WKH GHVLUHG WLPH WKDW WKH 0D Q DZIHI, DB
EHIRUH GLVFRQQHFWLQJ DQIDYDFWUBB JAHE VHWPVYDRWH V

Console Login Fail Retry Times: 6SHFLI\ WKH GHVLUHG WLPHV WKDW WKH C
(WKHUQHW 6ZLWFK ZLOO DOORZ WKH XVHU WR UHW WHWRROIRQ LUC
9DOLG UDQJH

Console Login Fail Block Time: 6SHFLI\ WKH GHVLUHG WLPH WKDW WKH 0D
(WKHUQHW 6ZLWFK ZLOO XQEORFNLMWKH PR XRXGDWHGVYHWWL B8
WKH YDOXH \RCongdieWogihS-dil Qetry Times SDUDPHWHU



4.3.4 Time Server Configuration

&OLFN WKHNR Sewdr EQhfiguration |1URP Mékvbrk Management PHQX DQG WKH
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Time Server Configuration

Time Synchronization Disabled v

Time Server |P/IPv6 Address 0.0.00

2nd Time Server IP/IPv6 Address |JeXIN¢X0]

Synchronization Interval 24 Hour v

Time Zone UTC-11:00 Apia v

Daylight Saving Time Disabled v

OK |

NOTE:The offset of start time and end time should be greater than 1 hour, or the effect is unpredictable.

Time Synchronizaton:. 7RHQDEOH RU GLVDEOH WKH WLPH VI\QFKURQL]DV
Time Server IP/IPv6 Address: 6 HW XS WKH ,3 DGGUHVV RI WKH ILUVW 173
2nd Time Server IP/IPv6 Address: 6HW XS WKH ,3 DGGUHVV RI WKH VHFRC(
KHQ WKH ILUVW 173 WLPH VHUYHU LV GRZQ WKKH (MH\W D&HLGN
DXWRPDWLFDOO\ FRQQHFW WR WKH VHFRQGDU\ 173 WLPH VHUY
Synchronization Interval: 6HW XS WKH WLPH LQWHUYDO WR VI\QFKURQL]F
Time Zone:. 6HOHFW WKH DSSURSULDWH WLPH JRQH IURP WKH SXOO
Daylight Saving Time: , QF OXIGMHDeH ~ SUHFiXgU DQ&GDWWHKUHH RSWLRQV WR
GLVDEOH WKH GD\OLJKW VIDW LADN\ WL RBH WX\QFN LIRRQU HW5 D\WLPH KF
WLPH WR EH KRXU V DKHDG LQ WKH PRUQLQJ

Daylight Saving Time Date Start : ,IWKH 3 GDWH"™ RSWLRQ LV VHOHRMVHIEER 'I
WKH SXO0O GRZQ PHQX WR VHOHFW WKH VWDUW GDWH RI GD\OL.

Daylight Saving Time Date End : ,| WKH 3 GDWH"™ RSWLRQ LV VHOHFWHG LQ '
SXO0O0 GRZQ PHQX WR VHOHFW WKH HQG GDWH RI GD\OLJKW VDY

Daylight Saving Time Recurring Star: , ] WKH SUHFXUULQJ" RSWLRQ LV VHOHF
7LPH FOLFN WKH SXOO GRZQ PHQX WR VHOHFW WHKH RPHFXUULQ

Daylight Saving Time Recurring End: , I WKH BUHFXUULQJ" RSWLRQ LV VHO
7LPH FOLFN WKH SXOO GRZQ PHQX WR VHOHND YWRH WHFMUULQ

NOTE: SNTP is used to get the time from those NTP servers. It is recommended that the
time server is in the same LAN with the Managed Industrial POE Ethernet Switch or at
least not too far away. In this way, the time will be more accurate.




4.3.5 Time Range

7KLV FRPPDQG GHILQHYVY D WLPH LQWHUYDO WR EH DFWLY DMMWG
WR DVVLIQ ZKHQ D |IXQFXWRBDWRDODO®\ WDNHQ HIIHFW %HIRU
VXUH WKDW JDWHZD\ 173 WLPH ViHé Seriver ConfiguRi@hL J X@HHBEH EWW L R C
_ T7KH 3R( IXQFWLRQV VFKHGXOHG E\ 7LPHQ5W® BHVXV @ @ FE M/ L
6ZLWFK LV VI\QFKURQL]HG ZLWK 173 WLPH VHUYHU

Time Range

[ Edit | Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

7KLV WDEOH GLVSOD\V WKH RYHUYLHZ RI HDWK FFHR Q OLQ XKW & DAL |
XS

Name: 'LVSOD\ WKH QDPH Rl WKH VSHFLILF WLPH UDQJH
Time Range: 'LVSOD\ WKH WLPH LQWHUYDOV \RX VHW XS IRU WKH V!
&OIEBIN DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DS®HWDLUMVRU W

& O IDelte WR UHPRYH D VSHFLILHG WLPH UDQJH DQG LWV VHWWL



Time Range

e e [ono oo veor [ |

Absolute JAN ~ Reset |

End JAN v Reset

Periodic
| New |

| Reset || Delete |

Periodic List
| New |

-W [Hour _[Minuto |
00 00 00 00

| Reset || Delete |

| OK || Cancel |

Name: 6SHFLI\ D QDPH WR WKH WLPH LQWHUYDO 8S MWRFFB®WKDBG(

Absolute: 6SHFLI\ DQ DEVROXWH VWDUW WLPH RU HQX@HRWHRIRQU, Q
WLPH LOQOWHUYDO VHWXS WKH YDOLG UDQJH RI HDFK SDUDPHWF

Hou U Minute: Date:

Month: -$1 )(% 0$5 $35 0$< -81 -8/ $8* 6(3 2&7 129 '(&

Year:

Note: No start time assigned refers to start immediately. One absolute start time can be set at

most. No end time assigned refers to run a function continuously. One absolute end time can be
set at most.

Periodic: & O INeW EHOMRedodic \RX FDQ VHH D OLVW IRU WKH 3HULRGLF
WLPH LOQWBYRDOXOFEWLRQ RQ D ZHHNO\ EDVLV 7KH 3HRW RAGMFK
VSHFLILHG DEVROXWH WLPH LQWHUYDO 6SHFKH RWHNO\ QLHA)
SBHULRGLF LQWHUYDO VHWWLQN&v ZH KD@rREddic VB HL @\ EIO QANFIHY W C

SHULRGLF LQWHUYDOV FMWQ QE M WIRWWAP DWQOQRMRMWYDO VHWXS
SDUDPHWHU LV DV IROORZV

Hour: Minute:

Days(7days : LQFOXGLQJ ORQGD\ ORQ 7XHVGD\ 7XH "HGQHYV
7TKXUVGD\ 7KX )ULGD\ )UL 6DWXUGD\ 6DW 6XQGD\ 6XQ



Periodic Lis t: & O INEW E H O Refiodic List \RX FDQ VHH D OLVW IRU WKH 3
VHWWLQJV 6SHFLI\ D WLPH LQWHUYDO

| R UHB BRLRI& QF WD LRI
WDNHV HITHFW ZLWKLQ VSHFLILHG DEVROXWAHHQAWR U YIoHU LERSFHH
RWKHU OLVW

IRU WKH 3HULRGLF /LVW LQWINewWY BI®ONREMItVIsQJV Z
DJDLQ LI QHFHVVDU\ ,Q WKLV WLPH LQWHUYDO WHDWX S8R O\CKRZ VY [

Hour: Minute :

Days(7 days): ORQGD\ ORQ 7XHVGD\ 7XH

"HGQHVGD\ :HG 7K
JULGD\ )UL ©6DWXUGD\ 6DW

6XQGD\ 6XQ

&URVYVY GD\ VHWWLQJ LV IHDVLEOH ,Q RWKHU ZRUGWWWXK® WKHR
IROORZLQJ GD\ H J 3 ’

Note: Two sets of periodic list intervals can be set up at most.

8QGHU D WLPH UDQJH XVHU PD\ DGG RQH DEVROXWH MW FPRW VW
8VHUV PD\ DOVR DGG WZR RSWLRQDO WLPH UDQJHV DWUDRMWM X

JRU H[DPSOH WKH XVHU PD\ VHW
7ZR SHUURD L\WNVPH UDQJH RU

2QH 3HULRGLF DQG RQEWIHAH RGQFHL\RW LQ
7ZR 3HULRGLFWLRMWVDRQJH



4.3.6 Device Community

&OLFEN W KDevRSWhRWQity |URP Nétvbrk Management PHQX® QG WKHQ WKH |
VFUHHQ SDJH DSSHDUYV

Device Community

public Default_Account

admin Default_Account

' New || Edit || Delete |

&OINeN WR DGG D QHZ FRPPXQLW\ DQG WKHQ WKUHVIRESO WRL Q JHM
&RPPXQLWLHY FDQ EH FUHDWHG

&OIEBENWRRGMWK FXUUHQW FRPPXQLW\ VHWWLQJV

& O IDelte WR UHPRYH D UHJLVWHUHG FRPPXQLW\

Device Community

Current/Total/Max Agents |12

Account State Disabled v |

Community

Description

SNMP Level Read Only v|

LOK|

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG F
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG FRPF

Max Agents: 7KLV VKRZV WKH PD[LPXP FRPPXQLWLHY DUH DYDL!
PD[LPXP QXPEHU LV

Account State: (QDEOH RU GLVDEOH WKLV &RPPXQLW\ $FFRXQW



Community: 6 SHFLI\ WKH DXWKRUL]JHG 6103 FRPPXQLW)\ Q DJDH WHsUW

Description: (QWHU D XQLTXH GHVFULSWLRQ IRU WKLV FRPPXQLW\ C
FKDUDFWHUVY FDQ EH DFFHSWHG 7KLV LV PDLQO\ IRU UHIHUHQ

SNMP Level: &OLFN WKH SXOWRGREQHFMQWKH GHVLUHG SULYLOHJH

NOTE: When the community browses the Managed Industrial POE Ethernet Switch without
proper access right, the Managed Industrial POE Ethernet Switch will not respond. For
example, if a community only has Read & Write privilege, then it cannot browse the
Managed Industrial POE Ethernet Switch § Mser table.

4.3.7 SNMPv3 USM User

6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO 9HUMVROWURQOBY
PHFKDQLVP LQFOXGLQJ DXWKHQWLFDWLRQ DQI& MHWVWDS W LLR/QI W
YDOLG VRXUFH DQG VFUDPEOH WKH FRQWHQW RI DGSBEFNHW
XQDXWKRUL]J]HG VRXUFH SbiMPEvB U8M WdeH | B B W LYRdrk Management

PHQX WKHQ WKH WKH IROORZLQJ VMWHRQ ISAIWKWHKIRY M W\ L Q O\ |

Note: The SNMPv3 user account is generated from User Authentication . (Refer to Section 4.2)

SNMPv3 USM User

admin None None

| Edit |




SNMPv3 USM User

Current/Total/Max Agents | S ¥all]

Account State Enabled

UserName admin

Authentication None ~

Auth-Password

Private None v |

Priv-Password

SNMP Level Administrator

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG F
Tota: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG FRPF

Max Agents: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU 1
QXPEHU LV

Account State: 9LHZ RQO\ ILHOG WKDW VKRZV WKLV XVHU DFFRXQW 1
User Name: 9LHZ RQO\ ILHOG WKDW VKRZV WKH DXWKRUL]JHG XVHU

Authentication: 7KLV LV XVHG WR HQVXUH WKH LGHQWLW\ RI XVHUV
SHUIRUP DXWKHQWLFDWLRQ

None: 'LVDEOH DXWKHQWLFDWLRQ IXQFWLRQ &OLFN 31RQH" V
MD5(Message-Digest Algorithm):  $ ZLGHO\PUMBWRJIJUDSKLF KDWRGIXFLFON

ELW E\WKHDVK YDWYSHLFDOO\ HISUHVVHG LQ WKHHW GRIE P B WO
QXPEHU &OLFN 30" " WR HQDEOH WKLY DXWKHQWLFDWLRQ

SHA(Secure Hash Algorithm):  $ ELW KDVK IXQFWLRQ ZKLFEK UHVHPE
DOJRULWKP &OLFN 26+%" WR HQDEOH WKLY DXWKHQWLFDWI

Auth-Password: 6 SHFLI\ WKH SB$YWIRUGVFKDUDFWHUYV

Private: ,W DOORZV IRU HQFU\SWLRQ RI 6103 Y PHVVDDHWVKMR HQV
IROORZLQJ LV WKH PHWKRG WR SHUIRUP HQFU\SWLRQ

None: 'LVDEOH 3ULYDWH IXQFWLRQ &OLFN 31RQH"™ WR GLVDEC

DES (Data Encryption Standard): $Q DOJRULWKP WR HQFU\SW FULWLFD
PHVVDJH WH[W PHVVDJH VLIQDWXUHV« HWF &OLFN 3' (6" WF


https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal
https://en.wikipedia.org/wiki/MD5

Priv-Password: 6 SHFLI\ WKH SXSWIRUGVFKDUDFWHUV
SNMP-Level: 9LHZ RQO\ ILHOG WKDW VKRZV XVHUYV DXWKHQWLFDWI

Administrator: 2ZQ WKH IXOO DFFHVV ULJKW LQFOXGLQJ PDLQW
LQIRUPDWLRQ ORDG IDFWRU\ VHWWLQJV «HWF

Read & Write: 2Z2Q WKH IXOO DFFHVV ULJKW EXW FDQQRW PRGLI\
LQIRUPDWLRQ FDQQRW ORDG IDFWRU\ VHWWLQJV

Read Only: $OORZ WR YLHZ RQO\

$ FRPELQDWLRQ RI D VHFXULW\ HYHQW VKRZQ DV EHORZHIGQGLF
ZKHQ KDQGOLQJ DQ 6103 SDFNHW

Authentication Private Result

1RQH 1RQH 8VHVY D XVHUQDPH P|
DXWKHQWLFDWLRQ

OHVVDJH 'LJH 1RQH SURYLGHY DXWKHQW

$OJRULWKP (
6HFXUH +DVK
$OJRULWKP ¢

RQ WKH +DVKHG OHV
SXWKHQWLFDWLRQ &
0' RU +0%$& 6+%$ DOJR

0' RU 6+%

‘DWD (QFU\S
6WDQGDUG

BURYLGHYV DXWKHQW
RQ WKH +DVKHG 0OHV
$XWKHQWLFDWLRQ &
0' RU +0$& 6+$ DOJR
'KDWfV PRUH SURYL
ELW HQFU\SWLRQ ED
&LSKHU %ORFN &KDLU
'(6 VWDQGDUG




4.3.8 Trap Destination

&OLFN WKHaRBdtihadRap |URP Mékvbrk Management PHQX QG WKHQ WKH |
VFUHHQ SDJH DSSHDUYV

Trap Destination

1 Disabled v [/0.0.0.0

2 Disabled ¥ ||0.0.0.0

3 Disabled v ||/0.0.0.0
| OK |

State: (QDEOH RU GLVDEOH WKH IXQFWLRQ RI VHQGLQJ WUDS WR

Destination: (QWHU WKH VSHFLILF ,3 DGGUHVV RI WKH QHWZRUN PD(
WKH WUDS

Community: (QWHU WKH GHVFULSWLRQ IRU WKH VSHFLILHG WUDS G



4.3.9 Trap Configuration

& ONLFW KH RréapCoRiQuration |1URP Netwbtk Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Trap Configuration

Cold Start Trap Enabled v

Warm Start Trap Enabled v

Authentication Failure Trap Enabled ~

Port Link Up/Down Trap Enabled ~

Power Failure Trap Enabled ~

CPU Loading Trap Enabled ~

Digital I/O Start Trap Enabled ~

Auto Backup Trap Enabled v

Storm Control Trap Enabled v

MAC Limiter Trap Enabled v

Console Port Link Up/Down Trap |JiSg1e]l=ls B4

CPU Temperature Trap Enabled ~

Fast Redundancy Trap Enabled ~

Cold Start Trap: (QDEOH RU GLVDEOH WKH ODQDJHG , Q ®/)RVMUGEL D OV
ZKHQ WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK LV WX

Warm Start Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWDWU®D SF
ZKHQ WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK UHVWLIL

Authentication Failure Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVW
VHQG DXWKHQWLFDWLRQ IDLOXUH WUDS DIWHU DQ\ XQDXWKRUI

Port Link Up/Down Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWULL
SRUW OLQN XS OLQN GRZQ WUDS

Power Failure Trap : (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWUDB0O 3
ZKHQ WKH SRZHU IDLOXUH RFFXUV RU SRZHU LW WKHP RQ DJ

CPU Loading Trap;: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWULDO 3|
ZKHQ WKH &38 LV RYHUORDGHG

Digital 1 /O Start Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWULDO
HYHQW RI WKH GLIJLWDO LQSXW DODUP RU WKHRZH WOL@ RXNV SC
LQSXW RU SRUW OLQN IDLOXUH



Auto Backup Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWULDO 3I
ZKHQ WKH DXWR EDFNXS VXFFHHGV RU IDLOV

Storm Control Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VH
XQNQRZQ PXOWLFDVW XQNQRZQ XQLFDVW SDFNHW VSIR®RX H$Q C
QRWLILFDWLRQ WKUHVKROG LQWHUYDO VHWXS RI 6WRUP &RQW
FRQWLQXRXVO\

MAC Limiter Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VHQ
WKH ODF /LPLW IXQFWLRQ LV HQDEOHG H[FHHGYV WX®GVISWM FAL O
VHQGLQJ WKLV WUDS XSRQ WKH QRWLILFDWLRQ WKUHW¥KRD®\ L C
SRUW H[FHHGV WKH VSHFLILHG VRXUFH 0$& DGGUHVYV OLPLW FF

Console Port Link Up/Down Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGX\
6ZLWFK WR VHQG D WUDS ZKHQ FRQVROH SRUW OLQN XS OLQN ¢

CPU Temperature Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK \
WHPSHUDWXUH LV RYHUHiyHKempfeatur® Fideshdldd RYDOXH &38 WHPSHE
UHWXUQV WR WKH QRUPDO VWDW X Wigb VenfRésatr® Thiethod/ K HY 3O XD F
&38 WHPSHUDWXUH H[FHHGV WKH UB®HIWHHRNVN VWVKQOMMKROGH a RU
VHQVRU IDLOV WR GHWHFW &38 WHPSHUDWXUH

Fast Redundancy Trap: (QDEOH RU GLVDEOH WKH ODQDJHG ,QGXVWDLD (
WUDS ZKHQ DQ\ VSHFLILHG UHGXQGDQF\ SRUW LQ IDVW UHGXQC



4.3.10 Syslog Configuration

&OLFN WKIBysh& Cariguration IURP Weingrk Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Syslog Configuration

Log Server Disabled ¥
SNTP Status Disabled

Log Server 1 IP/IPvG |J{eNIRVXY;

Log Server 2 IP/IPv6 |J{e{IRIRY

Log Server 3 IP/IPvG |J{eNIR0KY;

Terminal History || Disabled

| OK

'KHQ '+&3 VQRRSLQJ ILOWHUV XQDXWKRUL]HGW KEBESDWNRBW R¢
DOORZ WKH ODQDJHG ,QGXVWULDO 3R( (WK HU®MM REY PR DV R
VHUYHU

Log Server: (QDEOH RU GR@®MBEMHPBW ORJ IXQFWLRQ
SNTP Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 6173 VHUYHU VWD
Log Server 1 IP/IPv6: 6 SHFLI\ WKH GHIDXOW /RJ VHUYHU ,3 ,3Y DGGUH)

Log Server 2 IP/IPv6: 6 SHFLI\ WKH VHFRQGDU\ /RJ VHUYHU ,3 , W DREG
BHUYHU LV GRZQ WKH ODQDJHG ,QGXVWULDO B8R\ (FRQUNIDHW V6 &
RU WKLUG /RJ VHUYHU

Log Server 3 IP/IPv6: 6 SHFLI\ WKH WKLUG /RJ VHUYHU ,3 ,3Y ROGGIWH\HV
LV GRZQ WKH ODQDJHG ,QGXVWULDO 3R( (W K HNIMHW V6K HWHRKF B
WKLUG /RJ VHUYHU

Logging Type: (QDEOH RU GLVDEOH ZKHWKHU WKH ORJ RI & KHWRRP
BHUYHU a



4.4 Switch Management

,Q RUGHU WR PDQDJH WKH ODQDJHG ,QGXY WHW DXOS 3K T(XMKUHHGEQ

IXQFWERQNFN W ISHitdRMxaGagethent |lURP MakiWlenu DQG WKHQ VHYHUDO
IROGHUV ZLOO EH GLVSOD\HG IRU \RXU VHOHFWLRQ

m

Layer 2 Control Protocol

(e I0E | Filter Out v
0180C200002X | N RFICIOIT 8

-3 User Authentication
+ 1 Network Management
MAC Address Aging Time |§e{e[0] (0-172800)Secs
-3 Port Configuration Statistics Polling Port 5 (1-6)Units
e
#-1 MAC Address Management
#-_1 VLAN Configuration

IPS-3106-SE-PB Switch Configuration
L1 Raid Spareing Tro sttt poling ntervl | CEIRETUNas
®-1 QoS Configuration

3 System Information

-3 Switch Configuration

=1 802.1X/MAB Configuration
#1 IGMP/MLD Snooping

Loop Detection
Ring Detection
Fast Redundancy

#-1 Digital Input/Output Config
..[3 PoE Configuration

[ Static Multicast Configuration No Filter Out v |
~.[3 Port Mirroring

#-(1 Security Configuration  OK |

~.[3 ACL Configuration

[ Layer 2 Protocol Tunneling Con

~.[3 LLDP Configuration

-0

1. Switch Configuration: 6HW XS IUDPEGMHNY OHDUQLQJ HWF

2. Port Configuration:. (QDEOH RU GLVDEOH SRUW VSHHG IORZ FRQWUHF

3. Link Aggregation: 6HW XS SRUW WUXQN DQG /$&3 SRUW FRQILJXUDYV

4. Rapid Spanning Tree : 6HW XS 5673 VZLWFK VHWWLQJY DJJUHJDWHG
VHWWLQJV HWF

5. 802.1X/MAB Configuration. 6HW XS WKH ; 0% VI\VWHP SRUW $GPLQ

UHDXWKHQWLFDWH

6. MAC Address Management: 6 HW XS 0$& DGGUHVV HQDEOH RU GLVDEO!

7. VLAN Configuraton: 6HW XS 9/$1 P/BRGH RQILJXOWIBWL/BQ WUDQVODWLR

8. QoS Configuration: 6HW XS WKH SULRULW\ PRGH SULRULW\ TXHXLQ

9. IGMP/MLD Snooping: &RQILIJXULQJ ,*03 0/' 6QRRSLQJ SDUDPHWHUYV

10. Static Multicast Configuration: 7R FUHDWH HGLW RU GHOHWH 6WDWLF O



11.Port Mirroring: 6 HW XS WDUJHW SRUW PLUURUV VRXUFH SRUW WR |

12.Security Configuration. 6 HW XS '+&3 6QRRSLQJ '+&3 2SWLRQ '+&3Y
DIJHQW SRUWWRROGDAMRIRMQURO 0%$& OLPLWHU VWDWLF ,3 ,3Y

13.Access Control List (ACL) Configuraton : 6HW XS DFFHVV FRQWURO HQWULH

14.Layer 2 Protocol Tunneling (L2PT) Configuraton : (QDEOH RU GLVDEOH / 37 IXC
XS DFFHSWDEOH %3'8V IRU *%37 *HQHULF %ULGJH 3'8 7XQQH

15.LLDP Configuration: (QDEOH RU GLVDEOH //'3 RQ SRUWYV DQG VHW XS

16.Loop Detection Configuration: (QDEOH RU GLVDEOH /RRS "HWHFWLRQ X
'"HWHFWLRQ FRQILIJXUDWLRQ

17. Ring Detection: &76 )DVW 5LQJ SURYLGHV ULQJ SURWHFWLRQ DQG
( WKHUQHW WUDIILF $W WKH VDWR VOIRPRS VL YR b DN & WZH W MLKH W
(WKHUQHW OD\HU &76 )DVW 5LQJ VXSSRUWYV D VLQJOH ULQJ

18. Fast Redundancy: 6HW XS )DVW 5LQJ Y DQG &KDLQ FRQILIXUDWLRC

19. Digital Input /Output Configuration. 6HW XS WKH QRUPDO VWDWXV RI WKH
HQDEOH GLVDEOH WULJJHU HYHQWY RI WKH GLJLWDO RXWSX

20. PoE Configuration : 6HW XS WKH SRZHU VXSSO\ PHWKRG IRU 3'V FRQ
6ZLWFK

4.4.1 Switch Configuration

&OLFN WK HwiRE WdnRyQration IURP \BWteh Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Switch Configuration

Maximum Frame Size 9600 Bytes (1518-9600)

MAC Address Aging Time |j{ofs] . (0-172800)Secs

Statistics Polling Port 6 (1-6)Units

Statistics Polling Interval |j{se) - 1-600(1/10 Sec)

Layer 2 Control Protocol
(el El | Filter Out v

klevivilin gl | No Filter Out v
0180C2000010 (R \GRINCIROIN R



http://192.168.0.1/cgi-bin/webctrl.cgi?action=layer2protocoltunnel_page
http://192.168.0.1/cgi-bin/webctrl.cgi?action=poeconfig_page

Maximum Frame Size: 6SHFLI\ WKH PD[LPXP IUDPH VL]H EHWZHHQ
GHIDXOW PD[LPXP IUDPH VL]H LV E\WHYV

MAC Address Aging Time: 6SHFLI\ 0$& $GGUHVYV DJLQJ WLPH EHWZHHQ
8" PHDQV WKDW 0$& DGGUHVVHY ZLOO QHYHU DJH RXW

Statistics Polling Portt: 6SHFLI\ WKH QXPEHU RI SRUWV IRU GDWD DFTXL
Statistics Polling Interval:  6SHFLI\ WKH WLPH LQWHUYDO LQ VHERQGYV

JRU PRUH GHWDLOV RQ WKH GDWD VWDWLVWLF®G\RX A} WHKLVU
PDQXDO

Layer 2 Control Protocol:

0180C200000X: 6HOHFW HLWKHU 31R )LOWHU 2XW" RU 3)LOWHU 2
SDFNHWV IURP WKH DGGUHVV UDQJLQJ IURP) ZL&®O EH WRR
OXOWLFDVW 0$& DGGUHVVHYV IURP & WR &VH B\D

SURWRFROV 7KH SXUSRVH IRU HDFK PXOWLFDVW D

0180C200002X: 6HOHFW HLWKHU 31R )LOWHU 2XW" RU 3)LOWHU 2
SDFNHWV IURP WKH DGGUHVYVY UDQJLQJ IURP) ZL&®O EH WRR
OXOWLFDVW DGGUHVVHV IURP & WR & QU H
*$53 UHVSHFWLYHO\

0180C2000010: 6HOHFW HLWKHU 21R )LOWHU 2XW" RU 3)LOWHU 2>
SDFEFNHWYV IURP WKH DGGUHVV & ZLOO EH GURSSHG

4.4.2 Port Configuration

&OLFN WKPriRCoOMiquRidn IURP S8wKdH Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Port Configuration

w Auto-Negotiation
w 1000Mbps
[Flow Contol || BT

Description




Port Number: &OLFN WKH SXOO GRZQ PHQX WR VHOHFW WKH SRUW C
Port State: (QDEOH RU GLVDEOH WKH FXUUHQW SRUW VWDWH

Preferred Media Type: 6 HOHFW FRSSHU RU ILEHU DV WKH SUHIHUUHG Pl
Port Type: 6HOHFW $XWR 1HJRWLDWLRQ RU ODQXDO PRGH DV WKH
Port Speed: :KHQ \RX VHOHFW :9RWYXDOH DNRX FDQ IXUWKHU VSHFL
VSHHG OESYV OESV RI 73 SRUW V RU OESY KOE® VYRR IVHLC
S$XWR 1HIJIRWLDWLRQ™ DV SRUWWHNGIH URHV7 ZLOFOUWXWRPDWLFED (
RWKHU DQG FKRRVH WKH KLJKHVW SHUIRUPD®QRPH WHOMHFWP LA
1HIJRWLDWLRQ" DV SRUW WKSHHWBDQVEPHVYVERQW §SHHG LV OES\

Duplex: ,Q 73 SRUWV ZLWK O0ESV OESV SRUW VYHERBUMWYW\8BHO MF
IXUWKHU VSHFLI\ WKH FXUUHQW RSHUDWLRQVKIS GIRUMRGH |XO(

Flow Control: (QDEOH RU GLVDEOH WKH IORZ FRQWURO

Description: (QWHU D XQLTXH GHVFULSWLRQ IRU WKH SRUW E&S5 WR
DFFHSWHG



4.4.3 Link Aggregation

/ILQN DJJUHIJDWLRQ LV DQ LQH[SHQVLYH ZD\ WZXrHWHWUXNS VDK B W]}
PXFK PRUH GDWD WKDQ DQ\ RQH VLQJOH SRUWOPW LGHYH FH UR B/
EX\LQJ QHZ KDUGZDUH

JRU PRVW EDFNERQH LQVWDOODWLRQV LW LV ERRBRQFWRDLOQ
LQLWLDOO\ QHFHVVDU\ HYHQ LI WKHUH LV QR QPP HG&ILLNWH-\§H
WDNHQ EHFDXVH ODERU FRVWV DUH KLJKHU W KHD[QV WIX HF CFEROVAV LF
IXWXUH ODERU FRVWV LI QHWZRUNLQJ QHHGVWKD XM RILVQKHD
FDEOHV WR LQFUHDVH EDFNERQH VSHHGV ZLWK OLWWOH RU QR

7KLV ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWHK VX\@&R/U W
Trunk D QG G\QUNR LAggregation Control Protocol (LACP) XVLQJ WKH ,(((

VWDQGDUG 7KHVH DOORZ VHYHUDO GHYLFHV WRIX&6 PXIQQFDA
VSHHG ZKLOH QRW DOORZLQJ DQ\ RQH VLQJOH GIHNDL & B FW W LIRPF >

& O lLKNAggregation IROGHU I|SWRdh Makagement PHRDQG WKHQ WKUHH RS
WKLV IROGHU ZLOO EH GLVSOD\HG

IPS-3106-SE-PB Distribution Rule
[y System Information

[ User Authentication

E}Q] Network Management Source IP Address Disabled v
=3 Switch Management Destination IP Address Disabled v
-3 Switch Configuration .
[y Port Configuration Source L4 PORT Disabled v
=i Link Aggregation) Destination L4 PORT Disabled v
-.[3 Distribution Rule
D Port Trunking Source MAC Address Disabled v

-3 LACP Port Configuration | [Is¥STEt TN VNN sl =l | Disabled
#-1 Rapid Spanning Tree
=1 802.1X/MAB Configuration || oK || Cancel
(1 MAC Address Management | "
=1 VLAN Configuration

#-1 QoS Configuration

#(1 IGMP/MLD Snooping
-3 Static Multicast Configuratiol

[} Port Mirroring

1. Distribution Rule: &RQILIJXUH WKH GLVWULEXWLRQ UXOH RI 3RUW 71
2. Port Trunking: & UHDWH HGLW RU GHOHWH SRUW WUXQNLQJ JURXS

3. LACP Port Configuration: 6HW XS WKH FRQILIJXUDWLRQ RI /$&3 RQ DOC



4.4.3.1 Distribution Rule

&OLFN WKDistRhbatwiLR{@ |URP MhK Hggregation PHQXVKH IROORZLQJ VFL
DSSHDUV

Distribution Rule

Source |P Address Disabled
Destination IP Address Disabled
Source L4 PORT Disabled
Destination L4 PORT Disabled
Source MAC Address Disabled

Destination MAC Address |JiiSE1s]= R

| OK [ Cancel |

7KHUH DUH VL[ UXOHV RIITHUHG IRU \RX WR VHW XS SDFNHWYV DF
Source IP Address: (QDEOH RU GLVDEOH SDFNHW3DBEFFARHMNMWL QJ WR VRX
Destination IP Address: (QDEOH RU GLVDEOH SDFNHWV BEFRRGGHW] WR
Source L4 Port: (QDEOH RU GLVDEOH SDFNHWYVY DFFRUGLQJ WR VRXUF
Destination L4 Port : (QDEOH RU GLVDEOH SDFNHWV DFFRUGLQJ WR 'HV
Source MAC Address: (QDEOH RU GLVDEOH SDFNHWYV DFFRUGLQJ WR VI

Destination MAC Address: (QDEOH RU GLVDEOH SDFNHWV DFFRUGLQJ WR

4.4.3.2 Port Trunk ing

&OLFN WKRortR&IWKibhdR QU RP MhKAbgregaton PHQX DQG WKHQ WKH IROOF
SDJH DSSHDUYV

Port Trunking

[ tamo] 125 ]

| Edit || New || Delete |




7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWRKRRES®RE@D/F K VIH
FRQVLVWY RI  WR OLQNV SRUWYV

&OINEM WR DGG D QHZ WUXQNLQJ JURXS DQG WKHQ WKH IROORZ
&OIEBIN WR PRGLI\ D UHJLVWHUHG WUXQNLQJ JURXSYTV VHWWLQJ\

& & elete WR UHPRYH D VSHFLILHG UHJLVWHUHG WUXQNLQJ JURX

Port Trunking

=TtV EvEl 1/ 0/ 3 Groups

Port Members

Please check the following two points before setting:
1. The Port Members are "Full Duplex”.

2. The Port Members have the same speed.

| OK|

Current/Total/Max Group s: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG J
Total: 7KLV VKRZV WKH DPRXQWIRX®\WRWDO UHJLVWHUHG

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU UHJL

Group Name: 6SHFLI\ WKH WUXQNLQJ JIDRXSKDRORAHMBEFWAKDUDFWHU'

Port Members: 6 HOHFW SRUWV WKDW EHORQJ WR WKH VSHFKHLH&O
EHORZ LQ PLQG ZKHQ DVVLIQLQJ SRUWV WR D WUXQNLQJ JURXH

OXVW KDYH WR SRUWYV LQ HDFK WUXQNLQJ JURXS
(DFK SRUW FDQ RQO\ EH JURXSHG LQ RQH JURXS
, ] WKH SRUW LV DOUHDG\ HQDEOHG L@ B &3H 3RJIRX KHRE® D-Q XRJ

&OIOKND QG U H WhK Biggregaion P HQ X



NOTE: All trunking ports in the group must be members of the same VLAN, and their
Spanning Tree Protocol (STP) status and QoS default priority configurations must be
identical. Port locking, port mirroring and 802.1X cannot be enabled on the trunk group.
Furthermore, the LACP aggregated links must all be of the same speed and should be
configured as full duplex.

4.4.3.3 LACP Port Configuration

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHWS$68ZUWFEKWDORSE BB QYW LG
/$&3 ZKLFK LV VSHFLILHG LQ ,((( DG 6WDWLF | WJUCUPNGY DRVD \
HQGV RI WKH OLQN ,Q RWKHU ZRUGV PR LFD®IQ Y )QUHIR \8 RIJW/A
ZLWK /$&3 FRQILIJXUHG SRUWV RQ RWKHU GHFREFKVRI<ER UVD\WD |
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFRW Y 0¥&D D VFRAQ
SDUW RI D VWDWLF WUXQN ,I SRUWV RQ RWKHU GHODGHYHD
,QGXVWULDO 3R( (WKHUQHW 6ZLWFK DQG WKH RWKHQ WKMPFHNI
/$&3 WUXQN FRQVLVWV Rl PRUH WKDQ IRXU SRUWXW D@®ER WR ¢
BKRXOG RQH OLQN LQ WKH WUXQN IDLQVRRDHIVR F DVKG\ \EW DDQFGAEL Y
LW

&OLFN WKUACR PtICRrfiguration |1URP MhKAggregaton PHQX DQG WKHQ WK
SDJH LV VKRZQ EHORZ ,W LV QHFHYMDRUUD /KR ABHRW HX SWEZRWKS WH
SXO0O0 GRZQ PHQX RI 6HOHFW 6HWWLQJ IRUWMMRKRH BGHS$&3IQD\WHEHBL
$JJUHIJDWLRQ JURXS )RU PRUH GHWDLOV RQ WIOHRZH Q/H B/MMFQL
WKLV VHFWLRQ

LACP Port Configuration

Select Setting | [T J

KeyValue
Port KeyValue |Role

OK




Configure Key Value:

6HOHFW 3.H\ 9DOXH" IURP WKH SXOO GRZQ PHQX Rl 6HOHFW 6HYV

LACP Port Configuration

Sass-ilioll| | KeyValue v

Port KeyValue

i J2 Js J+ [5 Jo |
0 0 0 0 0 0
OK

SRUWYV LQ DQ DJJUHIJDWHG OLQN JURXS PXVW RUGHUWKR /D@ R Z
MRLQ DQ DJJUHJIJDWHG JURXS WKH SRUW NHXRXYD\Q EH FIHMWHW R
EHWZHHQ DQKGHQ NH\ YDOXH LV VHW WR WKH SRUW NBUYH® D
,QGXVWULDO 3R( (WKHUQHW 6ZLWFK

Configure Port Role:

6HOHFW 35ROH” IURP WKH SXOO GRZQ PHQX RI 6H GIKDMVE @ H @&/ WOLF)
RU SDVVLYH RU GLVDEOHG RQ HDFK SRUW

LACP Port Configuration

Select Setting (G v

Port Role

Disable v || Disable v || Disable v |||Disable v || Disable v | Disable v

OK

Disable "Port Role: 'LVDEOH /$&3 RQ VSHFLILHG SRUW V

sActive ~ Port Role: $FWLYH /$&3 SRUWV DUH FDSDEOH RI SURFHVVL
IUDPHV 7KLV DOORZV /$&3 FRPSOLDQW GHYLFHV W/ W J\R WH. D:
PD\ EH FKDQJHG G\QDPLFDOO\ DV UHTXLUHGWR, ®KDWGEHUDW RD X/
SRUW JURXS WKDW LV WR DGG RU UHPRYH SARKHNSDIW\R P FW S BIW
PXVW GHVLJQDWH /$&3 SRUWV DV DFWLYH %RWK GHYLFHV PXV

%Passive ~ Port Role: /$&3 SRUWV WKDW DUH GHVLJQDWHG DV SDVVL
FRQWURO IUDPHV ,Q RUGHU WR DOORZ WKH OLQNRBNHR BKDDUA
G\QDPLFDOO\ RQH HQG RI WKH FRQQHFWLRQ PXVW KDYH 3DFWL



4.4.4 Rapid Spanning Tree

7KH 6SDQQLQJ 7UHH 3URWRFRO 673 GHILQHBUH®D WHW D( M SO
ZLWKLQ D PHVK QHWZRUN Rl FRQQHFWHG OD\HU @G LGLIVE G\H Y
OLQNV ZKLFK DUH QRW SDUW RI WKDW WUHH OHDNWZRDNVQQ GG

OXOWLSOH DFWLYH SDWKV EHWZHHQ QHWZRUN CRREHY FRDDOWHH
SUREOHPV )LUVW WKH 0$& DGGUHVV WDEOH XWLIHIGF B\ W\KKH WDZALF
DGGUHVVHYVY DQG KHQFH WKH VDPH QHWZRUN KRVWVDDIDBIRDVAEH
VWRUP RFFXUV 7KLV LV FDXVHG E\ EURDGFDVW SDFRRSVY HMZLI
VZLWFKHV $ EURDGFDVW VWRUP FDQ FRQVXPH DOO DYDLODEOI

6SDQQLQJ WUHH DOORZV D QHWZRUN GHVLJQ WHR RO ®GXWIES
EDFNXS SDWKV LI DQ DFWLYH OLQN IDLO@WRRBMW RRIXW KWMKOIHG GQ
HQDEOLQJ GLVDEOLQJ WKHVH EDFNXS OLQNYV

7R SURYLGH IDVWHU VSDQQLQJ WUHH FRQYHUJHQRFMHX\DLWRBUR
6SDQQLQJ 7UHH 3URWRFRO G5DSLG 6SDQQLQJ 7UHH 3URMAREFF
GRFXPHQW Z 5673 LV D UHILQHPHQW RI 6W 3R IWLKWMW HEIRVULHF  H
FKDUDFWHULVWLFV 7KLV HVVHQWLDOO\ FUHDWH 5 IH FOKHDHG HQ
GHVLJQDWHG EULGJH SURSRVHV WR LWV QHDIKPBUG WR DEHM MW
RQH Rl WKH PDMRU HOHPHQWY ZKLFK DOORZV S56FIBWARKDREK ERAY F

&OLFN WKRapiR &péndibg Tree [TURP SWKAH Management PHQXO QG WKHQ W
RSWLRQV ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG DV IROOR?

IPS-3106-SE-PB RSTP Switch Settings
[ System Information

3 User Authentication
=1 Network Management

SV TRV | 32768 v

=3 Switch Management Max Age 6 Secs (6-200)
[} Switch Configuration
.[3 Port Configuration Hello Time 1 Secs (1-10)
E“—' LmkAggregalon Forward Delay |Jg! Secs (4-30)
. B
~ ~[3 RSTP Switch Settings Force Version || tiez DR

[ RSTP Aggregated Port S
. {3 RSTP Physical Port Settir| [ ok |
@] 802.1X/MAB Configuration |
~ #J MAC Address Management
~ ®{3 VLAN Configuration
~ ® QoS Configuration

1. RSTP Switch Settings: 6HNV XS WKH V\VWHP SULRULW\ PD[ $JH KHOOF
DQG IRUFH YHUVLRQ

2. RSTP Aggregated Port Settings: 6HW XS WKH 5673 VWDWH SDWK BERQGN
SRLQW WR SRLQW VHWWLQJ RI DJJUHJD)

3. RSTP Physical Port Settings: 6HXWNKH 5673 VWDWH SDWK FRVW SULRU
SRLQW WR SRLQW VHWWLQJ RI HDFK SK\VL



4.4.4.1 RSTP Switch Settings

&OLFN WKRETR SWtehHRS@ttings |1 URP RapidSpanning Tree PHQX DQG WKHQ WK
IROORZLQJ VFUHHQ SDJH DSSHDUYV

RSTP Switch Settings

System Prionty ||REI{ R

Max Age B Secs (6-200)

Hello Time 1 Secs (1-10)

Forward Delay |t Secs (4-30)

Force Version Naormal v

OK

System Priority: (DFK LQWHUIDFH LV DVVRFLDWHG ZLWK D S® UMD RKXX
VZLWFK KDV D UHODWLYH SULRULW\ DQG FRRAWNWYWWS D W K \LN G\
SDFNHW 7KH ORZHVW FRVW SDWK LV DOZD\V XN MRGX XKDO/HHV F X\O |
EULGJHY DQG LQWHUIDFHVY WKHQ \RX PD\ QHHG WR ® GM X VYRW WIK

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZHN FK QH AW HWE KBV C
EULGJH 7KH URRW EULGJH LV WKH SFHQWUDO ™ EULGJH LQ WKH

Max Age: ,1| DQRWKHU VZLWFK LQ WKH VSDQQLQJBWRNHWGIRKVDQ®RK
RI WLPH LW LV DVVXPHG WR EH GLVFRQQHFWHG 7KH GHIDXOW

Hello Time: 3HULRGLFDOO\ D KHOOR SDFNHW LV VHQW RXW BYMAKH

WKDW DUH XVHG WR FRPPXQLFDWH LQIRUPRWLWRHDHEQ WWUW K% U
$UHD 1HWZRUN

Forward Delay: ,W LV WKH WLPH VSHQW LQ HDFK /LVWHQLQJ DQG [/}
VWDWH LV HQWHUHG 7KLV GHOD\ RFFXUV ZKHQ D QHZ EULGJH I

Force Version. 6HW DQG VKRZ WKH 5673 SURWRFRO WR ERPSDHNGL EX
FRPSDWLEOH ZLWK 673



4.4.4.2 RSTP Aggregated Port Settings

& OLFN WKRETR AYYlegat@d Port Settings |URP RépidHSpanning Tree PHQX DQG W
WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

RSTP Aggregated Port Settings

State Disable +

Path Cost (0-200000000) |jg

Priority 16

Edge Disable ~

Point to Point Forced False -

OK

State: (QDEOH RU GLVDEOH FRQILIJIXUHG WUXQNLQJ JURXSV LQ 56

Path Cost: 7KLV SDUDPHWHU LV XVHG E\ WKH 5673 WR QHGHINULALH
TKHUHIRUH ORZHU YDOXHV VKRXOG EH DVVLIJOH® QWR KSRUWUV ¥
DVVLIQHG WR SRUWV ZLWK VORZHU PHGLD 3 PHDQV DXWR JHC(

Priority: & KRRVH D YDOXH EHWZHHQ DQG WR QAWH WERHHS WL R

SULRULW\ ZLOO GHVLIJQDWH WKH LQWHUIDFIREWMR KRHUZRWEBVSD!
SULRULW\

Edge: ,1 \RX NQRZ D SRUW LV GLUHFWO\ FRQQHBDWH & X8 MOWHRET
VHW LW DV DQ HGJH SRUW WR HQVXUH PD[WKXPVZHWIRU MR EHA

VWDUW IRUZDUGLQJ WUDIILF RQ WKH SRUW DQG QRW ERWKKHILE IV
WXUQ LW RII

Point to Point:

Forced True: LQGLFDWHWBRERMWQOWE 3 VKDUHG OLQN 3 3 SRUW)
SRUWYV KRZHYHU WKH\ DUH UHVWULFWHG LQ SWKH[W 6 BLBC
HGJH SRUWV 3 3 SRUWV WUDQVLW WR D IRUZDUGLQJ VWDW

Forced False: WKH SRUW FDQQRW KDYH 3 3 VWDWXYV

Autoo DOORZV WKH SRUW WR KDYH 3 3 VWDWXV ZKHW®WHKMH3J 3¢
VWDWXV ZHUH WUXH I WKH SRUW FDQQRW PDRQW DNVQI RMKA
KDOI GXSOH[ RSHUDWLRQ WKH 3 3 VWDWXV FRODQHHYHWR F
7KH GHIDXOW VHWWLQJ IRU WKLY SDUDPHWHU LV WUXH



4.4.4.3 RSTP Physical Port Settings

& OLFN W KRETR Phvdidal®ort Settings [URP RapidHSpanning Tree PHQX DQG WKH:
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Configure Port State:

6HOHFW 36 WDWH” I[URP WKH SXOO GRZQ PHQX RI 6HOHFW 6HWW]

RSTP Physical Port Settings

Select Setting |IEIG v

Port State

7KLY DOORZV SRUWV WR EH HQDEOHG RU GLVDEOHGHVKRQ GlOQ.F
SRUW QXPEHU 5673 ZLOO EH HQDEOHG

Configure Port Path Cost:

6HOHFW 33DWK &RVW’™ I[URP WKH SXOO GRZQ PHQX RI 6HOHFW 6l

RSTP Physical Port Settings

S maeiell| | Path Cost v |

Port Path Cost(0-200000000)

O | S [——
0 0 0 |lo 0 0 |

| OK]|

7KLV VHWV XS WKH SDWK FRVW RI HDFK SRLOW DKM & H HQXHUND W E
SDWK FRVW



Configure Port Priority:

6HOHFW 33ULRULW\" [URP WKH SXOO GRZQ PHQX RI 6HOHFW 6HW

RSTP Physical Port Settings

Select Setting || R

Port Priority

<RX FDQ FKRRVH 3RUW 3ULRULW\ YDOXH EHWZHHQ DQG 7Kl

Configure Port Edge:

6HOHFW 3(GJH" IURP WKH SXOO GRZQ PHQX RI 6HOHFW 6HWWLQ.

RSTP Physical Port Settings

Select Setting |Ji=el:] Y

Port Edge

HEEEEE

6HW WKH SRUW WR *HQDEOHG" RU 3GLVDEOHG " :KMQRRKOAIFQILGR
QXPEHU 3RUW (GJH ZLOO EH HQDEOHG



Configure Port Point2point:

6HOHFW 33RLQW SRLQW™ IURP WKH SXOO GRZQ PHQX RI 6HOHFW

RSTP Physical Port Settings

SRS | Point2point |

Port Point2point

6HW XS WKH 3RLQW WR 3RLQW VHWWLQJ RI HDBKFKRUW 7KH GH



4.4.5 802.1X/MAB Configuration

7KH ,((( : 0$% VWDQGDUG SURYLGHV D SRUWURIDVEGGQBX\ZRE
SURWRFRO WKDW SUHYHQWYVY XQDXWKRUL]JHG &BIK LIFFHRH VWR E GFHR
SRUWV %HIRUH VHUYLFHV DUH PDGH DYDLOD EOHH@R/ ¥ O KW \D
FRPSODLQW VKRXOG VXFFHVVIXOO\ DXWKHQWLFDWH ZLWK WKH

, QLWLDOO\ SRUWV DUH LQ WKH DXWKRUL]JHG VWDWH FZOUWLAK @
DOORZHG WR SDVV WKURXJK H[FHSW ; SQWWHRARIORW ULVI NLXF |
WKH DXWKHQWLFDWLRQ VHUYHU WUDIILF IURP ,FOXMXWHD WD QDI
SRUWYVY UHPDLQ LQ XQDXWKRUL]JHG VWDWH EXW UHWULHYV FDQ E

& OLFN W Kgaz.LR/MABHIdnfiguration |1URP 8WKdH Management PHQX DQG WKHQ
RSWLRQV ZLOO EH GLVSOD\HG DV IROORZV

IPS-3106-SE-PB System Configuration
.[3 System Information

-3 User Authentication

#-1 Network Management m

=+ Switch Management RADIUS IP 0.0.00
3 Switch Configuration

3 Port Configuration RADIUS Secret

=1 Link Aggregation Reauthentication Enabled

#-1 Rapid Spanning Tree -

=R NS02 1X/MAB Configuration RADIUS-Assigned VLAN Enabled

[} System Configuration

[y Port Configuration | OK |

[} 802.1X Port Reauthenticate

+{1 MAC Address Management

“-(1 VLAN Configuration

<1 QoS Configuration
“(1 |GMP/MLD Snooping

o RN o O OO

1. System Configuration: 6HW XS V\VWHP ; 0$% 5%$',86 ,3 5%$',86 6HFU
5SHDXWKHQWLFDWLRQ 5%$',86 $VVLJQHG 9/%1

2. Port Configuration:. 6HWSKRUW ; 03% FRQILIXUDWLRQ ,QFOXGHV 03%
UH$SXWK3HULRG ($3 7LPHRXW HWF

3. 802.1X Port Reauthenticate: 6HW XS WKH SRUW UHDWHQWLFDWLRQ

4.4.5.1 System Configuration

&OLFN WKS$ysers Gobfy@ation [URP SUXIEK/MAB Configuration IROGHU DQG Wk
IROORZLQJ VFUHHQ SDJH DSSHDUV

System Configuration

s
RADIUS IP 0.0.0.0

RADIUS Secret
Reauthentication Enabled 3
RADIUS-Assigned VLAN Enabled |

L OK |




Enable: (QDEOH RU GLVDEOH ; 0% RQ WKH 0D QDWHEZ L @ &MY W
HQDEOHG WKH ODQDJHG ,QGXVWULDO 3R( (WKMIZRHW BAKH FK
HQDEOHG FOLHQW DQG WKH DXWKHQWLFDWLR®Q &XWWHUDQQ3RW
6ZLWFK UHTXHVWV LGHQWLI\LQJ LQIRUPDWLRQ DUWRLFR QV KZH WHK(
DXWKHQWLFDWLRQ VHUYHU DQG UHOD\V WKH UHVSRQVH WR Wi

RADIUSIP: 6SHFEH',86 $SXWKHQWHBIWURIGGUHVYV

RADIUS Secret: 7KH LGHQWLILFDWLRQ QXPEHU DVVLIQHG WR HDFK 5.
ZKLFK WKH FOLHQW VKDUHV D VHFUHW

Reauthentication Enabled: (QDEOH RU GLVDEOH 5HDXWKHQWLFDWLRQ

RADIUS-Assigned VLAN Enabled: $O0OORZ WKH 5%$',86 VHUYHU WR VHQG D 9/¢
GHYLFH

4.4.5.2 802.1X/MAB Port Configuration

&OLFN WK HorRGWIigRa@on | UR K H02.1X/MAB Configuration PHQX DQG WKH(
IROORZLQJ VFUHHQ SDJH DSSHDUV

Port Configuration

Admin State RADIUS-Assigned VLAN Enabled | reAuth Enabled || reAuthPeriod(seconds) || EAP Timeout(seconds) || maxReq(Times)

All v

Port1 || Authorized v | 3600 30 2

Port2 || Authorized 3600 30 2

Port3 || Authorized 3600 30 2

Port4 | Authorized v 3600 30 2

Port5 | Authorized v 3600 30 2

Port6 | Authorized v 3600 30 2

OK || Cancel

Admin state: ,QFOXGH $XWKRUL]JHG 8QDXWKRUL]J]HG DQG »3WKRH SR3J
DXWKRUL]DWLRQ VWDMWHK NRWDMCHKVSBHBWFULEHG DV EHORZ %H
PHQXALBRUW URZ \RX FDQ FRQILJXUH DOO SRUWV ZLWK WKH V

Authorized: 7KLV IRUFHV WKH ODQDJHG ,QGXVWULDO 3R( (DAOKOH L
FOLHQWY HLWKHU  DZDUH RU [ XQDZDUH V1IBHDXWUW
%\ GHIDXOW DOO SRUWYV DUH VHW WR 3$XWKRUL]JHG"

Unauthorized: 7KLV IRUFHV WKH ODQDJHG ,QGXVWULDO 3R( (WK
DOO FOLHQWYVY HLWKHU y DZDUH RU ; XQDZDUH

Auto: 7KLV UHTXLUHV , DZDUH FOLHQWYV WR EHQDXWHKRKI
$FFHVVHV IURP FOLHQWY WKDW DUH QRW ; DZDUH ZLOO



MAB: 0$& $XWKHQWLFDWLRQ %\SDVV 0$% ZKLFK XVHV WKH FRQ
JUDQW RU GHQ\ QHAR ERWDNE MHF MIS¥%IRU DOO SRUWY DW D WLPH S
MAB L&A1 SRUW URZ

RADIUS-Assigned VLAN Enabled: $O0OORZ WKH 5%$',86 VHUYHU WR VHQG D 9/¢
GHYLFH/BROQWEOH WKLY VHWWLQJ IRU DOO SRUWYV BMXIOSWLPH ¢
Assigned VLAN Enabled LA SRUW URZ

reAuth Enabled: (QDEHRU GLVDEOH WKH DXWR UH DXWKHQVRIH@MWAM®RH |
WKLV VHWWLQJ IRU DOO SRUWYV DW DreAutiPEhabed HIZYV 5 ROWFNREK |

Reauthentication Period/reAuthPeriod(seconds): 6SHFLI\ D SHULRG RI DXWKHQW
FOLHQW DXWKHQWLFDWHYV ZLWIR MR L)XW K HXQOML 5B WWR/QZ VWK YW
WLPH SOHDVH HQWHU WKH G HaAutbRe@dseconds) LIQRIW & RiUIWHWDREZ R |

EAP Timeout(seconds) : 6SHFLI\ WKH WLPH YDOXH LQ VHFRQGYVY WKDW W
(WKHUQHW 6ZLWFK ZLOO zZDLW IRU D UHVSRQVHHKHRW MFOHVD R Q¥ |
7TRFRQILJXUH DOO SRUWYV ZLWK WKH HRMEW HVKMHOXH VDL WHIS W IDROHK HS |
EAP Timeout(seconds) L@&I SRUW URZ

maxReq(Times): & RQILIJIXUH ($3 UHTXHVW LGHQWLW\ UHWU\ WLPHV |U
UHVWDUWLQJ WKH DXWKHQWLFDWLRQ SURFHVV HG EEBEWR 0$% L\
HIFHHGLQJ WKLWVRIFHRNULIXILAFHB OO SRUWV ZLWK WKH VDPH YDO X
GHVLUHG YD O X HnlagRay(Kitded)L HQIG SRRIUW URZ

4.45.3 802.1X Port Reauthenticate

&OLFN WK BO02R% WdrtRR@authenticate |1URP 80KIX/MAB Configuration PHQX QG
WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

802.1X Port Reauthenticate

0 0 A R

'OK‘

%\ FOLFNLQJ RQ VRKWKAKHRNBPR[VSRQGLQW ISR W @)QFREHNUKHQWLF
VHOHFWHG SRUWYV ULJKW QRZ :KHQ HQDEOBGE HVKH QMK WRKPHGALL
\RX FOLFEXWEHNVWRQ



4.4.6 MAC Address Management

& OLFN W KMAGQ R@IGY3 WManagement [IURP 8wWKdH Management PHQX DQG WKH(
IROORZLQJ VFUHHQ SDJH DSSHDUYV

IPS-3106-SE-PB MAC Table Learning
[ System Information
-3 User Authentication

# (1 Network Management
=3 Switch Management
.3 Switch Configuration
~.[3 Port Configuration ' OK
=1 Link Aggregation

'Q Rapid Spanning Tree

=1 802.1X/MAB Configuration

sE=IMAC Address Management
. .3 MAC Table Learning

. .[3 Static MAC Table Configural
1 VLAN Configuration
#-_1 QoS Configuration

#-1 IGMP/MLD Snooping
[ Static Multicast Configuration

[ Port Mirroring

1. MAC Table Learning: 7R HQDEOH RU GLVDEOH OHDUQLQJ 0%$& DGGUH\

2. Static MAC Table Configuraton. 7R FUHDWH HGLW RU GHOHWH 6WDWLF

4.4.6.1 MAC Table Learning

&OLFN WKMARBWd RR&ning |URP MACH\Jddress Management PHQX DQG WKH:«
IROORZLQJ VFUHHQ SDJH DSSHDUV

MAC Table Learning

Auto: (QDEOH SRUW 0$& DGGUHVYVY OHDUQLQJ

Disabled: 'LVDEOH SRUW 0%$& DGGUHVYV OHDUQLQJ



4.4.6.2 Static MAC Table Configuration

& OLFN WK &tatik SWRC Rdple Configuration 1URP MACHAddress Management P HQ X
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Static MAC Table Configuration

MAC Address Forwarding Port

| New || Delete |

NOTE: The Managed Industrial POE Ethernet Switch only supports switch-based MAC
security and does not support port-based MAC security. The Managed Industrial PoE
Ethernet Switch can support up to 128 entries of MAC security list.

&OINEM WR DGG D QHZ 0$& DGGUHVV HQWLW\ DQG WKHQ WKH IRO

& O IDelkte WR UHPRYH D 0$& DGGUHVYV HQWU\

Static MAC Table Configuration

Current/Total/Max Agents |[EREWPAS

MAC Address 00:00:00:00:00:00

VID 0

Forwarding Port Port1 ~

Current/Total/Max Agents: 7KH QXPEHU RI FXUUHQW WRWDO DQG PD[LPX
HQWULHYV

MAC Address: 6SHFLI\ D GHVWLQDWLRQ 0$& DGGUHVV LQ WKH SDFN
IRUPDW

VID: 6SHFLI\ WKH 9/$1 ZKHUH WKH SDFNHWV ZLWK WKH DHMMLE) D W\

Forwarding Port: ,I WKH LQFRPLQJ SDFNHW KDV WKH VDPH GHVWLQDYV
VSHFLILHG LQ 9," LW ZLOO EH IRUZDUGHG WR WKH VHOHFWHG ¢



4.4.7 VLAN Configuration

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/%$1 LV D QHWZRUNRMRBR
VFKHPH UDWKHU WKDQ WKH SK\WLFDO OD\RXVD\ HRO GFHDEWE R Q¥
VHIPHQWY LQWR D JURXS WKDW DSSHDUV DV D VLQWXH/®HWYZ
LQWR GLIIHUHQW EURDGFDVW GRPDLQV $00 EURDGHDVYWHURR
6ZLWFK RQ D SDUWLFXODU 9/$1 ZLOO RQO\SRHNWRUWBD®WHGUW RP
WKDW 9/%1

9/$1 FDQ HQKDQFH SHUIRUPDQFH E\ FRQVHUVHG®X EDQGZ\L G WKL
WR VSHELILF GRPDLQV $ 9/$1 LV D FROOHPWRIRRVYRIQVIMHDR &R
ORFDWLRQV (QG QRGHV WKDW IUHTXHQWO\ FRPP X QL FPIHWH $2L W
QR PDWWHU ZKHUH WKH\ DUH SK\VLFDOO\ ORFIDWIRG R §1 W RK/HWX
FDQ FKDQJH WKH QHWZRUN WRSRORJ\ ZLWKRXW SK\VAFD®H
FRQQHFWLRQV 6WDWLRQV FDQ EH pPRYHGT QUFE DQRVIKWEK QVV
DQG VKDUH LWV UHVRXUFHV VLPSO\ E\ FKDQJLQJ W KWR TRQURNV K
7KLV DOORZV 9/$1 WR DFFRPPRGDWH QHWZRUN ZRRNH W K FAK D\Qk
IOH[LELOLW\

4.4.7.1 Port-Based VLAN

3RUW EDVHG 9/$1 FDQ HIIHFWLYHO\ VHJPHQW RQWWQBWERLUC
%URDGHARUWLEDVW DQG XQNQRZQ SDFNHWV ZLOO EH GLFP/SWHS
XQFRPSOLFDWHG DQG IDLUO\ ULJLG LQ LP RQMPBGMIMYVRQ D\YB
WR TXLFNO\ DQG HDVLO\ VHW XS 9/$1 VR DV WR WV ROD WK HALKHQI

7KH IROORZLQJ VFUHHQ SDJH DS $brDBasedAKAN) RR)X HF HB RWLAN K H
Configuraton PHQX DQG W KGOQJigurtel AANFW X QFWLRQ

Configure Port Based VLAN

Default VLAN |V [V |V |V |V |V |V

New | Edit |

6LQFH VRXUFH DGGUHVVHVY RI WKH SDFNHWYV DUH OLVWH[E&E HIIWC(
EURDGFDVW PXOWLFDVW SDFNHWYV LQ HYHU\ 9/$1 RVKBI\ V¥ UW K R
UHVWULFWLRQV

&OINeM WR DGG D QHA/YUSDQG WKHQ WKH IROORZLQJ VFUHHQ SD

8VHdit WR PRGLI\ WKH FXUUHQW 9/$1 VHWWLQJ



Configure Port Based VLAN

Current/Total/Max

EE

oK

Current/Total/Max: 7KH QXPEHU RI FXUUHQW WRWDO DQG PD[LPHY 3R
Port Name: 8VH WKH GHIDXOW QDPH RU VSHFLI\ D QDPH IRU \RXU 3F

Port Number : %\ FOLFNLQJ RQ WKH FKHFNER[ RI WKH FRWUW KB RWH3LH
SRUWYVY EHORQJ WR WKH VSHFLILHG 3RUW %DVHG 9/%1

4.4.7.2 802.1Q VLAN

802.1Q VLAN Concept

SRUW %DVHG 9/%$1 LV VLPSOH WR LPSO EPHQINE BRUR XV H/ ZE WW KLHN
7KH 4 SURWRFRO ZDV GHYHORSHG LQ RUWGKIL V¥R RREURYRIG Ho!
9/$1 PHPEHUVKLS LQIRUPDWLRQ WR (WKHUQHW IKUHD®H VQ HWK
DGPLQLVWUDWRUYV EUHDN ODUJH VZLWFKHG QHWEHWRRINGFDYW F
PXOWLFDVW WUDIILF ZLOO QRW RFFXS\ WRR PXEGBBXLDKEDEOHM
VHFXULW\ EHWZHHQ VHIJPHQWY RI LQWHUQDO QHWZRUNYV

Introduction to 802.1Q Frame Format:

| BUHDPE(6)' ['$ [6%$ | 7\SH /(1] 3%</2%$' |)&6 | 2ULJLQDO

3UHDPE(6) |'s |63 | % 7\SH /(1 | 38</2%' )&6 T
78&, 3 & ¢ IUDP

35( 3UHDPEOH ELWV 8VHG WR VI\QFKURQL]H WL

6)' 6WDUW )UDPH 'F ELWYV ODUNV WKH EHJLQQLQJ RI
'$ '"HVWLQDWLRQ ¢ E\WHV 7KH 0%$& DGGUHVV RI WKH
6% 6RXUFH $GGUH E\WHV 7KH 0%$& DGGUHVV RI WKH

7&, 7DJ &RQWURO E\WHV VHW WR IRU S DQG ¢
3 SULRULW\ ELWV ,QGLFDWHYV S SULRUL\
& &DQRQLFDO ,¢ ELW ,QGLFDWHYV LI WKH 0$&QD(

&DQRQLFDO IRUPDW (WK
9," 9/$1 ,GHQWLILH ELWYV ,QGLFDWHYV WKH 9/%$1
7/ 7\SH /[HQJWK )LH E\WHV (WKHUQHW ,, W\SH RU
3D\ORDG RU E\WHV 8VHU GDWD
)&6 )UDPH &KHFN 6 E\WHV &\FOLFDO 5HGXQGDQF\ &k



Important VLAN Concepts for 802.1Q VLAN Configuration:
7TKHUH DUH WZR NH\ FRQFHSWV WR XQGHUVWDQG

Access-VLAN VSHELILHV WKH 9/$1 ," WR WKH VZLWFK SRUW RWK
untagged WUDIILF IURP WKDW SRUW $ SRUW FDQ RQO\ EM LPHVL
'KHQ WKH SRUW LV Ac&gs| MadeU HW KBV SRUW  LACCES® @dtH GWIX®! O L
WR IURP WKLV S RAJGsSILWWKE DDKOHH 6/ $1Q,' DVVLIQIRADLY FDOOHG

Trunk-VLAN VSHFLILHVY WKH VHW RI 9/$1 ,'V WKDW D JLYQIBQVERG
tagged SDFNHWV $ SRUW FDQ EH DVVLIQHG WR PXOWILREBH RUX
FRQILIXUtdrkk NDdle WKH SRUW TronhkPPDrOOW&HOOLQN WR IURP WKL’
Trunk Link  7KH 9/$1 ," DVVLIJQNIG LV FDOOHG

$ SRUW FDQ EH FRQILJXUHG DV EHORZ T 9/$1 PRGHV

Access Mode :

$FFHVV /LQNV WKH OLQN WR IURP DFFHVV SRUWV DUH WKH
V Z LW Fietwdr® ibsts (such as PCs) FRQQHFW WR WKH VZLWFK V $FFHV
JDLQ DFFHVV WR WKH ORFDO QHWZEAMRIINVLAN FRHQUI L.SIKW\RheR/QKOD VY
network hosts ZLOO EH DOORZHG WR DFFHVYV

W LV LPSRUWDQW WR QR Wéthoix\WostV KALR/Q RFHLFQWH GV MIRWVD QS F F H V
WRWDOO\ XQDZDUH RI WKH 9/$1 Dotk hosH GVWRS W K B VSWRXUPWM V 71K
RI D VLQJOH EURDGFDVW GRPDLQ MXVW DV LW KQ3 SHQWD 2W \
DO\ 9/$1 LQIRUPDWLRQ RU GDWD IURP RWKHU 9/$1V LV UHPR"
LQIRUPDWLRQ DERXW WKHP

Trunk Mode :

7TUXQN /LQNV WKH OLQNMWRFRREBIWUMNQNVRREDVWMI\ SDFNHWYV
7KHVH W\SHV RI SRUWYV DUH XVXDOO\ IRXQG LQ FRQOQHTFXMLRAL
WKH DELOLW\ WR FDUU\ SDFNHWV IURP PXOWLSOH 9/%$1V EHF

Trunk Native Mode :

$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SBRPMBIWWY & LP X(
SDFNHWV :KHQ \RX DVVLJQ D GHIDXOW $FFRHYW 9D ®10 WR) W B HJ
WUDYHOV RQ WKH GHIDXOW $FFHVV 9/%$1 IRU WEHWJDXQR OQ\D\
DVVXPHG WR EHORQJ WR MKKNVV$FFHNWVI9$EILY UHIHUUHG WR
," IRU D 7UXQN QDWLYH 3RUW 7KH Q,DWILKYHNIFPIU U LLHN WKIQHV B/ X
WUXQN QDWLYH SRUWYV

DOT1Q-Tunnel Mode :

%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH

WKH QXPEHU RI 9/$1V WR EH VXSSRUWHG 7KH 9/$RREBDOVHW L

WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHUODS D¢

LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJIJQLQJ D XQLTXI® ® D

UHVWULFW FXVWRPHU FRQILIJIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ

8VLQJ WKH ,((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SISRWLVG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V [
GLIIHUHQW FXVWRPHUV LV VHJUHIJDWHG ZLWKLQ WKH HDWY L]
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDFNHW)\



4 WXQQHOLQ Jtunhel BdtO OKEQD\RX FRQILIJXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ," WKDW LV GHGLFDWHG WR WXQQHOLYQLFHDF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWYV DOO RI WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZD\ ZLWK(DSSUF

4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wi
RQH HQG LV FRQILJXUHG DV DQ ,((( 4 WUXQN JISRIHE D\ G |
WXQQHO SRUW <RX DVVLJQ WKH WXQQHO SR UW QLI H UWIRF H C
FXVWRPHU

Example : PortX configuration

7TUXQN 9/%1 SRUW; Adtess@ort
$FFHVV 9/%1 SRUWINMV LIQRUHG
Mode = Access SRUWWD/ LV
SRUW; Vuh@dggad SDFNHWYV 3RUW; WDNHV D]
39," LV
SRUW; UHUMmAGgg¢H\VSDFNHWY RQO\
7TUXQN 9/%1 3 R U W ; Ttuwk Port
$FFHVV 9/%1 SRUWIN WV DQG
Mode = Trunk SRUWMD/ LY LIQRUHG
SRUW,; VHQGYV D QaggedHEBBEEXNHWYV 9,° DQ
7TUXQN 9/%1 3 R U W ; Ttuwk-Dative Port
$FFHVV 9/%1 SRUWIN WV DQG
Mode = Trunk-native SRUWWDY LV
SRUW; VHQGYV D QaggeéHEBEEXNHWYV 9,' DQ
SRUW; UHUmthggeHVSDFNHWY DQG DGG 39,
7TUXQN 9/%1 3 R U W ; Dottgfunnel Port
$FFHVV 9/%1 SRUWINMV LIQRUHG
Mode = Dotlg-tunnel SRUWWDY LV
SRUW; Vh@dgad RUTagged SDFNHWYV 9.’
SRUW; UHUntdggéd \D Qfégged SDFNHWYV DQG DG
RXWHU WDJ




4.4.7.3 Introduction to Q- in-Q (DOT1Q-Tunnel)

7TKH |, ((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VRWKBIEU UG PNL @)

DG ,WV SXUSRVH LV WR H[SDQG WKIHJJLQJT W/isH VS QHAK BiDJ.
WK/ ZD\ D 3GRXEOH WDJJHG  IUDPH LV FUHDWHG R/ R LDWK MR DV K
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXERXWADUJINBJI)UD
EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHU MDY FWQWWKXS SR
9/$1 &XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRUNNVWRRG EHRW
WUDIILF IURP GLIIHUHQW XVHU JURXSV OOHRWDRYHG WSKOHH GGE
QXPEHU RI DYDLODEOH 9/$1 WDJV ZKLFK DOORZ ¥ HUY¥LF&6HSVYRF
SURYLGHU 9/$1 WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQF

3UHDPI 6)" ASH /(1 3g</28'| yas6 2ULJLQDO

‘| 6
$ 1 %

7$*
7&, 3 & 9

T

3UHDPI 6)° JUDPH

7\SH /(] 3$</2%'| )&6

L5
©“ O

QQHU | 'RXEOH
3UHDPL6)' | ¢ g éﬁWG';U_ RU & 70 7\SH /(1 3%$</2%'| )&6| WDJJHG

7&, 3 & 9 )UDPH

Double-Tagged Frame Format

$V VKRZQ EHORD LUPDPBSOH LOOXVWUDWLRQ +HDGTXDUWHU $
%UDQFK WKDW LV PLOHV DZD\ 2QH FRPPWRQRQKLDV WEKRXW
WKH VDPH 9/$1 ,' RI FDOOHG & 9/$1 &XVWRPHULB/ELO GLEQFHF
VHUYLFH SURYLGHUTV EDFNERQH WKHUH LV D SRVVHEKOHW\ V
H[DPSOH GXH WR WKH VDPH 9/$1 ,' XVHG 7KHUHRIRRMWLRY R
+HDGTXDUWHU WR %UDQFK WKH HDVLHVW ZD\ |RW RWPKH \FDY
HQFDSVXODWH WKH RULJLQDO 9/$1 ZLWK D VHERQG '9U¥IN,QRZIQ
639/$1 6HUYLFH 3URYLGHU 9/$1 WKDW LV DGGHG DWW GDHVDZ R QA
WKHQ UHPRYHG DV GDWD H[LWV (YHQWXD®OL QIR WHKD WIKRIQ KW
+HDGTXDUWHU WR %UDQFK FDQ EH GHOLY ©WHGG MWK EHOWRP |

CVLANTAG 20
; . ; CustomerAVLAN
MAN Service Provider  MAVEdseSwich ‘ BRANCH 1

ITAG MAN Edge Switch : i
‘C-VLAN TAG20 ge Swil Q-in-Q Q-in-Q
SP-VLAN Tag 100 + C-VLAN Tag 20 SP-VLAN Tag 100 + C-VLAN Tag 20
_) o .. Backbone o
VLAN TAG 30 SP-VLAN Tag 100 + C-VLAN Tag 30 Core Switch SP-VLANTag 100+ C-VLAN Tag 30
CustomerAVLAN ‘-—) C-VLANTAG 30
Headquarter MAN Edge Switch

Customer AVLAN
BRANCH 2

Q-in-Q Example



4.4.7.4 |EEE 802.1g Tag VLAN

7KH IROORZLQJ VFUHHQ SDJH DS SEEB 802.15KIEQVLIARX PARKGRRRVHRP W
VLAN Configuration PHQX DQG W KHAN Mtdr@teF WK Q FW LR Q

IPS-3106-SE-PB - | VLAN Interface
-3 System Information

-3 User Authentication

] Network Management Dot1g-Tunnel EtherType (jExIs[t] (0000-FFFF)

=3 Switch Management

-3 Port Configuration :

@ Link Aggregation Port] [IACCESS ML !
@ Rapid Spanning Tree Port2 | [ACCESS v[ |1 1
#-3 802.1X/MAB Configuration , , ‘ :
#-1 MAC Address Management Port3 [ ACCESS M i |1
=43 VLAN Configuration ‘
e S Portd |[ACCESS v 1| 1[0
SESWIEEE 80219 Tag VLAN Port5 | ACCESS || /1
- -3 Trunk VLAN table —
[ VLAN Interface Port6 | ACCESS v |1

- .[3 Management VLAN
EHD VLAN Translation Configure 0K ‘
#-1 QoS Configuration

®- IGMP/MLD Snooping
[ Static Multicast Configuration

[y Port Mirroring

#-1 Security Configuration

-[3 ACL Configuration

[ Layer 2 Protocol Tunneling Co
.[3 LLDP Configuration

..[3 Loop Detection

-3 Ring Detection

1. Trunk VLANtable: 7R FUHDWH PRGLI\ RU UHPRYH 4 7DJ 9/%$1 VH\
2. VLAN Interface : 7R VHW/¥XBE PRGH DQG FUHDWH 4 9/$1 RQ WKH VF

3. ManagementVLAN: 7R VHW XS PDQDJHPHQW 9/$1 DQG PDQDJHPHQW



4.4.7.4.1 Trunk VLAN Table
7KH IROORZLQJ VFUHHQ SDJH DwwsWBNtablel] \RX FKRRVH

Trunk VLAN table

wastane [Vl 2] ][ or

Default_VLAN | 1 VIVIVIVIV]|V|V

V :Member - :Not Member

| New || Edit || Delete |

When CPU VLAN is changed, the port VLAN ID of all member ports in the new CPU VLAN will be changed to CPU's VID.

&OINEM WR DGG D QHZ 9/$1 DQG WKHQ WKH IROORZLQJ VFUHHQ S
&OIEBNWR PRGLI\ WKH VHOHEWHG , ((( 4 7DJ 9/$1 VHWWLQJ

&ODEte WR UHPRYH DQ H[LVWLQJ 9/$1 \RX VHOHFW

Configure VLAN

(TG A EVAY TN 2/ 1/2048

VLAN ID 0 (1-4094)

VLAN Name

Port Number E

VLAN Members
V :Member - :Not Member

VLANID: 9LHZ RQO\ ILHOG VKRZV WKH 9/%$1 ," RI WKLV 9/$1 JURXS
VLAN Name: 8VH WKH GHIDXOW QDPH RU VSHFLI\ D 9/$1 QDPH

VLAN Members: ,1 \RX FKHFN WKH SRUWV LW GHQRWHV WKV®HWIKIH H
9/$1 JURXS



4.4.7.4.2 VLAN Interface

7KH IROORZLQJ VFUHHQ SDJH L8 IH®etdde LI \RX FKRRVH

VLAN Interface

Dot1g-Tunnel EtherType |jeRiele] (O000-FFFF)

Port1 | ACCESS

Port2 || ACCESS

Port3 | ACCESS

Port4 || ACCESS

Portd | ACCESS

Port6 || ACCESS

Dotlg-Tunnel EtherTy

pe :

&RQILIXUH RXWHU 9/$1 V HWKHUW\SH

5DQ.

Mode: 3X0OO GRZQ W KMbde® LV WOLE DMGHVHOHFW WKH DSSURSULDWH

EHKDYLRU RI

HDFK PRGH LV OLVWHG DV WKH

Access: 6HW WKH VHORWRNMHDBDFFRIVW MRGH XQWDJJHG

IROORZLQJ WDEOF

Trunk: 6HW WKH VHOHFWHG SRUW WR WKH WUXQN PRGH WDJ

Trunk-Native:

DOT1Q-Tunnel:

(QDEOH QDWLYH 9/$1 IRU XQWDJJHG WUDIILF RQ W

6HW WKH VHOHFWHG SRUW WR WKH GRW G WXQQ

Mode ‘ Port Behavior
ACCESS 5HFHLYH XQWDJJHG SDFNHWV RQO\ 'U
6HQG XQWDJJHG\SDFNHWV RQO
Trunk 5HFHLYH WDJJHG SDFNHWV RQO\ 'URS

6HQG WDJJHG SDFEFNHWV RQO\

Trunk Native

SHFHLYH ERWK ] 8QWDJJHG SDFENHWYV

DQG WDJJHG SD| 7DJJHG SDFNHWV 6WI

"KHQ VHQGLQJ SDFNHWV 39, DQG 9,' Z
1 39, DQG 9,' DUH WKH VDPH 39,' ZLO
1 39, DQG 9,' DUH GLIIHUHQW WKH SD
9, ZLOO EH VHQW

DOT1Q-Tunnel

SHFHLOYWDIDI DQG XQWDJ SDFENHWYV

6HQG WKH SDFNHWV ZLWK WKH RXWHU




Access-VLAN (PVID) : 6SHFLI\ WKH VHOHFWHG SRUWVY $FFHVV 9/%1 ,' 3

Trunk-VLAN : 6SHFLI\ WKH VHOHFWHG SRUWVY 7UXQN 9/%$1 ," 9,

4.4.7.4.3 Management VLAN
7KH IROORZLQJ VFUHHQ SDJH Maa&enettVLAN \RX FKRRVH

Management VLAN

Management VLAN
CPU VLAN ID |l¥

v

VLAN Mode |5
Management Port

5] 2 ] S

| OK || Cancel |

CPUVLANID: 6SHFLI\ DQ H[LVWLQJ 9/%$1 ,'
VLAN Mode: 6 HOHFW WKH 9/$1 PRGH IRU WKLV ODQDJHPHQW 9/%1

Management Port: & OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSRQGLQJ ¢
EHFRPH ODQDJHPHQW SRUWYV



4.4.7.5 VLAN Translation Configuration

%HVLGHVY WKH DIRUHPHQWLRQHG ZD\V Rl FUHDWL®XH/$1WD QD/Q
9/$1V LV WR FRQILIXWUDQY$ODWLRQ RU 9/$1 PDSSLQJ RQ WU:
FXVWRPHU QHWZRUN WR PDS WKH RULJLQDO 9/$1V LWROMKH,'W
WUDQVODWLRQ LW ZLOO VDYH PXFK HIIRUW LQ PDVVLYH (WKHL

3DFNHWV HQWHULQJ WKH WUXQN SRUW DUH RQ SV8K BQRRE & UNVDQ
WKH RULJLQDO 9/$1 ,' ,RIDVWNSSEBRHRHWUR GHSOR\PHQW 9/$1 |
XVHU QHWZRUNYHADXVH MHWH 9/$1 ,' LV PDSSHG WR WKH WUDQ
IRUZDUGLQJ RSHUDWLRQV RQ WKH 0DQDJHG ZD\® KKSBWIHR OPIRY 7
WKH XVDJH RI WKH WUDQVODWHG 9/$1 LQIRUPDWLR®@ UDWKHU W

VLAN Translation Configuration

VLAN Translation |JisiS1el= B4

:AOK‘

L s T ey

| New || Edit || Delete |

VLAN Translation : (QDEOH RU GLVDEOH 9/$1 7UDQVODWK SQRXQEWGR®A
9/$1 7TUDQVODWLRQ IXQFWLRQ WKH QHZ VHIWMMHIOQJY ZLOO EH WI

&OINEM WR DGG D QHZ 9/$1 PDSSLQJ UXOH DQG WKH®WKH IROOF

&OLEHIN WR PRGLI\ WKH FRQILIXUDWLRQ RI WKH VHOHFR/® GV RH
FKHENER[ RI WKH FRUUHVSRQGLQJ UXOH

&OLBedte WR UHPRYH DQ H[LVWLQJ 9/%$1 PDSSLQJ UXOH EWHFOI
FRUUHVSRQGLQJ UXOH 7R UHPRYH DOO UXOH\MWSRR JKDKORU WID\E
FDQ FOLFN RQ WKH WRS FKHFNER[ RI WKLW VWE O HWW RHF KORRG/ F
Delete



Add VLAN Translation

Occupied/Max Entry

Entry

Port

Original VID

Mapped VID

Priority

' OK | Cancel |

Occupied/Max Entry: 9LHZ RQO\ ILHOG

Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO 9/$1 PDSSLQJ U
FUHDWHG

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU 9/%1
QXPEHU LV

Entry: 9LHZ RQOVKLNOWXKRZY WKH QXPEHU RI 9/$1 PDSGEQBHWBE W

Name: 6 SHFLI\ D QDPH IRU WKH 9/$1 PDO®ISKDQXOHUBBE RKDUDFWH
DFFHSWHG

Port: 6SHFLI\ RQH SVMBXQWUFHREUW XVHG IRU WKH 9/$1 ;" WUDQVODW
SRUW VHWWLQJV 66HGWDLRIY UHIHU WR$1 QWHUIDFH’

OriginalVID: 6SHFLI\ WKH RULJHQWM® WL WKH VZLWFK IURP WKH FX
9/$1 ," WUDQVODWLRQ 9DOLG UDQJH

Mapped VID: 6 SHFLI\ WKH SIBHIHUMKBW WKH DVVLJQHG RULJLQDO 9,
9DOLG UDQJH

NOTE:

1. Different Mapped VIDs cannot be assigned to the trunk port with the same original VID.
2. Different original VIDs belonging to the specific port cannot be translated into the same
Mapped VID.

Priority: 6 SHFWKH SUHIHUUHG SULRULW\ ELW YDOXH WR UHSODFH
SDFENHWYV 9DOLG UDQJH a

&OLBKNSURYLGHG IRU DGGLQJ HGLWRIHWKS/ $AHEZDWEBWRHIL QJIV ZLOC
LPPHGLDWHO\ 7KLV HQWU\ ZLOO EH OLVWHG RQ WKH 9/%$1 PDSS



4.4.8 QoS Configuration

IHWZRUN WUDIILF LV DOZD\V XQSUHGLFWDEOH DQ & IWKUH & QLON
EHVW HIIRUW WUDIILF GHOLYHU\ 7R RYHUFRPH WKLW REKIEDQA
WKURXJKRXW WKH QHWZRUN 7KLV HQVXUHV WKDWRQM®BHERLINI
FULWHULD DQG UHFHLYHV SUHIHUHQWLDO WUHDWPHQWYV

4R6 HQDEOHV \RX WR DVVLJQ YDULRXV JUDGHV \RRQMWWDRILR W
PXOWL PHGLD YLGHR SURWRFRO VSHFLILF WLRW S WKH FLQR!
SDFNHWV LQ WKH ODQDJHG ,QGXVWULDO 3RQoSVCEfiguatienw BZR ™ F
W IStiitch Management PHQX DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV IF

IPS-3106-SE-PB QoS Priority Configuration
[y System Information
3 User Authentication
@1 Network Management

=3 Switch Management
[ Switch Configuration

3 Port Configuration
#- Link Aggregation
Sl o
=1 802 1X/MAB Configuration

&1 MAC Address Management

3 VLAN Configuration

58 QoS Configuratiol
[ QoS Priority

) QoS Rate Limit

&1 IGMP/MLD Snooping

[y Static Multicast Configuration
[ Port Mirroring

=1 Security Configuration

3 ACL Configuration

[ Layer 2 Protocol Tunneling Confi
{3 LLDP Configuration

3 Loop Detection

[ Ring Detection

=] Digital Input/Output Config
3 PoE Configuration

QoS Priority:

Disable v

Strict v

164 1127

1. QoS Priority : 7R VHW XS HDFK SRUWYV 4R6 GHIDXOW FODVV 3ULRI
"HLIKWHG DQG 5HPDUNLQJ

2. QoS Rate Limit: 7R FRQILJXUH HDFK SRUWYV 3ROLFHU DQG 6KDSHU

4.4.8.1 QoS Priority

BHOHFW W R®S RiSrityL RICR P @K Bonfiguraton PHQX DQG WKHQ WKH IROC
SDJH DSSHDUV

QoS Priority:

Queue Weight(Q0:Q1:Q2:Q3:Q4:Q5:Q6:Q7) (i 2 [ |4 18 1116 1132 - 64 2127
T ao-




Priority Mode : 6HOHFW WKH 4R6 SULRULW\ PRGH RI WKH ODIQWBKG ,Q
IEEE 802.1p: , ((( S PRGH XWLOL]JHV S ELWV LQ 9/$1 WDJ IRU ¢
DSCP: '6&3 PRGH XWLOL]JHV 726 ILHOG LQ ,3Y KHDGHU IRU GL
Disable: 'LVDEOH 4R6

Queue Mode: 6SHFLI\ WKH TXHXH PRGH DV 6 WULFW RU :HLJKW

Strict: 7KLV LQGLFDWHY WKDW VHUYLFHV WR WKH HJUHVV TXFE
DQG DOO WUDIILF ZLWK KMYKBDQ \SRILWWEHW\ ITYNYWHEHIRUH OR
VHUYLFHG

Weight: :HLJKWHG 5RXQG 5RELQ VKDUHV EDQGZLGWK DW WKH
ZHLIKWYV IRU TXHXHVY WKURXJK UHVSHFWLYHO\

Queue Weight: 6SHFLI\ WKH 4XHXH ZHLJKW IRU HDFK 4XHXH
802.1p Priority Map : $VVLJQ D YDOXH a WR GLIIHUHQW OHYHOV
DSCP PriorityMap : $VVLIJQ D YDOXHR GAIIHUHQW OHYHOV

User Priority:

User Priority'

Port Prlonty 0

7TKHUH DUH HLJKW SULRULW\ OHYHOV WKDW \RX FDROQAFKRR WHK MV |
OLVWHG RSWLRQV IRU &R6 &ODVV RI 6HUYLFH SULRULW\ WDJ

7TKH GHIDXOW S VHWWLQJYVY DUH VKRZQ LQ WKH IROORZLQJ W

BULRULW| QRUH ORZ ORZ QRUP| PHGLX OHGLX +LJK KLJ}
S 9DC




Remarking:

Remarking:
802.1p Remarking

New-802.1p

802.1p Remarking Map | 3

DSCP Remarking

New-DSCP

' DSCP(0) DSCP(D)

'DSCP(D) v DSCP(0) v
DSCP(0) v | 5 DSCP(0) v
'DSCP(D) v 7 DSCP(D) v

Configure 802.1p Remarking:

& KHBMR.1p Remarking WR HQDEOH

802 1p Remarking

802 1p || New-802 1p -802.1p | New-802 1p
| 1 0 7]

802.1p Remarking Map - I 3 o
- B : i
1 ? [

7KLY DOORZV \RX WR HQDEOH RU GLVDEOH X OWP\DHUWMNMWQ @ J R
GLVDEOHG

Configure DSCP Remarking:

& KH BSICP Remarking WR HQDEOH

DSCP Remarking

[Rx-DSCP [ New-DsCP MR/-DQCP New-DSCP

' DSCP(0) DSCP(U)
DSCP Remarking Map | : | . ||Dscr(m) 3 ;_DSCF'(D)” v

DSCP(D) 5 | |[bscr@ v

'DSCP(0) 7 | |/pscP@) v |

7KLY DOORZV \RX WR HQDEOH RU GLVDEOH '6&3 UHPIDUUW IGQY DEW



4.4.8.2 QoS Rate Limit

BHOHFW W KQdS RStEVILIRIQ |URP QoSH onfiguraon PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Configure Ingress Rate:

Ingress Rate (500-1000000 Kbits/Sec 0:Disable)

7KLY DOORZV XVHUV WR VSHFLI\ HDFKKBRHUWHVVLYBEPXIQE EDQG £
6SHFLI\LQJ 8~ LV WR GLVDEOH WKLV IXQFWLRQ

Configure Egress Rate:

Egress Rate (500-1000000 Kbits/Sec 0:Disable)

(| 2 S | S | A S S— s —

7KLY DOORZV XVHUV WR VSHFLI\ HDFK SRUWITV RXMWEREQGGHRGE
6SHFLI\LQJ 3" LV WR GLVDEOH WKLV IXQFWLRQ



4.4.9 IGMP/MLD Snooping

7KH ,QWHUQHW *URXS ODQDJHPHQW 3URWRFRO ,*03 WR M®DRMDP
WKH PHPEHUVKLS Rl ,QWHUQHW 3URWRFRO PXOWLFDVONGMDRME
PXOWLFDVW URXWHUV WR HVWDEOLVK PXOWLFDVW JW@W S \PHKH
VXSSRUWLQJ DFWLYLWLHY VXFK DV RQOLQH VWUHDPLQJ YLGHF

, 03 6QRRSLQJ LV WKH SURFHVV RI OLVWHQLQJ WR ,*OKHWVQDPHF
LV D IHDWXUH WKDW DOORZV WKH VZLWFK WR SOIWMWHKRVMWYV E
URXWHUV E\ SURFHVVLQJ WKH OD\HU SDFNHWV WKDW ,*03 SDF

‘KHQ ,*03 VQRRSLQJ LV HQDEOHG LQ D VZLWFK L \MDZAMHMD VKR
FRQQHFWHG WR WKH VZLWFK DQG PXOWLFDVW URXWH@V,*D® W
UHSRUW IRU D JLYHQ PXOWLFDVW JURXS IURPSRWRVIXP®KY \
PXOWLFDVW OLVW IRU WKDW JURXS :KHQ WKH VZLWFK KHRPV L
WKH WDEOH HQWU\

, 03 VQRRSLQJ FDQ UHGXFH PXOWLFDVW WUD I BHIFQI® RIPG WW UHD/WP!
DSSOLFDWLRQV UXQ PRUH HIITHFWLYHO\ $ VZLWRK XPVA@QW LED3/ W
WR WKH KRVWV LQ WKDW WUDIILF 7KLV UHGXFWLRQ R I DPX QWKL
VZLWFK DW WKH FRVW RI QHHGLQJ DGGLWLRQDO PHPP®RWOVR
GHFUHDVHV WKH ZRUNORDG DW WKH HQG KRVWYV VL QFH MX®MH U
UHFHLYH DQG ILOWHU DOO WKH PXOWLFDVW WUDIILF JHQHUDW!I

OXOWLFDVW /LVWHQHU 'LVFRYHU\ 0/' LV D FRABRQAHR@W RIIBWKNHN
0/" LV XVHG E\ ,3Y URXWHUV IRU GLVFRYHULQJ PKIONG. FOD-\DW OH
OLNH ,*03 LV XVHG LQ ,3Y

6HOHFW WIKMPINRLO Griddping | URP SWikCiHManagement PHQX DQG WKHQ ILY
ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG

IPS-3106-SE-PB IGMP/MLD Configuration
3 System Information

3 User Authentication
#-1 Network Management

=3 Switch Management IGMPv3/MLDvV2 Snooping Disabled v
-3 Switch Configuration

3 Port Configuration

IGMP/MLD Snooping Disabled v

Unregistered IPMC Flooding (Jisliz=]s]l=le R

=1 Link Aggregation Query interval 125 1-6000(Second)
+-(1 Rapid Spanning Tree
+-(1 802.1X/MAB Configuration Query Response interval 100 1-255(1/10 Sec)

Fast Leave Disabled v

[
[
£
#- 1 MAC Address Management
#- 1 VLAN Configuration
#-_1 QoS Configuration
3 IGMP/MLD Configure
3 IGMP/MLD VLAN ID Configur¢
3 IPMC Segment
3 IPMC Profile
3 IGMP Filtering OK
[y Static Multicast Configuration -
[ Port Mirroring
#-1 Security Configuration
..[3 ACL Configuration
[3 Layer 2 Protocol Tunneling Confi
[ LLDP Configuration
3 Loop Detection
.[3 Ring Detection

Note: Query interval must greater than Query Response interval.




1. IGMP/MLD Configure: 7R HQDEOH RU GLVDEOH ,*03 0/'" 6QRRSLQJ ,*0
8QUHIJLVWHUHG ,30& )ORRGLQJ DQG VHW XS URXWHU SRUWYV

2. IGMP/MLD VLAN ID Configuration. 7R VHW XS WKH DELOLW\ RI ,*03 0/' VQ
TXHU\LQJ ZLWK 9/%1

3. IPMC Segment: 7R FUHDWH HGLW RU GHOHWH ,30& VHIJPHQW

4. IPMC Profile: 7R FUHDWH HGLW RU GHOHWH ,30& SURILOH

5. IGMP Filtering: 7R HQDEOH RU GLVDEOH ,*03 ILOWHU DQG FRQILJXL

4.4.9.1 IGMP/MLD Configure

6HOHFW WKGVRRMLWY ICRrfigure  TURP YéKIPMLD Snooping PHQX DQG WKHH¢

IROORZLQJ VFUHHQ SDJH DSSHDUYV

IGMP/MLD Configuration

IGMP/MLD Snooping Disabled v
IGMPv3/MLDV2 Snooping  (IDEERRa

Unregistered IPMC Flooding |JiBIEE]s]:le R

Query interval 125 1-6000(Second)

Query Response interval :100 1-255(1/10 Sec)

Fast Leave Disabled ~

E

Note: Query interval must greater than Query Response interval.

IGMP/MLD Snooping: :KHQ HQDEOHG WKH ODQDJHG ,QGXVWURRQL

QHWZRUN WUDIILF DQG G ANWRHFRHLLQY'HH PRXLOFW LKBRWWVYWUDIILF

IGMPV3/MLDV2 Snooping: :KHQ HQDEOHG WKH ODQDJHG ,QGXVWULDO
PRQLWRU QHWZRUN WUDIILF D Q\GR BHIMYHHUP X Q W LZAKOL\F\  MVRADWIN. F
DQG 0/'Y RQO\



Unregistered IPMC Flooding: 6HW IRUZDUGLQJ PRGH IRU XQUHJLVWHUH
WUDIILF 7KH WUDIILF ZLOO IORRG ZKHQ HRIRUQZBDGWR RZRIXYWH U
RQ\ ZKHQ GLVDEOHG

Query Interval: 7KH 4XHU\ ,QWHUYDO LV XVHG WR VHW WKH WLWPH E
HQWULHV EHWZHHQ a VHFRQGYV DUH RQBRIHG 'MBRR@GYI

Query Response Interval: 7KLV GHWHUPLQHYV WKH PD[LPXP DPRXQW RI W
DQ ,*03 UHVSRQVH UHSRUW 'HIDXOW YDOXH 2QH 8QLW \%

Fast Leave: 7KH )DVW /HDYH RSWLRQ PD\ EH HQDEOHGWKUL\G D\OIERY
LQWHUIDFH WR EH LIQRUHG ZLWKRXW VHQGLHWWRXSE LYHHQID I

Router Ports: :KHQ SRUWV DUH FRQQHFWHG WR WKH ,*03 DGPLQL)
FKHFENHG

4.4.9.2 IGMP/MLD VLAN ID Configuration

6HOHFW W IGMPRVEL/VIRR ID Configuraton |[URP NYMRAMLD Snooping PHQX DQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH ZLWK WKH UXEQLR®@V9R$1,
DSSHDUV

IGMP/MLD VLAN ID Configuration

Default_ VLAN | Disabled v | Disabled

130 Disabled v | Disabled v

OK

Snooping: :KHQ HQDEOHG WKH SRUW LQ 9/$1 ZLOO PRQHWAL FXH WE
WR UHFHLYH WKH PXOWLFDVW WUDIILF

Queryingg :KHQ HQDEOHG WKH SRUW LQ 9/$1 FDQ VHUY8VD¥ OMKH
DVNLQJ KRVWY ZKHWKHU WKH\ ZRXOG OLNH WR UHFHLYH PXOWI



4.4.9.3 IPMC Segment

6HOHFW WIKRMCREIMETR QUR P IWMAAMLD Snooping PHQX DQG WKHQ WKH IR
VFUHHQ SDUWKHIFWRILIXUDWLRQ RI ,30& 6HJPHQW ,' 1DPH DQG

IPMC Segment

| New || Edit || Delete |

ID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWHUHG
SegmentName: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLV\
IP Range: 9HZRQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWHUHC
&OINEM WR UHJLVWHU D QHZ ,30& 6HJPHQW DQG WKHQ WKH IROO
&OIEBIN WR PRGLI\ WKH VHOHFWHIGV YBDRJI&HIPHQW

& O IDEte WR UHPRYHVWLQJ ,30& 6HIJPHQW UHJLVWUDWLRQ

IPMC Segment

Current/TotalMax Agents |EREEIN0

211 (1-400)

Segment Name test

224111 -239.1.1.1
224.0.1.0- 239.255.255.255

IP Range

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG ,:

Tota: 7KLV VKRZV WKHAWRP R XUHN IRMIWHUHG ,30& 6HIJPHQWYV

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH MKRPU ,3
QXPEHU LV

ID: 6SHFLI\ D QXPEHU IURP a IRU D QHZ ,'



Segment Name: (QWHU DQ LGHQWLILFDWLRQ QDPH 7KLV ILHOG LV O

IP Range: 6SHFLI\ WKH PXOWLFDVW ,3 UDQJH IRU WKH UHJRRVH
a

4.4.9.4 IPMC Profile

6HOHFW WHKPVEREWHERIQURP WMKMMPMLD Snooping PHQX DQG WKHQ WKH
VFUHHQ SDJH ZLWK WKH FRQILIJXUDWLRQ RI ,30& 3URILOH DSSH

IPMC Profile

Profile Name || Segment ID

0 : Not Use

| New || Edit || Delete |

Profile Name: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVW
SegmentID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWH
&OINeW WR UHJLVWHU D QHZ ,30& 3URILOH DQG WKHQ WKH IROOF
&OIEBIN WR PRGLI\ WKH ,30& B3URILOH VHWWLQJV

& O DEte WR UHPRYH D FXUUHQW ,30& 3URILOH UHJLVWUDWLRQ

IPMC Profile

Current/Total/Max Agents |ERSHE]]

Segment ID

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG ¢
Tota: 7KLV VKRZV WKH DPRXQW RI WRWDO ,30& 3URILOHV WK

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRXPEBH&
LV



Profile Name: (QWHU DQ LGHQWLILFDWLRQ QDPH 7KLV ILHOG LV OLF

SegmentID: 6SHFLI\ WKH VHIPHQW ," WKDW LV UHJLVWHUHG LQ ,30¢

4.4.9.5 IGMP Filtering

BHOHFW W HGMARBIMiIDR QURP W@MRMLD Snooping PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUYV

IGMP Filtering
(eI AN | Disabled v
Channel
Port1 | 1512 Off v ) I i
Port2 | 1512 Off v
Port3 |1512 Off v |
Port4 | 1512 Off v
Port5 | 1512 Off v
Port6 | 1512 Off v

| OK |

IGMP Filter: 7KLV RSWLRQ PD\ JOREDOO\ HQDEOH RU GLVD¥EWHQW H
S'LVDEOHG’

Portt 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU WKDW LV
Channel Limit: 6SHFLI\ WKH PD[LPXP WUDQVSRUW PXOWLFDVW VWUH
Enable: 7R HQDEOH HDFI3 SROWHMUYLQJ IXQFWLRQ 7KH GHIDXOW VH

IPMC Profile: ,Q ,*0BOWHULQJ LW RQO\ DOORZV LQIRUPDWLR G DN\BWH F
WKURXJK 7KH ILHOG IRU ,30& 3URILOH QD FRAMQRfofild RPSW KRQH Q W



4.4.10 Static Multicast Configuration

6HOHFW W KtdticRMuMiced® Qonfiguration IURP SWKdHd Management PHQX DQG Wtk
WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Static Muticast Configuration

IP/APv6 Address Forwarding Port

| New || Edit || Delete

IP/IPv6 Address: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VRXUF
VID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH VSHFLILHG 9/%$1 ," IRU FX
Forwarding port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH IRUZDUGLQJ SRL

&OINeW WR UHJLVWHU D QHZ 6 WDWLF OXOWLFDVW FRQILIJXUDWLF
DSSHDUV

&OIEANWRRGLI\ VWDWLF PXOWLFDVW FRQILIJXUDWLRQ VHWWLQJ®

& O IDelte WR UHPRYH D FXUUHQW 6WDWLF OXOWLFDVW FRQILJXULI

Static Muticast Configuration

0000

224.0.10- 239255255255
FFOO0::/8

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG V
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG VWD)

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRH VW
GHIDXOW PD[LPXP QXPEHU LV



IP/IPv6 Address: 6SHFLI\ WKH PXOWLFDVW VWUHDP VRXUFH ,3 ,3Y DC
VLAN: 6SHFLI\ D 9/$1 ,' IRU PXOWLFDVW VWUHDP

Forwarding portt 6 HOHFW D SRUW QXPEHU IRU PXOWLFDVW VWUHDP II

4.4.11 Port Mirroring

,Q RUGHU WR DOORZ WKH WDUJHW SIRQENQ WHROPLWU R Ul W KHR DR XK
R S WRdRMirroring TURP ®BhWiKdd Management PHQX DQG WKHQ WKH IROORZ
DSSHDUV

Port Mirroring

Source Port EIEI

Disable v

Source Portt 6HODOHFW WKH SUHIHUUHG VRXUFH SRUW V |IRU RUIUWRM
FRUUHVSRQGLQJ SRUW QXPEHU 30HDVH QRDWH WMWK B\R UMK I DSRQ
VRXUFH SRUW

Target Port: & KRRVH IURP SRUW WR SRUW RU 3GLVIWROGHVYUR®@DW
WDUJHRIWGBGIRMWDEOH WKH SRUW PLUURULQJ IXQFWLRQ



4.4.12 Security Configuration

,Q WKLV VHFWLRQ VHYHUDO /D\HU VHFXULW\ PHFKBRUNVWV DK
\RXU ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZIOWMKKFKHBUE\ BW
GHYLFH WKDW LV SK\WLFDOO\ FRQQHFWHG WR WHYL B \WZFDUW \ R
EXW KDV EHHQ WDNHQ RYHU E\ DQ DWWDFNHWL RQ\V GIHY D K O BVE
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWRKK DHMW ZRUNQ HIR R |
DWWDFNV LW LV HIWUHPHO\ LPSRUWDQW IREQRX WP WHRQXS D
SURYLGHV VHYHUDO VHFXULW\ PHFKDQLVPV WR S®& RDNHFHWV\RX
QHWZRUN RU UHGLUHFW WUDIILF IRU PDOLFLRXV $X8 SBRRVL QX

6HOHFW W ReéturitR Cdnfigiration I[URP 3SWkchH Management PHQX DQG WKHQ
RSWLRQV ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG

IPS-3106-SE-PB DHCP Opt82 / DHCPv6 Option37 Settings
-1 System Information

3 User Authentication

#-1 Network Management
=43 Switch Management
~.[} Switch Configuration
.3 Port Configuration E
®- 1 Link Aggregation
#-( Rapid Spanning Tree
#-1 §02.1X/MAB Configuration Opt82 Trust Port

+{1 MAC A M
S | KN ENCNEN
#-1 QoS Configuration

#-1 IGMP/MLD Snooping
.3 Static Multicast Configuration

[3 Port Mirroring
=3 Security Configuration oK
DHCP Opt82 / DHCPv6 Opt37 S ‘ &

DHCP Opt82 Configuration
DHCP Snooping
IP Source Guard Settings
Port Isolation
Static IP/IPv6 Table Configuratior
Storm Control
MAC Limiters
-.[3 ACL Configuration

-[3 Layer 2 Protocol Tunneling Configu
[3 LLDP Configuration

{3 Loop Detection
-3 Ring Detection

DHCP Opi82 Relay Agent Enable

©] ‘
ks
—
1]
(]
o
o
=Y

Current Remote-ID |[S[eRt[R Rt R:1eR<1]

50 e o 4 o

1. DHCP Opt82/DHCPvV6 Opt37 Settings: 7R HQDEOH RU GLVDEOH '+&3 2SWLR
DQG 2SWLRQ IRU '+&3Y UHOD\ DIJHQW JOREDO WDNMWAR®J D

2. DHCP Opt82 Configuration: 6HW XS VXERSWLRQV VXFK DV &LUFXLW ,' D
3. DHCP Snooping: &XVWRRWUIISOWHULQJ VHWWLQJ

4. IP Source Guard Settings: & XVWRHRHUIW '+&3 VQRRSLQJ VHWWLQJ



. PortlIsolaton: 6HW XS SRUWYV FRPPXQLFDWLRQ DYDLODELOLW)\ Wk
JLYHQ XSOLQN

. Static IP/IPv6 Table Configuraton. 7R FUHDWH VWDWLF ,3 ,3Y WDEOH IRU

. Storm Contro: 7R SUHYHQW WKH ODQDJHG ,QGXVWULDO 3R( (WKHU
EURDGFDVW DQG PXOWLFDVW VWRUP

. MAC Limiters: 6HW XS 0$& $GGUHVV OLPLW



4.4.12.1 DHCP Option 82/DHCPvV6 Option 37 Settings

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWXHWFFDRI F®G HQV
UHTXHVWV WKDW UHOD\ WR '+&3 VHUYHU E\ DGGLQJ 5HIOTH $
DXWKHQWLFDWLRQ DERXW WKH VRXUFH RI WKH UHTRH,8W\G G7UKHH
EDVHG RQ WKLV LQIRUPDWLRQ 7KH IHDWXUH RV '$E8Q5W OQQN\REF
ILHOG WR WKH 2SWLRQ ILHOG WKDW LV LQ WKH '#&3 KHDGHU\

Configure Opt82/Opt37 Port Setting:

6HOHFW W KBHCR SOptioR B2 / DHCPv6 Option 37 Settings I[URP \8dCltity
Configuraton PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHD

DHCP Opt82 / DHCPv6 Option37 Settings

DHCP Opt82 Relay Agent Enable

Opt82 Port

HEEEE=

Opt82 Trust Port

HEEEEE

(@G le =880l 00:06:19:88:88:88

OK

Relay Agentt 7R JOREDOO\ HQDEOH RU GLVDEOH '+&3 2SWLRRHQ 5H
HQDEOHG 5HOD\ $JHQW ,QIRUPDWLRQ RSWLRQ LWHQVIRRUEB GG
FOLHQW RULJLQDWHG '+&3 SDFNHWV WR D '+&3 VHUYHUWGH
,QIRUPDWLRQ RSWLRQ PD\ XVH WKH ,QIRUPDRUW RRWWHU LB OI
DVVLIQPHQW SROLFLHV 6ZLWFK RU 5RXWHU DV WKH "+&3/WMOI
DSSHQGV WKH FLUFXLW ' UHPRWH ," LQWR WKHQRSVMIEBRD@ G |
IRUZDUGYVY WKH UHTXHVW PHVVDJH WR '+&3 VHUYHU

Opt82 Port:
Enable (check): $GG $JHQW LQIRUPDWLRQ
Disable (uncheck): )RUZDUG

Opt82 Trust Port: &OLFN RQ WKH FKHFNER[ RI WKH FRUUHV SR QSRWWVS
WR EHFRPH WUXVW SRUWV 7KH WUXVWHG SRUWYV ZLOO QRW GL



)RU H[DPSOH

DHCP Opt82 / DHCPv6 Option37 Settings

DHCP Opt82 Relay Agent Enable ||t

Opt82 Port

R A

il ndrChec Bl 00:06:19:88:88:88

| OK]

A DHCP request is from Port 1 that is marked as both Opt 82 port and trust port.

$ ,1 D '+&3 UHTXHVW LV ZLWK 2SW $JHQW LQIRGRKIYWIRQ @ QR (V
( WKHUQHW 6ZLWFK ZLOO IRUZDUG LW

% ,1 D '+&3 UHTXHVW LV ZLWKRXW 2SW $JHQW L QQREXPDNILLFD®D [3
( WKHUQHW 6ZLWFK ZLOO DGG 2SW $JHQW LQIRUPDWLRQ DQC

A DHCP request is from Port 2 that is marked as Opt82 port.

$ ,1 D '+&3 UHTXHVW LV ZLWK 2SW $JHQW LQIRGKNYWIURQ @ QB (V
( WKHUQHW 6ZLWFK ZLOO GURS LW EHFDXVH LW LV QRW PDUN!|
% ,1 D '+&3 UHTXHVW LV ZLWKRXW 2SW $JHQW L QQREXPDNILLFD®D [3
( WKHUQHW 6ZLWFK ZLOO DGG 2SW $JHQW LQIRUPDWLRQ DQC



4.4.12.2 DHCP Option 82 Configuration

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHWIRIUIPODMK. PC G&Q WHKH K
UHFHLYHV WKH '+&3 UHTXHVW ,Q JHQHUDO WKH VZLWFR ® $8&KM
SRUW LGHQWLILHU YODQ PRG SRUW RU VQPS LQRIRERDWUR QL Q<
FRQILJXUH WKH UHPRWH ,' DEGP PptBF Ednfiguration& Q URNP BEKurity
Configuration DQWKH IROORHAIQDRIWMBESHDU

Circuit ID Suboption : 7KLV VXERSWLRQ PD\ EH DGGHG E\ '+&3 UHOD
VZLWFKHG RU SHUPDQHQW FLUFXLWV ,W HQFRGUWNXDW DURIR)\Z
'+&3 FOLMRMMUYHU SDENHW ZDV UHFHLYHG ,W LV LQWHQGHG |

UHVSRQVHV EDFN WR WKH SURSHU FLUFXLW 6HUY HWY SHLADXWH
DVVLIQPHQW SROLFLHV

Remote ID Suboption: 7KLV VXERSWLRQ PD\ EH DGGHG E\ '+&3 UHOD
VZLWFKHG RU SHUPDQHQW FLUFXLWYV DQG KDAWHH KCRIDVFW DHIL. iRV W
'+&3 VHUYHUV PD\ XVH WKLV RSWLRQ WR VHOHFW FWW DR RIVWH\
VXEVFULEHU PRGHPV 7KH UHOD\ DJHQW PD\ XVH VRKLWKIHHQGE
&LUFXLW ," ILHOG WR VHOHFW WKH FLUFXLW RQ ZKLFK WR IRUZ

DHCP Opt82 Circuit-ID Port

&OLFN RQ WKH FKHFNER[ Rl WKH FRUUHVSRQGOQOUJZBHW LXK EH

DHCP Opt&2 Circuit-ID Formatted

&OLFN RQ WKH FKHFNER[ WR DGG WKH &LUFXMW' SIMASHW QG R
KLGH WKH &LUFXLW ," W\SH DQG OHQJWK RI WKH &LUBXLW ," SD|



DHCP Opt62 Circuit-ID

6SHFLI\ WKH 9/$1 DQG SRUW LGHQWLILHU XVLQJ DAYHNSLGHV Q\RX
FRQILIXUH WKH FLUFXLW ," WR EH D VWULQJ RLUKRXMAR ,' LRAKDV
LGHQWLILHU WKH MatmddWwrRl ZKLFK LV

DHCP Opt82 Remote-ID Enable - DHCP Opt82 Remote-ID Formatted

DHCP Opt82 Remote-ID

| OK |

DHCP Opt82 Remote-ID Enable: &OLFN RQ WKH FKHFNER[ WR HQDEOH 5HPF
XQFKHFN WR GLVDEOH LW

DHCP Opt82 Remote-ID: <RX FDQ FRQILIJXUH WKH UHPRWH ," WR EWVD V
7KH GHIDXOW UHPRWH ,' LV WKH VZLWFK 0%$& DGGUHVV

DHCP Opt82 Remote-ID Formatted: &OLFN RQ WKH FKHFNER[ WR DGG WKI

OHQIJWK RI WKH 5HPRWH ;" SDFNHW RU XQFKHFQHWRWKK GRRH WK H
, " SDFNHW 7KH GHIDXOW VHWWLQJ LV FKHFNHG



4.4.12.3 DHCP Snooping

6HOHFW WRHCRSWopiRY |URP SétuHty Configuration PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

DHCP Snooping

DHCP/DHCPv6 Snooping Disabled v |

Secs (0-9999)
| Secs (180-259200)

1 0.0.0.0
2 0.0.0.0
3 0.0.0.0
4 0.0.0.0
|OK|

DHCP/DHCPV6 Snooping: (QDEOH RU GLVDEOH '+&3 '+&3Y 6QRRSLQJ IXC

Default DHCP Initiated Time: 6SHFLI\ WKH WLPH YDOXH a 6HFRQGV W
UHFHLYHG
Default DHCP Leased Time: 6SHFLI\ SDFNHWVY H[SLUHG WLPH a 6F

DHCP Server Trust Port: 6SHFLI\ GHVLIJQDWHG SRUW WR EH 7UXVW 3RUW
'+&3 VHUYHU &KHFN DQ\ SRUW ER[ WR HQDEOH LW



DHCP Server Trust IP

1 00.00

2 0000

3 0000

4 0000
|OK|

DHCP Server TrustIP: $IWHU HQDEOLQJ 7UXVW 3RUW \RX PD\ DGGLWLR
LGHQWLILFDWLRQ RI "+&3 VHUYHU &OLFN GURS@GRAIQFRHQXUREYC

DGGUHVYV

4.4.12.4 IP Source Guard Settings

6HOHFW W IRHoRr&VEuUdRdBettings | UR P $éeUkty Configuraton PHQX DQG WKH!
IROORZLQJ VFUHHQ SDJH DSSHDUYV

IP Source Guard Settings

Source Guard: 7R VSHFLI\ WKH DXWKRUL]JHG DFFHVV W\SH IRU HDFK
DYDLODEOH

Unlimited: 1RQ /LPLWHG $O0OORZW ERNXKXDWW DWILHG, 33
DHCP: '+&3 DVVLJQHG ,3 DGGUHVV RQO\

Fix-IP: 2QO\ VWDWLF ,3 <RX PXVW FUHDWHS&i¥% DPWdble ,3 WDEOH |
Configuration |IRU IXUWKHU LQIRUPDWLRQ



4.4.12.5 Port Isolation

7KLV LV XVHG WR VHW XS SRUWTTV FRPPXQLFDWDPRIL B\ HODLBN KO
JLYHQ XSOLQN 3OHDVH QRWH WKDW LI WKMKSHRIRWU WVRDDMA R (
EH LQYDLOG DXWRPDWLFDOO\

Port Isolation

Port Isolation Enable

When you enable Port Isolation, Port Based VLAN is automatically invalid.

e

Port Isolation Enable: (QDEOH RU GLVDEOH SRUW LVRODWLRQ IXQFWLR
WKH SRUOWWRHDRXQLFDWH ZLWK HDFK RWKHU

Uplink Port Members: %\ FOLFNLQJ RQ WKH FKHFNER[ Rl WKH FRUUHVS]|
WKH SRUWYV DV XSOLQNV WKDW DUH DOORZHG WRDBR BP,QGLADMU
3R( (WKHUQHW 6ZLWFK



4.4.12.6 Static IP/IPv6 Table Configuration

6HOHFW W RtaticRREBIWE RaBle Configuration 1UR P S¢é¢UHty Configuration PHQX DQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

Static IP Table Configuration

IPAPYE Address || VLAN ID

| New || Edit || Delete

|

7KLV VWDWLF ,3 DGGUHVV DQG 3RUW PDSSLQJ WDEOH VKRZV Wi
IP/IPv6 Address: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VWDW
VLANID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 9/%$1 '

Portt 9LHZ RQO\ ILHOG WKDW VKRZV WKH FRQQHFWLRQ SRUW QXF
&OINEM WR UHJLVWHU D QHZ 6WDWLF ,3 DGGUHVYV DQG WKHQ WK
&OIEAN WR PRGLI\6WDWLF ,3 7TDEOH VHWWLQJV

8V Belete WR UHPRYH D FXUUHQW 6WDWLF ,3 DGGUHVYV

Static IP/IPv6 Table Configuration

Current/TotaliMax Users |RERSZEE]

IP/IPv6 Address 0000

VLAN D 0

| OK

Current/Total/Max Users: 9LHZ RQO\ ILHOG

Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG 6

Tota: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG 6WD\

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEORIQIRU 6WDV
IP/IPv6 address: 6 SHFLI\ DQ ,3 ,3Y DGGUHVV WKDW \RX DFFHSW
VLANID: 6SHFLI\ WKH 9/%1 ,° PHDQV ZLWKRXW 9/%$1 '

Portt 6SHFLI\ WKH FRPPXQLFDWLRQ SRUW QXPEHU SRUW a



4.4.12.6.1 Configure DHCP Snooping

'KHQ \RX ZRXOG OLNH WR XVH '"+&3 6QRRSLQJ IXQFWRR QVR RHDA
D FOLHQW WR UHFHLYH DQ ,3 IURP "+&3 VHUYHU

6WHS 6HOHFW HDFK SRUWTYV ,3 W\SH

IP Source Guard Settings

Unlimited = ||| Unlimited * ||| Unlimited = ||| Unlimited * ||| Unlimited * || Unlimited
Fix-IP
0K DHCP
2 Unlimited

6HOHFW 38QOLPLWHG" RU 3'+&3°

Step 2. Enable DHCP Snooping

DHCP Snooping

DHCP/DHCPv6 Snooping Disabled ~

— Disabled
Default DHCP Initiated Time |jryrsyemaul-la-R(Ixeltl)
Default DHCP Leased Time |jsisEiy] Secs (180-259200)

Step 3. Connect your clients to th e Managed Industrial POE Ethernet Switch

$IWHU \RX FRPSOHWH B6WHS FRQQHFWS \RXAX ¥\ UK Q & V3 R F
6ZLWFK <RXU FOLHQWV ZLOO VHQG D '+&3 5HTXHVAMA RXWHWRH
'+&3 RIIHU :KHQ '&+3 6HUYHU UHVSRQGV ZLWK D 'YEXBL@¥. CPHH
GXUDWLRQ DQG RWKHU FRQILIJXUDWLRQ LQIRUPDWLRQ WKH ,3

, I \RX FRQQHFW FOLHQWYV WR WKH ODQDJHM I IRGKXMNRX IFIR® S®K W

SOHDVH GLVFRQQHFW \RXU FOLHQWYV DV\XH VORIQ JFHRE QQHEXW
( WKHUQHW 6ZLWFK DJDLQ WR HQDEOH WKHP WR LQLWLDWH FRQ



4.4.12.7 Storm Control

6HOHFW W KidrmnRCGoWrblIR QU R P 8é&uHty Configuraton PHQX WR VHW XS VWF
SDUDPHWHUYV IRU HDFK SRUW DQG WKHQ WKH IROORZLQJ VFUHE

Storm Control

Storm Control

Notification

Threshold Interval |Jpds] (120-86400)Secs

Unknown Unicast Rate || Unknown Multicast Rate || Broadcast Rate

All Y| pps Y| pps Y pps
Port1 || Off v |pps Off v |pps Off v |pps
Port2 | | Off ~ | pps Off v pps Off v | pps
Port3 || Off v |pps Off v |pps Off v |pps
Port4 || Off v |pps Off v |pps Off v |pps
Ports || Off v |pps Off v |pps Off v |pps
Port6 || Off v pps Off v | pps Off v | pps
|OK || Cancel |

'KHQ D GHYLFH RQ WKH QHWZRUN LV PDOIXQFW LW @HQORGHYSS
SURSHUO\ FRQILIJXUHG EURDGFDVW XQNQRZQ PXRFEKDV V) KXY
SHUIRUPDQFH PD\ EH GHJUDGHG RU LQ WKH @RUPW NDWSBD®
ODQDJHG 6ZLWFK DOORZV XVHUV WR VHW D WKUKYWR®GBVWD WG
XQLFDVW WUDIBRWDY LD/ SHRUDV WR SURWHFW QHWZRUN IURP |
XQNQRZQ XQLFDVW VWRUPV $Q\ EURDGFDVW X QN QW ¥QH PR-HGLL
WKH VSHFLILHG YDOXH ZLOO WKHQ EH GURSSHG

Storm Control: (QDEOH RU GLVDEOH WKH VWRUP FRQWURO IXQFWLRC

Threshold Interval for Notificaton : 7R VHW XS WKH WLPH LQWHUYDO RI VHQ
VA\VWHP ORJ LI EURDGFDVW XQNQRZQ PXOWLFDVW XY®ONQRZQ XQI



7TKUHH RSWLRQV RI I UDPH WUDIILF DUH SURYLGHG WR DOORZ X\

Unknown Unicast Rate: (QDEOH RU GLVDEOH XQNQRZQ 8QLFDVW WUDII
8QLFDVW 5DWH SDFNHW SHU VHFRQG SSV IRU HDFK SRIUW N
N N N N N N FDQ EH FKRVHQ IQRPRWKB FXX O RUGR Z%
GRZQ WKH RHGRUW®W URZ \RX FDQ VHW XS WKH 8QNQRZQ 8QLF
VDPH YDOXH DW D WLPH DV ZHOO

Unknown Multicast Rate: (QDEOH RU GLVDEOH 8QNQRZQ OXOWLFDVW
8QNQRZQ OXOWLFDVW 5DWH SDFNHW SHU VHFRQG SSV IRU HEC

N N N N N N N N N FPQVEH BKRWHGRILUR PHQ
SRUW %\ SXOOLQJ GRIZSRWKMHUREZQXRMQFDQ VHW XS WKH 8QNQR
SRUWV ZLWK WKH VDPH YDOXH DW D WLPH DV ZHOO

Broadcast Rate: (QDEOH RU GLVDEOH %URDGFDVW WUDIILF FRQWURO
VHFRQG SSV IRU HDFK SRUW N N N N N N N
NFDQ EH FKRVHQ IURP WKH SXOO GRZQ PHQXWKIHHPHI® SSRQW
URZ \RX FDQ VHW XS WKH %YURDGFDVW 5DWH IRU DOO SRUWYV Z



4.4.12.8 MAC Limiters

7KLV LV WR VHW QXPEHU R{ KK O$& KORBOSGJ RV WKIDR EH OHBEWVMQH
WKUHVKROG DQ\ RWKHU LQFRPLQJ 0$& DGGUMKHWV¥ RZRNOGP BHKC
DFWLYDOMWHDWH QRWH WKDW PDF DGGUHVYV WDEOH ZLOO EGHHUD YV

6HOHFW W HKMACR.B#ELSR QU RP  Békurdty Configuration PHQX WR VHW XS 0%
SDUDPHWHUV IRU SRUWYV DQG WKHQ WKH IROORZLQJ VFUHHQ SI

MAC Limiters

==

Notification

Threshold Interval |jigpie, (120-86400)Secs

MAC Limitt *OREDOO\ HQDEOH WKH 0$& /LPLW IXQFWLRQ RUWHKHIUV Z1
SRUW VHWWLQJY DV VKRZQ EHORZ

Threshold Interval for Notification: 7R VHW XS WKH WLPH LQWHUYDO RI VHQ¢
VA\VWHP ORJ LI WKH QXPEHU RI VRXUFH 0%$& DGGUHVY OHDUQHG

Port: 7KH QXPEHU RI HDFK SRUW

Enable; & OLFN RQ WKH FKHFNER[ Rl WKH FRUUHWSRD G$&H JLPR WM XQ
RQ WKH VSHFLILFE SRUW V 30HDVH QRWH WKDW ISR KMW (PIDF /DBIG
IXQFWLRQ LV HQDEOHG

Limit: 6SHFLI\ WKH PD[LPXP QXPEHU RI VRXUFH 0$& DGCGCUQGNVNDWIKE
WKHUH LV QR OLPLW RQ VSHFLILHG SRUWV 7KH UBQJH RI QXPE



4.4.13 Access Control List (ACL) Configuration

&UHDWLQJ DQ DFFHVV FRQWURO OLVW DOORMW WWRHDNVFWRVGIHQL

RU SHUIRUP WDVNV RQ WKH QHWZRUN , Q VWHKHN O®AADNIHIG XQ/G
HVWDEOLVK UXOHV DSSOLHG WR SRUW QXPEHUV WR SHUPLW RL

6HOHFW W RCEL Gbfijurdtidp |URP SWKcH Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV




7KLV LV WKH RYHUYLHZ RI $&/ VWDWXV
RuleIlD: 7KH LGHQWLILFDWLRQ QXPEHU IRU HDFK UXOH
Status: 7KH FXUUHQW VWDWXV IRU HDFK UXOH

&OLEHN WR PRGLI\ VHWWLQJV RI WKH VSHFLILHG USDHH DBSE MK
&ODEte WR UHPRYH D UXOH Ré&reshL XXR KGGOWH MWKH ODWHVW VW

Rule ID: 6SHFRUWXOH ,' $ SRUW FDQ RQO\ XVH RQH UXOH ,' KRZHYH
PDQ\ SRUWYV

Status: 9LHZ RQO\ ILHOG VKRZV WKH VWDWXV RI WKLV UXOH
Ingress Port: 6 HOHFW 3$Q\" RU VSHFLI\ D SRUW QXPEHU DV WKH LQJ

EtherType: 6HOHFW 3$Q\" RU VSHFLI\ DQ (WKHUQHW W\SH YDOXH



VLANID: 6HOHFW 3$Q\" RU VSHFLI\ D 9/%$1 ,°

Source MAC: 6HOHFW 3$Q\" RU VSHFLI\ D VRXUFH 0$& DGGUHVYV
Destination MAC: 6HOHFW 3$Q\" RU VSHFLI\ D GHVWLQDWLRQ 0$& DGG
TOS/Traffic Class: 6 HOHFW 3$Q\" RU VSHFLI\ D 726 7UDIILF FODVV
Protocol/Next Header: 6SHFLI\ ,3Y SURWRFRO DQG ,3Y QH[W KHDGHU
IPv4 Source IP: 6HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 6RXUFH ,3 DGGUHV\
IPv4 DestinationIP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 'HVWLQDWLRQ ,3
IPv6Source IP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 6RXUFH ,3 DGGUHVYV
IPv6 DestinationIP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 'HVWLQDWLRQ ,3

TCP/UDP Source Port: 6HOHFW 3$Q\" WR ILOWHU IUDPHV IURP DQ\ VRXU
QXPEHU

TCP/UDP Destination Port: 6 FOHFW 3$Q\" WR ILOWHU IUDPHV ERXQG IRU D
DGHVWLQDWLRQ SRUW QXPEHU

Action. 'HQ\ RU SHUPLW WKH DFWLRQ

Mirror/Redirect Port Number: 6SHFLI\ D SRUW QXPEHU WKDW \RX ZRXOG O
OLUURU 5HGLUHFW

Rate Limiter: &RQILJXUH WKH UDWH OLPLWHU 9DOLG 5DQJH



4.4.14 Layer 2 Protocol Tunnel Configuration

6HOHFW W HKayeRS5 Wdided@ Tunneling Configuration I[URP Bhitdh Management
PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

L2PT (Layer 2 protocol tunneling) DOORZV /D\HU SURWRFRO GDWD XC
&'3 &LAMR 'LVFRYHU\ 3URWRFRO /[1'3 /TLQN /D\HU 'LVFRYHU\ 3L
SURWRFRO 973 90DQ 7UXQNLQJ 3URWRFRO /1$&3 /ILQN $JJUH
$JJUHIDWLRQ 3URWRFRO DQG 8'/" 8QLGLUHFW L RMQKUR XLIKND' QW

'LWKRXW / 37 WKH KDQGOLQJ RI WKH 3$BYQAIQIOWRIHD\E R P®ILLIC
VSDQQLQJ WUHH URRWYV I|IRU WKH FXVWRPHU VZLWFKMHM? TRUSW
FXVWRPHU VZLWFKHYVY D JHQHULF VFKHPH WR WXQ QRFR @ 3 8W .
7KLV SURFHVV LV UHIHUUHG WR DV *HQHULF %ULGJH 3'8 7XQQH

*0637 SURYLGHV D VFDODEOH DSSURDFK WR 3'8 W XQK)H G'18YWJLE)\
LQJUHVV HGJH VZLW PKIW DDV WIKGJ WKHP LQ KDUGZDUH $0O0O
SURYLGHU QHWZRUN WUHDW WKHVH HQFDS VX ®\WHWE KIMD MR/ VDI
HQG 7KH HJUHVV HGJH VZLWFK OLVWHQV IRU WKHVH V SHWIKHN®
WKH\ DUH WKHQ IRUZDUGHG RXW RI WKH WXQQHO



7KH HQFDSVXODWLRQ LQYROYHV WKH UHZULWLQJ R& WIKGIG®&HHWW
WKH 3'8 $Q LQJUHVYV HGJH VZLWFK UHZULWHYV WKH GHVWRQLIDNL
/ID\HU WXQQHO SRUW ZLWK WKH GHVLUHG PXOWLFDVW DGGUH)

Layer 2 Protocol Tunneling : (QDEOH RU GLVDEOH WKH /D\HU SURWRFRO

Destination MAC Address : 6SHFLI\ D 0$& DGGUHVV IRU *%37 8VHU GHILC
& &' &'

Class of Service : 7TKHUH DUH HLJKW SULRULW\ OHYHOV a WKDW \RX
SDFNHWV 6SHFLI\ WKH SUHIHUUHG SULRULW\ ELAM H BAXB XDW/ Y3

3

CDP, LLDP, STP, VTP, LACP, PAgP, UDLD: &RQILJXUH WKH /D\HU SRUW DV D /
WXQQHO SRUW E\ FOLFNLQJ RQ WKH FRUUHV S QSRR BOE V. § XAKH
DOO SRUWV ZLWK WKH VDPH 3'8 DW D WLPH MXVW EQILBSRRY WA



4.4.15 LLDP Configuration

/'3 VWDQGYV IRU /LQN /D\HU 'LVFRYHU\ 3URWRFROZR QEK UXQ X VH
QHWZRUN GHYLFHV WR VHQG LQIRUPDWLRQ D EHRKWHW KGHHPYW/LHFGHY
QHWZRUN %\ XVLQJ //'3 WZR GHYLFHV UXQQLQJ GLIIHUHQW
LQIRUPDWLRQ DERXW HDFK RWKHU $ VHW RIHDYKERIUE &WWVF B\
DWWULEXWHY FRQWDLQV W\SH OHQJWK DQG DAD @MW G H WHDLLLCEM
DV SRUW GHVFULSWLRQ V\VWHP QDPH V\VWHP GHWQWSWGEER Q!
FDQ EH VHQW DQG UHFHLYHG RQ WKLV 0DQ@DIHEK ,Q8XN WS DF®
VHOHFW 321" LI \RX ZDQW WR UHFHLYH DQG VHQG WKH 7/9

6HOHFW WKIHDR Soifigkr&ion [IURP WWWteh Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Port Number : &OLFN RQ WKH FKHFNER[ RI FRUUHVSRQGLQQRRRRD Q
WKH VSHFLILF SRUW V

Receiver Hold-Time (TTL): (QWHU WKH DPRXQW RI WLPH IRU UHFHLYHI
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFKWHKK @ HNRHRVS HWEKHHY |
SHULRG RI WLPH \RX VSHFLI\ KHUH EHIRUH GLVFDUGLQJ LW

Sending LLDP Packet Interval: (QWHU WKH WLPH LQWHUYDO IRU XSGDWHG

Sending LLDP Packets Per Discover : (QWHU WKH DPRXQW RI SDFNHWV VHQW



Selection of LLDP TLVs to send: //'3 XVHV D VHW RI DWWULEXWHV WR GL
7TKHVH DWWULEXWHYVY FRQWDLQV W\SH OHQJWKH® Q\R YDDKH'H\
VXFK DV SRUW GHVFULSWLRQ V\VWHP QDPH V\VW DR BEIHH\PRHUL
DGGUHVYVY FDQ EH VHQW IURP WKLV ODQDJHG ,QGXVWULDO 3R( (



4.4.16 Loop Detection Configuration

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH PLWWR@QHF
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFH WKHRKBHWKWMH
/IRRS "HWHFWLRQ IXQFWLRQ RI WKH V\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS 'HWHFWLRQ LXQRWLR\QS MIKHR
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VWHRVUHOH LD
FODLPHG WKDW LW GHWHFWY ORRS FRQGLWLRRWL/KGY WKH V\V
,\VWEORFNV WKH UHOHYDQW SRUW WR SUHYHQW EURDGFDVW VYV
IRUZDUGLQJ DOO W K HH\ESJDU WL F ARZH WHKWB QVKRISVA\VWHP ZLOO St
GHWHFWLRUHBEPEXHG®G REGYRHW RRS
W VORZO\ EOLQNV WKH /(' Rl ORRSHG SRUW LQ RUDQJH
W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDF§HW WR GHW

‘KHQ WKH V\VWHP GRHV QRW UHFHLYHV DQ\ ORR 8 WG HRWHEWELRQI |
Looped port unlock-interval 7KH V\VWHP FODLPV WKH ORRS FRQGLWLRQ ¢
WDNHV WKH IROORZLQJ DFWLRQV
,\WQEORFNV WKH UHDRWIK®W ZRUBYV WKH VIVWHP QRUPDOO\ IF
UHOHYDQW SRUW
W VWRSV VORZO\ EOLQNLQJ WKH /(' Rl ORRSHG SRUW LQ RUL
W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDF§HW WR GHW

Note: Under loop condition, the LED of looped port continues to slowly blink orange even the
connected network cable is unplugged out of looped port.

7R VHW XS /RRS "HWHFWLRQ |XQ EMWQ BafectivhHIOMiguvetion K HI URRSRV MRK(
Switch Management PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH D¢




Loop Detection Enable : & KHFN WR HQDEOH WKH /RRS '"HWHFWLRQ IXQFW
GHIDXOW VHWWLQJ LV GLVDEOHG

Detection Interval: 7KLV LV WKH WLPH LQWHUYDO LQ VHFRQGV WKDW
GHWHFWLRQ SDFNHWV WR GHWHFW WKH SUHVHQFHPRIVORRSHG
VHFRQGY 7KH GHIDXOW VHWWLQJ LV VHFRQGYV

Looped port unlock-interval: 7KLV LV WKH WLPH LQWRGNWOG A WUWKKHHYLV W
ORRS FRAGLWHBRBRORFNYV WKH ORRSHG SRUW LI LW GRHV QRW UL
GXULQJ WKH FRQILIXUHEGEHKROBRENNLQYWHYPDO FDQ EH VHW IUR
GHIDXOW VHWWLQJ LV PLQXWHYV

Note:

1. Be aware that Looped port unlock-interval converted into seconds should be greater than or
equal to Detection Interval seconds multiplied by 10. The u0 §s a magic number which is for the
system to claims the loop detection disappears when the system does not receive the loop-
detection packet from itself at least 10 times. In general, it can be summarized by a formula below:

tooped port unlock-interval = ¢ 10* 3Detection Interval 3
2. When a port is detected as a looped port, the system keeps the looped port in blocking status

until loop situation is gone. In other words, the system stops forwarding all the traffic via the looped
port. However, the system will process the loop-detection packet received on the looped port.

AIVLAN: &KHFN $00 9/$1 ER[ WR HQDEOH ORRS GHWHRKWHRQL  QVE(
VLAN Interface X Q GHEB802.1qg Tag VLAN S5HIHWBWMARNVLR O

NOTE: When All VLAN checkbox is checked, it invalidates the configured Specific 9/$ 1.

Specific VLAN: 6 HW XS ORRS GHWHFWLRQ RQ VSHFLILHG 9/%$1 7KH PI
WR VHWYV

NOTE: The configured Specific 9/$ 1 takes effect when All VLAN check-box is unchecked.

PortNo.: &OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSRQGEQ/LBRUW
IXQFWLRQ RQ WKH VSHFLILF SRUW V

NOTE: Loop Detection and RSTP (Rapid Spanning Tree Protocol) is not allowed to be enabled on
the same port at the same time.




4.4.17 Ring Detection

Ring Detecton XVHG LQ WKH ULQJ WRSRORJ\ LV KHOSIXO IRP WIKH C
GLVFRQQHFWLRQ UHVXOWLQJ IURP DQ\ XQH[SBHFWRG FLIQYIN' HBVRE
DUH ORZHU FRVW IRU FDEOLQJ DQG LQVWDOODWLRQ DQG KLJK

6HOHFW W Rig P&&¢tioR QIURP Bidh Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Enable: & O ERaNle WR D FW LRD DeeciBK HHXQFWLRQ JOREDOO\

Software Role: 3XO0OO GRZQ WS&oiwaeiRpke RWR DVVLIQ WKH UROH RI WKH
60DYH RU ODVWHU

Master: $ UROH SHRWWKH/WELOLW\ RI EORFNLQJ RU IRUZDUGLQJ

Slave: $ UROH SRWKNWELOLW\ RI IRUZDUGLQJ SDFNHWV RQO\

Port Enable: 6HW WKH SRUW WR *HQDEOHG  RU :GLVDEOHG  :KHQ F
FRUUHVSRQGLQJ WRHUW IQXPEHMHFWLRQ IXQFWLRQ ZLOO EH HQD



4.4.18 Fast Redundancy Configuration

%HVLGHV 5673 DQG 5LQJ 'HWHFWLRQ DV WKHSHREDRXNIDQ W HR
SURSULHWDU\ IDVW UHGXQGDQF\ RQ \RXU QHVWZRUGNAL OODK QW §
DYRLG WKH RFFXUUHQFH Rl QHWZRUN ORRS® FLQOG MHRPHDS/ \DHIWHZ
UHOLDELOLW\ RI WKH QHWZRUN :LWK WKHVHNHHWRRVNW X6 X0
ORRSV LQ D QHWZRUN WR SDWRYPGE MV FEQ FNXXIVE DIVDDW KH HYHQW
GDPDJH RI WKH FDEOHV %\ PHDQV RWWH LL\Q GXYRWM. D\@ WD BB D \WEH
WRWDOO\ I[UHH IURP DQ\ ORVV UHVXOWLQJ IURP WRM W RPFRQ®RH

&767V IDVW UHG X Q G-BsDRing 82U YDA VW ZR UHGXQGDQF\ SURWRFR
\RX WR FRQILJXUH ULQJV FKDLQV RU ULQJ FKDLQ DW PF

3OHDVH QRWH WKDW DOO VZLWFKHV RQ W KH/ \ZILRWK WV IQH R D PAK E
FRQILIXUHG XVLQ@H@/KQIGDIMFN SURWRFRO ZKHQ FRQILJXULQJ D
DUH QRW DOORZHG WR XVH VZLWFKHV ZLWK G LQ HNVD \& LEDIDE G
&KDLQ SURWREKRQWKH VDPH ULQJ RU FKDLQ

,Q WKH IROORZLQJ WDEOH LW OLVWV W KH GXQ GIUMHR F$U R WRF F
HYDOXDWLRQ ZKHQ HPSOR\LQJ QHWZRUN UHGXQGDQF\ RQ \RXU

Ring Detection Fast Ring v2

Topology SLQJ

VHFRQUC
Re_lc_:_overy PV PV IRU FRSSH 8S WR V H
Ime PV
IRU ILEHU

7R FRQIMHKK YMHVW S5IRB.KDLQ IDVW UHGXQGD Q Fast RedundahcyV K H RAPS W
W kswilitch Management PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH

&OINeM WR DGG D QHZ IDVW UHGXQGDQF\ DQG WK H Q UNS MV RR ODHR\
RI IDVW UHGXQGDQF\ FDQ EH FUHDWHG

&OIEN WR PRGLI\ WKH FRQILIXUDWLRQ RI WKH VHRE&FPWKHG AN R
RI WKH FRUUHVSRQGLQJ HQWU\

& O lIDedte WR UHPRYH DQ H[LVWLQJ IDVW UHGXQGDQ E\ IFUGRIFF N\VLKCH)
WKH FKHFNER[ RI WKH FRUUHVSRQGLQJ HQWU\






4.4.18.1 Fast Ring v2 Protocol

)DVW 5LQJ Y SWKRWRHARBU YHUVLRQ RI RXU 5LQJ 'HWHFWLRQ

UHGXQGDQF\ DQG DFKLHYH D IDVW UHFRYHU\ SYMPRH VB NWIRIQHY
5LQJ '"HWHEFWLRQ )DVW 5LQJ Y SUWRR/@H R/Q LADFEXX D® ON KAHS B BIVMW
WR LGHQWLI\ ZKLFK VHIJPHQW LQ WKH UHGXQDBO® W KH Q JDXRPVR\
EORFN SDFNHWV IURP WUDYHOLQJ WKURXJK DQ\ RI WKH QHWZR

,Q WKH HYHQW WKDW RQH EUDQFK RIHWKHVWLRU VEKMFRIQ\YBR W
DXWRPDWLFDOO\ UHDGMXVWV WKH ULQJ VR WKDWFWKIE $DQWUF
W Kdéinmunication ZLWK WKH UHVW RlI WKH QHWZRUN

,Q WKH IROORZLQJ VXEVHFWLRQ ZH ZLOGOHJHOWHE KRZ WIKMJIEL
)DVW 5LQJ Y UHGXQGDQF\ SURWRFRO

Occupied/Max Entry: 9LHZ RQO\ ILHOG
Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO IDVW UHGXQGD

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOHRRU IDVW
QXPEHU LV

Enty: 9LHZ RQO\ ILHOG 7KLV VKRZV WKH QEKWEH\W FRAFUDHINWH B G X Q
ID: 7KH JURXS ,' RUWBKQO®BIM JURXS ,'V FDQ EH VXSSRUWHG
Description: 7KH GHVFULSWLRQ RI WKH JURXS

Protocol: ,QFOXGH 3)DVW 5LQJ Y~ DQG *&KDLQ " WZR UHGXQGIDQ@IF\ S
Y ULQJ UHGXREG® GR\ZQ W Ritdedl DXQ BK R FFasHRIngv2 DV WKH SURWR
WKH IDVW UHGXQGDQF\ \RX FRQILJXUH

Enable: (QDEOH RU GLVDEOH WKH ULQJ \RX FRQILJXUH



Role: 3XOO GRZQ WRélePMRXORVLIQ WKH UROH RI WKH ODQDJHG ,Q
HLWKHU 60DYH RU ODVWHU ZKHQ )DVW 5LQJ Y SURWRFRO LV Fl

Master: $ UROH SRVVHVVHV WKH DELOLW\ RI EORFNLQJDRW WRE
EORFNHG VHIPHQW LV WKH VHIPHQW WKDW FR QQHFP DYWWHWHR W

Slave: $ UROH SRVVHVVHV WKH DELOLW\ RI IRUZDUGLQJ SDFNH

1st Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG ,QGXVWULL
WKH ILUVW UHGXQGDQWDs&leW 'HIDXOW YDOXH LV

2nd Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG ,QGXVWUL
WKH VHFRQGDU\ UHGXQGDQWissikUW 'HIDXOW YDOXH LV

&OLIHKN WKH QHZ VHWWLQJYV ZLOO EH WDNHQ HIIHPWHGB PRIG LVID KW
UHGXQGDQF\ WDEOH



4.4.18.1.1 Configure a Ring Example using the Fast Ring v2 Protocol

)LJ )DVW 5LQJ Y ([DPSOH 'LDJUDP

7KH DERYH WRSRORJ\ RIWHQ RFFXUV XVLQJ WKH )DVMHS5LQJ Y S
IROORZLQJ WDEOH

Switch ID Role Redundancy Port | Physical Port
\Y
6ZLWFHK Master %";HH?;);%C&%%' gingv
6ZLWFEK 60DYH 32§HH2>>(<(QQCC;;%%I 223\%
6ZLWFEK 60DYH 32§HH2>>(<(QQCC;;%%I 223\%
6ZLWFK 60ODYH Qﬁ’gﬂgi%gg%' ggngv
/DEOH )DVW 5LQJ Y &RQILIJXUDWLRQ

7KH VFHQDULR LV GHVFULEHG DV EHORZ
‘'LVDEOH '+&3 FOLHQW DQG VHW SURSHU VWDWLF ,3 DGGUHVYV
6ZLWFK LV 6ZLWFK LV 6ZLWPBKQGLYV
6ZLWFK LV
2Q 6ZLWFK a GLVDEOH VSDQQLQJ WUHH SURWRFRO WR DYR



-XVW IROORZ WKH SURFHGXUEW @& H\NEWIHO/ WH R RW UIIRQAWWRSFRQI L.
XVLQJ WKH )DVW 5LQJ Y SURWRFRO

Step 1: Set up the Fast Ring v2 configuration on Switch 1.

1-1. &RQQBFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

1-2. /RIQQWR WKH 6ZLWS&HKich DaagedhentWhRast Redundancy IRU WKH )DVW
Y FRQILIXUDW LK@ EXOWW R QVWDRDVWH BM@H Y

1-3. 30HDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3,
3(QDEOH’ (QDEOHG 35ROH° ODVWHU 3 VW 5HGXQGDQF\ 3R
3RUW’~ 3RUM ZKHQFNRPSOHWLQJ WKH )DVW 5LQJ Y FRQILJX

Step 2: Set up the Fast Ring v2 configuration on Switch 2, 3 & 4.
2-1. &ERQQBIFR\PSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQ

22. [RLQAQWR WKH 6ZLWFK SwitEhQ@ndE@néR >JFRstR&undancy | R U
WKH )DVW 5LQJ Y FRQILBMUBWWRR Q& RS RUMBIMDE Y

2-3. 30HDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3,
3(QDEOH° (QDEOHG 35ROH° 60ODYH 3 VW 5{GEMGEQGQDQFR 3Y
3RUW OFRQKFHN) FRPSOHWLQJ WKH )DVW 5LQJ Y FRQILJXUDW



NOTE: To avoid the occurrence of loop, please do not connect Switch 1, 2, 3 & 4 together
in the ring topology before the end of Fast Ring v2 configuration.

Step 3: Follow the configuration to connect the Switch 1, 2, 3 & 4 together to establish the
Fast Ring v2 application.



4.4.18.2 Chain Protocol

&767V &KDLQ LV DQ DGYDQFHG VRIWZDUH WHFKQRORJ\ WWDW R L
EXLOG DQ\ W\SH Rl UHGXQGDQW QHWZRUN WRSRRRHU [\ DOVR
PV IRU XS WR VZLWEKHV LI DW DQ\ WLOM D VHIJPHQW RI WKt

‘KHQ HPSOR\LQJ D &KDLQ LQ \RXU QHWZRQMNJIHE X ZILUAMWK H\B QG H)
WKHQ VLPSO\ OLQN WKAKI/ZR WROWQRWKKUQHW QHWZRUN #HOO
IDOOEWR WKUHH SDUWYV

$ +HDG VZLWEFK
$ 7DLO VZLWEFK
OHPEHU VZLWFKHYV

7KH +HDG SRUW RI WKH +HDG VZLWFK XVXDOO\ DFXWDIDY WKH
SRUW RI WKH 7DLO VZLWFK DFWV DV WKH EORFMHG/ I3 UWKHKHAR
ZLOO EH LPPHGLDWHO\ DFWLYDWHG IRU WKH GDWD WUDQVIHUU

7TKH &KDLQ UHGXQGDQF\ SURWRRROX V¥IVQ LEDHD DEBWZIRIGNYV ZLWK I
WKH LQGXVWULDO QHWZRUN XVHV D PXOWL ULQJ MWFKRWM®BW
FUHDWH IOH[LEOH DQG VFDODEOH WRSRORJLHV ZLWK D IDVW P|

,Q WKH IROORZLQJ VXEVHFWLRQ ZH ZLOO H[SODLQQWERWOKHIEKD
E\ WKH &KDLQ UHGXQGDQF\ SURWRFRO




Occupied/Max Entry: 9LHZ RQO\ ILHOG

Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO IDVW UHGXQGD

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOHRRU IDVW
QXPEHU LV

Entry: 9LHZ RQOVKLNOMXKRZYV WKH QXPEHU PRMIXMD \LW EDREGRDHQIEHGE \
ID: 7KH JURXS ,' RUWGKQOIPRNIURXS ,'V FDQ EH VXSSRUWHG

Description: 7KH GHVFULSWLRQ RI WKH JURXS

Protocol: ,QFOXGH 3)DVW 5LQJ Y~ DQG *&KDLQ " WZR UHGXQGDQF\ S

~

UHGXQGX®M GRZQ W IRitded DQBKRNdh DV WKH SURWRFRO IRU !
UHGXQGDQF\ \RX FRQILJXUH

Enable: (QDEOH RU GLVDEOH WKH FKDLQ \RX FRQILJXUH

Port Number of 1st Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG ,
ZLOO EH DFWHG DV WKH ILUVW UHmsAd@EGDQW SRUW 'HIDXOW YD

Role of 1st Redundancy Port : , Q F ObleadH Member DQ@él WKUHH W\A\SHV RI UROHYV

Port Number of 2nd Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG
ZLOO EH DFWHG DV WKH VHFRQGDU\ UBlaeQGDQW SRUW 'HIDXO

Role of 2nd Redundancy Port: 9LHZ RQOYR QuMethter UROH LV DOORZHG

&OIOKNWKH QHZ VHWWLQJV ZLOO EH WDNHQ HIIHFW LWRKHIGIDDAMH
UBXQGDQF\ WDEOH



4.4.18.2.1 Configure a Chain Example using the Chain Protocol

)L &KDLQ ([DPSOH 'LDJUDP

7KH DERYH WRSRORJ\ RIWHQ RFFXUV XVLQJ WKH &IKRDOMRIUKQ W R

Switch ID | Redundancy Port Physical Port Port Role
67LWE VWEHGXQGDQ 3RUW Head
QC5EHGXQGDQ| 3RUW OHPEHU
67LWE VWSHGXQGDQ 3RUW OHPEHU
QC5EHGXQGDQ| 3RUW OHPEHU
67LWE VWSHGXQGDQ 3RUW Tall
QC5EHGXQGDQ| 3RUW OHPEHU
7DEOH &KDLQ &RQILIJXUDWLRQ

7KH VFHQDULR LV GHVFULEHG DV EHORZ
‘'LVDEOH '+&3 FOLHQW DQG VHW SURSHU VWDWLF ,3 DGGUHVYV
6ZLWFK LV 6ZLWFK LV DQG 6ZLWEFK
2Q 6ZLWFK a GLVDEOH VSDQQLQJ WUHH SURWRFRO WR DYR



-XVW IROORZ WKH SURFHGXUHNMVOWLHWSV HQG VEHOHRZIV LR KOMRS B R Q L
XVLQJ WKH &KDLQ SURWRFRO

Step 1: Set up the Chain configuration on Switch 1.

1-1. &RQQBFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

1-2. /RLQAQWR WKH 6ZLWS8&Wich DaagedhéntWiast Redundancy |IRU WKH FKDL
FRQILIXUDWE R@&VKEHXWWRQ WRKBWEHD W H

1-3. 3 OHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3/
(QDEOHG 3 VW 5HGXQGDQF\ 3RUW 3RUW 1XPEHU’ 3RUW
S QGBHGXQGDQF\ 3BRUW  3RUW 1)XOKEHKHQ BRPWOHWOQBNNVKH |
FRQILIXUDWLRQ IRU 6ZLWFK

Step 2: Set up the Chain configuration on Switch 2.

2-1. &ERQQBIFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

2-2. IRLQAQWR WKH 6ZLWFK Swikc BaiageMént FRasWRRedundancy |IRU WKH
FKDLQ FRQILIJXNAWEMREX VEWR Q WRKMBWHPD W H

2-3. 3SOHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3
(QDEOHWGBHGXQGDQF\ SRUW 3RUW VXBRHEGNMIO GBRAAVWBRUW  5RH
OHPEHU Q&BHGXQGDQF\ 3SRUW 3RUW 1X0KEHAKHQ BRBBWOHWOQB
FKDLQ FRQILIJXUDWLRQ IRU 6ZLWFK



Step 3: Set up the Chain configuration on Switch 3.

3-1. &ERQQBIFRP SXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

3-2. /RLQ LQWR WKH 6ZLWF Bwitch QaBade@anR> Bat ReBundancy |IRU WKH
FKDLQ FRQILJXU D MélyREX VDR © NVIE KHBULHD W H

3-3. 3SOHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3
(QDEOHWBHGXQGDQF\ SRUW 3RUW VXRHEGNMIO GBRAAVWBRUW  5RH

SQ®BHGXQGDQF\ SRUW SRUW 1XO0KEHKHQ BRBWOHWOQBNVKH |

FRQILIXUDWLRQ IRU 6ZLWFK

NOTE: To avoid the occurrence of loop, please do not connect Switch 1, 2, & 3 together in
the chain topology before the end of Chain configuration.




Step 4: Follow the configuration to connect the Switch 1, 2, & 3 together to establish Chain
application.



4.4.19 Digital Input/Output Configuration

7KLV LV D ZzD\ Rl VHUYLQJ DV DQ DODUP YLD UHC@DWWK XW HG& 2Dk
LV QHFHVVDU\ WR FRQWURO D FLUFXLW E\ D ORZ SWZHN NR QQDX
E\ RQH VLIQDO WKXV KHOSLQJ XV XQGHUVWDQG XPMHGCGHDWH I
I[URP UHPRWH VLWH 7KLV VHFWLRQ JLYHV WKH LQVWUXFWLRQV

6 HOHFW Wiidital IRpDt@idtput Config | URP SWittkiManagement PHQX DQG WKHQ
RSWLRQV ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG

4.4.19.1 Digital Input Configuration

7KH ', 'LJLWDO ,QSXW ZLWK D GU\ FRQWDMWLNVVXY HYR OWRDGH R U

WKH WULJJHU RFFXUV RU QRW E\ GHWHFWLQRQWRZROH QLEGR M
FRQILIXUDWLRQ

Open: Logic Level 0
Close: Logic Level 1




7R VHW XS WKH GLJLWDO IbiSCowig | XIQMRW LIRGEAH Mpdt@Ddtputy Config
PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

7KHUHQHVLRLWDO ,QSXW 1RUPDO 6WDWXV RSWLRQ VKRZQHUY WK
ZKHUH WKH FRQWDFWY UHPDLQ LQ RQH VW D WHIL WE® M VE/HDE RAXMI
XQWLO FORVHG E\ RSHUDWLRQ RI WKH VZLWFKKRUVQ@RW PR MFW
PD\ FKRRVH3PIMIQRIORVH DV WKH QRUPDO VWDWXV RI HOHFWU
GRZQ PHQX

NOTE:

1. Digital Input event log can be seen both in the Even Log webpage under the System
Utility Menu and SNMP trap (Digital I/O Start Trap is enabled) if the alarm is activated.

2. Both of Event Trigger and Digital Input event must be enabled to trigger the Digital Input
event for Digital Ouput alarm. Refer to Section 4.4.19  DBigital Qutput Configuration
for more details on the related settings.

Digital Input-1 Normal Status : 6HW XS WKH QRUPDO VWDWXV EHWZHHQ 32S
GLJLWDO LQSXW RI WKH 0ODQDJHG OR GWYXW WILHO V3HRW WZ QW ¥ KZ L&OOI
LPPHGLDWHO\



4.4.19.2 Digital Output Configuration

7R VHW XS GLJLWD O WRXQEWM \Worif)yQ FWR R RigikaHnput/Output Config
PHQX DQG WKHQ WKH IRGIDBEHQUWFUHHQ SDJ

&OIEBIN EXWWR @ctlo® WKIKDG WKH FRQILIXUDWLRQ VZHSWSR(S RIQ LW
ZHESDJH

Normal Status: 7KLV LV ZKHUH WKH FRQWDFWY UHPDLQ LQ RRQHY M@
OLVWHG LQ 'LJLWDO 2XWSXW (YHQW <RX PN\ GRBRNE WWWW KWEKWY
FLUFXLW E\ MNormaINdta@sd WXEGIO GRZQ PHQX

Event Trigger: (QDEOH RU GLVDEOH (YHQW 7ULJJHU |IXQEvaht RiggeR | 'LJ
SXO00 GRZQ PHQX Edabled VHWKHAWROORZLQJ 'LILWDO 2XSXW (YHC
WULJJHU HYHQWYV DSSHDUV




Digital Input-1: (QDEOH RU GLVDEOH WKH DODUP WUDQVPLVVLRQ
PHOQWLROGHBWILRQ

Powerl: (QDEOH RU GLVDEOH WKH DODUP WUDQVPLVVLRQ IRU
Power2: (QDEOH RU GLVDEOH WKH DODUP WUDQVPLVVLRQ IRU

Port Number: (QDEOH WKH DODUP WUDQVPLVVLRQ E\ FOLFENLQJ \
S3RUW 1XPEHU RU GLVDEOH LW E\ XQFKHFNLQJ

&OIOKN WKH QHZ VHWWLQJV ZLOO EHRW&anteH @/ R IXKDIB/R LMPHGLDWH

Digital Output Event $ODUP LV WULJIJHUHG ZKHQ«

‘'LIJLWDO ,QSXW| 1RUPDO VWDWXV DQG FXUUHQW VWDW

RWKHU
3RZHU 3RZHU LV GLVFRQQHFWHG
3RZHU 3RZHU LV GLVFRQQHFWHG

SRUW 1XPEHU $Q\ FKHFNHG SRUW LV GLVFRQQHFWH
Note: Make sure that the designated event is enabled or checked before triggering
alarm.




4.4.20 PoE Configuration

3R( 3RZHU 2YHU (WKHUQHW LV WKH WHFKQR @M@R\FI/E DS/ D G D
SRZHU VXSSOLHU 7\SLFDOO\ D 3R( VZLWFK L\QHWWZRORNHI®R LD \
WUDQVPLVVLRQ DQG VXSSO\V HOHFWULFLW)\ PWRVB'WYV ®RDNTBHC |
SRUWV 3'V FDQ EH LQVWDOOHG ZKHUHYHU WXRIZHULWRX U$H F DK
QHHG QRW EH SUHVHQW DW SRZHUHG GHYLFHV ORFDVWDR®JBKL
,QGXVWULDO 3R( 6ZLWFK HYHQ VXSSRUWYV W LIPGWEDUIHG 3BRGH @G
GHYLFHV DUH GHVLUHG WR EH DXWRPDWLFD®OV SFRAHENG JR®/ B
XVHUV WR EH PRUH HIILFLHQW SRZHU PDQDJHPHQW

6HOHFW W Rd¢E GogfiyurdR@p | UR P SWikck Management PHQX DQG WKHQ WKF
VFUHHQ SDJH DSSHDUV

Total Budget: 6HW XS WRWDO SRZHU EXGJHW LQ ZDWW EMKAD \WVEKOHQI
6ZLWFK FDQ SURYLGH 9DOLG UDQJH a ZDWWYV

Operation Mode: ,Q WKH SRZHU VXSSO\ RYHU (WKHUQHW IRU 3'V SH
,QGXVWULDO 3R( 6ZLWFK RITHUV WKUHH RSWLRQV OLVWHG EHO

Shutdown : 'LVDEOH WKH 3R( IXQFWLRQ RQ D VSHFLILF SRUW Sk

Injector-30 Watt: )RUFLEO\ HQDEOH WKH 3R( IXQFWLRQ RQ D VSt
DWW SRZHU OHYHO

Auto AF/AT: 8QGHU WKH $XWR $) $7 PRGH LW ZLOO DXWRPDYV
IHDWXUHYV 3R( IXQFWLRQ RU QRW DQG |0H]LE®H AHQIDAE S R UMK
WKDW WKH 3" VXSSRUWV 3R( WKH SURSHU SHREBDVYLEBO !
2WKHUZHNBQWIHG ,QGXVWULDO 3R( 6ZLWFK ZLOM3QRW VXS!



Power Device Name: 6SHFLI\ D QDPH WR WKH 3' FRQQRBWHG ZLWK HDF

Priority: $VVLJQ WKHRSWKHR WISMFWLHG SRUWV || WKHUH LV LQWXII
VXSSOLHG E\ WKH 73 SRUW ZRXOG EH FXWHROREDVHG RQ WKH S|

Low: WQGLFDWHV WKH SRUW V ZLWK WKLV SULRULRN ZLOO

High: .W LQGLFDWHYVY WKH SRUW V ZLWK WKLV SDLWHUW XQ G
DVVLIQHG ZLWK WKH 3/RZ" SULRULW\ JHW SRZHU FXW RII

Critica: ,W LQGLFDWHY WKH SRUW VWK IODK W ISIRWU B/U\L RW RWI\HAN.

NOTE: Power will be cut off upon the order of port number (Port4 4ort3 Aort2 APortl) if
ports are assigned with the same priority. For example, in case Port2 and Port4

are both the low-priority ports, power supplied by Port4 will be cut off earlier than
Port2.

Schedule Time Range: $VVLJQ 3R( VFKHGXOH D WLPH UDQJH ,W GHILQF
WLPH LQWHUYDO WKH SRUW VKRXOG IROORZ 2QH WHW RI WLPH

Schedule: 2Q RU RII 3R( VFKHG XOWSIKRWAWHR B® UR/U



4.5 Switch Monitor

Switch Monitor DOORZV XVHUV WR PRQLWRU WKH UHDO WL RBWMUL
3R( (WKHUQHW 6ZLWFK 8VHUV PD\ PRQLWRU WK M\SRRIW PDMLLEONV K
RU GLDJQRVWLF SXUSR YV Witclt MaitdF W UVR IR HMARMEH UDQG WKHQ VH
RSWLRQV DQG IROGHUV ZLOO EH GLVSOD\HG

1. CPU & Memory Statistics: 0DQXDOO\ RU DXWRPDWLFDOO\ XSGDWHKH &WL
YLHZ WKHP

2. CPU Temperature Status : ODQXDOO\ RU DXWRPDWLFDOO\ XSGDWH WKH
ZHOO DV WKH &38 WHPSHUDWXUH UHFRUG DQG FRQILJXUH WI

3. Switch Port Sta us: 9LHZ FXUUHQW SRUW PHBWHF W\SH SRUW VWDWH
4. Port Traffic Statistics: 9LHZ HDFHKMIBRBWY DQG E\WHVH®H PH Y BHEYIRW LR (

5. Port Packet Error Statistics: 9LHZ HDFK SRUWTV WUDIILF FRQGLWLRQ R
IUDJPHQW -DEEHU HWF

6. Port Packet Analysis Statistics: 9LHZ HDFK SRUWTV WUDIILF FRQGLWLRQ
5; 7; IUDPHV RI OXOWLFDVW DQG %YURDGFDVW HWF

7. |EEE 802.1q Tag VLAN Table: 9LHZ WKH , ((( T 7DJ 9/$1 7DEOH RI WKH
,QGXVWULDO 3R( (WKHUQHW B6ZLWFK



8. LACP Monitor: 9LHZ WKH /$&3 SRUW VWDWXV DQG VWDWLVWLFV

9. RSTP Monitor: 9LHZ 5673 9/$1 %ULGJH 3RUW 6WDWXV DQG 6WDWL

10. 802.1X/MAB Monitor: 9LHZ SRUW VWDWXV DQG 6WDWLVWLFV

11. IGMP/MLD Monitor: 9LHZ RQO\ ILHOG WKDW VKRZV ,*03 VWDWXV DQ

12.SFP Information : 9LHZ WKH FXUUHQW SRUWYV 6)3 LQIRUPDWLRQ H
HWF 6)3 SRUW VWDWH VKRZV FXUUHQW '0, 'LDJQRVWLH PRC
7, %LDV HWEF

13.DHCP Snooping : 9LHZ WKH '+&3 OHDUQLQJ WDEOH HWF

14.MAC Limiters Status: 9LHZ WKH VWDWXV Rl 0$& OLPLWLQJ FRQILJXUL

15. MAC Address Table: /LVW FXUUHQW BY¥QHDGRQWHG/E\ WKH ODQDJHG ,Q
(WKHUQHW 6ZLWEFK

16.Layer 2 Protocol Tunneling Status : 9LHZ WKH VWDWH RI /D\HU SURWRFR!
WKHLU HQFDSVXODWLRQ DQG GHFDSVXODWLRQ FRXQWHUV R

17.LLDP Status: 9LHZ WKH 7/9 LQIRUPDWLRQ VHQW E\ WKH FRQQHFW|
18.Loop Detection Status: 9LHZ WKH /RRS '"HWHFWLRQ VWDWXV RI HDFK
19.Ring Detection Status: 9LHZ WKH FXUUHQW 5LQJ '"HWHFWLRQ VWDWXYV
20.Fast Redundancy Status: 9LHZ WKH FXUUHQW )DVW 5LQJ Y DQG &KDL(

21.Digital Input/Output Status: 9LHZ WKH FXUUHQW VWDWXV RI 'LJLWDO ,Q
DQG (YHQW 7ULJJHU VWDWXYV IRU 'LJLWDO 2XSXW

22.PoE Status: 9LHZ WKH FXUUHQW SRZHU VXSSO\ VWDWXV LQFOXG
DQG HDFK 73 SRUW(TYV 3RZHU : 9ROWDJH 9 &XUUHQW P$ 3



4.5.1 CPU and Memory Statistics

CPU & Memory Statistcs LV WR PDQXDOO\ RU DXWRPDWLFDOO\ XSGDW|
& O LEAN & Memory Statistcs ~ DQG WKH IROORZLQJ VFUHHQ DSSHDUV

Refresh Page Interval: $XWRPDWLFDOO\ XSGDWHYV VWDWLVWLFV RI &38
LQ VHFRQGY 30OHDVH QRWH WKDW WKH YDOXH \RXXIVWHGE DD GQZ
QRW EH VDYHG LQWR WKH FRQILJXUDWLRQDIXOHH ZRIOWKGRW @B J|
WKH QH[W V\VWHP ERRW XS

Start Auto Update: & O LSfakt Auto Update = WR DFWLYDWH DXWR XSGDWH

Stop Auto Update: & O L$tdp Auto Update ~ WR GHDFWLYDWH DXWR XSGDWH
Update: & O lWUpdate WR UHIUHVK WKH ODWHVW VWDWLVWLFV RI &38 (

CPU Loading Threshold(1/100): 6SHFLI\ &38 ORDGLQJ WKUHVKROGQIDMOLG
VHF

Load Averages *1min: 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ (
Load Averages *5min: 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ C
Load Averages *15min: 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ
Total Memory: ,W VKRZV WKH HQWLUH PHPRU\ LQ NLORE\WHYV

Memory Use: 7KH PHPRU\ LQ NLORE\WHV WKDW LV LQ XVH



Memory Free: 7KH PHPRU\ LQ NLORE\WHV WKDW LV LGOH

Memory Buffers: 7KH PHPRU\ LQ NLORE\WHV WHPSRUDULO\ VWRHHG L
FRPSXWHU WR EH DEOH WR IRFXV RQ RWKHU PDBEMWHWUY DVWR-SELS R
FRQVWDQWO\ IRFXV RQ WKH GDWD XQWLO WKH GHYLFH LV GRQ}

Memory Cached: 7KH PHPRU\ LQ NLORE\WHV VWRUHG LQ D FDFKH DUF
DFFHVVHG IDVWHU LQ WKH IXWXUH 7KH GDWD FDQ EBQUIHM B LIHA
VRXUFH RULJLQ

4.5.2 CPU Temperature Status

'LWK WKH EXLOW LQ WHPSHUDWXUH VHQVRRI GHWM HFMQLINH @ K 62
WHPSHUDWXUH LV DW QRUPDO VWDWXV RU QRW W QDBGG/LWQRR® I
ORJ WKH XVHU FDQ UHDOL]H WKH UHDO WL®HY&FH YWH © 5 HIDIWPX
VKRUWHQ GXH WR WKH DEQRUPDO RSHUDWLRQ HQYLURQPHQW

7KH DODUP PHVVDJH ZLOO EH VHQW LQ W KI® FHOHRMD R & DE QURIPFS
RYHU WKH WHPSHUDWXUH WKUHFKRGY GRS WHEBDSSH UDWXKBIHV K
GHJUHHV FHQWLJUDGH RU WKH WHPSHUDWXUH VHQ\WRRURD D
PHVVDJH ZLOO DOVR EH VHQW WR QRWLI\ WK HKWHWKIKHEKRG & \
WKH QRUPDO VWDWXV




Refresh Page Interval: $XWRPDWLFDOO\ XSGDWHV &38 WHPSHUDWXUH
LQWHUYDO LQ VHFRQGY 3OHDVH QRWH WKDW UVKW WH B XK UBBRUXI
DQG ZLOO QRW EH VDYHG LQWR WKH FRQUWKKDWHKIRQ YDOKNHRF
DSSOLHG LQWR WKH QH[W V\VWHP ERRW XS

Start Auto Update: & O LStakt Auto Update = WR DFWLYDWH DXWR XSGDWH
Stop Auto Update: & @& DNStdp Auto Update ~ WR GHDFWLYDWH DXWR XSGDWH
Update: & O LBgdate *WR UHIUHVK WKH ODWHVW &38 WHPSHUDWXUH D\

High Temperature Threshold: 6SHFLI\ &38 WHPBKUBDWRHG 9B O LGH VDKHW
FHQWLJUDGH

, /I WKH GHWHFWHG &38 WHPSHUDWXUH LV WXHUDW RH PNVKHKHWYWXRD
WHPSHUDWXUH LV RYHU WKUHVKROG”™ ZLOO EH VHQWiréghoidHG RQ
Interval D Q@ ntinuous Alarm SDUDPHWHUYV

NOTE: Any new changes done on this parameter will be taken effect immediately during
the system execution, the temperature sensor will begin to check CPU temperature and
decide whether to send the alarm/normal message or not upon the last status. Refer to
Table 4-3.

Status
Dm Over the Threshold

Status

1R PHVVDJH | 6HQG WKH 23&38
VHQW WHPSHUDWXUH
XQGHU WKUHVK
PHVVDJH
6HQG WKH 3& 1R PHVVDJH ZL(
WHPSHUDWXU VHQW
Threshold WKUHVKROG”’
PHVVDJH
7TDEOH

Threshold Interval: 6 SHFLI\ WKH WLPH LQWHUYDO RI VHQGLQJ FSX WHF
VHFRQGYV

NOTE: Any new changes done on this parameter will be taken effect immediately during
the system execution, the temperature sensor will begin to check CPU temperature and
decide whether to send the alarm/normal message or not upon the last status. Refer to

Table 4-4.




Last

SIEWE Normal Over the Threshold
Detected

Status

1R PHVVDJH | 6HQG WKH 3&38

VHQW WHPSHUDWXUH

Normal XQGHU WKUHVK
PHVVDJH

6HQOG WKH & 6HQG WKH °&38

Over the WHPSHUDWXU WHPSHUDWXUH

Threshold WKUHVKROG’| WKUHVKROG” D
PHVVDJH PHVVDJH

7TDEOH

Continuous Alarm: (QDEOH RU GLVDEOH WKH FRQWLQXRXV DODUP PH
WHPSHUDWXUH RI WKH V\VWHP 'HIDXOW LV 3(QDEOHG"~

,Q FDVH WKLV IXQFWLRQ LV HQDEOHG WKH DODUP$RHY WDKH
LQWHUYDO F RMgeshdKlgtetal LQDUDPHWHU WR QRWLIV WKH XVHU RQI
WKH DEQRUPDO VWDWXYV

,Q FDVH WKLV IXQFWLRQ LV GLVDEOHG WKH DODUP\ PV HR/H XJIHH 4 |
RQFH &38 WHPSHUDWXUH LV DW WKH DEQRUPDO VWDWXYV

&OIOKN WKH QHZ FRQILIJXUDWLRQ ZLOO EH WDNHQ HIIHFW LPPHG

Current: 'LVSOD\ &38 WHPSHUDWXUH FXUUHQWO\ GHWHFWHG E\ WK
LQ UHG FRORU LI WKH FXUUHQW &38 WHPSHUDWXUH LV KL
High Temperature Threshold SDUDPHWHU RU VKRZ 3)DLOHG ™ LQ UHC
WHPSHUDWXUH VHQVRU IDLOV

Historical High: 'LVSOD\ WKH KLJKHVW UHFRUG RI &38 WHPSHUDWXUH
WKLV VI\VWXP WRRMDO VKRZ 3)DLOHG”™ LQ UHG FRORU
IDLOV

Historical Low: 'LVSOD\ WKH ORZHVW UHFRUG RI &38 WHPSHUDWXUH
WKLV VI\IVWHP ERRW XS W ZLOO VKRZ 3)DWRHEB "VIH®
IDLOV

Elapsed Time of Historical High: 7KH SHULRG RI WLPH SDKNVNIKG¥WVALIBFH WK
WHPSHUDWXUH KDV EHHQ UHDFKHG

Elapsed Time of Historical Low: 7Kd SHULRG RI WLPH SDVWOWRZGHEWVEIBFH WK
WHPSHUDWXUH KDV EHHQ UHDFKHG



4 5.3 Switch Port Stat us

,Q RUGHU WR YLHZ WKH UHDO WLPH SRUW V\W KXYQR WWZH. VO B|
Switch Port Stat us lURP SWKcH Monitor PHQX DQG WKHQ WKH IROORZLQJ VI

Port Number: 7KH QXPEHU RI WKH SRUW
Media Type: 7KH PHGLD W\SH RI WKRWBRUW HLWKHU

Port State: 7KLV VKRZV HDFK SRUWYV VWDW Pb@RE R K QFID/Q NEHTRMDIE (
YRUZDUGLQJ

Disabled: $ SRUW LQ WKLV VWDWH GRHV QRW SDUWLFLSDWH
6SDQQLQJ 7UHH $OJRULWKP DQG 3URWRFRO LI DQ\

Blocking: $ 3RUW LQ WKLV VWDWH GRHV QRW SDUWLFLSDWH
GXSOLFDWLRQ DULVLQJ IURP PXOWLSOH SDWKV H[LVWLQJ L

Learning $ SRUW LQ WKLV VWDWH SUHSDUHV WR SDUWLFL
WHPSRUDULO\ GLVDEOHG LQ RUGHU WR SUHYHQW WIHPERA
/$1 GXULQJ WKH OLIHWLPH RI WKLV VWDW B JB\G WKIH FIXFWDL)
/JHDUQLQJ LV HQDEOHG WR DOORZ LQIRUPDWULRQDW R QE R UX
UHGXFH WKH QXPEHU RI IUDPHV WKDW DUH XQQHFHVVDULO

Forwarding $ SRUW LQ WKLV VWDWH SDUWLFLSDWHYV LQ IUDPH
ZKHQ SRUW VWDWH LV IRUZDUGLQJ

Link State 7KH FXUUHQW OLQN VWDWXV Rl WKH SRUW HLWKHU XS
Speed (Mbps): 7KH FXUUHQW RSHUDWEZRQFKSHBHG RH GRUW W

Duplexx: 7KH FXUUHQW RSHUDWLRQ 'XSOH[ PRGH RI WKH SRUW HL\
Flow Control: 7KH FXUUHQW VWDWH Rl JORZ &RQWURO HLWKHU RQ F

Description: 'LVSOD\ WKH SRUW GHVFULSWLRQ \RX VHW XS LQ 3RUW



4.5.4 Port Traffic Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH SRUW WU DBRLHRWKHUNLHAW I6F
V H OPPbR Waffic Statistics |URP 8WKcH Monitor PHQX DQG WKHQ WKH IROOR:
DSSHDUV

Selectt & KRRVH WKH ZD\ RI UHSUHVHQWLQJ 3RUW 7UDIIQ¥Xx 6\W\WDNWH
S5DWH” RU 3(YHQW™ RSWLRQ FDQ EH FKRVHQ

Bytes Received 7RWDO E\WHV UHFHLYHG IURP HDFK SRUW

Frames Received: 7RWDO IUDPHV UHFHLYHG IURP HDFK SRUW

Received Utilization: 7KH UDWLR RI HDFK SRUW UHFHLYLQJ WUDIILF DQ
Bytes Sent: 7TKAWRWDO E\WHV VHQW IURP FXUUHQW SRUW

Frames Sent: 7KH WRWDO IUDPHV VHQW IURP FXUUHQW SRUW

Sent Utilization:. 7KH UDWBR RHQW WUDIILF WR WKH WRWDO EDQGZLG
Total Bytes: 7TRWDO E\WHV RI UHFHLYLQJ DQG VHQGLQJ IURP FXUUH:
Total Utilization: 7KH UDWLR RI UHDO UHFHLYHG DQG VHQW W WRDJW\ V

Clear Al: $00 SRUW V FRX @& HOUWHEDQSE BAH® EDEN\WRH QHWRRSWLRQ L
|URJRlect SXOO GRZQ PHQX



4.5.5 Port Packet Error Statistics

Port Packet Error Statistics PRGH FRXQWHUV DOORZ XVHUV WR YLHZ WE
,QGXVWULDO 3R( (WKHUHMMHD W ZR R/G HLNRXKQMXKHOD WHG VLQFH WK
FRXQWHU ZDV UHVHW RRbrtFRa¢ck& EHOG StatiStitO H FWWR P Biitdth Monitor
PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

Select: & KRRWKH ZD\ RI UHSUHVHQWLQJ WKH 3RUW 3DFNHWHQXRL
(LWKHU 35DWH” RU 3(YHQW™ RSWLRQ FDQ EH FKRVHQ

RX CRC/Align Error: &5& $0LJQ (UURU IUDPHV UHFHLYHG
RX Undersize Frames: 8QGHUVL]H IUDPHV UHFHLYHG

RX Fragments Frames: )UDJPHQWYV IUDPHV UHFHLYHG

RX Jabber Frames: -DEEHU IUDPHV UHFHLYHG

RX Oversize Frames: 2YHUVL]H IUDPHV UHFHLYHG

RX Dropped Frames: 'URS IUDPHV UHFHLYHG

TX Collision: (DFK SRUWY{V &ROOLVLRQ IUDPHYV

TX Dropped Frames: "URS IUDPHV VHQW

Total Errors : 7TRWDO HUURU IUDPHVY UHFHLYHG

ClearAll: 7KLV ZLOO FOHDU DOO SRUW V FRXQWH U (YBQXH\WDBQYGRE}
FKRVHQSEMRPFSXOO GRZQ PHQX



4.5.6 Port Packet Analysis Statistics

Port Packet Analysis Statistics ORGH &RXQWHUY DOORZ XVHUV WR YLHZ \
WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHWUHZ P WK XQPWRW ¥ R
WLPH WKDW FRXQWHU ZDV URdN PadkeRANalysSsHERstitS 6 U R M BWKAH
Monitor PHQRQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

Selectt & KRRVH WKH ZD\ Rl UHSUHVHQWLQJ 3RUW 3D¥0EVE RO PN
(LWKHU 35DWH” RU 3(YHQW  RSWLRQ FDQ EH FKRVHQ

RX Frames 64 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 65-127 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 128-255 Bytes: E\WHV I[UDPHV UHFHLYHG

RX Frames 256-511 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 512-1023 Bytes: E\WHV I UDPHV UHFHLYHG

RX Frames 1024-1518 Bytes: E\WHV IUDPHV UHFHLYHG
RX Frames 1519-MAX Bytes: 2YHU E\WHV I[UDPHV UHFHLYHG

RX Multicast Frames: *RRG PXOWLFDVW IUDPHV UHFHLYHG
TX Multicast Frames : *RRG PXOWLFDVW SDFNHWYV VHQW
RX Broadcast Frames : *RRG EURDGFDVW IUDPHYVY UHFHLYHG
TX Broadcast Frames : *RRG EURDGFDVW SDFNHWV VHQW

Clear All. 7TKLY®OHDU DOO SRUWTV FRXQWHU YDOXHYV DQG EH VHW
FKRVHQSEBAR S XOO GRZQ PHQX



4.5.7 IEEE 802.1g Tag VLAN Table

6 H O HEEE\B02.1q Tag VLAN Table |U R P SWitCkMonitor PHQX DQG WKHQ WKH IR
VFUHHQ SDJH DSSHDUYV

VLAN Name: 9LHZ RQO\ ILOHG WKDW VKRZV WKH 9/$1 QDPH

VID: 9LHZ RQO\ ILOHG WKDW VKRZV WKH 9,

4.5.8 LACP Monitor

& O L F NAGPMbnitor IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV




4.5.8.1 LACP Port Status

LACP Port Status DOORZV XVHUV WR YLHZ D OLVW RI DOQAC®&BrtSR U\
Status |URP M&RHmonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SI

,Q WKLV SDJH \RX FDQ ILQG WKH IROORZLQJ LQIRUPDWLRQ DEF
Port Number: 7KH QXPEHU RI WKH SRUW

LACP Operational State : 7KH FXUUHQW RSHUDWLRQDO VWDWH RI /$&3
Key: 7KH FXUUHQW RSHUDWLRQDO NH\ IRU WKH /$&3 JURXS

AgoriD: 7KH ," Rl WKH /$&3 JURXS

,Q /$&3 PRGH OLQN DJJUHJDWLRQ FRQWURO SURWRFRO QGD®.
LQIRUPDWLRQ DPRQJ /$&3 HQDEOHG GHYLFHV RUWHW K$& B RWV
/$&3'8V WR QRWLI\ WKH UHPRWH V\VWHP RI LWV V\G@HRVA$&ST
/$&3 SULRULW\ SRUW QXPEHU DQG RSHUDWLRQDB MHPRS\SR Y\
FRPSDUHV WKH UHFHLYHG LQIRUPDWLRQ ZLWKSWRKMW \.QVRU® BDWH
SRUWV WKDW FDQ RSHUDWH DV VHOHFWHG SRUWY DXKLWHPEQR
WKH VWDWHV Rl WKH UHODWHG SRUWV ZKHQ DJROHDBWR®D®
DVVLJQV HDFK SRUW DQ RSHUDWLRQDO NH\ EDQGIGRWRIQH W WE/
FRQILIJIXUDWLRQV ,Q DQ /$&3 DJJUHJDWLRQ JURNXSW LIR®D G R\H/
PDQXDO RU VWDWLF /$&3 DJJUHJDWLRQ WKH VHOHFWHG SRUW\

PartnerID: 7KH ,' 0$& DGGUHVV RI WKH SDUWQHU SRUW

Partner Port: 7KH FRUUHVSRQGLQJ SRUW QXPEHUV WKDW FRQQHFW



4.5.8.2 LACP Statistics

,@Q RUGHU WR YLHZ WKH UHDO WLPH /$&3 VWDWLV3IRIFWKXWDM
6ZLWFK DABROSHiNcs IURP MA&MHMonitor PHQX DQG WKHQ WKH IROOR.:
DSSHDUV

Portt 7KH SRUW&W ISDWNHWYV /$&3'8 DUH WUDQVPLWWHG RU UHFH
LACP Transmitted: 7KH FXUUHQW /$&3 SDFNHWV WUDQVPLWWHG IURP
LACP Received: 7KH FXUUHQW /$&3 SDFRMNWW BREOMLYHG IUR

llegal Received: 7KH FXUUHQW ,00HJDO SDFNHWV UHFHLYHG IURP WI
Unknown Received: 7KH FXUUHQW XQNQRZQ SDFNHWV UHFHLYHG IURP
Clear EXW WCReg Qo@nters ILH®OGHDU WKH VWDWLVWLFV RI WKH FRUUH

Clear Al: &OHDU WKH VWDWLVWLFV RI DOO SRUWYV



4.5.9 RSTP Monitor

& O L F RSWAMbnitor IROGHU DQG WKHQ WKUHH RSWLRQV ZLWKLQ WKI

4.5.9.1 RSTP Bridge Overview

RSTP Bridge Overview DOORZV XVHUV WR YLHZ D OLVW Rl 5673 EULHI

WRSRORJ\ VWDW X HXORFW BRIge Overview |IURP REKPMMonitor PHQX DQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

,Q WKLV ZHESDJH \RX FDQ ILQG WKH IROORILQJ LQIRUPDWLRQ
Update: 8SGDWH WKH FXUUHQW VWDWXYV

BridgeID: 5673 %ULGJH ,'" RI WKH 0ODQDJHG ,QGXVWULDO 3R( (WKHU
Max Age: OD[ $JH VHWWLQJ RI WKH ODQDJHG ,QGXVWULDO 3R( (WK
Hello Time: +HOOR 7LPH VHWWLQJ RI WKH ODQDJHG ,QGXVWULDO 3F

Forward Delay: 7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK{V



Topology: 7KH VWDWH RI WKH WRSRORJ\
RootID: 'LVSOD\ WKLV 0ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLW

Rootport: 'LVSOD\ WKLV ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZL

4.5.9.2 RSTP Port Status

RSTP Port Status DOORZV XVHUV WR YLHZ D OLVW RI DOMSIBPBItSRU
Status |URP REKMMonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SEC

,Q WKLV ZHESDJH \RX FDQ ILQG WKH IROORZLQJ LQIRUPDWLRQ
Port Number: 7KH QXPEHU RI WKH SRUW
Path Cost: 7KH 3DWK &RVW RI WKH SRUW

Edge Port: 3<HV”™ LV GLVSOD\HG LI WKH SRUW LV WKNWOGY BR W/ ¢
QRW UHFHLYH %3'8

P2p Port: 3<HV™ LV GLVSOD\HG LI WKH SRUW OLQN LV FRQQHFWHG
Protocol: 'LVSOD\ 5673 RU 673
Role: 'LVSOD\ WKH 5ROH RI WKH SRUW QRQ 673 IRUZDUGLQJ RU

Port State: 'LVSOD\ WKH VWDWH RI WKH SRUW QRQ 673 IRUZDUGLQ



4.5.9.3 RSTP Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH 5673 VWDWLVWLEWKWHWDW
6ZLWFK RSAD&&SUcs |URP REKMHMonitor PHQX DQG WKHQ WKH IROOR:
DSSHDUV

Port Number: 7KH QXPEHU RI WKH SRUW
RSTP Transmitted: 7KH WRWDO WUDQVPLWWHG 5673 SDFNHWYV IURP F)
STP Transmitted: 7KH WRWDO WUDQVPLWWHG 673 SDFNHWYV IURP FXU

TCN Transmitted: 7KH WRWDO WUDQVPLWWHG 7&1 7RSRORJ\ &KDQJH
SRUW

RSTP Received: 7KH WRWDO UHFHLYHG 5673 SDFNHWV IURP FXUUHQV
STP Received: 7KH WRWDO UHFHLYHG 673 SDFNHWV IURP FXUUHQW ¢
TCN Received: 7KH WRWDO UHFHLYHG 7&1 SDFNHWV IURP FXUUHQW
llegal Received: 7KH WRWDO UHFHLYHG LOOHJDO SDFNHWYV IURP FXU

Unknown Received: 7KH WRWDO UHFHLYHG XQNQRZQ SDFNHWYV IURP F



4.5.10 802.1X/MAB Monitor

& O L F MOMIKMAB Monitor IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ W

4.5.10.1 802.1X/MAB Port Status

Port Status DOORZV XVHUV WR YLHZ D OLVW RI DO @ort statlis S RILRPVW K K
802.1x/MAB Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DS

,Q WKLV ZHESDJH \RX FDQ ILQG WKH IROORBEMQJ LQIRUPDWLRQ



Port: 7KH QXPEHU RI WKH SRUW

Port State: 'LVSOD\ WKH QXPEHU RI WKH SRUW [ OLQN VWDWH /L
Last Source MAC: 'LVSOD\ WKH 0$& DGGUHVV RI WKH SRUW{V ODVW 6
Last Username: 'LVSOD\ WKH XVHUQDPH RI WKH SRUWYV ODVW ORJLC

Assigned VLAN:  'LVSOD\ WKH 9/$1 DVVLJQHG E\ [6HUYHU

4.5.10.2 802.1X/MAB Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH ; SRUWGXWW WILN® BRY W
6ZLWFK Stdtdishds FW RP 8UXKIA/MAB Monitor PHQX DQG WKHQ WKH IROOR:
VKRZV XS




4.5.11 IGMP/MLD Monitor

& O L F NGMPAMALD Monitor IROGHU DQG WKHQ IRXU RSWLRQV ZLWKLQ W/

4.5.11.1 IGMP Snooping Status

IGMP Snooping Status DOORZV XVHUV WR YLHZ D OLVW RI ,*03 TXHULH
DV 9/$1 ;' 4XHULHU DQG 4XHULHV 7UDQVPLWGEWR Gné&idirgHItatud G S D
IlURP NYNMRAMLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJ

Update: & O Wpdte WR XSGDWH WKH ,*03 VQRRSLQJ VWDWXYV

VLANID: 9," RI WKH VSHFLILF 9/%$1

7KH ,*03 TXHULHU SHULRGLFDOO\ VHQGYV ,*03 JHHUNO TXHULH
WKH ORFDO VXEQHW WR ILQG RXW ZKHWKHU DFWLYHW XOWLFDYV



8SRQ UHFHLYLQJ DQ ,*03 JHQHUDO TXHU\ MWKH 00 ) WJBBL WEFEKX A
WKURXJK DOO SRUWYV LQ WKH 9/$1 H[FHSW WKH UHFHLYLQJ SRU

Querier: 7KH VWDWH Rl ,*03 TXHULHU LQ WKH 9/%$1

Queries Transmitted: 7KH WRWDO ,*03 JHQHUDO TXHULHV WUDQVPLWW|
Queries Received: 7KH WRWDO UHFHLYHG ,*03 JHQHUDO TXHULHV IURI
vl Reports: ,*03 9HUVLRQ UHSRUWYV

v2 Reports: ,*03 9HUVLRQ UHSRUWYV

v3 Reports: ,*03 9HUVLRQ UHSRUWYV

v2 Leaves: ,*03 9HUVLRQ OHDYHV

4.5.11.2 IGMP Group Table

,Q RUGHU WR YLHZ WKH UHDO WLPH ,*03 PXOWLFDM® IRR KBKHW
6ZLWFK NMP BW Table |IURP @MMPMLD Monitor PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUYV

Update: & OUpddte WR XSGDWH WKH ,*03 JURXS WDEOH
VLANID: 9," RI WKH VSHFLILF 9/%$1
Group: 7KH PXOWLFDVW ,3 DGGUHVV RI ,*03 TXHULHU

Port: 7KH SRUW V JURXSHG LQ WKH VSHFLILF PXOWLFDVW JURXS



4.5.11.3 MLD Snooping Status

MLD Snooping Status DOORZV XVHUV WR YLHZ D OLVW RI 0/' TXHUVHVY
9/$1 ,' 4XHULHU DQG 4XHULHV 7UDQVPLWWEXGSHDbpmY StétksG ISJORAPN H

W KGMP/MLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH C

Update: & O Wpddte WR XSGDWH WKH 0/' VQRRSLQJ VWDWXV

VLANID: 9," RI WKH VSHFLILF 9/%$1
Querierr 7KH VWDWH Rl 0/" TXHULHU LQ WKH 9/%$1

Queries Transmitted: 7KH WRWDO DPRXQW RI 0/" JHQHUDO TXHUQHV W
KRVWYV

Queries Received: 7KH WRWDO DPRZEQWJIRIQUKNBHLYKHULHY IURP 0/' TX
vl Reports: 7KH WRWDO DPRXQW RI UHFHLYHG 0/"' 9HUVLRQ UHSRU
v2 Reports: 7TKH WRWD®IDARKOQYHG 0/' 9HUVLRQ UHSRUWYV

Done: 7TKH WRWDO DPRXQW RI UHFHLYHG 0/' 9HUVLRQ GRQH SDFI

4.5.11.4 MLD Group Table

,Q RUGHU WR YLHZ WKH UHDO WLPH 0/" PXOW IQF®WW UULRKVS3RWC
6ZLWFK MIEDOGidu@/ Table 18P WIGMP/MLD Monitor PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV




Update: & OUpddte WR XSGDWH WKH 0/' JURXS WDEOH
VLANID: 9," RI WKH VSHFLILF 9/%1
Group: 7KH PXOWLFDVW ,3 DGGUHVV RI 0/" TXHULHU

Port: 7KH SRUW V JURXSHG LQ WKH VSHFLILF PXOWLFDVW JURXS



4.5.12 SFP Information

& O L F FWIkfermation IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKL

4.5.12.1 SFP Port Info

SFP Port Inffo GLVSOD\V HDFK SRUWSfV VOLGH LQ 6)3 7UDQVFHLYF
WUDQVPMWMKHRQAVWDQFH RIYWQGRVPIDPAH RYOHQGRU 31 YHORPRU €
Port Info | URW ISP Informaton PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

Port: 7KH QXPEHU RI WKH SRUW
Speed: 'DWD UDWH RI WKH VOLGH LQ 6)3 7UDQVFHLYHU

Distance: 7UDQVPLENVYWRWOQQFH RI WKH VOLGH LQ 6)3 7TUDQVFHLYHU

Vendor Name: 9HQGRU QDPH RI WKH VOLGH LQ 6)3 7TUDQVFHLYHU



Vendor PN: 9HQGRU 31 RI WKH VOLGH LQ 6)3 7UDQVFHLYHU

Vendor SN: 9HQGRU 61 RI WKH VOLGH LQ 6)3 7UDQVFHLYHU

4.5.12.2 SFP Port State

SFP Port State GLVSOD\V HDFK SRUWYfV VOLGH LQ 6)3 7UDQVFHLY
GHWHFWHG WHPSHUDWXUH YROS¥FP Pbit State % ILDR/P W Rforn@atiod H F W
PHOQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Portt: 7KH QXPEHU RI WKH 6)3 PRGXOH VOLGH LQ SRUW

Temperature (C): 7KH RSHUDWLRQ WHPSHUDWXUH RI VOLGH LQ 6)3 PR
Voltage (V): 7KH RSHUDWLRQ YROWDJH RI VOLGH LQ 6)3 PRGXOH FXL
TX Bias(mA): 7KH RSHUDWLRQ FXUUHQW RI VOLGH LQ 6)3 PRGXOH F
TX Power (dbm): 7KH RSWLFDO WUDQVPLVVLRQ SRZHU RI VOLGH LQ 6

RX Power (dom): 7KH RSWLFDO UHFHLYLQJ SRZHU RI VOLGH LQ 6)3 PF



4.5.13 DCHP Snooping

DHCP Snooping GLVSOD\V WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQH
6 HO RGP Snooping | URW®W KSwitch Monitor PHQX DQG WKHQ WKH IROORZ
DSSHDUV

Update: & O lWpddte WRSGDWH WKH '+&3 VQRRSLQJ WDEOH

CliPort: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHUH WKH '"+&3 FOLHQW E
SrvPort: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW ZKHUH WKH ,3 [
VID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 9/$1 ," RI WKH FOLHQW S
CliiPAddr: 9LHZ RQO\ ILHOG WKDW VKRZV FOLHQW ,3 DGGUHVV
CliMAC Addr: 9LHZ RQO\ ILHOG WKDW VKRZV FOLHQW 0%& DGGUHVYV
SrviPAddr: 9LHZ RQO\ ILHOG WKDW VKRZV '+&3 VHUYHU ,3 DGGUHVYV

TimeLeftt 9LHZ RQO\ ILHOG WKDW VKRZV '+&3 FOLHQW OHDVH WLPH



4.5.14 MAC Limiters Status

MAC Limiters Status GLVSOD\V WKH YDOLG 0%$& /LPLW 6WDWXV RI HDFK

Update: & OUpddte WR XSGDWH WKH 0$& /LPLWHUV VWDWXV
Port: 7KH QXPEHU RI HDFK SRUW
Limit: 7KH 0$& DGGUHVV WKUHVKROG FRQILJXUHG

Currentt 7TKH FXUUHQW QXPEHWVRI 0$& DGGUH

4.5.15 MAC Address Table

MAC Address Table GLVSOD\V 0$&HDGHHYNG ZKHQ 0%$& $G GWK\DE OHHBBU

7KH WDEOH DERYH VKRZV WKH 0$& DGGUHVVHV DHDA QAHE&GX MIVRIPL
(WKHUQHW 6ZLWEFK

& O Wptate WR XSGDWH WKH 0%$& $GGUHVYV 7DEOH

&OIlCkHr WR FOHDU WKH 0$& $GGUHVV WDEOH IRU WKH VSHFLILH(



4.5.16 Layer 2 Protocol Tunneling Status

Layer 2 Protocol Tunneling Status GLVSOD\V WKH VWDWH RI HDFK /D\HU S
DQG HDFK 3'81V HQFDSVXODWLRQ DV ZHO®GHDW&EHZE PratdcolO D W L
Tunneling Status RSWLRQ |8véh MoKitdr PHQX DQG WKHQ WKH IROORZ
DSSHDUV

& O Wpdate WR XSGDWH WKH /D\HU 3URWRFRO 7XQQHO 6WDWXV W

Clear EXW WCR& AQonters ILHOGHDU WKH HQFDSVXODWLRQ DQG GHFD¢
3'8 RWKH FRUUHVSRQGLQJ SRUW

Clear Al: &OHDU DOO SRUWVY HQFDSVXODWLRQ DQG GHFDSVXODW|



4.5.17 LLDP Status

6 H O HIPbWStatus | UR P SWitCkHMonitor PHQX DQG WKHQ WKH IROORZLQJ V

& O Wpdate WR XSGDWH WKH //'3 6WDWXV WDEOH
Local Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU RQ Z|

ChassisID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 0$& DGGUHVV RI WK
DGGUHVV RI WKH QHLJKERULQJ GHYLFH



Remote Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU RI W
System Name: 9LHZ RQO\ ILHOG WKDW VKRZV WKH V\VWHP QDPH DGY
Port Description: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW GHVFULSW
System Capabilites: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FDSDELOLW\ R

Management Address (1~5) : 9LHZ RQO\ ILHOG WKDW VKRZV WKH ,3 DGGUH
GHYLFH

4.5.18 Loop Detection Status

6 H O Hoep\Detection Status |1 U R P SWitCkMonitor PHQX DQG WKHQ WKH IROOR.:
DSSHDUV

Status: 9LHZ RQO\ ILOHG WKDW VKRZV WKH ORRS VWDWXV RI HDFK

Lock Cause: 9LHZ RQO\ ILOHG WKDW VKRZV WKH FDXVH ZK\ WKH SRL



4.5.19 Ring Detection Status

Ring Detecton 7DE@HVSOD\V WKH 5LQJ '"HWHFWLRQ VWDWXV Rl HD
Ring Detection Status IURP @hHieth Monitor PHQX DQG WKHQ WKH IROORZ
DSSHDUYV

& O lWUpdkate WR XSGDWH WKH 5LQJ '"HWHFWLRQ 7DEOH
Port Enable: 6 KRZV WKH VAKBPWXKWWRIS5LQJ '"HWHFMWL RY R@DEDMHIG RU GL
Port State: 6KRZ WKH VWDWXV RI WKH ULQJ SRUWYV DUH LQ EORFNLC

Blocking: ,W LQGLFDWHYVY D SRUW LV WHPSRUDULO\ EORFNHG
OLQN GRZQ RI WKH IRUZDUGLQJ SRUW RFFXUV

Forwarding: ,WQGLFDWHYVY D SRUW NHHSV VHQGLQJ SDFNHWYV



4.5.20 Fast Redundancy Status

Fast Redundancy 7DE@GHVSOD\V WKH VWDWXV Rl WKH &RQIUIXD BUKIBG )
UHG X Q G D Q BRH®ORAES®WRédundancy Status TURP S8WKCH Monitor  PHQX DQG WKH
IMORZLQJ VFUHHQ SDJH DSSHDUYV

Entryy 9LHZ RQOVKILNOWKRZY WKH QXPEKMUUHGKIFXDQF\ \RX FRQILJ;
Group ID: 9LHZ RQOVKLNOWKRHVRKS ,' RIDNDFKUHGXQGDQF\ \RX FRQ
Description: 9LHZ RQO\ ILHO X MBKIIVWULISRVANR® RI HDFK JURXS \RX FR

Enable: 9LHZ RGI®@\WKDW VKRZV WKH HQDEOHG RID\GW VDHE®XREGDWY BV
FRQILIXUHG

Protocol. 9LHZ RQO\ ILHOG WKDW VKRZV WKH UHGKK GIMWVEX  GRWR F
\RX FRQILIJXUHG

Role: 9LHZ RQO\ ILHOG WKDW VKRZV WKH UROHW KWWKWHHDREBD\Q\WD J
UHGXQGDQF\ \RX FRQILIJIXUHG ZKHQ WKH 3)DVW GQ /KX FPQ RWKHRI
3&KDLQ" SURWRFRO LV FKRVHQ

Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FRIO®@HFADLBE\ VR WK |
,Q F OBe@ltHy Break D (B@nal FalT W\SHV Rl VWDWH (DFK VWDWH LV GH\

Healthy: ,\WQGLFDWHV WKDW WKH FRGXQBWDIQOFY IRV WK ) R\ O

Break: ,\WQGLFDWHV WKDW WHGEXQGORBHFRQQNMWLRQ RBEFXUV
LWV EDFNXS OLQN LV DEWLYDWHG WR WUDQVPLW WKH GDW

Signal Fail: ,W LQGLFDWHY WKDW WKH IDLOXUH RI IPQWKH WG KXKW®
LWVHOI DQG LWV EDFNXS OLQN LV DFWLYDWHG WR WUDQVP

1st Redundancy Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW IRQFW K
DFWV DV WKH ILUVW UHGXQGDQW SRUW

2nd Redundancy Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUWZR® KK
DFWV DV WKH VHFRQGDU\ UHGXQGDQW SRUW

Role of 1st/2nd Redundancy Port: 9LHZ RQOYWHKHR¥YEY WKH UROH +HDG OHI
WKWWH SRUW DFWLQJ DV WKH ILUVSODHFR®BOQ UWHKHH GKQ GO GW RS
W ZLOO VAKRHQ WKH )DVW 5LQJ Y SURWRFRO LV FKRVHQ



Status of 1 st/2nd Redundancy Port : 9LHZ RGO\ WLKRZV WKH FRQQHFWLRQ V)

WKDW DFWV DV WKH ILUVW VHFR Qrerdasding HBloxkp @ DIMAMBISdOWNWN  ,QF

W\SHV RI SRUW VWDWH (DFK VWDWH LV GHVFULEHG DV EHORZ
Forwarding : , WQGLFDWHYVY WKDW WKH SRUW FRQQHFWLRQ RI WK|
Blocking : , WQGLFDWHYVY WKDW WKH SRUW LV FRQQHFWHG WR D

Linkdown : ,\WQGLFDWHY WKDW QR SRUW FRQQHFWLRQ HL[VWV



4.5.21 Digital Input/Output Status

,Q RUGHU WR YLHZ WKH FXUUHQW VWD W X \Digtal WptFOUBpLtIStan® O , Q S
IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV IROGHU ZLOO E

4.5.21.1 Digital Input Status

6 H O HMpui\Status | U R P DAgikaHnput/Output Status PHQX DQG WKHQ WKH IROOR
SDJH DSSHDUV

& O lUpdate WR XSGDWH WKH GLJLWDO LQSXW DQG DODUP VWDWXV
Current Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VWDWX

Alarm: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW DODUP VWDV



4.5.21.2 Digital Ouput Status

6 H O PBupwut Status | U R P DAgitaHnput/Output Status PHQX DQG WKHQ WKH IROOF
SDJH DSSHDUV

& O lWpdate WR XSGDWH WKH GLJLWDO RXWSXW DODUP DQG HYHQ\
Current Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VWDW X

Alarm: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHWKHU WKH DODUP LV WL
DQG 321" LQGLFDWHYV 2*QRW WULJIJHUHG~

Trigger is enable R Tiggeris disable: 9LHZ RQO\ H[SUHVVLRQ WKDW VKRZV V
7ULJJHU IRU '"LIJLWDO 2XWSXW Trigger 5@nable W KIHV ISR AHY VIWK®! IR O C
HYHQW VWDWXV OLVW ZLOO EH GLVSOD\HG

Event Status : 9LHZ RQO\ ILHOG WKDW VKRIAD FMKKH YH@QMNU P2 24V DLV XG\L F D
DQG 321" LQGLFDWHY 2QRW WULJIJHUHG’

Digital Input- 1: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHWK HWWKH BDOH
R URQV

Power1l: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHWVHWU MWHKHH3 RUR
Power2: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHWVHWU MWHKHH3 RUR

Port Number: 9LHZ RQO\ ILHOG WKDW VKRZV ZKHWKHWMWKBJIJBOB !
RU QRW



4.5.22 PoE Status

,Q RUGHU WR YLHZ 3R( VWDW X VYoR 6taius F KU RP SiRritMonidd O PR Q¥ X
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Total POE Power Consumption: 9LHZ RQ OMNWHWOKR 2AMRMOHSRZHU LQ ZDWW D
SHUFHQWDJ®IVPPHII RQWVKH VZLWEK

Portt 9LHZ RQO\ ILHOG WKDW VKRZV WKH QXPEHU RI HDFK 73 SRU
Power(W): 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRZHOJ LQ ZDWW XVH
Voltage(V): 9LHZ RQO\ ILHOG WKDW VKRZV WKH YROWDJH XVHG RQ |
Current(mA): 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQWWIOQ PLOO
PDClass: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FODVV RI 3

PoE Detection: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW 3R( VWI

Operation Mode: 9LHZ RQO\ ILHOG WKDW VKRZV WKH PHWKRGWHKHSR'Z}



4.6 System Utility

System Utility DOORZV XVHUV WR HDVLO\ RSHUDWH D QQ RDSyQ&MD L Q
Utility TURP MaKiMenu DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSt

1. Ping: 3LQJ FDQ KHOS \RX WHVW WKH QHWZRUN FRQXQWHWWIDIKXQW
(WKHUQHW 6ZLWFK DQG WKH KRVW <RX FDQQIBOVR]KN SRHFWK]
SDFNHWYV

2. Loopback Testt /RRSEDFN 7HVW KHOSV \RX GLDJQRVH WKH FRGQH
EHWZHHQ WKH GHYLFHV

3. Event Log: (YHQW ORJ FDQ NHHWSWWNHRFRWRRIHYHQWYV VXFK DV
FROG VWDUW OLQN XS GRZQ XVHU ORJLQ ORJMRXW &3BWFYHUKNK
LV $ ZLWK %RRW 520 YHUVLRQ $ RU ODWHU YMHVUNRRQ,LWR
WKDQ WKH RQH PHQWLRQHG DERYH DOO HYHQW® RUOWHERRM

4. HTTP/FTP/TFTP Upgrade: 7KLMOORZV XVHUV WR XSGDWH WKH ODWEHE
FRQILIXUDWLRQ RU UHVWRUH SUHYLRXV FRQILIJIXUDWERW PKR

5. Load Factory Settings : /RDG )DFWRU\ 6HWWLQJ ZLOO VHW WKH FR
, QGXVWULDO 3R( (WKHUQHW 6ZLWFK EDFN WR,3VRKE G D'DWHZ
DGGUHVVHVYYWHWONRHWKH IDFWRU\ GHIDXOW DV ZHOO

6. Load Factory Settings Except Network Configuration: 6HOHFWLQJ WKLV IXQF)\
UHVWRUH WKH FRQILIJXUDWLRQ RI WKH ODQDWRGLWG XRVWWMLUL®
GHIDXOW VHWWLQJYV +RZHYHU WKLV ZLOO QRW WHWHK/H WD WW
GHIDXOW

7. Auto-Backup Configuration: SHULRGLFDOO\ H[HFXWH WKH DXWRPDWL
FRQILIXUDWLRQ ILOHV EDVHG RQ WKH JLYHQ WLPH \RX VHW X



4.6.1 Ping

Ping FDQ KHOS \RX WHVW WKH QHWZRUN FRQQHWWUYDW\ 3R-{W 2+

6ZLWFK DQG VKO RARVIWRP By#din Utilty PHQX DQG WKHQ WKH IRO
SDJH DSSHDUYV

(QWHU WKH ,3 ,3Y DGGUHVV RI WKH KRVW \RXSAHFXLO\GF 8 XM/ WWR L

DQG VL]H RI WKH 3L QStaB DW R HRAWAD L&/ IWFNH StapQ W BSDVRWHKYV BRUQ J
SURFHVYV

4.6.2 Loopback Test

Loopback Test LV D SDVVLYH WHVW LQ ZKLFK WKH SDFNHWV QHH
FRPPXQLFDWLRQ GHYLFH WR WKH RWKHU HGG VXK@ S RUWHQO WX
WKH SDFNHWV WKURXJKW WKH VDPH SRUW WHRWW K UVWGHY ERH @
WKH QHWZRUNLQJ FDEOH EHWZHHQ WKHVH GWKLYHVXEZBWNM QR}
LW ZLOO VKRUWHQ WKH WURXEOHVKRRWLQJ WLPH LI DQ\ GDPDJ

6 HO H&opback Test IURP Wystem Utlity PHQX DQG WKHQ WKH IROORZI
DSSHDUV 7R KDYH WKLV IXQFWLRQ DFWLYDWHGL DR®RMIRLO &RW
LQ WKH SURSHU 9/$1 ,' 7KH WIGVEARQIQOXEH G K FEBH R XAE O OF N |
HQHSG XQWLO WKH JLYHQ WHVW WLPH H[SLSHOP TR SIKXVHZWESDJ




Diagnostic Port: 3X0OO GRZQ WKH PHQX WR VHOHFW WKH GHVBEBMH®W 3$F
WKH ORRSEDFN WHVW 7KH GLDJQRVWLF SRUWKHWHRX/SHOBBW VRE

VLAN ID: 6SHFLI\ WKH [HSWKH GLDJQRVWLF SRUW DQQG W &HF FLFH
9/$1 ," FDQQRW EH XVHG E\ RWKHU SRUWYV

Test Time: 6SHFLI\ WKH WLPH WKDW WKH ORRSEDFN WHVW' HILIOXD WOI
PLQLXWH

State: 6KRZ WKH FXUUHQW VWDWXV RI WKH ORRSEDFN WHVW (LW
Time Remaining: 6KRZ WKH WKH WLPH LQ WKH IRUPDW RI 3PPZKVWUO

H[SLUH %\ GOLRNWEH ZHESDJH WKH ORRSEDFN WHVW ZLWROHV
YDOXH \RX FRQILJXUH LQ WKH SDUDPHUWHU RI 7THVW 7LPH



4.6.3 Event Log

Eventlog NHHSV D UHFRUG RI VZLWFK UHODWHG LQIRUAMNWDRSQ DL
VR RHOIEWW Log IURP W®Bystéin Utility PHQX DQG WKHQ WKH IROORZ
DSSHDUV $00O HYHQW ORJV ZLOO EH FOHDUHG ZKHQ V\VWHP UF

& O ICHedr Al WR FOHDU WKH UHFRUG RI DOO HYHQW ORJV

4.6.4 HTTP Upgrade

8VHUV PD\ VDYH RU UHVWRUH WKHLU FRQILJXUDHNTWR Qpirale XS (
IURP Sydterh Utility PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH L




7KH UHODWHG SDUDPRIIWKH GERY AUJXSWMWRERQ XSGDWH LV DV IRO
Config Type:

7KHUH DUH WKUHH W\SHV RI WKH FRQILJXUDWILRDQ G GBI 5X\ (
FRQILJ

Running-config: % DFN XS WKH GDWD \RXYfUH SURFHVVLQJ
Default-config: % DFN XS WKH GDWD VDPH DV IDFWRU\ VHW

Start-up-config: % DFN XS WKH GDWD VDPH DV ODVW VDYHG

Device Configuration to Local File: &OB&ckup WR EHJLQ GRZQORDG WKH FR
\RXU 3&

Restore: & O Chagse Fle WR VHOHFW WKH GHVLJQDRésidee GDWD DQG \
7KH UHODWHG SDUDPHWHU GHVFULSWLRQ RI WKH ILUPZDUH XS
Upgrade Image Option : 3 XOO GRZQ WKH OLVW WR FKRRVH WKH LPDJF

Select File: & O ICRdbse Fle WR VHOHFW WKH GHVLWpHIGJIILOH DQG WKH



4.6.5 FTP/TFTP Upgrade

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW BZGWRFR RO NVHERWK &
VDYH RU UHVWRUH WKHLU FRQILJXUDHGRRIPIVETE Up§redd Wb RW KWK k
System Utility PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHEC

Protoco. 6HOHFW WKH SUHIHUUHG SURWRFRO HLWKHU )73 RU 7)7:2
File Type: 6HOHFW WKH W\SH RI ILOH WR SURFHVV HLWKHU )LUPZD

Config Type : & KRRVH WKH W\SH Rl WKH FRQILIXUDWLRQ PR®H WKDW
35XQQLQJ PRHIDLYOW FRQILISFRWQFBWDUW

Server IP/IPv6 Address: (QWHU WKH3,SMFDIGEUHVYV RI WKH )73 7)73 ILOH
User Name: (QWHU WKH VSHFLILF XVHUQDPH WR DFFHVV WKH )73 IL
Password: (QWHU WKH VSHFLILF SDVVZRUG WR DFFHVV WKH )73 ILC
File Location: (QWHU WKH VIHFEIOH GDAVHK ZLWKLQ WKH )73 7)73 ILOH
& O LWpdate WR VWDUW WKH GRZXQ@RPKLSHWREAGWV |UBPNVNWEBE@VYHW
SURJUH\EHIANBAEOX ULQJ ILOH WUDQVIHU 2QFH FRPSOHWHGOD ¢
SRXS WR UHPLQG WKH XVHU

&OWPNWR VWDUW WKH XSORDG SURFHVV D® % UDQNEVYAWWWL QUOFHU
EHGLVS@WGBWXULQJ ILOH WUDQVIHU 2QFH FRPSOHWHG RS WKRBFWV
UHPLQG XVHUV



4.6.6 Load Factory Settings

Load Factory Settng ZLOO VHW DOO WKH FRQILIJXUDWLRQV RI WKH
6ZLWFK EDFN WR WKH IDFWRU\ GHIDXOW VHWW®G Q B\ad IFQckoy X G L C

Setting LV XVHIXO ZKHQ QHWZRUN DGPLQLVWUDWRUV Z& XQGWHLPN
UHVHW LV UHTXLUHG WR PDNH DOO FKDQJHV HIIHFWLYH DIWHU

6 H O HdadlVFactory Setting TURP 8y#di Utility PHQX DQG WKHQ WKH IROORZ
DSSHDUV

&OIOKNWR VWDUW ORDGLQJ IDFWRU\ VHWWLQJV

4.6.7 Load Factory Settings Except Network Configuration

Load Factory Settings Except Network Configuration ZLOO VHW DOO WKH FRQI
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK EDFRZWRHW K H3 |
*DWHZD\ DGGUHVVHYVY ZLOO QRW UHVWRUH WRHWKH 2BHQ RN
DGPLQLVWUDWRUY QHHG WR UH FRQILJXUH WKH QD/QVHPF ¥BRWA 75
ZLOO EULQJ QHWZRUN VHWWLQJY EDFN WR GHIDXOW DQG ORVH

6 H O Hoad\Factory Setting Except Network Configuration |URP Siskert Utility PHQX WK
IROORZLQJ VFUHHQ SDJH VKRZV XS

&OIOKNRVWDUW ORDGLQJ IDFWRU\ VHWWLQJVY H[FHSW QHWZRUN



4.6.8 Auto-Backup Configuration

,Q ,36 6(3% WKH IRUHPHIQMUyQdeG D QFRIP/TFTP Upgrade IXQFWLRQV
RITHUHG IRU WKH XVHUV WR GR WKH PDQXROODERRNXS$AWWHE D\
F KR RV HAuW-Kagkup configuration IXQFWLRQLVWR FO\KSVR XWRPDWLFDOO\ L
W LV XVHIXO WR SUHYHQW WKH ORVV RI XNMNHUUJHW LW KR GHXb DKM
KHOS GR WKH ILOH FRPSDULVRQ LI DQ\ HGUHIRUFRINFXUA3 BOHDWIH
HQDEOHG DV ZHOO LQ RUGHU WR REWDLQ WKH FRUUHFW ORFDC

7R LQLWLDWH WKLV I|IXAQuABadRup Centigdratiernd  VIHUGRHP FBygkem Utility P HQ X
WKH IROORZLQJ VFUHHQ SDJH VKRZV XS

Auto Backup: (QDEOH 'LVDEOH WKH DXWR EDFN&ESRXQFWMLRWYLIRY W&
GHYLFH

Backup Time: 6 HWSNVKH WLPH ZKHQ WKH EDFNXS RI WKH VWDUW XS F
GDVYRU WKH V\VWHP

Protocol: (LWKAHM RU 7)73 VHUYHU FDQ EH VHOHFWHG WR EDFNXS W
File Type: 'LVSOD\ WKH W\SH RI ILOHV WKDW ZLOO EH EDFNHG XS
Server IP/IPv6 Address: 6 HW XS WKH ,3 ,3Y DGGUHVV RI )73 7)73 VHUYH!

User Name and Password: ,QSXW WKH UHTXLUHG XVHUQDPH DV ZHOO DV
)73 LV FKRVHQ LQ WKH 3URWRFRO ILHOG



File Directory: $VVLKPEWFN XS SDWK ZKHUH WKH VWDUW XS FRQILJXU
)73 RU 7)73 VHUYHU

File Name: 7KHLOHQDPH DVVLIQHG WR WKH DXWR EDFNXK& PRIQILB K
JHQHUDWHG DXWRPDWLFDOO\ LV DV IROORZYV

ip address_Device Name_Date.txt IRU H[DPSOH 68,36
3B W[W

Backup State: 'LVSOD\ WKH VWDWXV RI WKH DXWR EDFNXS \RX H[HFX



4.7 Save Configuration

,Q RUGHU WR VDYH WKH FRQILIXUDWLRQ SHUPDQUHDAWLRQ XLUH\
UHVHWWLQJ WKH ODQDJHG ,QGXV WU L DSaves RanfigwaiohU Q@ bl RVP 6\& K\W F\p
ODLQ OHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

&OIOKNWR VDYH WKH FRQILIJXUDWLRQ

4.8 Reset System

7R UHERRW WKH V\VW HRBset Sgsté VII R/ HAW ODLQ OHQX DQG WKHF
VFUHHQ SDJH DUSSHDWKH SXOO G REW CPrifigdriéd Boot Image \RX FDQ
FKRRVH WKH GHVLUHG LPDJMHRRWKIHQMHF[MW VDWWV H P

& O ISEt\NNext bootup Image WFKDQJH WKH LPDJH LQWR WKH QHZ ERRW X
& O IReibbot WUHVWDUW WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW



APPENDIX A: Free RADIUS readme

7KH DGYDQFHG 5%',86 6H WRAPDIUS AuthantkeBiohnRULY GHVFULEHG DV EHO

'KHQ IUHH 5%$',86 FOLHQW LV HQDEOHG RQ WKH GHYLFH

2Q WKH VHUYHU VLGH LW d@tibhbG¥ampR S XK\ GAHKLL WV KLHDaddbU H F WA
DQG PRGLI\ WKHVH uskrE U Hligntslc® RFV D Qdictionary ZKLFK DUH RC
GLVF VKLSSHG ZLWK WKLV SURGXFW

3OHDVH XVH DQ\ WH[W HGLWLQJ VRIWZDUH H J 1RWIH@ED &R WR

,Q WK His¢isO H

6HW XS XVHU QDPH SDVVZRUG DQG RWKHU DWWULEXW

, Q W K Hlidritxbinf

6HW WKH YDOLG UDQJH RI 5%$',86 FOLHQW ,3 DGGUHVV

,Q W K Hictibiauy
$GG WKLV IROORZLQJ OLQH

$INCLUDE dictionary.sample



APPENDIX B: Set Up DHCP Auto-Provisioning

1HWZRUNLQJ GHYLFHV VXFK DV VZLWFKHV RU JDWHZRBRYY DOLONR
\RX WR DXWRPDWLFDOO\ XSJUDGH ILUPZDUHHINV@G %RIRUBHXYBW
'+&3 6HUYHU IRU DXWR XSJUDGH RI ILUPZDUHNDB QX UFR QVKHXOD'
, QGXVWULDO 3R( (WKHUQHW 6ZLWFK WKDW \RX SSXRMNIKL\RHG FD
SURFHGXUHY DQG DXWR SURYLVLRQLQJ SURFHVYV DUH GHVFULE

A. Setup Procedures
JROORZ WKH VWHSV EHORZ WR VHW XS $XWR 3URLYAN LIRTG QHQH
FRS\ Rl FRQILJXUDWLRQ ILOH

Step 1. Set up Environment

'+&3 $XWR SURYLVLRQLQJ HQDEOHG SURGXFWV WKIRBWRRKQSXU
ZRUN DV D '+&3 FOLHQW 7R PDNH DXWR SURYLVIQRHHG® WRKGEW
,6& '+&3 VHUYHU )LOH VHUYHU 7)73 RU )73 D @G ORKHIRZLIV BRI
QHWZRUN WRSRORJ\ H[DPSOH

,6& '+&3 6HU
7)73 )73 6HU

7KH ODQDJHG 6ZLW 7KH ODQDJHG €

7RSRORJ\ ([DPSOH



Step 2. Set up Auto Provision Server

z Update DHCP Client

ILQX[ JHGRUD VXSSRUWYV 3\ XP" IXQFWLRQ EY¥&SHFDXOWW) LYY R
LVVXLQJ 3\XP LQVWDOO GKFOLHQW" FRPPDQG

z Install DHCP Server

,VVXH 3\XP LQVWDOO GKFS” FRPPDQG WR LQVWDOO '"+&3 VHUYH



z Copy dhcpd.conf to /etc/dhcp/ directory

&RS\ GKFSG FRQI! ILOH SURYLGHG E\ WKH YHQGRU WR HWF GKF

3OHDVH QRWH WKDW HDFK YHQGRU KDWWXHEHULILRRZQJZDD\DWR GXlU
ILOH SURYLGHG E\ WKH YHQGRU

z Enable and run DHCP service

_%

&KRRVH GKFSG
(QDEOH '+&3 VHUYLFH
6WDUW UXQQLQJ '+&3 VHUYLFH

NOTE: DHCP service can also be enabled by CLI. Issue #dhcpd " command to enable DHCP
service.



Step 3. Modify dhcpd.conf file
z Open dhcpd.conf file in /etc/dhcp/ directory

'RXEOH FOLFN GKFSG FRQI SODFHG LQ HWF GKFS GLUHFWRU\ \



z Modify dhcpd.conf file

7KH IROORZLQJ PDUNHG DUHDV LQ GKFSG FRI \MKDW FDRU E HZ P
QHWZRUNLQJ HQYLURQPHQW

'"HILQH '+&3 GHIDXOW DQG PD[LPXP OHDVH WLPH LQ VHFRQGYV

'"HIDXOW OHDVH WLPH ,I D FOLHQW GRHV QRW UHTXHVW D
DVVLIQ D GHIDXOW OHDVH WLPH YDOXH

OD[LPXP OHDVH WLPH 7KLV LV WKH PD[LPXP OPADWK RRW

'"HILQH VXEQHW VXEQHW PDVN ,3 UDQJH EURDGFDVWWGGUF
DGGUHVV

ODS D KRVWY{V 0$& DGGUHVYV WR D IL[HG ,3 DGGUHVV

O0DS D KRVWYV 0$& DGGUHVV WR D IL[HG ,3 DGGUHVV 8VH WK
WR3 DGGUHVV ELQGLQJV



7KLV YDOXH LV FRQILIXUDEOH DQG FDQ EH GHILQHG E\ XVHU
6SHFLI\ WKH SURWRFRO XVHG 3URWRFRO )73 3URWRFRO
6SHFLI\ WKH )733mWG 6BV YV

/RIJLQ 7)73 VHUYHU DQRQ\PRXVO\ 7)73 GRHV QRW UHTXLUH D
6SHFLI\ )73 6HUYHU ORJLQ QDPH DQG SDVVZRUG

6SHFLI\ WKH SURGXFW PRGHO QDPH

6SHFLI\ WKH ILUPZDUH ILOHQDPH

6SHFLI\ WKH 0' IRU ILUPZDUH LPDJH

6SHFLI\ WKH FRQILJXUDWLRQ ILOHQDPH

6SHFLI\ WKH 0' IRU FRQILIJXUDWLRQ ILOH

NOTE 1: The text beginning with a pound sign (#) will be ignored by the DHCP server. For
example, in the figure shown above, firmware-file-name HS-0600-provision_2.bin “and firmware-
md>5 (line 5 & 6 from the bottom) will be ignored. If you want DHCP server to process these two
lines, remove pound signs in the initial of each line.

NOTE 2: You can use either free software program or Linux default md5sum function to get MD5
checksum for firmware image and configuration file.



z Restart DHCP service




(YHU\ WLPH ZKHQ \RX PRGLI\ GKFSG FRQI ILOH '"+%8B YMIULOYQABB P
FRPPDQG WR GLVDEOH '+&3 VHUYLFH DQG WKHQ "H\&\3X\HH UGKLFFSHIG ~

Step 4. Backup a Configuration File

%HIRUH SUHSDULQJ D FRQILJXUDWLRQ ILOH LQ W7HF3JI)HQ HEHIUW H
FRQILIXUDWLRQHH®H,3\DEBWHWR [URPVLHEBPHQW 7KLV LV EHFD
$XWR SURYLVLRQLQJ LV UXQQLQJ XQGHU '+&3 PRGN XSO RD GWK
QHWZRUN W\SH RWKHU WKDQ '+&3 PRGH WKKDBRY® GRDGHFIE WR C
WR '+&3 ZKHQ SURYLVLRQLQJ DQG LW UHDBORIXYQQJ' WXHY Bt
UHERRW HQGOHVV

,Q RUGHU IRU \RXU 0ODQDJHG ,QGXVWULDO 3R( (WKW URRHWVL6XU
LPDJH LQ 7)73 )73 6HUYHU SOHDVH PDNH VXUSHXWKWLRQHQORF
HIDFWO\ WKH VDPH DV WK HhdRdXxbnfV SHRALIHFDP SQHLQLI WKH FRQILJ
ILOHQDPH VSHFLILHG LQ GKFSG FRQI LVDPHWMIOHQBPHWKKRRKRG
WR 3PHWDILOH DV ZHOO

Step 5. Place a copy of Firmware and Configuration File in TFTP/F TP

7KH 7)73 )73 )LOH VHUYHU VKRXOG LQFOXGH WKH IROORZLQJ LV
J)LUPZDUH LPDJH 7KLV ILOH LV SURYLGHG E\ WKH YHQGRU
&RQILIXUDWLRQ ILOH 7KLV ILOH LV JHQHUDOO\ FUHDWHG E\
8VHU DFFRXQW IRU \RXU GHYLFH )RU )73 VHUYHU RQO\



B. Auto-Provisioning Process

7KLV VZLWFKLQJ GHYLFH LV VHWWLQJ I[UHH WKURXIK \DXWRUX
SURFHGXUHYVY DUH DV IROORZV

7KH ,6& '+&3 VHUYHU ZLOO UHFRJQL]H WKH, 3G B & GRH ¥ Y HHH Ht
DQG LW ZLOO WHOO WKH GHYLFH KRZ WR JHW D QHZ ILUPZDU
7KH GHYLFH ZLOO FRPSDUH WKH ILUPZDUH D Q G&BRRS WILRLD W

WLPH ZKHQ LW FRPPXQLFDWHYV ZLWK '+&3 VHUYHU
, 0 FRGH LV GLIITHUHQW WKH GHYLFH ZL O OLWKHRWXRKRIU DIRHEZ

ZLOO QRW EH DFWLYDWHG ULJKW DIWHU
, I WKH 8UJHQF\ %LW LV VHW WKH GHYLFHLAURY® EH RB WVHRW I\

LPPHGLDWHO\
7KH GHYLFH ZLOO UHWU\ IRU WLPHV LI WK DLQW LIOV JIHNFWR U

'+&3 $&. SDFNHW DJDLQ




APPENDIX C: VLAN Application Note

Overview

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/$1 LV D QHWZRUNRMNRBR
VFKHPH LQVWHDG RI WKAVFBR\EHF ROHGDWRXWRPELQH DQ\ FROOH]I
LQWR D JURXS WKDW DSSHDUV DV D VLQJOH /$1 VR D®WRR QLR
EURDGFDVW GRPDLQV $00O EURDGFDVW PXOWLFDWW®LWHRXG RXX
SDUWLFXODU 9/$1 ZLOO RQO\ EH IRUZDUGHG WR WKH VWDWLRQ

*HQHUDOO\ HQG QRGHV WKDW IUHTXHQWO\ FRP RGO MWD WH HZ LV
9/$1 UHJDUGOHVV Rl ZKHUH WKH\ DUH SK\VLFDO®HRQ WEHVQRFD
HQKDQFH SHUIRUPDQFH E\ FRQVHUYLQJ EDQ ®ZIPGW K QQIQ\G ULLPI SILF
GRPDLQV $QRWKHU EHQHILW RI 9/$1 LWWZRDW WRRS R D Q JK Kz QX
PRYLQJ VWDWLRQV RU FKDQJLQJ FDEOH FRQQHFW HRIQY¥/$ & WD
WKXV FRPPXQLFDWH ZLWK LWV PHPEHUV DQG VKDUH LUNMNV QUSIVF
VHWWLQJV IURP RQH 9/$1 WR DQRWKHU 9/$1 7 KIH DHOORZWNI P
FKDQJHV DQG DGGLWLRQV ZLWK WKH XWPRVW IOH[LELOLW\

7KH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 62ZLMWFXONRKS O RUDWN
((( 4 VWDQGDUG WDJJLQJ PHFKDQLVP WK D\@ WLEIDED HY DW K M
RQ D ELW 9/$1 ,' 9, ILHOG %HVLGHV WKH DR® HG L VO
SURYLGHY GRXEOH WDJJLQJ IXQFWLRQ 7KH ,((O VR 4UG RXEQHIGV
4 RU 9/$1 VWDFENLQJ ,((( DG ,WV SXUSRVH 41V WER AH{ SED Q/&D\
WKH LQQHU WDJJHG SDENHWV ,Q WKLV ZD\ D & RXE Q\HR WDHIS
FXVWRPHU WUDIILF ZLWKLQ D VHUYLFH SURYLGHU QWBWIZHRG VSO
LQFUHDVHY WKH QXPEHU RI DYDLODEOH 9/$1 WDAVHPOLVKQDNO®
9/$1 6HUYLFH 3URYLGHU 9/$1 WDJ SHU FXVWRPHU RYHU WKH 0

'KLOH WKLV DSSOLFDWLRQ QRWH FDQ QRML.F®Y HWUK D /ODRIH WSKRH
ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 6ZLWFK D%SGRHNVWERBRRY!
GHSOR\HG LQ PRVW VLWXDWLRQV ,Q SDUWLFXO»IOHVRLWQ B
HI[DPSOHV WR KHOS XVHUV LPSOHPHQW 3RUW %DVHI$3/DIQGD
'RXEOH 7DJJHG 9/§1VWWS FRQILIXUDWLRQ LQVWUXFWLRQV XVL
RQ VHWWLQJ XS WKHVH H[DPSOHV DUH DOVR H[SODLQHG ([DPS

I. Port-Based VLAN CLI WEB
Il. Data VLAN CLI WEB
I1l. Management VLAN CLI WEB
V. Q-in-Q CLI WEB




|. Port-Based VLAN

3RUW %DVHG 9/$1 LV XQFRPSOLFDWHG LQ LPSRUR H®GPDYLR\Y UD
ZLVK WR TXLFNO\ DQG HDVLO\ VHW XS 9/$H D VWR SIDFRNHIWAWH RV K\M K
,Q WKH QHWZRUN GLDJUDP SURYLGHG EHORZ WKH GHWEZRVUNVR
VHSDUDWH WUDIILF EDVHG RQ WKH IROORZLQJ GHVLJQ FRQGLW

X

X

X X

6ZLWFK LV XVHG LQ WKH ODUNHWLQJ 'HSDUW P HBOW MRWVS &K\
RWKHU ZRUNVWDWLRQV 6ZLWFK DOVR FRQQHFWV(WKHBRH
6ZLWFK

&OLHQW 3&V LQ WKH ODUNHWLQJ 'HSDUWPHQW FDQ DFFHVV W
6ZLWFK LV XVHG LQ WKH 5' '"HSDUWPHQW WR SURMWM RH & M\K
ZRUNVWDWLRQV 6ZLWFK DOVR FRQQHFWV WR 3R&AMWEK 0D
&OLHQW 3&V LQ WKH 5' '"HSDUWPHQW FDQ DFEFHVV WKH 6HUYH
&OLHQW 3&V LQ WKH ODUNHWLQJ DQG 5' '"HSDUWPHQW FDQ DF

SRUW %DVHG 9/$1 1HWZRUN 'LDJUDP



%DVHG RQ GHVLJQ FRQGLWLRQV GHVFULEHG DER)YHBH S/KWPW DALY
LQ WKH WDEOH EHORZ

VLAN Name Member ports

ODUNHWLQJ

5 1




CLI Configuration:

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R (SWH>enable

Password:
PRGH SWH# config
SWH(config)#
2. &UHDWH SRUW E DV SWH(config)# vlanport - based Marketing
3 ’ OK l
ODUNHWQ®J SWH(config)# vlan port - based RD
OK!
3. HOHFW SRUW SWH(config)# interface 1,21,23,48
FRQILJXUH SWH(config -if -1,21,23,48)#

4., $VVLIQ WKH SRUWY SWH(config -if -1,21,23,48)# vlan port - based

EDVHG 9/$1 30DUNH Yarketing

5. SHWXUQ WR *ORED| SWH(config -if -1,21,23,48)# exit
SWH(config)# interface 2,22,23,48
" RDGQHG i QV(\/3 RV||:_I F(QD (I?-I |F|_\AJ SWH(config -if -2,22,23,48)#
6. $VVLJQ WKH SRUWYSWH(config -if -2,2223,48)#  vianport -based RD
EDVHG 9551 3 OK !

7. SHWXUQ WR *ORED| SWH(config -if -2,22,23,48)# exit
SWH(config ) # show vlan port - based
:: 58 IHL 3 E)( 8 SGV g S 6 Vl\j ) When you enable Port Isolation, Port Based VLAN

is automatically invalid.
PHPEHUVKLS

Port Based VLAN :

Name Port Member

Default_VLAN 1- 48,CPU
Marketing 1,21,23,48
RD 2,22,23,48

Note: By default, all ports are member ports of the

Default_VLAN. Before removing the Deafult_VLAN from th e VLAN
table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may

disconnect your management PC to the Managed Industrial PoE

Ethernet Switch immediately when you enter the command.

Web Management Configuration:

1. 6HOHFW 3&RQILIJXUH 9/$1° RSWLRQ LQ 3RUW %DVHG 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!3RUW %DVHG 9/$1




2. &0OLFN 31HZ" WR DG ®BaBedQMHAN3RUW
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!3RUW %DVHG 9/%$1

3. Add Port1,21,23and 48 LQ D JURXS DQG QDPH LW WR 20DUNHWLQJ"’
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!3RUW %DVHG 9/%$1

&OLFN 32." WR DSSO\ WKH VHWWLQJV



4. &OLFN 21HZ" WR DG @®abedVHAN3RU W
6ZLWFK ODQDJHPHQW!9/%$1 &RQILIJXUDWLRQ!3RUW %DVHG 9/%$1

5. Add Port2,22,23and 48 LQ D JURXS DQG QDPH LW WR 35"
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!3RUW %DVHG 9/$1

&OLFN 32." WR DSSO\ WKH VHWWLQJV



6. Check Port-Based VLAN settings.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!3RUW %DVHG 9/%1

NOTE: By default, all ports are member ports of the Default VLAN. Before removing the
Deafult_VLAN from the VLAN table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may disconnect your management PC to
the Managed Industrial POE Ethernet Switch immediately when you enter the command.

Treatments of packets:

1. Auntagged packet arrives at Port 1

8QWDJIJHG SDFNHWYV UHFHLYHG RQ WKH ODQDWHE®& AQA@XVEH LRO:
XQWDJIJHG 7KHUHIRUH LQ WKLV H[DPSOH WE&HWDBQDWHEG ZQG X\
SRUW %DVHG IRUZDUGLQJ WDEOH IRU 3RUW PBREBHIRGRDW: XQ\

2. Auntagged packet arrives at Port 2

8QWDJIJHG SDFNHWYV UHFHLYHG RQ WKH ODQDWHE®& AQA@XVEH LRO:
XQWDJIJHG 7KHUHIRUH LQ WKLV H[DPSOH WE&HWBQDWHEG ZQG X\
SRUW %DVHG IRUZDUGLQJ WDEOH IRU 3RUW PBRPEBHIRSGRDDWG XQ\

3. Atagged packet with any permissible VID arrives at Port 1

7DJJHG SDFNHWYV UHFHLYHG RQ WKH ODQBZHWFIQEXVOW UHLH ORIR
WDJJHG 7KHUHIRUH LQ WKLV H[DPSOH WKHNO®ODNHIG ZRGX VONA
SRUW %DVHG IRUZDUGLQJ WDEOH IRU 3RUW BIQGSRRUAZDUG WDhQ

4. Atagged packet with any permissible VID arrives at Port 2

7DJJHG SDFNHWV UHEBQLXHH3G RQGXKM/ ULDO 3R( (WKHUQHW 6ZLV
WDJJHG 7KHUHIRUH LQ WKLV H[DPSOH WKHNVO®QDVNHIG Z QGX VON
SRUW %DVHG IRUZDUGLQJ WDEOH IRU 3RUW DBIQGSRRUJXZDUG WDQ



ll. Data VLAN

,Q QHWZRUNLQJ HQYLURQPHQW 9/$1V FD Q@ N DAWWD | MICFU LROHV PR\G
QHWZRUN WUDIILF FDUULHG LQ D 9/$1 FRXOG EMUNRLFHD BGVE BV
,Q SUDFWLFH LW LV FRPPRQ WR VHSDUDWH YWDFW WDIIGL P DVXEB K
HPDLOV 'DWD WUDIILF RQO\ FDUULHV XVHU JHQHJHIBNVWE BV XMH I
DQG XVXDOO\ XQWDJJHG ZKHQ UHFHLYHG R® WXHWOBRIDNAIG ,QG

,Q WKH QHWZRUN GLDJUDP SURYLGHG LW GHSLPWW\D &R \8DQJ
D UHPRWH QHWZRUN 7KXV LW VHQGV RXWH®QW DB XIH\GU 5DE N3RA
6ZLWFK WR EH URXWHG LQ &DUULHU (WKHUQHW )RU WPKED Qi [D-P
XVHG WR IRUZDUG GDWD IURP WKH 0DQDJHG WX3X GWVWDQ B\ [ R

'‘DWD 9/$1 1HWZRUN 'LDJUDP

CLI Configuration:

6BWHSYV « &ERPPDQGV«

1. (QWHU *OREDO &R (SWH>enable

Password:
PRGH SWH# config

SWH(config)#

2. &UHDWH 9/%1 DQ SWH(config)# interface 1,48

3RUW DQG ¥R WOWS 1 SWH(config -if -1,48)# vlandotlq -vlantrunk -vlan
11

OK!!
SWH(config -vlan -11)# exit

3. 1DPH 9/%1 W R 'D\ SWH(config)# vlandotlg -vlan1l
SWH(config -vlan -11)# name DataVLAN

OK'!
SWH(config -vlan -11)# exit
4. 6KRZ FXUUHQWO\ H FOS 3148- 1A(config)# show vlan dotlq - vlan trunk

GRW T 9/$1 PHPEHU 2"
Configure Trunk VLAN :




CPU VLAN ID 01
Management Priority : O

VLAN Name VLAN 1 8 41 48 CPU
Default_ VLAN 1 VVVVVVVWV « VWVVWWY V
DataVLAN 11 (VRS — Vv -

NOTE: By default, all ports are member ports of the
Default_VLAN. Before removing the Default_VLAN from the VLAN
table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may
disconnect your management PC to the Managed Industrial POE
Ethernet Switch immediately when you enter the command.

5 6HW 3RUW W R W | SWH(config)# interface 48
SWH(config -if -48)# vlandotlq - vlan mode trunk
OK!!
SWH(config -if -48)# exit
6. &KDQJH 3RUW ¢V 4 SWH(config )# interface 1
WR 3 °~ SWH(config -if -1)# vlandotlg -vlanaccess -vlan11l
OK!
SWH(config -if -1)# exit
7. 6KRZ EXUUH Q WO\ F SWH(config)# show vlan interface
9/$1 WDJ VHWWL Q J| IEEE 802.1q Tag VLAN Interface :

Port Access -vlan User Priority Port VLAN Mode Trunk -vlan
1 11 @ access 1,11
2 1 U access T
3 1 0 access 1
45 1 0 access 1
46 1 0 access 1
47 1 0 access v n
48 1 0 trunk 1,11

Web Management Configuration:

1. 6HOHFW I®é¥ace " RSWLRQ LQ ,((( 4 7DJ 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!, ((( FHI 7DJ 9/%$1!




2. Create a new Data VLAN 1 1 that includes Port 1 and Port 48 as members.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!, ((( T 7DJ 9/%1!

&OLFN 32." WR DSSO\ WKH VHWWLQJV



3. Edit a name for new Trunk VLAN 11 that includes Port 1 and 48 as member ports.
6ZLWFK ODQDJHPHQW!9/%$1 &RQILIXUDWLRQ!, ((( T 7DJ 9/%$1!

&OLEN" WKH IROORZLQJ VFUHHQ VKRZV XS 7KH 9/$1 1DPH LV R

&OLFN 32.” WR DSSO\ WKH VHWWLQJV



4. Check Trunk VLAN 11 settings.
6ZLWFK ODQDJHPHQWI!9/$1 &RQILIXUDWLRQ!, ((( T 7DJ 9/%$1!

AN

5. &KDQJH 3 RAtw¢ssVVAN to 11, and set Port 48 to trunk mode.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!, ((( T 7DJ 9/%1!

&OLFN 32.” WR DSSO\ WKH VHWWLQJV



Treatments of Packets:

1. Auntagged packet arrives at Port 1

'KHQ DQ XQWDJJHG SDFNHW DUULYHYVY DW 3RUW D GRHIGVWRVVBRH
SRUW %HFDXVH SRUW LM WHWMWODIR DZWUR QWKSRIIDNFNHW ZLWK !
(WKHUQHW

2. Atagged packet arrives at Port 1
,Q PRVW VLWXDWLRQV GDWD 9/$1 ZLOO UHWHKIHY AFOLOIW I IR BED
, ] WDJJHG SDFNHWV DUH UHFHLYHG SRVVLEO\ VHQW E\ PDOLFL



lll. Management VLAN

YRU VHFXULW\ DQG SHUIRUPDQFH UHDVRQV DQGLFDE}MIWPMR W |
'KHQ ODQDJHPHQW 9/$1 LV VHW XS RQO\ DWKKRL\WWO R Q DKIRIVP\M @ W IR
PDQDJH WKH GHYLFH WKXV EURDGFDVWYV WKDWX®WHF®NWW FG L
WKH PDQDJHPHQW SRUW ZLOO EH PLQLPL]HG

Web Management Configuration (Access Mode):

6XSSRVHG WKDW ZH KDYH WKH GHIDXOW 0DQDJHP BRW\VOYS$ 1Z AKR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KLVHWWDRSOH L
ODQDJHPHQW 9/$1 IURP WR RQ VSHFLILHG SRUWV XQGHU $F

, Management VLAN Network Diagram WKH PDQDJHPHQW 3& RQ WKH ULJKW
WKH ODQDJHG ,QGXVWULDO 3R( (WKHUQHW 62WFX RWQHWWHGN |
EHORZ WR VHW XS WKH ODQDJHPHQW 9/%$1

—

6XSSRVH 3& LWER
WR SRUW

1

1

|

1

! ODQDJHPHQ\
ODQDJHG 62 | Q Q
1
1
1

—
8QWDJ

ODQDJHPHQW 9/$1 1HWZRUN 'LDJUDP



1. Change the Management default VLAN 1 into VLAN 15 that includes Port 45, 46, 47 and
48 under Access mode.

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,
otherwise, incorrect configurations may disconnect your management PC to the Managed
Industrial POE Ethernet Switch

immediately when you click ©OK "to apply.

Note2: After clicking 30K °, the checked boxes will soon be emptied because this Management
VLAN is for configuration only.
To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface .







2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 45, 46 and 47
under Access mode (It § necessary to include Port 46 to prevent the disconnection.)

&OLFN 32." WR DSSO\ WKH VHWWLQJV

Note: To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface .







Web Management Configuration (Trunk Mode):

, Management VLAN Network Diagram VKRZQ EHORZ WKH PDQDJHPHQW 3&
OLNH WR PDQDJH WKH ODQDJHG ,QGXVWUIOMHOW3 RIH PWRKMHILOQ HWR B
WKH VWHSY GHVFULEHG EHORZ WR VHW XS WKH ODQDJHPHQW 9

ODQDJHPHQW 9/$1 1HWZRUN 'LDJUDP

6XSSRVHG WKDW WKH ODQDJHPHQW 3& LV UHRBWWYWU FRQ GRE W
6ZLWFK 3RUWIRZQD@WERYH ZKLOH ZH KDYH D YDULRXV RI HJ[L
ODQDJHPHQW 9/%1 LV VHW RQ 3RUW ZQ EHDRG &BISFDW VKM
ODQDJHPHQW 9/%1 DV UHTXLUHG 7KLV SDUW S VURR GHEPRIHHA

9/%1 WR 9/%$1 RQ VSHFLILHG SRUWYV XQGHU 7UXQN PRGH

((( T 7DJ 9/$1 7DEOH



1. Change the Management VLAN 15 into VLAN 20 that includes Port 45, 46, 47
under Trunk mode.

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,
otherwise, incorrect configurations may disconnect your management PC to the Managed
Industrial PoE Ethernet Switch immediately when you click ©OK “to apply.

Note2: After clicking 30K °, the checked boxes will soon be emptied because this Management
VLAN is for configuration only.
To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface.

7KHQ ODQDJHPHQW 9/$1 LV FKDQJLQJ WR 9/$1



, ((( T 7/DJ 9/$31 7TDEOH

9751 ,QWHUIDFH
CLI Configuration(Access Mode):

6 XSSRVHG WKDW ZH KDYH WKH GHIDXOW ODQDJHPRWVWY$ 1Z AKKR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KLVHWDRSOH L

ODQDJHPHQW 9/$1 DQG WKHQ FKDQJH 9/$1 L HIGQSFRUW ¥ 1X Q RIQU
PRGH



1. Change the Management default VLAN 1 into VLAN 15 that includes Port

6WHSV « &RPPDQGV«

48 under Access mode.

1. (QWHU *OREDO & R] Switch>enable
PRGH Password: '
Switch# configure
Switch(config)#
2. $VVLJIQ 9/%1 W R | Switch(config)# vlan management - vlan 15
oD Q DJHPH Q W 9/ $ 1 manlagement- port45 -48 mode access
WR 0DQDJHPH{X
NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Industrial
PoE Ethernet Switch immediately when you
enter the command.
3. 6KRZ FXUUHQWO\ | Switch(config)# show vlan dotlg -vlantag -vlan
GRW T VHWWL Q JV Configure Trunk VLAN
&38 KDV EHHQ D P
SRUW LQ 0D QD JHP|lymmmenthrorit—o
VLAN Name VLAN 1 8 41 48 CPU
Default_VLAN 1 VVVVVV\O  «. VVVVVVVV
\ccess - 0015 15 - ----VVVV \%

2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 45, 46 and 47

Access mode (It § necessary to include Port 46 to prevent the disconnection.)

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R] Switch>enable
PRGH Password: _
Switch# configure
Switch(config)#
2. $VVLIQ 9/%1 W R | Switch(config)# vlan management - vlan 20
ODQDJHPHQW 9/$1 manlagement— port 45 - 47 mode access
WR 0DQDJHPH (X
NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Industrial
PoE Ethernet Switch immediately when you
enter the command.
3. 6KRZ FXUUHQWO\ | Switch(config)# show vlan dotlg -vlantag -vlan
GRW T VHWWL Q JVv Configure Trunk VLAN
&38 KDV EHHQ D P _
SRUW LQ ODQDJHP CPU VLAN ID : 20 |
VLAN Name VLAN 1 8 41 48 CP
Default_VLAN 1 VVVVVWW 9 «. VVVVVVVV
Access - 0015 i \%
Access - 0020 20 - VVV - \

45, 46, 47 and

to



CLI Configuration(Trunk Mode):

7KLV SDUW LV WR GHPRQVWUDWH KRZ WR FKPIQJHRQDQHH APIH E &
6XSSRVHG WKDW ZH KDYH 1WKHR @ [B\RWI
DQG &38 ZH FDQ FUHDWH QHZ ODQDJHPHQW 9/$1

XQGHU 7UXQN PRGH

1. Change the Management VLAN 15 into VLAN 20 that includes Port 45, 46, 47

under Trunk mode.

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R
PRGH

Switch> enable
Password:
Switch# configure
Switch(config)#

2. $VVLJQ 9/$1 WR
ODQDJHPHQW 9/%$1
WR ODQDJHPH

Switch(config)# vlan management -vlan 20

management - port 45 - 47 mode trunk
OK!!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Industrial
PoE Ethernet Switch immediately when you
enter the command.

3. 6KRZ FXUUHQWO\
GRW T VHWWLQJV
&38 KDV EHHQ D P
SRUW LQ ODQDJHP

Switch(config)# show vlandotlg -vlantag -vlan
Configure Trunk VLAN
CPUVLAN ID : 20
VLAN Name CVLAN 1 8 41 48 CPU
Default_VLAN 1 VWWW 9 «.  VWVV----

13 e e v

14 s V-V

(LT - VWY

[ J— - VWY

17 s - VWV

18 --eee- - VWV

19 e - VWY

- VWV V




V. Q-In-Q
7TKH ,((( 4 GRXEOH WDJJLQJ 9/%$1 LVLRDIORR 9HIH UWINOEF N\VLR) J
DG WV SXUSRVH LV WR H[SDQG WIKHLQJ W&/ 1L § @ Bl HWED. JW't
WKLV zZD\ D 3GRXEOH WDJJHG® IUDPH LV FUHDWMHOGIMKE ZYWKR Q
SURYLGHU QHWZRUN $V VKRZQ EHORZ WKH QHWZROM IGL DD
&EXVWRPHU WDJ KHQ WDJJHG SDFNHWYV OUKGAHVAMUYBE G RER)(
6ZLWFK WKH\ VKRXOG EH WDJJHG ZLWK DQ RMVHWH X S6 AMKYHL FXHH \&/
SURYLGHG \RX FDQ IROORZ WKH VWHSVY GHVFULEHG EHORZ

4 LQ 9/$1 1HWZRUN 'LDJUDP

CLI Configuration:

6WHSYV « &RPPDQGV«

(QWHU *OREDO &R|SWH>enable

PRGH Password:
SWH# config
SWH(config)#

(QDEOIHQ4 9/%1 SWH(config)# vlan ging - vlan
OK!

$VVLIQ 3RUW W | SWH(config)# vlan ging -vlanisp - port 48
OK!

CSUHDWH 6 7DJ Rl SWH(config)# interface 1
SWH(config -if - 1)# vlan ging -vlan stag -vid 15
OK!!
SWH(config -if - 1)# exit

6KRZ FXUUHQWO\ | SWH(config)# show vlan qginqg - vlan

GRW T 9/$1 PHPEH Q-in - Q VLAN Configuration : -

QinQ VLAN : enable
Stag Ethertype : 0x9100
Management Stag : 15

Port Stag VID ISP Port

1 15 disable
2 1 disable

46 1 " disable

47 1 disable
48 1 enable

NOTE: By default, all ports are member ports of the




Default_VLAN. Before removing the Default_VLAN from the VLAN
table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may
disconnect your management PC to the Managed Industrial PoE
Ethernet Switch immediately when you enter the command.

Web Management Configuration:

1. 6 HOHW®N Interface ©~ RSWLRQ LQ , ((( 4 7DJ 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!, ((( T 7DJ 9/$1!

&KHFN WKH 9/$1 VWDWXV 6XSSRVHG WKDW 3RUW FROQNLHV L
9/%1



2. Create a new Service VLAN 15 that includes Port 1 and Port 48 as member ports.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!, ((( T XDD W/I$R.C




&OLFN H(

6SHFLI\ 6 WD\

&KHFN ,63

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

NOTE: By default, all ports are member ports of the Default VLAN. Before removing the
Deafult_VLAN from the VLAN table, make sure you have correct management VLAN and PVID
configurations, otherwise, incorrect configurations may disconnect your management PC to the
Managed Industrial POE Ethernet Switch immediately when you enter the command.

Treatments of Packets:

1. Atagged packet arrives at Port 1
KHQ D SDFNHW ZLWK D WDJ DUULYHV DW BROGW L QW/HH VR L

DGGHG DQ RXWHU WDJ E\ 3BRUW ZKLFK LV VHW BYZD UWMIRIZ
SRUW WZR WDJV ZLOO EH IRUZDUGHG RXW EHFDXVH 3RUW L

2. Auntagged packet arrives at Port 1
, I DQ XQWDJJHG SDFNHW LV UHFHLYHG LW BUOKQD OMR-WH RIG
QRW ZRUN
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