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Thank you for using the 5 RJ-45 ports (4 10/100/100 % DVH 7 1% DVH 7 * k%
plus 1 1G/10GBase-R SFP+ uplinkport 0ODQDJHG (W K H U Q H iNat&s3pebitichllyy dekigned

for FTTx applications. The Managed Switch provides a built-in management module that enables

users to configure and monitor the operational status remotely. This u V H h&nual will explain how

to use command-line interface and web management to configure your Managed Switch. The
readers of this manual should have knowledge about their network typologies and about basic
QHWZRUNLQJ FRQFHSWV VR DV WR PDNH DWX@hxiEide/tié NManagel LV
6ZLWFKTV SHUIRUPDQFH IRU \RXU SHUVRQDOL]J]HG QHWZRUNLQ.

ODQRDIJHPHQW 2SWLRQV

Switch management options available are listed below:
x Telnet Management
x SNMP Management
x WEB Management
X SSH Management

Telnet Management

Telnet runs over TCP/IP and allows you to establish a management session through the network.
Once the Managed switch is on the network with proper IP configurations, you can use Telnet to
login and monitor its status remotely.

SNMP Management

SNMP is also done over the network. Apart from standard MIB (Management Information Bases),
an additional private MIB is also provided for SNMP-based network management system to compile
and control.

Web Management

Web Management is done over the network and can be accessed via a standard web browser, such
as Microsoft Internet Explorer. Once the Managed Switch is available on the network, you can login
and monitor the status of it through a web browser remotely. Web management in the local site,
especially for the first time use of the Managed Switch to set up the needed IP, can be done through
one of the 10/100/1000Base-TX 8-pin or 1 % D V HRJ745 ports located at the front panel of the
Managed Switch. Direct RJ-45 LAN cable connection between a PC and the Managed Switch is
required for Web Management. Or through the SFP+ port located on the rear panel of the Managed
Switch, a converter and direct RJ-45 LAN cable connection between a PC and the Managed Switch
are required for this Web Management.

SSH Management

SSH Management supports encrypted data transfer to prevent the data from being %tolen " for
remote management. You can use PuTTY, a free and open source terminal emulator application
which can act as a client for the SSH, to gain access to the Managed Switch.



ODQDIJHPHQW 6RIWZDUH

The following is a list of management software options provided by this Managed Switch:

X Managed Switch CLI interface
X SNMP-based Management Software
X Web Browser Application

Command Line Interface Program

The Managed Switch has a built-in Command Line Interface called the CLI which you can use to:

x Configure the system
X Monitor the status
X Reset the system

You can use CLI as the only management system. However, other network management options,
SNMP-based management system, are also available.

You can use Telnet/SSH to login and access the CLIusing WKH 7THUPLQDO (PXODWLRQ
DV 3XWW\ RU thkugb nétwarkconnection.

SNMP Management System

Standard SNMP-based network management system is used to manage the Managed Switch
through the network remotely When you use a SNMP-based network management system, the
Managed Switch becomes one of the managed devices (network elements) in that system. The
Managed Switch management module contains an SNMP agent that will respond to the requests
from the SNMP-based network management system. These requests, which you can control, can
vary from getting system information to setting the device attribute values.

The Managed Switch { pfivate MIB is provided | RU Y&®b¢ installed in your SNMP-based network
management system.

Web Browser Application

You can manage the Managed Switch through a web browser, such as Internet Explorer or Google
Chrome HW(Hhe GHIDXOW ,3 ob@&& WHNYed Switch SR UaW be reached at
Shttp:// ) For your convenience, you can use either this Web-based Management
Browser Application program or other network management options, for example SNMP-based
management system as your management system.



ODQDIJHPHQW 3UHSDUDWLRQV

After you have decided how to manage your Managed Switch, you are required to connect cables
properly, determine the Managed switch IP address and, in some cases, install MIB shipped with
your Managed Switch.

Connecting the Managed Switch

It is very important that the proper cables with the correct pin arrangement are used when connecting
the Managed switch to other switches, hubs, workstations, etc..

* *%DVH 5 6)3 3RUW

The small form-factor pluggable (SFP) or the enhanced small form-factor pluggable (SFP+)
transceiver is a compact optical transceiver used in optical data communication applications. It
interfaces a network device mother board (for a switch, router or similar device) to a fiber optic
or unshielded twisted pair networking cable. It is a popular industry format supported by several
fiber optic component vendors. SFP+ transceiver can bring speeds up to 10 Gbit/s.

SFP/SFP+ transceivers are available with a variety of different transmitter and receiver types,
allowing users to select the appropriate transceiver for each link to provide the required optical
reach over the available optical fiber type.

SFP/SFP+ slot VXSSRUWYVY KRW VZDSSDEOH 6)3 @gbreldoknddiing\théD Q V
other switches, workstation or Media Converter, make sure both side of the SFP/SFP+ transfer

are with the same media type, for example, 1000Base-SX to 1000Base-SX, 1000Bas-LX to
1000Base-LX, *%%$6( /5 WR * %% $ 6and Bheck the fiber-optic cable type matches

the SFP/SFP+ transfer model. To connect to 1000Base-SX transceiver, use the multi-mode

fiber cable with male duplex LC connector type for one side. To connect to 1000Base-LX
transfer, use the single-mode fiber cable with male duplex LC connector type for one side.

10/100/1000Base-T 1% DYV $XWR 0', 0',; SBRUW

10/100/1000Base-T NBase-T RJ-45 $XWR 0', 0',; S&rR lb¥tgd at the front of the
Managed Switch. These RJ-45 ports allow user to connect their traditional copper-based
Ethernet/Fast Ethernet devices to the network. All these ports support auto-negotiation and
MDI/MDIX auto-crossover, i.e. either crossover or straight through CAT-5E UTP or STP cable
may be used. Asto 1% D V IRJ#A5 port can be SO XJJH GCATISBW/BAT.6/CAT-6A (22~24
AWG) or better cabling.



IP Addresses

IP addresses have the format n.n.n.n, (The default factory setting is 192.168.0.1).
IP addresses are made up of two parts:

z The first part (for example 192.168.n.n) refers to network address that identifies the network
where the device resides. Network addresses are assigned by three allocation organizations.
Depending on your location, each allocation organization assigns a globally unique network
number to each network which intends to connect to the Internet.

z The second part (for example n.n.0.1) identifies the device within the network. Assigning
unique device numbers is your responsibility. If you are unsure of the IP addresses allocated
to you, consult with the allocation organization where your IP addresses were obtained.

Remember that an address can be assigned to only one device on a network. If you connect to the
outside network, you must change all the arbitrary IP addresses to comply with those you have been
allocated by the allocation organization. If you do not do this, your outside communications will not
be performed.

A subnet mask is a filtering system for IP addresses. It allows you to further subdivide your network.

You must use the proper subnet mask for the proper operation of a network with subnets defined.

MIB for Network Management Systems

Private MIB (Management Information Bases) is provided for managing the Managed Switch
through the SNMP-based network management system. You must install the private MIB into your
SNMP-based network management system first.

The MIB file is shipped together with the Managed Switch. The file name extension is 3mib “that
allows SNMP-based compiler can read and compile.



&RPPDQG /LQH ,QWHUIDFH &/,

This chapter introduces you how to use Command Line Interface CLI, specifically in:

x Telnet

x Configuring the system
X Resetting the system

5H

PRWH ODQDJHPHQW + 7THOQHW 66+

You can use Command Line Interface to manage the Managed Switch via Telnet/SSH session. For
first-time users, you must first assign a unique IP address to the Managed Switch before you can
manage it remotely. Use any one of the RJ-45 ports on the front panel to login to the device with the
default username & password and then assign the IP address using IP command in Global
Configuration mode.

Follow steps described below to access the Managed Switch through Telnet/SSH session:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Use any one of the RJ-45 ports on the front panel to login to the Managed Switch.

Run Telnet/SSH client and connect to 192.168.0.1. For first-time users, make sure the
IP address of your PC or workstation is assigned to an IP address between
192.168.0.2 and 192.168.0.254 with subnet mask 255.255.255.0.

When asked for a username, enter &admin -~ When asked for a password, leave the
password field blank and press Enter (by default, no password is required.)

If you enter CLI successfully, the prompt display Switch> (the model name of your
device together with a greater than sign) will appear on the screen.

Once you enter CLI successfully, you can set up the Switch § IP address, subnet mask
and the default gateway using IP "~ command in Global Configuration mode. The
telnet/SSH session will be terminated immediately once the IP address of the Switch
has been changed.

Use new IP address to login to the Managed Switch via Telnet/SSH session again.

Only five active Telnet/SSH sessions can access the Managed Switch at the same time.



1DYLIJDWLQJ &/,

KHQ \RX VXFFHVVIXOO\ DFFHVV WKH O0DQDJHGOZIWVDFKV NRXQ ZPE&
\RXU DXWKRUL]J]HG XVHUQDPH DQG SDVVZRBWH®G QMERWHKHQ \RXG
PDQDJHPHQW WKH 8VHU PRGH RQO\ SURYLGHRSHKVBWWH INKHK OH
, I \RX ZRXOG OLNH WR FRQILJXUH HG;8ROQWHIKK
SDWH OLPLW FRQWURO

6ZLWFK
4R 6
RYHUYLHZ RI

&RPPDQG H $FFHVV OHWK 3URPSW 'LV

8VHU PRGH

JRLQ XVHUQDPH

SDVW® 6ZLWFK!

([LW OHWK
ORJRXW H[L

SBULYLOHJHG

JURP 8VHU PRGH

WKHQDERRPPDQG 0 4LWFK

GLVDEOH HJ

&RQILIXUDW
PRGH

JURP 3ULYLOHJH
HQ W H B RIQKRU
FRQILJRAPDQG

6ZLWFK FR

Q| H[LW &WUO

127( %\ GHIDXOW WKH PRGHO QDPH ZLOO EH XVHGQURU\

SURPSW GLVSOD\ WR WKH RQH WKDW LV LGHDO
+RZHYHU

FRPPDQG

IRU FRQYHQLHQFH ~

WKLV XVHUTV PDQXDO

IR ) DR
WIKOHO SEJHR FXS/M GG

*HQHUDO &RPPDQGYV

This section introduces you some general commands that you can use in User, 3ULYL@GRIIHG
LQFOXGLQJ SKHOS andRIPIRNR X3WLVWR U\’

Configuration modes

(QWHULQJ WKH FR 7R GR WKLV«

$YDLODEOH OF

JEWDLQ D oLVW RI DY 8YHU ORGH
KHOS FRPPDOGY LO WKH Fx| 3ULYLOHIHG 0
&ROILIXUDWLI

8VHU ORGH

N

HILW g':e\GVB(SJ%FV\GiHWQKH SUHY 3ULYLOHIHG O
&RQILIXUDWLI

8VHU ORGH
KLVWRU\ ;LVVHV\EDOO FRPPDQGV Y 3y LYLOHJIHG 0
&ROILIXUDWLI

ORIRXW /RIRXW IURP WKH &/, | 8VHU ORGH
&RQVROH RU 7HOQHW | 3ULYLOHJHG 0

INDDAVKX D ¥
\RX PXVW HQWHULWKHVRE Q H. BXURDY
PRGHV DYDLODEOH LQ WKLV 0DQDJHG 6ZLWFK



AXLFN .H\V

,Q &/, WKHUH DUH VHYHUDO TXLFN NH\V WKDW \RX7KMQI R B R¥ZR
WDEOH VXPPDUL]J]HV WKH PRVW IUHTXHQWO\ XVHG TXLFN NH\V L

.H\V 3XUSRVH

WD E (QWBIQXQILQLVKHG FRPPDQG DQG SUHVV 37DF
FRPPDQG

! UHVV 3" NH\ LQ HDFK PRGH WR JHW DYDLOL

(QWHU DQ XQILQLVKHG FRPPDQG RU NH\ZRU
WKH FRPPDQG DQG JHW FRPPDQG V\QWDJ[ KH

8QILQLVK ([DPSOHLVW DOO DYDLODEOH FRPPDQGV VW
FRPPDQG| \RX HQWHU

IROORZH( ,
Switch#h?
help Show available commands
history Show history commands

$ VSDFH | (QWHU D FRPPDQG DQG WKHQ SUHVV 6SDNFRE
IROORZH( WKH QH[W SDUDPHWHU
8S DUURZ 8VH 8S DUURZ NH\ WR VFUROO WKURXJK WKH
EHJLQQLQJ ZLWK WKHLPFRRPP NGIGM QW NH\
8VH 'RZQ DUURZ NH\ WR VFUROO WKURXJK W
EHJLQQLQJ ZLWK WKH FRPPDQGYV WKDW DUH

'RZQ DUU

&RPPDQG )RUPDW

:KLOH LQ &/, \RX ZLOO VHH VHYHUDO V\PERGEGV \RXUR LRIKNMH Q OR\H [
ZKDW 21" DQG FRQILJ UHSUHVHQW +RZHYHU WR SHWRBRRUR XKI
KDYH WR HQWHU D VWULQJ RI FRPSOHWH IFFRPXP DQGW RRUBNWVFW.AQ
IRU WKH ODQDJHG 6ZLWFK \RX QHHG WRZH QW HUKWKHHITXQORBGLEY
, 3 VXEQHW PDVN DQG GHIDXOW JDWHZD\

, 3 FRPPDQG 8wi@nédfig)#ip address [A.B.C.D ] [255.X.X.X] [A.B.C.D ]

| Switch(config)#ip address 192.168{1.198 255.255 . 255. 255 192.168.1.254 |

' '

+RVWQL 7KLV PHDQV7KLVY DOORZV \[(QWHU WKH ,3 DGGUHVV V
\RX DUH LQ bVVLJQ ,3 DGGIGHIDXOW JDWHZD\ DGGUHV
&RQILIJXUDW
PRGH

7KH IROORZLQJ WDEOH OLVWYV FRPPRQ V\PEROV BQ®& &\Q\W DW K\LR
8VHUTV O0DQXDO IRU \RXU UHIHUHQFH

6\PEROV %ULHI '"HVFULSWLRQ

! &XUUHQWO\ WKH GHYLFH L
&EXUUHQWO\ WKH GHYLFH L
FRQILJ &EXUUHQWO\ WKH GHYLFH L
&RQILIXUDWLRQ PRGH




6\QWD][ %ULHI '"HVFULSWLRQ

> @ 5HIHUHQFH SDUDPHWHU
>V VLIH@ > U UHSHDW@ >| 7TKHVH WKUHH SDUDPHWHU\
FRPPDQG DQG DUH RSWLRQ
WKDW \RX FDQ LIJQRUH WKH
LI WKH\ DUH XQQHFHVVDU\
SLQJ FRPPDQG

>$ % & ' @ %UDFNHWV UHSUHVHQW WK
ILHOG DQWHWGGUHVV RU JD
DGGUHVV

> @ %UDFNHWY UHSUHVHQW WK
ILHOG (QWHU WKH VXEQHW

>SSRUW @ (QWRQIBRUW Q XP BHE WAHRHD
IRU GHWDLOHG H[SODQDWL

>SSRUWBOLVW®@ (QWHU D UDQJH RI SRUW Q)

GLVFRQWLQXRXV SRBWFQWXH

IRU GHWDLOHG H[SODQ
>IRUFHGBWUXH _ IRUFHGBl 7TKHUH DUH WKUHH RSWLRQ
FKRRVH 6SHFLI\ RQH RI WK

> @ 6SHFLI\ D YDOXH EHWZHHQ
> @ SBOLVW 6SHFLI\ RQH YDOXH PRUH \
> @GVFSBOLVW UDQJH RI YDOXHYV

([IDPSOH  VSHFLI\LQJ RQH

Switch(config)#qos 802.1p -map 10

Switch(config)#qos dscp -map 10 3
([ DPSOH VSHFLI\LQJ WKU'
VHSDUDWHG E\ FRPPDV
Switch(config)#qos 802.1p -map 1,3 0
Switch(config)#qos dscp -map 10,13,15 3

([DPSOH VSHFLI\LQJ D UD
VHSDUDWHG E\ D K\SKHQ

Switch(config)#qos 802.1p -map 1-30

Switch(config)#qos dscp -map 10-15 3

/IRIJILQ 8VHUQDPH 3DVVZRUG
'HIDXOW /RJLQ

KHQ \RX HQWHU &RQINVO®RH IMHBVRRGW IRU XVHUQDPH DQG SDVV
D YDOLG DQG DXWKRULJHG XVHUQDPH DQG SDXVHBWVY GHRRPH U QDI
ORJLQ XVHMNE@DAHR&SUHVV (QWHLUQN$SDVVZRUG ILHOG QR SDVVZ
GHIDXOW VHWWLQJ KHQ VA\VWHP SURPSW VKRZRDY6 XXWFKVVI
HQWHUHG WKH 8VHU PRGH

YRU VHFXULW\ UHDVRQV LW LV VWURQJO\ UHF RPPBIRG BG GVE&D W
XVLQJ 8VHU FRPPDQG LQ &RQILIXUDWLRQ PRGH :KHQPKNRRQRUI
SDVVZRUG \RX FDQ GHOHWH WKH GHIDXOW XV HEGQDPHANDG P L Q



BULYLOHJHG ORGH 3DVVZRUG

BULYLOHJHG PRGH LV SDVVZRUG SURWHFWHBRGHKHD SRX WRU\G K
ZLOO DSSHDU WR UHTXHVW WKH XVHU WR SUBNGGRHR®HK HS DWVE R
WKH VDPH DV WKH RQH HQWHUHG DIWHGHIBXIOW SQRVERVYGZKRUI
7KHUHIRUHQSWHHW\VLQ SDVVZRUG SURPSW

JRUJRW <RXU /RIJLQ 8VHUQDPH 3DVVZRUG

, I \RX TRUJRW \RXU ORJLQ XVHUQDPH DQG SDVRRZRQGNHKRX IFPQW
WR VHW DOO FRQILIJXUDWLRQV EDFN WR |IDF®& RFUYVEHPDXIDOWAN 2N
\RX FDQ ORJLQ ZLWK GHIDXOW XVHUQDPH DQG SDVVZR® GVR3OBIL
DFFHVV WR WKH ODQDJHG 6ZLWFK DOO FRQILORYDNWLRQWWIL
UHFRPPHQGHG WKDW D FRS\ RI FRQILJXUDWLUR® G UWLNVYHEHDFW HIGOXS
WLPH WR WLPH VR WKDW SUHYLRXVO\ FRQILJXQBGHGH &AL MWFXK IF
ZKHQ \RX JDLQ DFFHVV DJDLQ WR WKH GHYLFH



8VHU ORGH

,Q 8VHU PRGH RQO\ D OLPLWHG VHW RI FRPP DWG VQD8WHIURR G
KDYH QR DXWKRULW\ WR FRQILJXUH DGYDQFHAWIKWWM®JIPFRG
&RQILIXUDWLRQ PRGH WR VHW XS DGYDQFHGI IKREMOLGR&W RY DK
8VHU PR G Hhelq@stidh thark (?) or help ‘command DIWHU WKH V\VWHP SURIPSW

Command Description

exit Quit the User mode or close the terminal connection.

help Display a list of available commands in User mode.

history Display the command history.

logout Logout from the Managed Switch.

ping Test whether a specified network device or host is reachable or not.
traceroute Trace the route to HOST

enable Enter the Privileged mode.

3LQJ &RPPDQG

Ping is used to test the connectivity of end devices and also can be used to self test the network
interface card. Enter the ping command in User mode. In this command, you can add an optional
packet size value and an optional value for the number of counts that PING packets are sent.

&RPPDQG SDUDPHWH! '"HVFULSWLRQ

6ZLWFK! SLQ| >% % &' _ | (QWHU WKH ,3Y ,3Y DGGUHVYV

>$ % & ' _ $ % &' () *SLQJ

$ % &' () @H >V @ | Enter the packet size that would be sent. The

Vv @ > F allowable packet size is from 1 to bytes.
(optional)

> F @ (QWHU WKH FRXQWYV RI 3,1* SD

W U D Q V FhevdlidWkhikde value is from 1 to 99.
(optional)

Switch> ping 8.8.8.8

Switch> ping 8.8.8.8 15128 i€ 10

Switch> ping 2001:4860:4860::8888

Switch> ping 2001:4860:4860::8888 15 128 4 10

fUDFHURXWH &RPPDQG

Traceroute is used to trace the path between the local host and the remote host. Enter the
traceroute command in User mode. In this command, you can add an optional maximum hops
value for the number of hops that packets are sent and received, an optional value for the number
of counts that 352 % (packets are sent, or an optional waiting time value of W Kéiote host
response.

&RPPDQG 3DUDPHWHI '"HVFULSWLRQ
6ZLWFK! WUL >$ % & ' _ | 6SHFLI\ WKH WDUJHW |, 3tfie hatY
>$ % & ' _ $ % & ' () * WKDW \RX ZRXOG OLNH WR WU
$% &' ()@
P @ > &

Z_ @




> P @ 6SHFLI\ WKH QXPEHU RI KRSV K
KRVW DQG WKH Thel&&vabke fuRdEW
of hops is from 1 to 255. (optional)

>S @ (QWHU WKH FRXQWV RI 352%( S
EH WUD Q VirelalewélbieGsalue is from 1 to 5.
(optional)

>Z @ 6SHFLI\ WKH UHV SR Q VemhoWw hdstd |
The allowable W LvRlHe is from 1 to 5 seconds.
(optional)

Switch> traceroute 8.8.8.8

Switch> traceroute 8.8.8.8 im 30

Switch> traceroute 2001:4860:4860::8888

Switch> traceroute 2001:4860:4860::8888 -m 30 -p 5 -w 5




SULYLORIHG O

7KH RQO\ SODFH ZKHUH \RX FDQ HQWHU WK H Vghenh ol Gudcessfally R G |
enterthe 3UL Y L Gotlé KB mode is password protected), the prompt will be changed to Switch#

(the model name of your device together with a pound sign). E Q Wtkélguestion mark (?) or help
command to view a list of commands available for use.

Command ‘ Description
copy-cfg Restore or backup configuration file via FTP or TFTP server.
disable Exit Privileged mode and return to User Mode.
exit Exit Privileged mode and return to User Mode.
firmware $OORZ XVHUV WR XSGDWH ILUPZDUH YLD )73 RU 7
help Display a list of available commands in Privileged mode.
history Show commands that have been used.
ip Set up the DHCP recycle.
logout Logout from the Managed Switch.
ping Test whether a specified network device or host is reachable or not.
reload 5HVWDUW WKH 0DQDJHG 6ZLWFK
traceroute 7TUDFH WKH URXWH WR +267
write 6DYH \RXU FRQILIXUDWLRQV WR )YODVK
configure Enter Global Configuration mode.
show 6KRZ D OLVW RI FRPPDQGV RU VKRZ WKH FXUUHQ

&RS\ FIJ &RPPDQG

8VH 3FRS\ FIJ" FRPPDQUDFWRQIEDFNXWLRQ ILOH YLD )73 RU 7)73 °
ODQDJHG 6ZLWFK EDFN WR WKH GHIDXOWY RU WRVWKH GHIDXOW

1. SHVWRUH D FRQILIJXUDWLRQ ILOH YLD )73 RU 7)73 VHUYHU

&RPPDQG SDUDPHWHU 'HVFULSWLRQ

6ZLWFK FRS|>$ % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
IURP IWS >$|$ % & ' () * 41 VHUYHU

$ % & ' () * 4 >ILOH QDPH( (QWHU WKH FRQILJXUDWLRQ
>ILOH QDPH@ ZRXOG OLNH WR UHVWRUH
>XVHUBQDPH >XVHUBQDPH (QWHU WKH XVHUQDPH IRU )

>SDVVZRUG
@ >SDVVZRUG@E (QWHU WKH SDVVZRUG IRU )

6ZLWFK FRS|>$ % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
IURP WIWS >/ $ % & ' () * { VHUYHU
$ % &' ()*+4>LOH QDPH{ (QWHU WKH FRQILJXUDWLRQ

>ILOHBQDPH ZRXOG OLNH WR UHVWRUH
([DPSOH
6ZLWFK FRS\ FIJ IURP IWS +6B BOEGH]FROQI

6ZLWFK FRS\ FIJ IURP WIWS +6B BILOH FR(




2.

3. 5SHVWRUH WKH ODQDJHG 6ZLWFK EDFN WR GHIDXOW VHWWLQJ

%DFNRBSRQILIXUDWLRQ ILOH WR )73 RU 7)73 VHUYHU

&RPPDQG
6ZLWFK FRS
IWS >3 % & '

SDUDPHWHI
> % & ' _
$ % & ' () *

'"HVFULSWLRQ

(QWHU WKH ,3Y ,3Y DGGUHVYV

$ % & " () * +
>ILOH QDPHG@

>ILOH QDPH

(QWHU WKH FRQILIJXUDWLRQ IL
EDFNXS

_ GHIDXOW _
>XVHUBQDPH

>SUXQQLQJ
_ VWDUWXS

6SHFLI\ EDFNXS FRQILJ WR EH
VWDUWXS

>SDVVZRUGA@

>XVHUBQDF

(QWHU WKH XVHUQDPH IRU )73

>SDVVZRUQG

(QWHU WKH SDVVZRUG IRU )73

6ZLWFK FRS
WIWS >3 % &

>$ % & ' _
$ % &' () *

(QWHU WKH ,3Y ,3Y DGGUHVYV

$ % &' ()" 4
>ILOHBQDPH

>ILOH QDPH

(QWHU WKH FRQILJXUDWLRQ IL
EDFNXS

_ GHIDXOW _

SUXQQLQJ
VWDUWX S

6ZLWFK FRS\ FIJ WR
6ZLWFK FRS\ FIJ WR WIWS

WS

6SHFLI\ EDFNXS FRQILJ WR EH
VWDUWXS

+6B
+6B

BILOH ER[Q] UX
BILOH FRQI V

&RPPDQG

([DPSOH

6ZLWFK FRS\ FIJ
6ZLWFK UHORDG

IURP GHIDXOW

4. 5 HVWRUH WKH ODQDJHG 6ZLWFK EDFN WR GHIDXOW VHWWLQJ'

&RPPDQG

([DPSOH
6ZLWFK FRS\ FIlJ

6ZLWFK UHORDG

IURPL&EHIDXOW NHHS

JLUPZDUH &RPPD

7R XSJUDGH ILUPZDUH YLD 7)73 RU )73 VHUYHU

&RPPDQG SDUDPHWH! '"HVFULSWLRQ

>$ % & ' _
$ % & ' () *

(QWHU WKH ,3 DGGUHVV RI \RX

>ILOH QDPH

(QWHU WKH ILUPZDUH ILOH QD
XSJUDGH

6ZLWFK |ILUHR

XSJUDGH W

>$%>&'_

$ % & ()~

>ILOHBQDP
,PDJ@&

>,PDJH _
@

&KRRVH LPDJH RU LPDJH
EH XSJUDGHG WR

IR

SXVHUBQDPH

>XVHUBQDF

(QWHU WKH XVHUQDPH IRU )73

>SDVVZRUGA(@

>SDVVZRUCGC

(QWHU WKH SDVVZRUG IRU )73

6ZLWFK |LUBHR
XSJUDGH WIYV

> % & ' _
$ % & ' () *

(QWHU WKH ,3 DGGUHVV RI \RX




>$%&'_ >ILOHBQDP (QOWHU WKH ILUPZDUH ILOH QD

$ % (3 * XSJUDGH

>|ng?QD > PDJH _ .| &KRRVH LPDJH RU LPDJH IRU
@ @ EH XSJUDGHG WR

(IDPSOH

6ZLWFK ILUPZDUH XSJUDGH IWS +16 B JH BZ L Q/HF K

DEF[\]

6ZLWFK ILUPZDUH XSJUDGH WIWS “6B  BILOH

.3 &RPPDQG

6ZLWFK LS [ '+&3 SHOHDVH SDFNHWYV DQG 'l
GKFS UHF\FO EH VHQW WR '+&3 VHUYHU LQ B
ZLOO DVN IRU ,3 DGGUHVV IUR

1RWHIHHG WR HQDEOH '"+&3 PR
,3JOREDO FRQILIXUDWLRQ PRG
WKLV FRPPDGEFBHHRQIRU PRUH
GHWDLOV

1RWH 7KH FRPPD@G MV RHXVW
FRPPDQG DQG WKH VHWWLQJ
LQWR WKH FRQILIJXUDWLRQ ILG

3LQJ &RPPDQG

6ZLWFK SLQ|>% % &' _ | (QWHU WKH ,3Y ,3Y DGGUHVYV

>3 % & ' $ % & " () * SLQJ

$ % & " () *H>V @ | Enter the packet size that would be sent. The

Vv @ > F allowable packet size is from 1 to bytes.
(optional)

> F @ (QWHU WKH FRXQWYV RI 3,1* SD

W U D Q V Fhevdlld¥dakde value is from 1 to 99.
(optional)

([DPSOH
6 Z L W pirg 8.8.8.8

6 Z L W ping 8.8.8.8 15 128 i 10

6 Z L W pirg 2001:4860:4860::8888

6 Z L W Birg 2001:4860:4860::8888 15 128 i 10




5SHORDG &R®PD

1. 7R UHVWDUW WKH ODQDJHG 6ZLWFK

&RPPDQG ([DPSOH
6ZLWFK UHORDG

2. 7R VSHFLI\ WKH LPDJH IRU WKH QH[W UHVWDUW EHIRUH UHVW

&RPPDQG ([DPSOH

6ZLWFK UHORDG ,PDJH
2.
6ZLWFK UHORDG

UDFHURXWH &RPPDQG

Traceroute is used to trace the path between the local host and the remote host. Enter the
traceroute commandin 3 U LY L @étd HrGhis command, you can add an optional maximum hops
value for the number of hops that packets are sent and received, an optional value for the number
of counts that 352 % (packets are sent, or an optional waiting time value of W Kéimote host
response.

&RPPDQG SDUDPHWH! '"HVFULSWLRQ

6ZLWFK wWULOD >% % &' _ | 6SHFLI\ WKH WDUJHW , 3tfle hasty
>$ % & ' $ % & "' () * WKDW \RX ZRXOG OLNH WR WU
$ % &' () @y >P @ 6SHFLI\ WKH QXPEHU RI KRSV §E
P @ > & KRVW DQG WKH Thel&lévable nGRBEW
Z @ of hops is from 1 to 255. (optional)
> S @ (QWHU WKH FRXQWV RI 352%( S
EH WUD Q Vhelalewdble3ralue is from 1 to 5.
(optional)
> 7Z @ 6SHFLI\ WKH UHV SR Q VerhoWw hdstd |
The allowable W LvRlHe is from 1 to 5 seconds.
(optional)
Switch traceroute 8.8.8.8
Switch traceroute 8.8.8.8 #m 30
Switch traceroute 2001:4860:4860::8888
Switch traceroute 2001:4860:4860::8888 -m 30 -p 5 -w 5

ULWH & RSP D

7R VDYH UXQQLQJ FRQILIXUDWLRQV WR VWD URKRDBRQ RL JX¥ZQIDW
XQVDYHG FRQILIXUDWLRQV ZLOO EH ORVW ZKHQ \RX UHVWDUW

&RPPDQG ([DPSOH
6ZLWFK ZULWH
6DYH &RQILJ 6XFFHHGHG




&RQILIJXUH &RPPDQG

7KH RQO\ SODFH ZKHUH \RX FDQ HQWHU WKH *OHRHEBOPRKEEI LIRK
W\SH LQ FRQILIJXUH" RU *FRQILJ" IRU VKRUW RN\GRH HRQRAHH G LW R B D+\
ZLOO FKDQJH IURP 26ZLWFK ~ WR 26ZLWFK FRQIWKH" *FO@REHD OR & RUX
PRGH

&RPPDQG ([DPSOH

6ZLWFK FRQILJ
6ZLWFK FRQILJ
6ZLWFK FRQILJXUH
6ZLWFK FRQILJ

6KRZ &R BRD
7KH 3VKRZ™ FRPPDQG LV YHU\ LPSRUWDQW I|IRUIRQUHRDARIURNQ DISEHPR
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPWWDD @HWERQIN. PR
HUURU W FDQ EH XVHG LQ 3ULYLOHJHG RUEHHRFIWLUKHD VELLRIP PH
3VKRZ" FRPPDQG
1. 'LVSOD\ V\VWHP LQIRUPDWLRQ

(QWHU 3VKRZ VZLWFK LQIR" FRPPDQG LQ 3ULYLOWIHG WRKH &RRD
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: Display a company name for this Managed Switch. Use %witch-info company-
name [company_name] “"command to edit this field.

System Object ID: Display the predefined System OID.

System Contact: Display the contact information for this Managed Switch. Use %witch-info
system-contact [sys_contact] "command to edit this field.

System Name: Display a descriptive system name for this Managed Switch. Use %witch-info
system-name [sys_name] ‘command to edit this field.

System Location: Display a brief location description for this Managed Switch. Use %witch-info
system-location [sys_location] “command to edit this field.

DHCP/DHCPvV6 Vendor ID: Display the Vendor Class Identifier used for DHCP/DHCPV6 relay
agent function. Use %witch-info dhcp-vendor-id [dhcp_vendor_id] “"command to edit this field.

Model Name: Display the product { Model name.

Host Name: Display the product § Nost name. Use $witch-info host-name [host_name]
command to edit this field.

&EXUUHQW % RRWHPIPIHIH WKDW LV FXUUHQWO\ XVLQJ
&RQILIXUHG Y RRWHRPDHIH \RX ZRXOG OLNH WR XVH DIWHU UH
Image-1 Version: Display the firmware version 1 (image-1) used in this device.

Image-2 Version: Display the firmware version 2 (image-2) used in this device.



M/B Version: Display the main board version.

Serial Number: Display the serial number of this Managed Switch.
Date Code: Display the date code of the Managed Switch firmware.
Up Time : Display the up time since last restarting.

Local Time : Display the local time of the system.

CPU Temperature : Display the current CPU temperature of this device.

2. 'LVSOD\ RU YHULI\ FXUUHQWO\ FRQILIXUHG VHWWLQJV

5HIHU WR WKH IROORZLQJ VXE VHFW,3ROR/P PDIMBEUFB PR DKRRB D Q
FRPPDQ®GHFXULW\ FREBRDRGHUYHU FRPIVHQUGERPPDMA FRPPDQG
VHFWLRQV HWF

3. 'LVSOD\ LQWHUIDFH LQIRUPDWLRQ RU VWDWLVWLFV

5HIHU WR 36KRZ LQWHUIDF HD\Q@XRLZY W ISF K RFPPPIDRIDGY GBVHFW LR Q V
4. 6KRZ GHIDXOW UXQQLQJ DQG VWDUWXS FRQILIXUDWLRQYV

5HIHU WR ®6KRZ GHIDXOWBRAL UXBOPQOGRQILI FRPPDQXGS DQ
FRQILJ FRPPDQG’ VHFWLRQV

5. 6KRZ &38 OHPRU\ 6WDWLVWLFYV

6KRZ &38 XWLOL]DWLRQ DQG PHPRU\ XVDJH UDWH BRIHU WR 36.
6. 6KRZ (YHQW /RJ

6KRZ WKH ORJ RI DOO HYHQWYV LQIRUPDWLRQ 5HIHU WR 26KRZ ¢
7. 6KRZ 3RUW /LQN )ODS /RJ

6KRZ WKH ORJ RI 3BRUW /LQN )ODS LQIRUPDWLR@G5HYHBWWLR Q6K



&RQILIXUDRGIHRQ O

'KHQ \RX HQWHU 3FRQILJXUH  RU 3FRQILJ" D@® SWRXVXLYQ VEHUG L
WKH *OREDO &RQILIJXUDWLRQ PRGH ZKH UMW FKX D QX QHRW LR D G\
9/$1 DQG VWRUP FRQWUR®OWHFREBPWQ COREQWBUHG ZLOO DSSO\
DQG WKH GHYLFHYV RSHUDWLRQ )URP WKLVXEHFRQILIROU B Q RJ
VHW XS VSHFLILF FRQILIJXUDWLRQV IRU 9/$1 4R6 VHEXULW\ RU

Command | Description
acl Set up access control entries and lists.
archive Manage archive configuration files.
exit Exit the global configuration mode.
help Display a list of available commands in the global configuration mode.
history Show commands that have been used.

ip Set up the IPv4 address and enable DHCP mode & IGMP snooping.

ipv6 To enable ipv6 function and set up IP address.

lan -follow-wan Set up LAN port(s) to follow WAN port § Makup/linkdown commands
loop-detection Configure loop-detection to prevent loop between switch ports by locking them.
led All LEDs intensity configuration commands

mac Set up MAC learning function of each port.
management Set up console/telnet/web/SSH access control and timeout value.
mirror Set up target port for mirroring.

ntp Set up required configurations for Network Time Protocol.

qos Set up the priority of packets within the Managed Switch.

security Configure broadcast, unknown multicast, unknown unicast storm control settings.
snmp-server Create a new SNMP community and trap destination and specify the trap types.
switch Set up acceptable frame size and address learning, etc.

switch-info Edit the system information.

syslog Set up required configurations for Syslog server.

terminal Set up Terminal functions.

user Create a new user account.

vlan Set up VLAN mode and VLAN configuration.

no 'LVDEOH D FRAPMHWG IRMUEDFN WR LWV GHIDXOW VH
interface 6HOHFW D VLQJOH LOWHUIDFH RU D UDQJH RI LOQW
show 6KRZ D OLVW RI FRPPDQGV RU VKRZ WKH FXUUHQ

(QWHULQJ , QWHUIDFH 1XPEHUYV

,Q WKH *OREDO &RQILJXUDWLRQ PRGH
VSHFLILHG )RU H[DPSOH \RX FDQ VHW XS HD¥FXHHBWVH RID BHKB\O B
7R FRQILJXUH \RX PXVW ILUVW HQWHU WXH ZRWHWRDHFB VX ER
QXPEHUV WR VLJQLI\ WKH FRPELQDWLRQ RIFERPREQBQRW LFQRW R D

\RX RQQ\FRSE OLHYHWR |

&RPPDQGYV

'"HVFULSWLRQ

6ZLWFK FRQILJ LQWHUID[(QWHU D VLQJOH LQWHUIDF
6ZLWFK ARQILJ DSSO\ FRPPDQGY HQWHUHG
6ZLWFK FRQILJ LQWHUID| (QWHU WKUHH GLVFRQWLQX
6ZLWFK ARQILJ VHSDUDWHG E\ FRPPDV ,QW

DSSO\ FRPPDQGV HQWHUHG




6ZLWFK FRQILJ LQWHUID[(QWHU WKUHH FRQWLQXRXV
6ZLWFK ARQILJ K\SKHQ WR VLJQLI\ D UDQJH
QXPEHUV ,Q WKLV H[DPSOH
ZLOO DSSO\ FRPPDQGV HQ
6ZLWFK FRQILJ LQWHUID| (QWHU D VLQJOH LQWHUIDF
6ZLWFK ARQILJ D UDQJH RI LQWHUIDFH QXP
FRPPD DQG K\SHQ WR VLJQL
RI GLIIHUHQW LQWHUIDFH Q
H[DPSOH LQWHUIDFH
FRPPDQGY HQWHUHG

1R &RPP®
$OPRVW HYHU\ FRPPDQG WKDW \RX HQWHU LIQW&IREQ XYRXBBOR/P IDR)EG
IROORZHG E\ WKH RULJLQDO RU VLPLQRBRFRFPO® GV MR G XKVUBRC

UHPRYH D FRPRMAB®W WKH VHWWLQJ EDFN WR WKH GHIDXOW YDC(
XVH RI QR FRPPDQG WR IXOILOO GLITHUHQW SXUSRVHV ZLOO EH

6KRZ &R BRD
7KH 3VKRZ™ FRPPDQG LV YHU\ LPSRUWDQW I|IRUIRQURDARIURQ DISEHR
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPFPD QGINWRRUNIKRQ
HUURU W FDQ EH XVHG LQ 3ULYLOHJHG RUGGHRVFIWUIKH D VGILRIG!I PH
3VKRZ" FRPPDQG
1. 'LVSOD\ V\VWHP LQIRUPDWLRQ

(QWHU 3VKRZ VZLWFK LQIR" FRPPDQG LQ 3ULYLOWIHG WRKH&RD
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: Display a company name for this Managed Switch. Use %witch-info company-
name [company_name] “"command to edit this field.

System Object ID: Display the predefined System OID.

System Contact: Display the contact information for this Managed Switch. Use %witch-info
system-contact [sys_contact] “"command to edit this field.

System Name: Display a descriptive system name for this Managed Switch. Use %witch-info
system-name [sys_name] ‘command to edit this field.

System Location: Display a brief location description for this Managed Switch. Use %witch-info
system-location [sys_location] “command to edit this field.

DHCP/DHCPvV6 Vendor ID: Display the Vendor Class ldentifier used for DHCP/DHCPvV6 relay
agent function. Use $witch-info dhcp-vendor-id [dhcp_vendor_id] “command to edit this field.

Model Name: Display the product { Model name.

Host Name: Display the product {\host name. Use 3witch-info host-name [host_name]”
command to edit this field.

&XUUHQW %RRWHPPIHIH WKDW LV FXUUHQWO\ XVLQJ



&RQILIXUHG %YRRWHRPIDHIH \RX ZRXOG OLNH WR XVH DIWHU UH

Image-1 Version: Display the firmware version 1 (image-1) used in this device.

Image-2 Version: Display the firmware version 2 (image-2) used in this device.

M/B Version: Display the main board version.

Serial Number: Display the serial number of this Managed Switch.

Date Code: Display the date code of the Managed Switch firmware.

Up Time : Display the up time since last restarting.

Local Time : Display the local time of the system.

CPU Temperature : Display the current CPU temperature of this device.
2. 'LVSOD\ RU YHULI\ FXUUHQWO\ FRQILJXUHG VHWWLQJV
5HIHU WR WKH IROORZLQJ VXE VHFW,BRER/PPDIAMBIEUFBPRDRRRE D Q
FRPPDQ@GHFXULW\ FRBRDG6HUYHU FRPIPVIHUGFRPPDPDEIL FRPPDQG
VHFWLRQV HWF
3. 'LVSOD\ LQWHUIDFH LQIRUPDWLRQ RU VWDWLVWLFV
5HIHU WR 36 KRZ LQWHUIDFHDWBEDKRZVWISFVQERBPDQYWGRQ FRPPDQC
4. 6KRZ GHIDXOW UXQQLQJ DQG VWDUWXS FRQILIXUDWLRQV

5HIHU WR *6KRZ GHIDXOW F&RKREZJUKRSPRDQFERQILJ FRPPDQG DC
FRQILJ FRPPDQG  VHFWLRQV

5. 6KRZ &38 OHPRU\ 6WDWLVWLFV

6KRZ &38 XWLOL]J]DWLRQ DQG PHPRU\ XVDJH UDWHFWHRHU WR 36
6. 6KRZ (YHQW /RJ

6KRZ WKH ORJ RI bOO HYHQWYV LQIRUPDWLRQ 5HIHU WR 36KRZ ¢
7. 6KRZ 3RUW /LQN )ODS /RJ

6KRZ WKH ORJ RI 3RUW /LQN )ODS LQIRUPDWLR@G5HYHBWWLR Q6K |



$&/ &RP BB

$&/ &RPPDQG
6ZLWFK FRQILJ>
@

' 3DUDPHWHU

> @

'"HVFULSWLRQ |

7TKH WRWDO QXPEHU RI ,
EH FUHDWH&HVWKLV FR|
HOQWHU $&/ FRQILIJIXUDWI
$&/ UXOH :KHQ \RX HQW
UXOH \RX FDQ IXUWKHU
VHWWLQJV IRU WKLV UX/{

6ZLWFK FRQILJ>
@

7TKH WRWDO QXPEHU RI ,
EH FUHDWH&HVWKLV FR|
HOQWHU $&/ FRQILIJIXUDWI
$&/ UXOH :KHQ \RX HQW
UXOH \RX FDQ IXUWKHU
VHWWLQJV IRU WKLV UX|{

6ZLWFK FRQILJ D

>GHQ\ _ FRS)

6SHFLI\ WKH DFWLRQ WHR

58/( DFWLRQ >G| _ SHUPLW _ | SDFNHW

FRS\ PLUURU _ S

UHGLUHFW@

6ZLWFK FRQILJ D| >SRUW@ 6SHFLI\ FRS\ PLUURU W

58/( DFWLRQ SR a

6ZLWFK FRQILJ D (QDEOH WKH VSHFLILHG

58/( DSSO\

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,

58/( GHVWLQDW 3$1<

DQ\

6ZLWFK FRQILJ D|>% % & '@ 6SHFLI\ GHVWLQDWLRQ ,

58/( GHVWLQDW

DGGUﬂgV>$96& > @ 6SHFLI\ GHVWLQDWLRQ ,

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,

58/( GHVWLQDW 3$1<

DQ\

6ZLWFK FRQILIJ D|>%$ % & ' () *| 6SHFLI\ GHVWLQDWLRQ ,

58/( GHVWLQDW

DGGU%XV>$9@& > a @ 6SHFLI\ GHVWLQDWLRQ ,

> a

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ |

58/( GHVWLQBW!I 3g1<

DQ\

6ZLWFK FRQILJ D| > @ 6SHFLI\ GHVWLQDWLRQ |

58/( GHVWLQBWI

> @ > [1;<=@ [>[:;<=@ 6SHFLI\ GHVWLQDWLRQ |/
5DQJH | a))))

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ (

58/( GHVWLQDW

DQ\

6ZLWFK FRQILI D|>[[ [ I[I[I[ [l 6SHFLI\ GHVWLQDWLRQ (

58/( GHVWLQDW

PDF >[[ [T [[OC LT O] >11 1111 6SHFLI\ GHVWLQDWLRQ ¢

>0 @




6ZLWFK FRQILJ D
58/( HWKHUW\SH
[(;<=@

>DQ\ _ [:;<=(

6SHFLI\ ( WKHUW\SH 5DQ
a)))) RU 3$1<

6ZLWFK FRQILJ D
58/( LQJUHVV SF
SRUW OLVW@

>DQ\ _ SRUW

6SHFLI\ LQJUHVV SRUW )

6ZLWFK FRQILJ D| >QDPH@ 6SHFLI\ WKWRYRRH/ SHFLI
58/( QDPH >QDP UXOH
6ZLWFK FRQILJ D|>DQ\ _ [:;@ | 6SHFLI\ ,3Y SURWRFRO
58/( SURWRFRO KHDGHU 5DQJH [ a)) |
L, @
6[ZLWFK FRQILJ D] > @ | 6SHFLI\ UDWH OLPLWDWI
58/( UDWH OLPL NESV 'LVDEOH
@

6ZLWFK FRQILJ D] > @ 6SHFLI\ WKH VHTXHQFH
58/( VHTXHQFH 3 $&/ UXOH 5DQJH

@ SURFHVVHG ILUVW
6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(
58/( VRXUFH LS)
6ZLWFK FRQILJ D|>% % & '@ 6SHFLI\ VRXUFH ,3Y DG(
58/( VRXUFH LS)
DGGUHC%/V > % & | > @ 6SHFLI\ VRXUFH ,3Y PDV\
6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(
58/( VRXUFH LS)
6ZLWFK FRQILJ D|>% % & ' () *| 6SHFLI\ VRXUFH ,3Y DG(
58/( VRXUFH LS)
DGGUHVV >8% % &[> a3 @ 6SHFLI\ VRXUFH ,3Y SUH
> a @
6ZLWFK FRQILJ D 6SHFLI\ VRXUFH /D\HU" S
58/( VRXOFRRUW
6ZLWFK FRQILJ D| > @ 6SHFLI\ VRXUFH /D\HU S
58/( VRXOFFHRUW

@ > [1;<=@ > [<=@ 6SHFLI\ VRXUFH /D\HU P

SDQJH [ a))))

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH 0$& DV
58/( VRXUFH PDI
6ZLWFK FRQILI D|>[[ [ I[I[I[[Il6SHFLI\ VRXUFH 0%$&
58/( VRXUFH PDI
>[C [0 IO Il [[@ STHIRY 6SHFLI\ VRXUFH 0$& PDV
ST @
6ZLWFK FRQILJ D|>DQ\ _ [:;@ | 6SHFLI\ ,3Y 726 DQG ,3Y
58/( WRV >DQ\ _ 5DQJH [ a)) RU 3%$1<
6ZLWFK FRQILJ D| >DQ\ _ @ 6SHFLI\ SDENHW FODWVL
58/( YLG >DQ\ _ 9/$1 ,' 5DQJH aRU 3$1<
1R FRPPDQG | |
6ZLWFK FRQILJ > SHPRYH WKH V&HRBI&I/LH B
> @
6ZLWFK FRQILJ > @ SHPRYH WKH V&HBI&I/LHB(

> @




6ZLWFK FRQILJ D
58/( QR DFWLROQ

SHVHW DFWLRQ EDFN WH
SHUPLW

6ZLWFK FRQILJ D
58/( QR DFWLRQ

5HVHW FRS\ PLUURU WR
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ D
58/( QR DSSO\

'LVDEOH WKH VSHFLILHG

6ZLWFK FRQILJ D
58/( QR GHVWLQ
LSY

SHVHW GHVWLQDWLRQ 3
WKH GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR GHVWLQ
LSY

SHVHW GHVWLQDWLRQ ,3
WKH GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR GHVWQLQ
SRUW

5HVHW GHVWLQDWLRQ /I
WKH GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR GHVWLQ
PDF

SHVHW GHVWLQDWLRQ O
GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR LQJUHV)

SHVHW LQJUHVV SRUW V
GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR HWKHUV

5HVHW (WKHUW\SH EDFN
$1<

6ZLWFK FRQILJ D
58/( QRODPH

SHPRYH WKH QDPH
$&/ UXOH

IURP

6ZLWFK FRQILJ D
58/( QR SURWRF

SHVHW ,3Y SURWRFRO [
KHDGHU EDFN WR WKH G

6ZLWFK FRQILJ D
58/( QR UDWH O

'LVDEOH UDWH OLPLWDW

6ZLWFK FRQILJ D
58/( QR/HTXHQFH

SHVHW WKH VHTXHQFH E
IRU WKH VSHFLILHG

6ZLWFK FRQILJ D
58/( QR VRXUFH

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR VRXUFH

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK MR LLISY
58/( QR VRQXWBRH

5HVHW VRXUFH /D\HU S
GHIDXOW $1<

6ZLWFK FRQILJ D
58/( QR VRXUFH

5HVHW VRXUFH 0$& EDFN
$1<

6ZLWFK FRQILJ D

SHVHW ,3Y 726 DQG ,3Y

58/( QR WRYV EDFN WR WKH GHIDXOW
6ZLWFK FRQILJ D SHVHW SDFNHW FODVVLI
58/( QR YLG 9/$1 ," EDFN WR WKH GHI

6KRZ FRPPDQG

'"HVFULSWLROQ |

6ZLWFK VKRZ DF 'LVSOD\ DOO YDOLG ,3Y
6ZLWFK VKRZ DF 'LVSOD\ DOO YDOLG ,3Y
6ZLWFK VKRZ>DF > @ 'LVSOD\ WKH VSHFLILHG
@ FRQILIXUDWLRQ

6ZLWFK VKRZDF > @ 'LVSOD\ WKH VSHFLILHG
@ FRQILIXUDWLRQ

6ZLWFK VKRZ DF >LQGH[ _ VHT'LVSOD\ DOO YDOLG ,3Y

>SLQGH[ VHTXHQ

E\ VSHFLILF RSWLRQ




6ZLWFK VKRZ DF
>SLQGH[ VHTXHQ

SLQGH[ _ VHI

'LVSOD\ DOO YDOLG ,3Y
E\ VSHFLILF RSWLRQ

6ZLWFK FRQILJ
LSY

'LVSOD\ DOO YDOLG ,3Y

6ZLWFK FRQILJ
LSY

'LVSOD\ DOO YDOLG ,3Y

6ZLWFK FRQILJ > @ 'LVSOD\ WKH VSHFLILHG
LSY @ FRQILIXUDWLRAQ
6ZLWFK FRQILJ > @ 'LVSOD\ WKH VSHFLILHG

LSY @

FRQILIXUDWLRQ

6ZLWFK FRQILJ
LSY >LQGH[ VH

SLQGH[ _ VHT

'LVSOD\ DOO YDOLG ,3Y
E\ VSHFLILF RSWLRQ

6ZLWFK FRQILJ
LSY >LQGH[ VH

SLQGH[ _ VHT

'LVSOD\ DOO YD WIXGYH3YW
E\ VSHFLILF RSWLRQ

6ZLWFK FRQILJ D

58/( VKRZ

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ




SUFKLYH &R®PD

$UFKLYH &RPPDQ‘ SDUDPHWHU

6ZLWFK FRQILJ
DXWR EDFNXS

'"HVFULSWLRQ

(QDEOH WKH DXWR EDFN
ILOHV IXQFWLRQ

6ZLWFK FRQILJ
DXWR EDFNXS SD

>3 % & ' _
$ % & " () * H

6SHFLI\,%¥KBY DGGUHVYV
)73 VHUYHU

>3 % & ' _
$ % &' () *+@
>ILOHBGLUHFWRL

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHF
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

>SDVVZRUG@

>XVHUBQDPH

6SHFLI\ WKH XVHU QDPH
VHUYHU

>SDVVZRUGA@

6SHFLI\ WKH SDVVZRUG
DXWKHQWLFDWLRQ

6ZLWFK FRQILJ
DXWR EDFNXS SD

>$ % & ' _
$ % & ' () * H

6SHFLI\,3WK}*¥ DGGUHVYV
7)73 VHUYHU

>$ % & ' _
$ % &' () *+@
>ILOHBGLUHFWRU

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHF
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

6ZLWFK FRQILJ
DXWR EDFNXS @/'L

1R FRPPDQG

6ZLWFK FRQILJ
DXWR EDFNXS

> @

6SHFLI\ WKH WLPH WR E
EDFNXS RI VXISARWQWIDIXW D
ILOHV GIYH U\

'LWEOH WKH DXWR EDFN

6ZLWFK FRQILJ
DXWR EDFNXS SD

5HPRYH 7)73 )73 VHUYH

6ZLWFK FRQILJ
DXWR EDFNXS WU
6KRZ FRPPDQG

6ZLWFK VKRZ DU
DXWR EDFNXS

5HVHW WKH $XWR EDFNX
WKH GHIDXOW RTFORF

'"HVFULSWLRQ |
'LVSOD\ WKH DXWR EDFN

6ZLWFK FRQILJ
DUFKLYH DXWR E

'LVSOD\ WKH DXWR EDFN



https://tw.dictionary.yahoo.com/dictionary?p=authentication

3. 8VH 3, QWHUIDFH"

'3 &RPOG

6HW XS DQ ,3 DGGUHVV RI WKH ODQDJHG 6ZLWFK RU FRQILJXL
, 3 DGGUHVYVY DXWRPDWLFDOO\ IURP

.3 &RPPDQG ' 3DUDPH) '"HVFULSWLRQ

'+&3 VHUYHU

6ZLWFK FRQUBJIQDER H

6ZLWFK FRQILJ (QDEOH ,3Y DGGUHVV SURFH\

6ZLWFK FRQILJ | >% % & '| (QWHU WKH GHVLUHG ,3 DGGU

DGGUHVV >$ % & 6 ZLWFK

> ::@ >$ % & > . :( (QWHU VXEQHW PDVN RI \RXU
>$ % & | (QWHU WKH GHIDXOW JDWHZD

6ZLWFK FRQILJ (QDEOH '+&3 PRGH

DGGUHVV GKFS

| IRFRPPDOQG .

'LVDEOH ,3Y DGGUHVYV SURFH

6ZLWFK FRQILJ VKRZ LS

6ZLWFK FRQILJ QR LS D(5HVHW WKH ODQDJHG 6ZLWEFK
WKH GHIDXOW
6ZLWFK FRQILJ QR LS D('LVDEOH '+&3 PRGH

6KRZ FRPPDQG
,3 FRPPDQG ([DPSOH

6KRZ WKH ,3 FRQILIXUDWLRQ
RI WKH V\VWHP

6ZLWFK FRQILJ LS DGGY 6HW XS WKH ODQDJHG 6ZLWEFK
VXEQHW PDVN WR

DQG GHIDXOW JDWHZzZD\ ,3 DG(

6ZLWFK FRQILJ LS DGGUY 7KH ODQDJHG 6ZLWFK ZLOO R

DXWRPDWLFDOO\

(QDEOH ' 8&3 $XWRF\FOH IXQFWLRQ

.3 $XWR 5HF\FO
&RPPDQG

6ZLWFK FRQILJ
DGGUHVV GKFS I
UHF\FOH
1R FRPPDQG
6ZLWFK FR®LIS]
DGGUHVV GKFS

j 3DUDPH+

UHF\FOH

'"HVFULSWLRQ

(QDEOH ,3Y "+&3 $XWR 5HF\F(
JOREDOO\

'LVDEOH ,3Y
JOREDOO\

'+&3 $XWR 5HF\F

, 3$XWR 5HF\FOH
&RPPDQG
6ZLWFK FRQILJ
>SRUWBOLVW@

L

FRPPDQG WR FRQILIJXUH

,3Y

"3DUDPHWHU "HVFULSWLRQ

(QWHU VHYHUDO GLVFR(
QXPEHUV \WHEDBBRWPDYV
UDQJH RI SRUWYV ZLWK [
H[DPSOH RU

6ZLWFK RRQBL7]
3257 LS DGGUHVYV

(QDEOH ,3Y '+&3 $XWR !
IXQFWLRQ RQ WKH VSHF

'+&3 $XWR 5HF



DXWR UHF\FOH

6ZLWFK ARQBL7J
3257 QR LS DGG
DXWR UHF\FOH

1R FRPPDQG

U

ZKHQ RQH RI WKHVH VSI
SRUWV LV VZLWFKHG@R
OLRSVWDWXV '+&3 UHOHY
DQG@VFRYHU SDFENHWYV Z
'+&3 VHUYHU DXWRPDW
DVN IRU ,3 DGGUHVV IUF
DJDLQ

'LVDEOH ,3Y '+&3 $XWR
IXQFWLRQ RQ WKH VSHF

(QDEOH '¥&'3&3Y UHOD\ IXQFWLRQ

'+&3 6QRRSLQJ

'"HVFULSWLRQ

&RPPDQG
6ZLWFK FRQILJ
VQRRSLQJ

SDUDPHWHU

(QDEGK3Y '+&3Y VQRRSL
IXQFWLRQ

6ZLWFK FRQILJ
VQRRSLQJ GKES

*OREDOO\ HQD/E G+ 3% & 3
VHUYHU WUXVW ,3Y ,3Y

VQRRSLQJ LQLWL

6ZLWFK FRQILJ > @ 6SHFLI\ '¥&3&3Y VHUYHU
VQRRSLQJ GKFES ,3Y ,3Y DGGUHVV QXPEH
@ LS DGGUHVYV > >% % & ' _ 6SHFLI\ '¥&3+&3Y VHUYH
$% &' () *+@ $ % & ' () *1{,3 ,3Y DGGUHVV

6ZLWFK FRQILJ > @ Specifythe '+&3Y '+&3Y VQRR

, QLWL D W& (3+9999 seconds)
that packets might be received.

6ZLWFK FRQILJ
VQRRSLQJ OHDVH

Q@

6SHFLI\ WKM "+&3Y VOQRR
JHDVHG 7LPH IRU '+&3 FO
5DQJH a VHFRQGYV

6ZLWFK FRQILJ
VORRSLQJ RSWLR

*OREDOO\ HQDEQSIWER®
'+&3Y 2SWLRQ UHOD\ D

6ZLWFK FRQILJ
VQRRSLQJ UHPRW

*OREDOO\ HQDEDSIWER®
'+&3Y 2SWLRQ O0DQXDO

6ZLWFK FRQILJ
VQRRSLQJ UHPRW

Enable the Formatted '+ & 3Y Option
82 / DHCPv6 Option 37 Remote Id.

6ZLWFK FRQILJ
VQRRSLQJ UHPRW
>SUHPRWHBLG @

1R FRPPDQG

6ZLWFK FRQILJ
VQRRSLQJ

>UHPRWHBL(

You can configure the "'+ &3Y 2SWL

'+&3Y 2SS W kdtnQte ID to be
a string of up to 63 characters. The
default remote ID is the switch 1 MAC
address.

'LV DE @&3Y
IXQFWLRQ

'+&3Y VQRRSL

6ZLWFK FRQILJ
VQRRSLQJ GKES

*OREDOO\ GLVDE®&B3Y+&3
VHUYHU WUXVW ,3Y ,3Y

6ZLWFK FRQILJ
VQRRSLQJ GKES
@QDGGUHVV

SHPRYH&3Y '+&3YVHUYHU
,3Y ,3Y DGGUHVV IURP V
WuUXvw ,3Y ,3Y DGGUHV

6ZLWFK FRQILJ

SHVHW WKH LQLWLDWHG

VORRSLQJ LQLWL GHIDXOW VHFRQGV
6ZLWFK FRQILJ SHVHW WKH OHDVHG WLP
VOQRRSLQJ OHDVH GHIDXOW VHFRQGV




6ZLWFK FRQILJ 'LVDE®&3Y 2SWLRQ "+

VOQRRSLQJ RSWLR 2SWLRQ UHOD\ DIJHQW
6ZLWFK FRQILJ *OREDOO\ GLVY EGM LRXB
VOQRRSLQJ UHPRW '+&3Y 2SWLRQ 0DQXDO
6ZLWFK FRQILJ Disable the Formatted '+ & 3Y Option
VOQRRSLQJ UHPRW 82 / DHCPv6 Option 37 Remote Id.
6ZLWFK FRQILJ &OHDU 5HPRWH ," GHVFUL

VQRRSLQJ UHPRW

6KRZ FRPPDQG

6ZLWFK FRQILJ BKRZ '+&3'+&3Y VQRRSL(

GKFS VQRRSLQJ FRQILIXUDWLRQ

6ZLWFK FRQILJ 6KRZ HDFK SRUWTV '+&3 ¢

GKFS VQRRSLQJ | 2SWLRQ 2SWLRQ DQG
VHWWLQJV

6ZLWFK FRQILJ >SRUWBOLVY6KRZ WKH VSHFLILHG SR\

GKFS VQRRSLQJ | BOQRRSLQJ 2SWLRQ 2SW
>SSRUWBOLVW@ SRUW VHWWLQJV
6ZLWFK FRQILJ 6KRZ HDFK SRUWfV '+&3
GKFS VQRRSLQJ H &LUFXLW '

6ZLWFK FRQILJ >SSRUWBOLVY 6KRZ WKH VSHFLILHG SR U
GKFS VQRRSLQJ H VOQRRSLQJ RSW &LUFXLV
>SRUWBOLVW @

6ZLWFK FRQILJ 6KRZ '+&3 VQRRSLQJ RSW
GKFS VQRRSLQJ §

UHPRWH

6ZLWFK FRQILJ 6KRZ '+&3'+&3Y VQRRSL(
GKFS VQRRSLQJ FXUUHQW VWDWXV

([DPSOHV RI ,3 '+&3 6QRRSLQJ
6ZLWFK FRQILJ LS GKFS VQR| (QDEOH '"+&3 VQRRSLQJ 1>

6ZLWFK FRQILJ LS GKFS VQR| Specify the time value that packets
might be received to 10 seconds.
6ZLWFK FRQILJ LS GKFS VQR| 6SHFLI\ SDFNHWYV foB4&G L U
seconds.

6ZLWFK FRQILJ LS GKFS VQR| (QDEOH '"+&3 2SWLRQ 51

6ZLWFK FRQILJ LS GKFS VQR| 7KH UHPRWH ," LV FRQILJ

5. 8VH 3, QWHUIDFH" FRPPDQG WR FRQILIJXUH D JURXS RI SRUWVY

'+&3 6QRRSLQJ

’QV\TBDUDPI%'HVFULSWLRQ

&RPPDQG

6ZLWFK FRQILJ LQV >SRUWI (QWHU VHYHUDO GLVFRQW|

>SRUWBOLVW@ VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS|

6ZLWFK ARQB7I3257 (QDEOH WKH VHOHEFW&BSE LQ

LS GKFS VQRRSLQJ ¥ 2SWLRQ '+&3Y 2SWLRQ
&LUFXLW ,G

6ZLWFK ARQB7I3257 (QDEOH WKH )RUPDWWHG |

LS GKFS VOQRRSLQJ | '+&3Y 2SWLRQ &LUFXLW

IRUPDWWHG VHOHFWHG LQWHUIDFHYV




6ZLWFK HRQ@B7I3257
LS GKFS VQRRSLQJ §
>SFLUFXLWBLG@

>FLUFX

Specify the VLAN and port identifier using
a VLAN ID in the range of 1 to 4094 as
DHCPv4 Option 82 / DHCPv6 Option 37
Circuit ID. Besides, you can configure the
circuit ID to be a string of up to 63
characters. The default circuit ID is the port
identifier, the format of which is vlan-mod-
port .

6ZLWFK HRQB7I3257
LS GKFS VOQRRSLQJ H

(QODEOH WKH VHOHFW&BS L
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQB7I3257
LS GKFS VOQRRSLQJ \

(QDEOH WKH VHOHMDWH &3Y ¢
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ \

(QDEOH WKH VHOHFWHG LCQ
'+&3Y '+&3Y VHUYHU WUXV

1RWH $ SRUW SRUWYV FD(
FRQILIXUHG DV RSWLRWWVMW

1R FRPPDQG

6ZLWFK FRQILJ LQV
>SRUWBOLVW@

-

>SRUWI

DQG VHUYHU WUXVW DW W|

I

(QWHU VHYHUDO GLVFRQW|
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS|

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL|

"LVDEOH WKH VHOHFVBG L
2SWLRQ '+&3Y 2SWLRQ
&LUEBLW

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL|
IRUPDWWHG

'LWEOH WKH )RUPDWWHG '
'+&3Y 2SWLRQ &LUFXLW
VHOHFWHG LOWHUIDFHV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL|

&OHDEB3Y 2SWLRQ "+&3Y
&LUFXLW |G

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL|

'LVDEOH WKH VHOHFVBG L
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL|

SHVHW WKH VHOHFWHG LQ
'+&3Y 2SWLRQ '+ &3Y
WUXVW SRUWYV

|
i

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL|

([DPSOHV RI '+&3 6QRRSLQJ
6ZLWFK FRQILJ LQWHUIDFH

5HVHW WKH VHOHFWHG LQ
'+&3Y '+&3Y VHUYHU WUXV
QWHUIDFH |
(QWHU VHYHUDO GLVFRQW|
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ARQILLS GKFS VQRR
RSWLRQ

(QDEGKR3Y 2SWLRQ "+&3
2SWLRQ UHOD\ DJHQW IR

6ZLWFK RHRQILLS GKFS VQRR

&RQILIXUH FRWIFW3Ya 2SWLR(

'+&3Y 2SWLRQ WUXVW S




6. (QDEOH RU GLVDEOH ,*03 0/' VQRRSLQJ JOREDOO\

IGMP, Internet Group Management Protocol, is a communication protocol used to manage the
membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent multicast
routers to establish multicast group memberships. It can be used for online streaming video and
gaming, and allows more efficient use of resources when supporting these uses.

IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the name,
is a feature that allows the switch to "listen in" on the IGMP conversation between hosts and routers
by processing the layer 3 packets IGMP packets sent in a multicast network.

When IGMP snooping is enabled in a switch it analyses all the IGMP packets between hosts
connected to the switch and multicast routers in the network. When a switch hears an IGMP report
from a host for a given multicast group, the switch adds the host's port number to the multicast list
for that group. And, when the switch hears an IGMP Leave, it removes the host's port from the table
entry.

IGMP snooping can very effectively reduce multicast traffic from streaming and other bandwidth
intensive IP applications. A switch using IGMP snooping will only forward multicast traffic to the
hosts interested in that traffic. This reduction of multicast traffic reduces the packet processing at
the switch (at the cost of needing additional memory to handle the multicast tables) and also reduces
the workload at the end hosts since their network cards (or operating system) will not have to receive
and filter all the multicast traffic generated in the network.

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version 6 (IPv6) suite.
MLD is used by IPv6 routers for discovering multicast listeners on a directly attached link, much like
IGMP is used in IPv4.

,*03 0/' 6QRRSLQJ

&RPPDQG SDUDPHW 'HVFULSWLRQ

6ZLWFK FRQILJ LS | (QDEOH ,*03 0/' VQRRSLQJ

VQRRSLQJ When enabled, the Managed Switch will
monitor network traffic and determine

which hosts to receive multicast traffic.

This is for IGMPv1, v2 and MLDv1 only.
6ZLWFK FRQILJ LS | (QDEOH ,*03Y 0/'Y VQRRS
VOQRRSLQJ YHUVLRQ When enabled, the Managed Switch will

monitor network traffic and determine

which hosts to receive multicast traffic.

This is for IGMPv3 and MLDv2 only.
6ZLWFK FRQILJ LS | (QDEOH 8QUHJLVWHUHG ,3
VQRRSLQJ IORRGLQJ IXQFWLRQ 6HW IRUZDUGLCC

XQUHIJLVWHUHG QRW MRL(

WUDIILF 7KH WUDIILF ZLO(

+RZHYHU WKHBMBDIZ BBVER (

URXWHU SRUWYV RQO\ ZKHC(
6ZLWFK FRQILJ LS | (QDEOH LPPHGLDWH OHDY
VORRSLQJ LPPHGLDV
6ZLWFK FRQILJ LS | > @ 6SHFLI\ WKH ,*03 0/"' TXHUL
VQRRSLQJ PD[ UHWSE 8QLW | UHV SR Q VFhisMdeteriines the

@ maximum amount of time can be allowed
before sending an IGMP/MLD response
report.




6ZLWFK FRQILJ LS I
VQRRSLQJ TXHUY\ LQ@

6SHFLI\ WKH TXHU\ WLPH L
,¥*03 0/" TXHUMLKHY IIMGX R VH
WKH WLPH LQWHUYDO EHW

,*03 0/" TXHULHV 5DQJH
VHFRQGYV

6ZLWFK FRQILJ LS | > @ 6SHFLI\ D 9/%$1 ,' 7KLV HQL

VQRRSLQJ YODQ > , 03 0/" 6QRRSLQJ IRU WKH
9/%1

6ZLWFK FRQILJ LS | > @ Enable a querier for the specified VLAN.

VQRRSLQJ YODQ >

6ZLWFK FRQILJ QR 'LVDEOH ,*03 0/' VQRRSLQJ
VQRRSLQJ
"'LVDEOH 8QUHJLVWHUHG , 4
Séﬁﬁéf&f?ﬁ;LGESJ IXQFWLRQ 7K H MRIDZ LGV RL
URXWHU SRUWV RQO\ ZKHQ(
6ZLWFK FRQILJ QR 'LVDEOH LPPHGLDWH OHDY

VQRRSLQJ LPPHGLDV

6ZLWFK FRQILJ QR
VQRRSLQJ PD[ UHVSH

5HVAMK ,*03 0/' TXHULHU PD
UHVSRQVEHDWNPWR WKH GHI

6ZLWFK FRQILJ OR
VQRRSLQJ TXHU\ LQYV

5HVHW WKH TXMAHHUY Y\DLA N D C
WKH GHIDXOW VHFRQG

6ZLWFK FRQILJ OR
VQRRSLQJ YHUVLRQ

'LWEOH ,*03Y 0/'Y VQRRSI

6ZLWFK FRQILJ OR @ 'LVDEOH ,*03 0/' VQRRSLQJ
VQRRSLQJ YODQ > VSHFLILHG 9/$1
@ 'LVDEOH D TXHULHU IRU W

6ZLWFK FRQILJ QR
VQRRSLQJ YODQ >

6KRZ FRPPDQG

6ZLWFK FRQILJ VKR 6KRZ WKH FEXUUHQW ,*03 0
VQRRSLQJ FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR 6KRZ ,*03 VQRRSLQJ JURXS

VQRRSLQJ JURXSYV

6ZLWFK FRQILJ VKR
VQRRSLQJ VWDWXV

6KRZ ,*03 6QRRSLQJ VWDW

6ZLWFK FRQILJ VKR
VQRRSLQJ JURXSYV

6KRZ 0/' VQRRSLQJ JURXSWV

6ZLWFK FRQILJ VKR
VQRRSLQJ VWDWXV

6KRZ 0/' 6QRRSLQJ VWDWX

7. 8VH 3, QWHUIDFH"

,*03 0/' 6QRRSLQJ
,QWHUIDFH FRPPDQ
6ZLWFK FRQILJ LQV
>SRUWBOLVW@

FRPPDQG WR FRQILIJXUH D JURXS RI

>SRUWI

JSDUDP%'HVFULSWLRQ

(QWHU VHYHUDO GLVFRQW|
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ARQB7I3257
LS LJPS VQRRSLQJ P

6ZLWFK RRQ@B7I3257

6SHFLI\ WKH VHOHFWHG SR
PXOWLFDVW URXWHU SRUW

SHPRYH WKH VHOHFWHG SH

SRUWVI



QR LS LIPS VQRRSLZ(
URXWHU

6ZLWFK FRQILJ

([DPSOHV Rl ,3 "+&3 6QRRSLQJ
LOQWHUIDFH

PXOWLFDVW URXWHU SRUW

,QWHUIDFH

(QWHU VHYHUDO GLVFRQW|
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ

JRU H[DPS

RSWLRQ

6ZLWFK ARQILLS GKFS VQRR

&RQILIXUH 3RUW a DV WK
SRUW

6ZLWFK ARQILDR LS
PEDVW URXWHU

LIPS VQ

SHPRYH 3RUW a
SRUW OLVW

IURP WKH

8. &RQILJIXUH

,*03 )LOWHULQJ &RF 3DUDPHWH 'HVFULSWLRQ

,*03 ILOWHULQJ SROLFLHYV

>SURILOHBQDPH@

6ZLWFK FRQILJ LS *OREDOO\ HQDEOH ,*03
IXQFWLRQ
6ZLWFK FRQILJ LS|>SURILOHB &UHDWH RU PRGLI\ D SU

ILOWHU 7KH PD[LPXP O
QDPH LV FKDUDFWHU)
SURILOHYV FDQ EH FUHD

VHIPHQW > @

6ZLWFK FRQILJ SUR| > @ 6SHFLI\ DQ H[LVWLQJ V}
VHIPHQW > @ VHOHFWHG SURILOH
6ZLWFK FRQILJ LS| > @ &UHDWH RU PRGLI\ D VH

,*03 ILOWHU

6ZLWFK FRQILJ VHJI
QDPH >VHJPHQWBQI

>VHIPHQWI

6SHFLI\ D QDPH IRU WK
VHIPHQWKH PD[LPXP LV
FKDUDFWHUV

UDQJH >() * +@ >()

1R FRPPDQG
6ZLWFK FRQILJ QR

6ZLWFK FRQILJ VHJF >

6SHFLI\ /RZ ,3 PXOWLFD
+LJK ,3 PXOWLFDVW DG

VHOHFWHG VHIJPHQW '
|
'LVDEOH ,*03 ILOWHULQ

6ZLWFK FRQILJ QR
SURILOH >SURILOHB

>SURILOHB

'"HOHWH WKH VSHFLILHG

VHIPHQW @

6ZLWFK FRQILJ QR[> @ "HOHWH WKH VSHF/LILHBG
VHIPHQW > @ WKH VHIPHQW WKDW GF

DQ\ SURILOHV FDQ EH G
6ZLWFK FRQILJ SRR 5HPRYH DOO H[LVWLQJ
VHIPHQW WKH VHOHFWHG SURILO
6ZLWFK FRQILJ Q®RR| > @ SHPRYH WKH VSHFLILHG

IURP WKH VHOHFWHG S|

6ZLWFK FRQILJ VHUHA
QDPH

SHVHW D ROMMHRMNHOHFWH(
VHIPHQW ,' EDFN WR WH

6ZLWFK FRQILJ VHR
UDQJH

6KRZ FRPPDQG

SHVIBRXOWLFDVW V&KU D (
VHOHFWHG VHIJPHQW '
GHIDXOW

ILOWHU LOWHUIDFH

6ZLWFK FRQILJ VK 6KRZ ,*03 ILOWHU FRQIL
ILOWHU
6ZLWFK FRQILJ VK 6KRZ DOO SRUWVY ,*03

FRQILIXUDWLRQ

6ZLWFK FRQILJ VK
ILOWHU LOWHUIDFH

>SRUWBOL]

6KRZ WKH VSHFLILHG Si
ILOWHULQJ FRQILIJXUDW




9. 8VH 3, QWHUIDFH"

SURILOH >SURILOHB

6ZLWFK FRQILJ VK 6KRZ WKH SURILOH FRQ
SURILOH ,*03 ILOWHU
6ZLWFK FRQILJ VK| >SURILOHB 6KRZ WKH VSHFLILHG S|

FRQILIXUDWLRQ

VHIPHQW > @

6ZLWFK FRQILJ VK 6KRZ WKH VHIPHQW FR(
VHIPHQW ,*03 ILOWHU
6ZLWFK FRQILJ VK| > @ 6KRZ WKH VSHFLILHG VI

FRQILIXUDWLRQ

6ZLWFK FRQILJ VHJI
VKRZ

6KRZ WKH VHOHFWHG V
FRQILIXUDWLRQ

6ZLWFK FRQILJ SAKR

6ZLWFK FRQILJ

([IDPSOHV RI ,*03 )LOWHULQJ &R
LS LJPS ILOWH

6KRZ WKH VHOHFWHG S
FRQILIXUDWLRQ

(QDEOH ,*03 ILOWHULQJ

6ZLWFK FRQILJ

LS LJPS VHJPH

&UHDWH D VHIPHQW 3

6ZLWFK FRQILJ VHIJPHQW QO 6SHFLI\ D QDPH 36LOYHI
VHIPHQW
6ZLWFK FRQILJ VHIJPHQW UD 6SHFLI\ D PXOWDLFINV W

WR WR V

6ZLWFK FRQILJ

LS LIPS SURIL]

&UHDWH RDFWRRAILDOH QD
S36LOYHUSURILOH’

6ZLWFK FRQILJ SURILOH 6LOYHI

$VVLIQ WKH VHNR HW®DKH
S36LOYHUSURILOH

FRPPDQG WR FRQILIJXUH D JURXS RI

,*03 )LOWHULQJ ﬁ I ,
&RPPDQG SDUDPHWH HVFULSWLRQ

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLYV

(QWHU VHYHUDO GLVFR
QXPEHUV VHSDUDWHG |
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK RRQ@BL7I3257
LS LJPS ILOWHU

(QDEOH ,*03 ILOWHU IR
SRUWYV

6ZLWFK RRQ@bBL7I3257
LS LIPS ILOWHU SU
>SURILOHBQDPH®@

>SURILOHBC

$VVLIQ WKH VHOHFWHGC
ILOWHU SURILOH

1RWH 1HHG WR FUHDW
SURILOH ILUVW XQGHU
FRQILIXUDWLRQ PRGH
DVVLIJQLQJ LW

6ZLWFK ARQB7I3257] > @ 6SHFLI\ WKH PD[LPXP J
LS LJPS ILOWHUWPD QXPEHU RI PXOWLFDVW,
@ VHOHFWHG SRUWYV
6ZLWFK ARQBZI LS| >() * + _ &UHDWH VSHFLI\ D VWD
LIJIPSWDWLE PXOWLE () * +, - . /| DQ®&KH VSHFLILHG 9/$1
S()Y*+ () *+, -. VHOHFWHG SRUW
> @
1IRWH 2QO\ RQH SRUW
DVVLIJQHG DW D WLPH
> @ 6SHFLI\ D 9/$1 ,

1R FRPPDQG |

SRUWVI



6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLYV

(QWHU VHYHUDO GLVEFR
QXPEHUYVY VHSDUDWHG |
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257
QR LS LJPS ILOWHU

‘'LVDEOH ,*03 ILOWHU
SRUWYV

| F

6ZLWFK HRQB7I3257
QR LS LJPS ILOWHU
>SURILOHBQDPH®@

>SURILOHB(

SHPRYH WKH VSHFLILH(
WKH VHOHFWHG SRUWYV

6ZLWFK HRQB7I3257
QR LS LJPS PD[ JUR

5HVHW WKH PD[LPXP Q}
PXOWLFEDVW VWUHDPV
FKDQQHOV

SHPRYH WKH VSHFLILF
, 3

1RWH 2QO0\ RQH SRUW
DVVLIQHG DW D WLPH

6KRZ FRPPDQG

6ZLWFK FRQILJ VK
VWDWLF PODSOWLFDV

6ZLWFK ARQBZI QR| >( ) * + _
LIPS VWDWLF PXOW () * + , - ./
>()r+ ()4 -
> @

> @

SHPYRH WKH VSHFLILH(

6KRZ WKH VWDWLF PXO

([DPSOHV RI ,*03 )LOWHULQJ q

YODQ

6ZLWFK FRQILJ LQWHUIDFH (QWHU VHYHUDO GLVFR
QXPEHUV VHSDUDWHG |
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK ARQILS LJPS ILOWHU (QDEOH ,*03 )LOWHU R

6ZLWFK ARQILS LJPS ILOWHU SU[ $VVLJQ WKH VHOHFWHC
VSHFLILHG SURILOH 361

6ZLWFK RRQILS LJPS ILOWHU PD| 6HW WKH PD[LPXP QXPE
PXOWLFDVW VWUHDPV

6ZLWFK RRQILS LJPS VWDWLF PY &UHDWH D VWDWLF PXC

HQWU\

10.6HW 8S ,3 6RXUFH %LQGLQJ )XQFWLRQ

,3 6RXUFH %LQGLQJ & 3DUDPHWE '"HVFULSWLRQ

1R &RPPDQG

6ZLWFK FRQILJ LS V> @ 6SHFLI\ WKH ,3Y ,3Y D
> @DGGUHVV >$ % & VHFXULW\ ELQGLQJ QX]
$% &"'()*+@ >$ % & ' _
$ % & ' ()| 6SHFLI\ ,3Y ,3Y DGGUH}
+@
6ZLWFK FRQILJ LS V > @ (QDEOH ,3Y ,3Y DGGUJ
> @ ELQGLQJ IRU WKH VSHF
6ZLWFK FRQILJ LS V *OREDOO\ HQDEOH ,3Y

VHEXULW\ ELQGLQJ

|

ELQGLQJ > @

6ZLWFK FRQILJ QR L *OREDOO\ GLVDEOH ,3Y
VHEXULW\ ELQGLQJ
6ZLWFK FRQILJ QR L > @ 'LVDEOH ,3Y ,3Y DGGU

ELQGLQJ IRU WKH VSHH




6ZLWFK FRQILJ
ELQGLQJ >

6ZLWFK FRQILJ

QR L
@ LS DG

6KRZ FRPPDQG

VKR

SHPRYH WKH ,3Y ,3Y D
WKH VSHFLILHG QXPEH
6RXUFH %LQGLQJ OLVW

6KRZ ,3Y ,3Y 6RXUFH
FRQILIXUDWLRQ

, 3 6RXUFH
&RPPDQG
6ZLWFK FRQILJ
>SRUWBOLVW@

*XDUG ,

LQ

11.8VH 3, QWHUIDFH" FRPPDQG WR FRQILJXUH ,3 6RXUFH *XDUG IF

3DUDPHWH4'HVFULSWLRQ

>SRUWBOLYV

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG |
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257
LS VRXUFHJIJXDUG >(

>GKFS _ IL[

Specify the authorized access type
for the selected ports.

dhcp: DHCP server assigns IP
address.

fixed IP: Only Static IP (Create
Static IP table first).

X Q O L P NahH.iGited (Allows both
static IP and DHCP-assigned IP).
This is the default setting.

6ZLWFK ARQB7) LS
VRXUFHJXDUG VWD)
_$ % &' ()*+@ YO

@

>$ % & ' _
$ % & ' () *

$GG D VWDWLF ,3Y ,3Y
VWDWLF ,3 DGGUHVV W

1RWH 2QO\ RQH SRUW
DVVLIJQHG DW D WLPH

1R FRPPDQG |

6ZLWFK FRQILJ LQ
>SRUWBOLVW@

>SRUWBOLYV

6SHFLI\ D 9/%$1 '

1RWH 6WDWLF ,3 FDQ |
FRQILIXUHG ZKHQ ,3 VHF
LV VHW WR IL[HG LS

(QWHU VHYHUDO GLVEFR
QXPEHUYVY VHSDUDWHG |
UDQJH RI SRUWYV ZLWK
HI[DPSOH RU

6ZLWFK HRRQB7I3257
QR LS VRXUFHJIXDU/!

5HVHW ,3 VRXUFHJXDU(
the selected ports EDPNRVKH G|
XQOLPLWHG

6ZLWFK AR®26J OR

VRXUFHJXDUG VWD)

$ % &' ()*+@ YO
@

>$ % & ' _
$ % & " () *

SHPRYH WKH VSHFLILH(
DGGUHVV

1RWH 2QO0\ RQH SRUW
DVVLIJQHG DW D WLPH

SHPYRH WKH VSHFLILH(




6KRZ FRPPDQG |

6ZLWFK VKRZ LS VF
LOWHUIDFH

6KRZ HDFK LQWHUIDFH]
VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VF
LOWHUIDFH >SRUWEE

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VF
VWDMVSLF

6KRZ ,3 VRXFHJIJXDUG V]

6ZLWFK FRQILJ VK
VRXUFHJXDUG LQWH

6KRZ HDFK LQWHUIDFH]
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK
VRXUFHJXDUG LQWH}
>SRUWBOLVW@

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK

VRXUFHJIXDWS VWD)
([DPSOHV RI
6ZLWFK FRQILJ

, 3 6RXUFH
LQWHUIDFH

*XDUG

6KRZ ,3 VRXFHJXDUG V]

(QWHU VHYHUDO GLVEFR
QXPEHUYVY VHSDUDWHG |
UDQJH RI SRUWYV ZLWK
HI[DPSOH RU

6ZLWFK RARQILS VRXUFHIXBUG

I'L

Set the authorized access type for
the selected ports as fixed-ip.

6ZLWFK ARQILS VRXUFHJIXDUG V

YODQ

&UHDWH D VWDWLF WR
9/$1 HQWU\




3Y &RPP®
%ULHI QWURGXFWLRQ WR ,3Y $GGUHVVLQJ

, 3Y DGGUHVVHV DUH ELWV ORQJ DQGYQXWREFHWHUERXYXWUHI ZUL
JURXSV RI IRXU KH[DGHFLPDO GLJLWYV VHSDUDWHG E\ FRORQV

| GE D D H |

,3Y XQLFDVW DGGUHVVHV RWKHU WKDQ WKRVHGAK D ®/HGNVDQMWWR 2\
D ELW QHWZRUN SBEIIHVLL QWKGUDDFH LGHQWLILHU

6WDWHOHVV $XWRFRQILIXUDWLRQ

,3Y OHWV DQ\ KRVW JHQHUDWH LWV RZQ ,32 @ OVKWHHVFRBOIGZRKHF
XVHG ,3Y DGGUHVVHV FRQVLVW RI WZR SDUWW BKH IQ H WP ZX)\
KRVW LV FRQQHFWHG DQG WKH ULJKWPRVW L QBRI IDAHH RIDK W KL
7KLV PHDQV WKDW WKH LGHQWLILHU QHW® R R DFKE M/ KH) LKIRAVAN RIC
ZKLFK PDNHV LW PXFK HDVLHU IRU WKH KRVW WR FKHFN IRU XQ

Autoconfigured address format
part Subnet prefix Interface identifier
bits 54 64
/ILQN ORFDO DGGUHVYV

7KH ILUVW VWHS D KRVW WDNHV RQ VWDQYWRE& FOW LMGEG/UWBWVV |0
DGGUHVY DQG WKH OLQN ORFDO SUHIL[ )( UHI L] KILYWR/ BRK KD H
DQG WKH 0%$& DGGUHVV LQ (8, IRUPDW LLQ W MUKHH DJULH KDAQA R
EHWZHHQ WKRVH DUH VHW WR JHUR

*QREDO DGGUHVYV

7KLV LV GRQH LQ WKH VDPH IDVKLRQ DV WKH OQLQQNN OORREFDODO DSAGH
LW ZLOO XVH WKH SUHIL[ VXSSOLHG E\ WW H GHRQWIH U HUQ & KLXVK

WKH 0$& DGGUHVV LQ (8, IRUPDW

6RPH ,3Y DGGUHVVHV DUH UHVHUYHG IRU VSHFLD®Q XIXUSRNVMHN
7THUHGR WXQQHOLQJ DV RXWOLQHG LQ 5)& $HWUWRHG/REHFL GG
DV OLQN ORFDO DGGUHVVHV IRU XVH RQ WKH OR/MDODNMLENVEQCQ
LQ 5)& DQG VROLFLWHG QRGH PXOWLFDVW DGGUHVVEBYV XVH
'+&3Y

,3Y KRVWY PD\ DXWRPDWLFDOO\ JHQHUDWH ,3 DGGUHVVHV
DXWRFRQILIJXUDWLRQ RU WKH\ PD\ EH DVVLJQHG FRQILIJXUDWL



6HW XS, ¥KHHGGUHVV RI WKH 0ODQDJHG 6ZLWFK RU FRQILIJXUH WK

, 3 DGGUHVYVY DXWRPDWLKFDUBUYUBIRP '+&3

, Y &RPPDQG 3DUDPHWHU

6ZLWFK FR®ILJ
DGGUHVV DXWRH

&RQILIXUDWLRQ RI ,3Y

'"HVFULSWLRAQ

VWDWHOHVYVY DXWRFRQIL

6ZLWFK FR®ILJ
DGGUHVV GKFS 1

&RQILIXUH '+&3Y WMRYRW
DXWR PRGH

6ZLWFK FR®ILJ
DGGUHVV GKFS |

&RQILIJXUH '"+&3Y MRYKW
| R U FHRSG H

6ZLWFK FR®ILJ
DGGUHVV GKFS |
FRPPLW

$OORZ WKH WZR PHVVDJ
DGGUHVY DVVLIQPHQW

3LSY DGGUHVV GKFS™ FRPPDQGV

DUH IXQFWLRQDO RQO\ Z

6ZLWFK FRQILJ >$ % & ' () * +
DGGUHVYV JORED

6SHFLI\ ,3Y JOREDO DG
OHQJWK RI WKH ODQDJH{

>$ % & () + |[>8 % & () *+@
>$ % & ' () * +@

6SHFLI\ ,3Y GHIDXOW JD
DGGUHVV RI WKH 0DQDJ}

6ZLWFK FRQILJ |>% % & ' () * +
DGGUHVV OLQN {
>$ % & ' () * +

6SHFLI\ ,3Y OLQN ORFD(
SUHIL[ OHQJWK RI WKH ¢

6ZLWFK FRQILJ
HQDEOH

6ZLWFK FRQILJ
DGGUHVV DXWRH

1R FRPPDQG

(QDEOH ,3Y DGGUHVV S

‘'LVDEOH ,3Y VWDWHOHV

6ZLWFK FRQIYJ
DGGUHVV GKFS

'LVDEOH '+&3Y IXQFWLR

6ZLWFK FRQUBJ
DGGUHVV GKFS |
FRPPLW

'LVDEOH UDSLG FRPPLW

6ZLWFK FRQILJ
DGGUHVV JORED

&OHDU ,3Y JOREDO DGG

6ZLWFK FRQILJ
DGGUHVV OLQN (

&OHDU ,3Y OLQN ORFDO

6ZLWFK FRQILJ
HQDEOH

6ZLWFK VKRZ LSY DGGUHVYV

6KRZ FRPPDQG

'LVDEOH ,3Y DGGUHVV §

'LVSOD\ ,3Y FRQILJXUDL
FXUUHQW ,3Y VWDWXV H
6ZLWFK

6ZLWFK FRQILJ VKRZ LSY DGGUH

([DPSOHV RI ,3Y FRPPDQG
6ZLWFK FRQILJ LSY DGGUHVV D

'LVSOD\ ,3Y FRQILJIJXUDL
FXUUHQW ,3Y VWDWXV H
6ZLWFK

(QDEOH ,3Y DXWRFRQIL|

6ZLWFK FRQILJ LSY DGGUHVV G

(QDEOH '"+&3Y DXWR PR(




With WKH ODQ IROORZ ZDQ

ODROORZ ZDQ &RPPDQG

'+&3 VHUYHU
6HW XS /$1 SRUWYV

ODQ IROORZ ZD
&RPPDQG
6ZLWFK FRQILJ
IROORZ ZDQ

IXQFWLRQ WKH GHYLFHR N WKRQ QMHE DV
6ZLWFK FDQ EH LPPHGLDWHO\ WULJJHUHG E\WHKDW OL\VQ & RFD V$H C
SDQHO RI WKH ODQDJHG 6ZLWFK N@&RMEKEENEDIWRY DQ RN GRUEZQVR
'+&3 ,3 DGGUHVV DQG WKH UHODWHG XSGDWH R MRKP IFWR QRLQ XWX
IURP WKH

ﬁ 3DUDPH '"HVFULSWLRQ

(QDEOH WKH ODQ IROORZ ZDQ

6ZLWFK FRQILJ |> @ 6SHFLI\ WKH WLPHU WR FRXQ\

IROORZ ZDQ ZDQ WULJJHU WKH VSHFELILF /$1 SF

WLPHU @ GRZQ ZKHQ :$1 SRUWYV OLQN
IRU SLPPHGLDWH’

6ZLWFK FRQILJ |> @ 6SHFLI\ WKH WLPHU WR FRXQ\

IROORZ ZDXGW DR}
> @

1R FRPPDQG

WULJIJHU WKH VSHFLILF /$1 SH
ZKHQ :$1 SRUWTV OLQN LV XS
SLPPHGLDWH

-

6ZLWFK FRQILJ QR ODQ | 'LVDEOH WKH ODQ IROORZ ZD(

6ZLWFK FRQILJ QR ODQ | 5HVHW WKH WLPHU WR FRXQW

GRZQ WLPHU IROORZ :$1 SRUW@@MK tOth€® NGR Z{
default.(15 seconds)

6ZLWFK FRQILJ QR ODQ|5HVHW WKH WLPHU WR FRXQW

XSWLPHU

6KRZ FRPPDQG

IROORZ :$1 SRUWpadkvo e @ei@tX S

(15 seconds)

6ZLWFK FRQILJ VKRZ OD 6KRZ WKH FXUUHQW ODQ IRO(

([DPSORMODQ IROORZ ZD
FRPPDQG

6ZLWFK FRQILJ ODQ IRO| 7KH VSHFLILHG /$1 SRUW V Z
GRZQ WLPHU VHEFRQGYV ZKHQ :$1\&RIZW OLQ|
6ZLWFK FRQILJ ODQ KB0O| 7TKH VSHFELILHG /$1 SREW V Z|

WLPHU

LPPHGLDWHO\ ZKHQ L¥ISSRUW

8VH 3, QWHUIDFH"

ODQ IROORZ ZDQ
&RPPDQG

6ZLWFK FRQILJ LQWH

FRPPDQG WR FRQINOBOQHI BOJWURRZX 2 DR} 8 R WW\ C

’QM 3DUDPH+ '"HVFULSWLRQ
>SRUWB

(QWHU VHYHUDO GLVFR
QXPEHUV \WHEDBBRWPDYV
UDQJH RI SRUWYV ZLWK [
H[DPSOH RU

6ZLWFK AMRQB7I3257 O
IROORZ ZDQ

1R FRPPDQG |
6ZLWFK AMQB7J3257QR

ODQ IROORZ ZDQ

(QDEOH WKH ODQ IROOR
WKH VHOHEWHG SRUW V,

'LVDEOH WKH ODQ IROO
WKH VHOHFWHG SRUW V




IRRS '"HWHFWLRQ &RPPDQG

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH PLVFR@QHF
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFH WIKIHUWHD YWAKHHL
/IRRS "HWHFWLRQ IXQFWLRQ RI WKH VA\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS '"HWHFWLRQ I XCERAWILIHRUL RWK A1
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VWHPHOH FIHW"
FODLPHG WKDW LW GHWHFWYV ORRS FRQGLWLRQ 7KHQ WKH V\V

1. ,\WEORFNV WKH UHOHYDQW SRUW VDR & UHNHR RXEW R DIGFW W\ SV W
QHWZRUN DGPLQLVWUDWRU ,Q RWKHU ZRUGV WKHNKH B&R SV
SRUW +RZHYHU WKH VI\VWHP ZLOO SUR FHNVFHWXH G/ RRAISOH K W \AOF

2. ,W VORZO\ EOLQNV WKH /(' Rl GRRR/SW Ga S RRIWVBRIQWERXEHQ J H

3. ,W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFNHW WR GHW

KHQ WKH VA\VWHP GRHVY QRW UHFHLYH DQ\ ORRS GHIWHFWL RXQUSE
/IRRSHG SRUW XQORKM MWHHF FODLPV WKH ORRS FRQGLWLRQ ¢
WDNHV WKH IROORZLQJ DFWLRQV

1. \ WMQEORFNV WKH UHDRWX@®W ZRUBV WKH V\VWHP QRUPDOO\ IF
UHOHYDQW SRUW

2. ,W VWRSYV VORZO\ EOLQNLQJ WKH /BRBWURR S HAIRRWEN X R UD

3. ,W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFNHW WR GHW

1IRW8QGHU ORRS FRQGLWLRQ WKH /(' Rl ORRSHG SR U3RUPRD WAL Q
RU LQ BROXWY H¥HQ WKH FRQQHFWHG QHWZRUN FDEOH LV XQSOX

IRRS "HWHFWLRQ &R SDUDPHWEF '"HVFULSWLRQ

6ZLWFK FRQILJ ORR (QDEOH /RRS '"HWHFWLH
6ZLWFK FRQILJ ORR (QEOH ORRS GHWHFWL
YODQ 9/$1 YLGV FRQILIJXUHG

&RPPDQG 66HHWLRO

NOTE: When this command is
issued, it will invalidate the
S6SHEIF®/$1"VHWWLQJV
GHWHFWLRQ
6ZLWFK FRQILJ ORR| > @ 7KLV LV WKH WLPH LQW
LQWHUY®O > WKDW WKH GHYLFH ZLQ
ORRS GHWHFWLRQ SDF
SUHVHQFH RI ORRSHG (
YDOLG UDQJH LV IURP
7TKH GHIDXOW VHWWLQ ]
6ZLWFK FRQILJ ORR| > @ 7KLV LV WKH WLPH LQW
XQORFN LQWHUYDO > VI\VWIRBHAMWHFW WKH H[L
ORRS FR@®GGVWHERBEORFN
ORRSHG SRUW LI LW GH
ORRS GHWHFWLRQ SDF
FRQILIXUHG XQOMRHAN L(
XQORFN LQWHUYDO FD(
PLOQXWHY 7KH GHID
PLQXWHYV




NOTE:

%H DZDUH WKDW /RR{
LQWHUYDO FRQYHUWHG
VKRXOG EH JUHDWHU W
'HWHFWLRQ ,QWHUYDO
E\ 7KHIWY D PDJLF Q
ZKLFK LV IRU WKH V\VW
ORRS GHWHFWLRQ GLV
VIVWHP GRHV QRW UHF
GHWHFWLRQ SDFNHW I

WLPHV ,Q JHQHUDO
VXPPDUL]JHG E\ D IRUPX

3s/RRSHG SRUW XQOR

. S'HWHFWLRQ ,Q\

'KHQ D SRUW LV GHW
ORRSHG SRUW WKH V\
®RRMGSRUW LQ EORFNLQ
ORRS VLWXDWLRQ LV J
WKH VIVWHP VWRSV IR
WUDIILF Y LIDGBRUHWO RRSY
WKH VI\VWHP ZLOO SUR
GHWHFWLRHBEBEXHG® R (
® RESGS R UW

6ZLWFK FRQILJ ORR|>
YODQ LG > @

6ZLWFK FRQILJ QR (

1R FRPPDQG |

(QDEOH ORRS GHWHFW
9/$1 8S WR VHWV RI 9
EH DVVLIQHG

NOTE: The configured 3Specific
9/ % 1 "takes effect when the
setting of loop detection on all
trunk-VLAN-vids is disabled.

'LVDEOH /RRS "HWHFWL

6ZLWFK FRQILJ QR
DOO YODQ

'LVDEOH ORRS GHWHFW
9/$1 YLGV

6ZLWFK FRQILJ QR ¢
LQWHUYDO

5 H V BEbdp Detection time interval
back to the default.

6ZLWFK FRQILJ QR ¢
XQORFN LQWHUYDO

5 H V BHbdp Detection unlock time
interval back to the default.

6ZLWFK FRQILJ OR (>
YORG @
6KRZ FRPPDQG

6ZLWFK VKRZ ORRS (

'LVDEOH ORRS GHWHFW
9/%1

6KRZ /RRS '"HWHFWLRQ

6ZLWFK VKRZ ORRS (
VWDWXV

6KRZ /RRS '"HWHFWLRQ
SRUWYV

VWDWXV >SRUWBOL V]

6ZLWFK VKRZ ORRS ( >SRUWBOWL

6KRZ /RRS '"HWHFWLRQ
VSHFLILHG SRUW V

6ZLWFK FRQILJ VKR,
GHWHFWLRQ

6KRZ /RRS '"HWHFWLRQ

6ZLWFK FRQILJ VKR,
GHWHFWLRQ VWDWXV

6KRZ /RRS '"HWHFWLRQ
SRUWYV




6ZLWFK FRQILJ VKR|>SRUWBOL 6KRZ /RRS "HWHFWLRQ
GHWHFWLRQ VWDWXYV VSHFLILHG SRUW V

([DPSOHV RI /RRS "HWHFWLRQ FF

6ZLWFK FRQILJ ORRS GHWHFWI 6HW WKH /RRS 'HWHFW!I
WR VHFRQGYV

6ZLWFK FRQILJ ORRS GHWHFWI 6HW WKH /RRS '"HWHFEWI
LQWHUYDO WR PLQX

6ZLWFK FRQILJ ORRS GHWHFWIL (QDEOH WKH /RRS "HWH

8VH 3, QWHUIDFH" FRPPDQG WR FRQINIRRH 'BWHRWERQ §RWW\L C

IRRS "HWHFWLRQ , Q ﬁ
&RPPDQG SDUDPHY '"HVFULSWLRQ
6ZLWFK FRQILJ LQWH| >SRUWB| (QWHU VHYHUDO GLVFR(

QXPEHUV \HGEDBRWPDYV
UDQJH RI SRUWYV ZLWK [

H[DPSOH RU
6ZLWFK ARQB7I3257 (QDEOH /RRS '"HWHFWLR
ORRS GHWHFWLRQ VHOHFWHG SRUW V
6ZLWFK ARQB7I3257 8QORFN WKH VHOHFWHGQ
ORRS GHWHFWLRQ XQU ORFNHG

1R FRPPDQG | |
6ZLWFK FRQILJ LQWH|>SRUWB| (QWHU VHYHUDO GLVFR{
QXPEHUV \HGEDBRBWPDYV
UDQJH RI SRUWV ZLWK I
H[DPSOH RU

6ZLWFK AMRQB7I3257QR 'LVDEOH /RRS 'HWHFWLF
ORRS GHWHFWLRQ WKH VHOHFWHG SRUW V




OHERPPDQG

LED commands allows the user to control the light intensity of all LEDs atwill RQ WKH O0ODQDJHC
6 Z L WWhFolkder to decrease the possibility of the OLJKW Sdad@ageX WL R Q

6HW XS WKH LQWHQVLW\ RI WKH OLJKW IRU DOO /('V RQ WKH |

OHG &RPPDQG 3DUDPHWHU 'HVFULSWLRQ

6ZLWFK FRQILJ | >KLJK_PHGLX|{ 6SHFLI\ WKH OLJKW LQWHQV
FRQWURO LQWH
>KLIJK _PHGLXP High: It indicates LEDs of Ports 1~6, Status
LED and Power LED on the Managed Switch
will light with the highest level.

Medium: It indicates LEDs of Ports 1~6,
Status LED and Power LED on the Managed
Switch will light with the medium level.

Low: It indicates LEDs of Ports 1~6, Status
LED and Power LED on the Managed Switch
will light with the lowest level.

Off: It indicates all LEDs except Power LED
on the Managed Switch will be off. Power LED
will light with the lowest level.

1R FRPPDQG

6ZLWFK FRQILJ QR OHG FRQW 5HVHW WKH OLJKW LQW Hagk/

to the default.(High)
6KRZ FRPPDQG
6ZLWFK FRQILJ VKRZ OHG FR| 6KRZ WKH FXUUHQW /(' FRQ

([DPSOHV RI OHG FRPPDQG |
6ZLWFK FRQILJ OHG FRQWUR| &RQILIJXUH WKH OLJKW LRXW
0ODQDJHG 6ZLWFK DV 3/RZ° O




0$& &RPPDQG

6HW XS 0$& DGGUHVV WHEnEi€sHnh the MAA atidiessHable containing source MAC
addresses and their associated ports will be deleted if they are not accessed within aging time.

0$& &RPPDQG 3DUDPHWHU '"HVFULSWLRQ
V@

6ZLWFK FRQILJ > Specify MAC address table aging time

DGGUHVYVY WDEOH between 0 and 900 seconds. 3~ PHDQV
> V@ MAC addresses will never age out.
6ZLWFK FRQILJ 5HVHW 0%$& DGGUHVV WDEOH
DGGUHVV WDEOH WKH GHIDXOW VHFRQGV|
6KRZ FRPPDQG

6ZLWFK FRQILJ 6KRZ DOO RI 0$& WDEOH LQ

DGGUHVV WDEOH
6ZLWFK FRQILJ >PDF _ YLG| 6KRZ DOO OHDUQHG 0%$& DG

DGGUHVV WDEOH VSHFLILF RSWLRQ
_ SRUW@
6ZLWFK FRQILJ &OHDU 0$& DGGUHVV WDEOH

DGGUHVV WDEOH
6ZLWFK FRQILJ >SRUWBOLVY &0OHDU 0$& DGGUHVVHYV OHDO

DGGUHVV WDEOH VSHFLILHG SRUW
>SRUWBOLVW@
6ZLWFK FRQILJ 6KRZ WKH VWDWLVWLFV R (

DGGUHVV WDEOH
6ZLWFK FRQILJ >SRUWBOLY 6KRZ WKH 0$& DGGUHVVHV (
DGGUHVV WDEOH VSHFLILHG SRUW
>SRUWBOLVW@ > >PDF _ YLG| 6KRZ WKH OHDUQHG 0%$& DG
VSHFLILF RSWLRQ

6ZLWFK FRQILJ SIT[[[[ @ 6KRZ WKH 0$& DGGUHVV WK
DGGUHVV WDEOH VWDUWLQJ ZLWK WKH VSHFI
> [ _

[LILILIL Il [[@ >P| >L0 [[ [[ [[ [[| 6KRZ WKH 0$& DGGUHVV WK
YLG _ SRUW@ WRWDOO\ PHHW WKH VSHFL

>PDF _ YLG| 6KRZ WKH PDWFKHG 0%$& DG
E\ VSHFLILF RSWLRQ

6ZLWFK FRQILJ 6KRZ WKH FUHDWHG VWDW.L
DGGUHVV WDEOH

6ZLWFK FRQILJ >PDF _ YLG| 6KRZ WKH FUHDWHG VWDWL
DGGUHVYVY WDEOH VRUWHG E\ VSHFLILF RSWLR
YLG _ SRUW@
6ZLWFK FRQILJ >YODQBLG@ 6KRZ WKH 0$& DGGUHVVHYV
DGGUHVV WDEOH WKH VSHFLILHG 9/%1 '

>YODQBLG@ >PD| >PDF _ YLG| 6KRZ WKH VSHFLILHG 9/$19V
VRUWHG E\ VSHFLILF RSWLR

6ZLWFK FRQILJ 6KRZ 0$& OHDUQLQJ VHWWL
OHDUQLQJ LQWHUIDFH

6ZLWFK FRQILJ 6KRZ DOO LOIRUPDWLRQ RI
VWDWLF PDF DOC WDEOH

6ZLWFK FRQILJ | >SRUWBOLY 6KRZ WKH VSHFLILF SRUWRV
VWDWLF PDF LQW 0$& DGGUHVV WDEOH
>SRUWBOLVW@

6ZLWFK FRQILJ 6KRZ WKH FXUUHQW 0$& DG

DJLQJ WLPH




(IDPSOHV RI 03& FRPPDQG

6ZLWFK FRQILJ

PDF DGGUH]| 6HW 0$& DGGUHVYV DJLQJ WL

8VH 3, QWHUIDFH"

0$&

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLV

FRPPDQG WR FRQILIJXUH D JURXS RI

,(QWHUIDFH &R 3DUDPHWHq '"HVFULSWLRQ

(QWHU VHYHUDO GLVFRC(
QXPEHUYVY VHSDUDWHG E
UDQJH RI SRUWYV ZLWK [
HIDPSOH RU

6ZLWFK HRB@BYI PDF
DGGUHVV WDEOH VW

>[0 [0 OO0 II

6SHFLI\ D 0$& DGGUHVYV
HQWU\

>[0 [0 I [T [f [[@ YOD
1RWH 2QO\ RQH SRUW F
D WLPH
> @ 6SHFLI\ WKH 9/$1 ZKHUH
ZLWK WKH GHVWLQDWLR
EH IRUZDUGHG WR WKH
6ZLWFK RMQB7I3257 (QDEOH 0%& DGGUHVV O
PDF OHDUQLQJ RI WKH VHOHFWHG SRUYV
1R FRPPDQG |
6ZLWFK RmQ@BZJ QR | >[[ [[ [[ [[ [[| 5SHPRYH WKH VSHFLILHG
PDF DGGUHVV WDEOQ IURP WKH 0$& DGGUHVYV
>[0 [0 IO [T [f [[@ YOD
1RWH 2QO\ RQH SRUW F
D WLPH
> @ SHPRYH WKH 9/$1 WR ZK

VSHFLILHG 0$& EHORQJV\

6ZLWFK HRQB7I3257

QR PDF OHDUQLQJ

'LVDEOH 0$& DGGUHVYV C
IXQFWLRQ RI WKH VHOH

SRUWVT



ODQDJHPHQW &RPPDQG

ODQDJHPHQW &RPPD 3DUDPF '"HVFULSWLRQ

6ZLWFK FRQILJ

FRQVROH WLPH®RXW

PDQ > @

7R GLVFRQQHFW WKH 0DQL
FRQVROH PDQDJHPHQW LV
FHUWDLQ S H Ubhé&aBowablaéwalieH
is from 1 to 1440 (seconds).

6ZLWFK FRQILJ

FRQVROH WLPH®R®PWQ

PDQ > @

7R GLVFRQQHFW WKH 0DQL
FRQVROH PDQDJHPHQW LV
FHUWDLQ S H Uhbhé&aBowabléWalieH
is from 1 to 1440 (minutes).

ZHE

6ZLWFK FRQILJ PD( (ODEOH 66+ PDQDRHPH@I |
V VK ODQDJHG 6ZLWFK YLD 66+
6ZLWFK FRQILJ PD( (QDEOH 7THOQHW O/RQMD @B §
WHOQHW WKH ODQDJHG 6ZLWFK YLD
6ZLWFK FRQILJ PD(Q > @ :KHQ WHOQHW LV HQDEOH(!
WHOQHW SR®W SRUW QXPEHU WKDW DOOR
7KH GHIDXOW SRUW QXPEH
+RZHYHU \RX FDQ DOVR L
QXPEHU EHWZHHQ DQG
6ZLWFK FRQILJ PD( (QDEOH :HE PDQDJHPHQW

PHWKRG

6ZLWFK FRQILJ

PDQ >KWWS

ZHE >KWWS _ KWWSV KWWSV

GLVDEC

(QDEOH RU GLVDEOH :HE 0
FDQ HQDEOH WKLV PDQDJF
WKH ODQDJHG 6ZLWFK YHE
PDQDJHPHQW PHWKRG EHV
KWWSV

6ZLWFK FRQILJ
ZHE WLPHRX@®

1R FRPPDQG

PDQ > @

7R GLVFRQQHFW WKH 0DQET

ZHE PDQDJHPHQW LV LQDF\
SHULRG RI WLPH 7KH DOO
W R PLQXWHYV

6KRZ FRPPDQG
6ZLWFK FRQILJ

6ZLWFK FRQILJ

6ZLWFK FRQILJ OR 5HVHW FRQVROH WLPHRXW
FRQVROH WLPHRXW VHFRQGYV

6ZLWFK FRQILJ QR "LVDEOH 66+ PDQDJHPHQW
V VK

6ZLWFK FRQILJ OR "‘LVDEOH 7THOQHW PDQDJHP
WHOQHW

6ZLWFK FRQILJ OR SHVHW 7THOQHW SRUW EDF
WHOQHW SRUW GHIDXOW SRUW QXPEHU L\
6ZLWFK FRQILJ OR "‘LVDEOH :HE PDQDJHPHQW
ZHE

6ZLWFK FRQILJ OR 5HVHW ZHE WLPHRXW YDO
ZHE WLPHRXW GHIDXOPELQXWHYV

VKRZ PDQD.

([DPSOHV RI ODQDJHPHQW Fﬁ

PDQDJHPHQ

6KRZ WKH FXUUHQW PDQD,|
FRQILIXUDWLRQ RI WKH 0L

7KH FRQVROH PDQDJHPHQ
ORJRXW DXWRPDWLFDOO\
IRU VHFRQGV

6ZLWFK FRQILJ

PDQDJHPHQ

(QDEOH 7THOQHW PDQDJHP|




6ZLWFK FRQILJ

PDQDJHPHQ

6HW 7THOQHW SRUW WR SR

6ZLWFK FRQILJ

PDQDJHPHQ

(QDEOH :HE 0D Q DIHEPIH@DN H
WKH ODQDJHG 6ZLWHKEYLD

PDQDJHPHQW PHWKRG




OLUURU &RPPDQG

OLUURU &RPPDQG ‘BDUDPHV\J'HVFULSWLRQ

6KRZ FRPPDQG

6ZLWFK FRQILJ VKRZ PLUURU

6ZLWFK FRQILJ PLU *OREDOO\ HQDEOH 3RUW 0
6ZLWFK FRQILJ PLW > @ 6SHFLI\Q\WHILSRUW PLUUR
ZRXOG OLNH WSS ARR ILVYKW
PLUURULQJ POQ EH VHW
6ZLWFK FRQILJ PLUU (QDEOH WKH VSHFLILHG St
HQDEOH
127( 7KLV FRPPDQG ZRUN
LWV PLUURULQJ UHODWHG
FRPSOHWHG
6ZLWFK FRQILJ PLUU >SRUWBG( 6SH Fthépreferred GHVW LR W LR
GHVWLQDWLRQ >SRU (1~6) for port mirroring.
127( 7KH GHVWLQDWLRQ S
SRUW PLUURULQJ FDQQR
6ZLWFK FRRWOEHPU >SRUWBQJ 6SHFLI\ WKH VRXUFH SRUW
VRXUFH >SRUWBOLV) 7. 5, ERWK GLUHFWLRQ IR
_ ERWK@
>W[ _ U[ 1 127( 7KH SRUW VHOHFWHC
GHVWLQDWLRQ SRUW FDQ(
SRUW
1R FRPPDQG
6ZLWFK FRQILJ QR | *OREDOO\ GLVDEOH 3RUW
6ZLWFK FRQILJ QR > @ &OHDU WKH VHWWLQJV RI
> @ PLUURULQJ
6ZLWFK FRQILJ PLUU 'LDEOH WKH VSHFLILHG SF
HQDEOH
6ZLWFK FRQILJ PLUU 5HVHW WKH PLUURULQJ GH
GHVWLQDWLRQ WR WKH GHIDXOW 3RUW
6ZLWFK FRQILJ PLOQR| >SRUWB( 5HPRYH WKH VRXUFH SRUYV
VRXUFH >SRUWBOLVYV 7. 5, ERWK GLBRPMWHRR UW
ERWK@ >W[ _ U[| PLUURULQJ OLVW

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

6ZLWFK FRQILJ PLUKRZU LQGH]

6ZLWFK FRQILJ PLUURU GHV\

([DPSOH RI OLUURU FRPPDQG

6KRZ WKH FXUUHQW FRQIL
VSHFLILHG SRUW PLUURUL

7KH VHOHFWHG VRXUFH SH
WR 3RUW LQ WKH SRUW P

6ZLWFK FRR®IWJ VRXUFH GWp

3RUW  taRsmifting packets ZLOO
PLUURU WR WKH GHVWLQD
PLUURULQJ RI ,QGHJ[ 1R




173 &RPPDQG

173 &RPPDQG ‘BDUDPHWH*'HVFULSWLRQ

6ZLWFK FRQILJ

(QDEOH 1HWZRUN 7LPH 3U
ODQDJHG 6ZLWFKITV V\VWH
VIQFKURQL]JH ZLWK 173 WL

6ZLWFK FRQILJ
GD\OLJKW VDYLQ,

{f >UHFXUULC

(QDEOH GD\OLJKW VDYLQJ
UHFXUULQJ PRGH

GDWH @ >GDWH@ (QDEOH GD\OLJKW VDYLQJ
PRGH
6ZLWFK FRQILJ { >0P Z G KK|6SHFLI\ WKH RIIVHW RI GD
>0P Z G KK PP OP Z G KK B UHFXUULQJ PRGH
OP Z G KK PP@
oP Z G 6XQ 6
+ K PP 'D\V
6ZLWFK FRQILJ ({ >'D\V KK PAH 6SHFLI\ WKH RIITVHW RI GD
>'D\V KK PP 'D\V K 'D\V KK PP GDWH PRGH
oP Z G 6XQ 6 [
+ K PP 'D\V
6ZLWFK FRQILJ (>% % & ' _ 6SHFLI\ WKH SULPDU\ 173
> % & ' $ % & " () *,3Y ,3Y DGGUHVYV
$ % &' ()*+@
6ZLWFK FRQILJ (>% % & ' _ 6SHFLI\ WKH VHFRQGDU\ 1
> % & ' $ % &' () *,3Y ,3Y DGGUHVV
$ % &' () * +@
6ZLWFK FRQILJ (> @ 6 S H Fthé time interval to have Managed
LQWHUYDO > @ Switch synchronize with NTP time server.
1=1hour, 2=2hours, 3=3hours,
4=4hours, 5=6hours, 6=8hours,
7=12hours, 8=24hours
6ZLWFK FRQILJ { > @ 6SHFLI\ WKH WLPH JRQH W
]JRQH > @ ODQDJHG 6ZLWFK EHORQJ\

1R FRPPDQG |

6ZLWFK FR®RQWS

8VH VSDFH DQG D TXHVWL
WKH FRPSOHWH FRGLP B LR
)RU H[DPSOH 36ZLWFK FR(
JROH ™

'LVDEOH 1HWZRUN 7LPH 3U
ODQDJHG 6ZLWEKJV V\VWH
VIQFKURQLJLQJ ZLWK 173

6ZLWFK FRQILJ QR QWS GD\( 'LVDEOH WKH GD\OLJKW VI

6ZLWFK FRQILJ QR QWS RIIVGHVHW WKH RIIVAW YDOXH

6ZLWFK FRQILJ QR QWS VHU '"HOHWH WKH SULPDU\ WLP
DGGUHVV

6ZLWFK FRQILJ QR QWS VHU 'HOHWH WKH VHFRQGDU\ W
,3Y ,3Y DGGUHVV

6ZLWFK FRQILJ QR QWS V\Q|5HVHW WKH VIQFKURQL]DW
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ QR QWS WLP GHVHW WKH WLPH JRQH VH

GHIDXOW




6KRZ FRPPDQG |

6ZLWFK VKRZ QWS

6KRZ WKH FXUUHQW 173 W
FRQILIXUDWLRQ

6ZLWFK FRQILJ QWS

6ZLWFK FRQILJ VKRZ QWS

([DPSOHV RI1 173 FRPPDQG

6KRZ WKH FXUUHQW 173 W
FRQILIXUDWLRQ

6ZLWFK

6ZLWFK FRQILJ QWS

GD\OLJ

(QDEOH WKH GD\OLJKWQ@/D
PRGH

6ZLWFK FRQILJ QWS
@

RITVHW

'D\OLJKW VDYLQJ WLPH GD
WKGD\ RI WKH \HDU WR W
WKH \HDU

6ZLWFK FRQILJ QWS

VHUYHL

6HW WKH SULPDU\ 173 WLHP
DGGUHVV WR

6ZLWFK FRQILJ QWS

VHUYHL

6HW WKH VHFRQGDU\ 173V
DGGUHVV WR

6ZLWFK FRQILJ QWS

VIQ LQY

6HW WKH VIQFKURQL]DWLR

6ZLWFK FRQILJ QWS

WLPH ]I

6HW WKH WLPH JRQH WR *(




4R6 &RPPDQG

6 HW4RG

(4R6 &RPPDOG______ 3DUDPHWHU HVFULSWLRO |

6ZLWFK FRQILJ TRV > > S _ GV Specify QoS mode.
6ZLWFK FRQILJ TRV G> @ Specify a DSCP bit value.

@ >@ > @ Specify a queue value.
6ZLWFK FRQILJ TRV P > @ Specify management default
SULRUL@vV\ > 802.1p bit.
6ZLWFK FRQILJ TRV T >ZHLJKW _ | Specify QoS Queue mode
>ZHLIJKW  VWULFW@ between weight and strict mode.
6ZLWFK FRQILJ TRV T > Specify the queue weighted.
ZHLIKWHG > @
6ZLWFK FRQILJ TRV U Globally enable DSCP

remarking.
6ZLWFK FRQILJ TRV U > @ Specify the DSCP and priority
GVFS PD®> mapping ID.
6ZLWFK FRQILJ, GVREH4 > @ Specify the new DSCP bit value
GVFS @ for the selected priority mapping
ID.
6ZLWFK FRQILJ,GVBE | > @ Specify the received DSCP bit
GVFS @ value for the selected priority
mapping ID.
6ZLWFK FRQILJ TRV U Globally enable 802.1p
S remarking.
6ZLWFK FRQILJ TRV U > @ Specify the 802.1p and priority
S PDS @ mapping ID.
6ZLWFK FRQILJ S H> @ Specify the new 802.1p bit value
SULRULW\ > @ for the selected priority mapping
ID.
6ZLWFK FRQILJ TRW | > @ Specify an 802.1p bit value.
@ >@ > @ Specify a queue value.

1R FRPPDQG

GVFS PDS > @

6ZLWFK FRQILJ QR TR 'LVDEOH 4R6 IXQFWL

6ZLWFK FRQILJ QR TR > @ 5HVHW WKHDESEPIIBtL | L

> @ value EDFN WR WKH GH
YDOXH 4

6ZLWFK FRQILJ QR TR Reset management 802.1p bit

PDQDJHPHQW SULRULW back to the default (0).

6ZLWFK FRQILJ QR TR 6SHFLI\ 4R6 TXHXLQ

PRGH VWULFW PRGH

6ZLWFK FRQILJ QR TR Reset the queue weighted value

ZHLIKWHG back to the default.

6ZLWFK FRQILJ QR TR Globally disable DSCP

GVFS remarking.

6ZLWFK FRQILJ QR TR > @ Reset the DSCP remaking for

the specified priority mapping ID
back to the default.

6ZLWFK FRQILJ,GVER
QHGVFS

Reset the new DSCP hit value
for the selected priority mapping
ID back to the default.




6ZLWFK FRQILJ,GVER Reset the received DSCP bit

GVFS value for the selected priority
mapping ID back to the default.
6ZLWFK FRQILJ QR TR Globally disable 802.1p bit
S remarking.
6ZLWFK FRQILJ QR TR > @ Reset the 802.1p remaking for
S PDS @ the specified priority mapping ID
back to the default.
6ZLWFK FRQILJ S F Reset the new 802.1p bit value
SULRULW\ for the selected priority mapping
ID back to the default.
6ZLWFK FRQILJ QR TR > @ 5HVHW WKH80BHK biL | L
> @ value EDFN WR WKH GH
YDOXH 4
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 DQG XVHU
FRQILIXUDWLRQ
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 LQWHUIDFH

LQIRUPDWLRQ
6ZLWFK FRQILJ VKRZ|>SRUW OL\ 6KRZ WKH VSHFLILF

>SRUW OLVW@ LQIRUPDWLRQ

6ZLWFK FRQILJ VKRZ 6KRZ 4R6 UHPDUNLQ
LQIRUPDWLRQ

6ZLWFK FRQILJ, GV¥RHR Show the DSCP mapping

configuration for the selected
priority mapping ID.
6ZLWFK FRQILJ S F Show the 802.1p mapping
VKRZ configuration for the selected
priority mapping ID.

8VH SLQWHUIDFH” FRPPDQG WR FRQILJXUH D JURXS RI SRUWYV

4R 6 ,QWHUIDFH &t SDUDPHW '"HVFULSWLRQ

6ZLWFK FRQILJ LQWH >SRUWB({ (QWHU VHYHUDO GLVF
QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK

HI[DPSOH RU
6ZLWFK HRQB7I3257 (QDEOH 4R6 LQJUHVYV |
TRV UDWH OLPLW LQJ VHWWLQJV
6ZLWFK HRQB7I3257 > 6SHFLI\ WKH LQJUHVYV

TRV UDWH OLPLW LQJ _ | (valid range is from 500 ~1000000
@ .ESV 0 @ in unit of Kbps or 1~1000 in unit of
.ESV 0E S| Mbps for Ports 1~4 and 500-
10000000 in unit of Kbps or 1-
10000 in unit of Mbps for Ports
5~6.).




6ZLWFK HRQBL7I3257
TRV UDWH OLPLW LQJ
OESV@

>.ESV _ (

6SHFLI\ WKH XQLW RI \
OLPLW EHWZHHQ .ESV

6ZLWFK HRRQ@bBLI3257
TRV UDWH OLPLW HJU

(QDEOH 4R6 HJUHVYV UI
VHWWLQJV

6ZLWFK RRQ@bBLI3257
TRV UDWH OLPLW HJU

6SHFLI\ WKH HJUHVV U
(Valid range is from 500 ~1000000

TRV UDWH OLPLW HJU
OESV@

_ @ .ESV O @ in unit of Kbps or 1~1000 in unit of
.ESV O0E S| Mbps for Ports 1~4 and 500-
10000000 in unit of Kbps or 1-
10000 in unit of Mbps for Ports
5~6.).
6ZLWFK RRQB7I3257 >.ESV _ ( 6SHFLI\ WKH XQLW RI \

OLPLW EHWZHHQ .ESV

6ZLWFK HRQB7I3257
TRV XVHU SU@RULW\ >

6ZLWFK RRBQBYI3257QR
TRV UDWH OLPLW LQJ

> @

6SHFLI\ WKH GHID X308W
WR WKH VHOHFWHG LQ

1R FRPPDQG

'LVDEOH 4R6 LQJUHVYV
VHWWLQJV

6ZLWFK RRBQBYI3257QR
TRV UDWH OLPLW LQJ

SHVHW WKH LQJUHVYV U
EDFN WR WKH GHIDXO\

6ZLWFK RRBQBYI3257QR
TRV UDWH OLPLW LQJ

SHVHW WKH XQLW RI W
OLPLW EDFN WR WKH G

6ZLWFK RRQ@bL/I3257
TRV UDWH OLPLW HJU

‘'LVDEOH 4R6 HIJUHVV U
VHWWLQJV

6ZLWFK RRBQBYI3257QR
TRV UDWH OLPLW HJU

SHVHW WKH HJUHVV UL
EDFN WR WKH GHIDXO\

6ZLWFK ARQB7J3257QR
TRV UDWH OLPLW HJU

SHVHW WKH XQLW RI W
OLPLW EDFN WR WKH G

6ZLWFK HR@B7I3257

TRV XVHU SULRULW\

SHVHW WKH XVHU SULFH
EDFN WR WKH GHIDXO\)




JRU 4R6 FRQILIXUDWLRQ YLD &/, ZH WDNH DQ +(6 PS®)RB WR @HJ
XVHUV KDYH D FOHDU XQGHUVWDQGLQJ RI WKHVH 4R6 FRPPDQG

8QGHU WKLV QHWZRUN HQYLURQPHQW +(6 6)33RUWN® EHFRI I
SRUWV DQG 3RUW LV WKH XSOLQN SRUW R IHW&BIWEDH WIUH | L&FOZ H
9/$1 3 ELW YDOXH 3RUW 3RUW DQG 3RUDQIUZH ®WK R @ MPK !
UDWH OLPLW LQ LQJUHVV DQG HJUHVYV

Uplink Port 6

Client Ports :

1 2 3 4 5
P-Bit O i i tP-Bit 5

P-Bit 1 P-Bit 3 P-Bit3

S 3ULR[ 5 4./ A4XHXH[ ,QJUHY (JUHVY{S5HPDUN
0DS ° obssLo! 5DWH| 5DWH
3RUW 4 'HIDXd 'HIDXd 7KH UHVW RI 3 %L
3RUW 4 'HIDXd 'HIDxd GHIDXOW YDOXH
3RUW 4
3RUW 4
3RUW 4 * .
7DEOH
%HORZ LV WKH FRPSOHWH &/, FRPPDQGY DSSOLHG WR +(6 6):
&RPPDQG 3XUSRVH
(QWHU WKH JOREDO
STEP1 configure PRGH

(IDPSOH
+(6 6)3 FRQILJ
+(6 6)3 FRQILJ

STEP2 ,Q WKLV H[DPSOH LV
gos 802.1p WKH 4R6 ORGH WR

(IDPSOH
+(6 6)3 FRQILJ TRV S
2.




,Q WKLV H[DPSOH LV

STEP3 gos queuing-mode weight AXHXH OFDGAHLIKW
([DPSOH
+(6 6)3 FRQILJ TRV TXHXLQJ PRG
2.
STEP4 gos queue-weighted weighted {,\?K Y4V K4';<VH Q LD.PHSL? Evv |L4\1
4 4 4 4
4 4 4 4
([DPSOH
+(6 6)3 FRQILJ TRV TXHXH ZHLJK
2.
STEPS qos 802.1p-map 802.1p list queue_value V\?ngl‘(}/{) LHV\[/DPZSLOVC'K ';1\;
0DSSLQJ WR 4 WKH
ZLWK 4XHXH 0DSS LMk
(IDIPS Q1 3 %LWV ZLWK 4XHX!
+(6 6)3 FRQILJ TRV S PDS WR 4 DQG WKH 3 %L
+(6 6)3 FRQILJ TRV S PDS AXHXH 0DSSLQJ WR 4
+(6 6)3 FRQILJ TRV S PDS
+(6 6)3 FRQILJ TRV S PDS
STEP6 interface port_list gf&ffe‘\o\/{m ?/VRRU \livRQ
([DPSOH
+(6 6)3 FRQILJ LQWHUIDFH
+(6 6)3 FRQULJ
STEP7 qos user-priority P-Bit éQ%VX\*va:(/DHO[ )E()ESDOVH :‘Q’
([DPSOH
+(6 6)3 FRQULJ TRV XVHU SULRULW
STEPS exit SHWXUQ WR WKH JOR
FRQILIJXUDWLRQ PRG
([DPSOH
+(6 6)3 FRQULJ H[LW
+(6 6)3 FRQILJ
STEP9 | interface port_list O L g K HWaR R“‘;";g
([DPSOH
+(6 6)3 FRQILJ LQWHUIDFH
+(6 6)3 FRQULJ
STEP10 qos user-priority P-Bit éQ%VX\lva:(/DHo[ QESDOVH ILF\\’/
([DPSOH
+(6 6)3 FRQULJ TRV XVHU SULRULW
STEP11 exit SHWXUQ WR WKH JOR
FRQILIXUDWLRQ PRG
([DPSOH
+(6 6)3 FRQULJ H[LW
+(6 6)3 FRQILJ
STEP12 6SHFLI\ WKH 3RUW

interface port list

(IDPSOH
+(6 6)3 FRQILJ
+(6 6)3 FROQULJ

LOQWHUIDFH

WKDW \RX ZRXOG OLI
FRQILIXUH 4R6 5DWH



,Q WKLV H[DPSOH LV

STEP13 gos rate-limit ingress unit kbps/Mbps WKH XQLW Rl WKH LC
OLPDWOESVIRU 3RUW
([DPSOH 3RUW
+(6 6)3 FRQULJ TRV UDWH OLPLW
0ESV
2.
STEP14 qos rate-limit ingress rate /imit_rate(kbps/Mbps) é% L\JNV\T LVDS[GDEESSV L\Z’
,QJUHVV 5DWH
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW
2.
STEP15 gos rate-limit egress unit kbps/Mbps V\?Kw f(LQVLVV[%T?NOKHH l:\J’
DVOESVIRU 3RUW D
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW
0ESV
2.
STEP16 qgos rate-limit egress rate /imit_rate(kbps/Mbps) é% L\JNV\}f LVDg[Gng(SSV L\Z’
(JUHVV 5DWH
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW
2.
STEP17 qos user-priority P-Bit éQ%VX\*va:(/DHO[ QESDOVH :‘Q’
3RUW
([DPSOH
+(6 6)3 FRQULJ TRV XVHU SULRUL
STEP18 exit SHWXUQ WR WKH JOR
FRQILIJXUDWLRQ PRG
([DPSOH
+(6 6)3 FRQULJ H[LW
+(6 6)3 FRQILJ
5DWH OLPLW
([DPSOH
+(6 6)3 FRQILJ LQWHUIDFH
+(6 6)3 FRQULJ
STEP20 qgos rate-limit ingress unit kbps/Mbps V\?KY_Y f(LQVL\';'V[%T?NOKHH |I__¥
OLPDW ESVIRU 3RUW
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW L
_ESV
2.
STEP21 qos rate-limit ingress rate /imit_rate(kbps/Mbps) é% L\J/V\;tv\\// KH [DP S JOUHH VL\Y
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW L
2.
STEP22 ,Q WKLV H[DPSOH LV

gos rate-limit egress unit kbps/Mbps

(IDPSOH

+(6 6)3 FRQULJ TRV UDWH OLPL\WSH
2.

WKH XQLW RI WKH HJ
DV.ESVIRU 3RUW



STEP23 gos rate-limit egress rate /imit_rate(kbps/Mbps) ’3QR JVV;I'_‘V\\// KH [P T S ?UHH \}‘\\/’
([DPSOH
+(6 6)3 FRQULJ TRV UDWH OLPLW H
2.
STEP24 qos user-priority P-Bit éQ%VX \}va:(/DHo[QESDOVH I"FY
(IDPSOH
+(6 6)3 FRQULJ TRV XVHU SULRULW
STEP25 exit BHWXUQ WR WKH JOR
FRQILIXUDWLRQ PRG
(IDPSOH
+(6 6)3 FRQULJ H[LW
+(6 6)3 FRQILJ
STEP?26 exit BHWXUQ WR WKH 3UL
([DPSOH
+(6 6)3 FRQILJ H[LW
+(6 6)3
STEP27 write 6DYH WKH UXQQLQJ
FRQILJXUDQWR RKH V\
FRQILIJXUDWLRQ
([DPSOH
+(6 6)3 ZULWH

6DYH &RQILJ 6 XFFHHGHG




$IWHU FRPSOHWLQJ WKH 4R6 VHWWLQJV IRRX\RBRQ VEEXRIBRPD QW
OLVWHG EHORZ IRU FKHFNLQJ \RXU FRQILIJXUDWLRQ

Example 1,

+(6 6)3 FRQIMKRZ TRV

4R6 ,QIRUPDWLRQ

4R6 ORGH S
(JUHVV ORGH ZHLJKW
"HLIKW

B3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

SULRULW\ 4XHXH

AR DDDMD

4

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

'6&3 4XHXH '6&3 4XHXH '6&3B& A X4HHXH

4 4 4 4
4 4 4 4
4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

ARADADADA
INIF NN NN NN
INIF NI NNIE NN

PO N N N N O NG N
N
N




Example 2,

+(6 6)3 FRQILJ VKRZ TRV LQWHUIDFH

4R6 SRUW ,QIRUPDWLRQ

,QJUHVYV 5DWH (JUHVV 5DWH
3RUW 6WDWH SDWH QLW 6WDWH SDWH
GLVDEOH .ESV GLVDEOH .ESV
GLVDEOH .ESV GLVDEOH .ESV
GLVDEOH OESV GLVDEOH OES
GLVDEOH OESV GLVDEOH OES
GLVDEOH .ESV GLVDEOH .ESV
GLVDEOH .ESV GLVDEOH .ESV

+(6 6)3 FRQILJ




6HFXULW\ &RPPDQG

When a device on the network is malfunctioning or application programs are not well designed or
properly configured, broadcast/unknown multicast/'unknown unicast storms may occur, network
performance may be degraded or, in the worst situation, a complete halt may happen. The Managed
Switch allows users to set a threshold rate for broadcast/unknown multicast/unknown unicast traffic
on a per port basis so as to protect network from broadcast/unknown multicast/ unknown unicast

storms. Any broadcast/unknown multicast/unknown unicast packets exceeding the specified value
will then be dropped.

Port Isolation LV XVHG WR VHW XS SRUWY{V FRPPXQLFDWERRPRYDEDY
ZLWK D JLYHQ XSOLQN 3OHDVH QRWH WKDW LW K\HK B RSRNW & DLVWHR
ZLOO EH LQYDLOG DXWRPDWLFDOO\

'LWK WKH IXQFWLRQ RI 3RUW /LQNXS "HID BHURKGD R H VDICPAHR IRHG Sy
VSHFLILF SRUW V WR EH DFWLYH LQ WKH VWDJHHRD WXIHV\Y R/UH
VZLWFK WKH\ ZLOO EH QRUPDOO\ DFWLYDWHG DQG EH DEOH W|

3RUW /LQN )ODS ZLOO QRWLIDQE&HRSYE DUW KBHRY DIHFGREQ LD 61
WUDS DQG V\WORJ ZKHQ LWV SRUW OLQ NA porDIBksMavihtowlinkg B H G

ZKLFK ZLOO EH FRQVLGHUHG DV RQH WLPH RVKMKLNKQRWWH @ SLRN
KHOS WHFKQLFLDQV LQ WKH QHWZRUN RSHUDW LVRIQPVH FAHKGHQH W K |
OLQNHG GRIQMWEEBQG HDVLO\ ILQG RXW WKH PDMRU FDXVHV RI

(QDEOH RU GLVDEOH EURDGFDVW XQNQRZQ PXOWLEDVW XQNC
LVRODWLRQ 3RUW /LQNXS 'HOD\ DQG 3RUW /LQN )ODS

6HFXULW\ &RPPDQ 3DUDPH) 'HVFULSWLRQ
6ZLWFK FRQILJ V[> @ |6SHFLI\ WKH GHVLUHG WL
GHOD\ WLPH > GHOD\ SRUW V ZLOO GHI®D
allowable value is between 0 and 1200

seconds. 3 " LQGLFDWHYV 3'LVD

6ZLWFK FRQILJ V| > @ 6 S H Fthé !maximum times of the port link
IODS QRWLILFDWLI flap for sending the alarm trap and syslog
@ message.

Note: $ SRUW OLQNV GRZQ R
ZKLFK ZLOO FRXQW DV RQH
SRUWYTV SRUW OLQN IODS
6ZLWFK FRQILJ V *OREDQDEHWKH SRUW LVR
LVRODWLRQ .| SRUW LVRODWLRQ LV VH
FDQQRW FRPPXQLFDWH ZL

1RWH , ] WKH SRUW LVROI
HQDEOHG WKH 3RUW EDVH
LQYDLOG DXWRPDWLFDOO\

1RWH 3RUW ,VRODWLRQ
BULYDWH 9/%$1 IXFQWLRQ

6ZLWFK FRQILJ V *OREDOO\ HQDEOH WKH VW
VWRUP SURWHFWL




6ZLWFK FRQILJ V

VWRUP SURWHFWL

WKUHVKROG LQWH
Q@

1R FRPPDQG

Q
IODS QRWLIL

6ZLWFK FRQILJ
OLQN

To set up the time interval of sending the
alarm trap or system log if
broadcast/unknown multicast/unknown
unicast packets flood continuously. The
allowable value is between 120 and 86400
seconds.

Reset the maximum times of the port link
flap for sending the alarm trap and syslog
message back to the default.

6ZLWFK FRQILJ Q
SRUW LVRODWLRQ

*OREDONMBEOCH SRUW LVRODYV

6ZLWFK FRQILJ Q
VWRUP SURWHFWL

*OREDOO\ GLVDEOH WKH V

6ZLWFK FRQILJ Q
VWRUP SURWHFWL
WKUHVKROG LQWH

6KRZ FRPPDQG

|
Y

Reset the time interval of sending the
alarm trap or system log back to the
default if broadcast/unknown
multicast/unknown unicast packets flood
continuously. (120 seconds)

6ZLWFK FRQILJ 6KRZ WKH BRUVWHRQWNXS 'H
VHEXULW\ GHOD\ FRQILIXUDWLRQ
6ZLWFK FRQILJ V 6KRZ WKH BRUVWHQWN )ODS

VHEXULW\ OLQN IQ

FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHEXULW\ SRUW L)\

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHEXULW\ VWRUP |

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHEXULW\ VWRUP |
, QWHUIDFH

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ RI DOO SK

6ZLWFK FRQILJ V
VHEXULW\ VWRUP

,QWHUIDFH >SRUW

{ >SRUWB

(IDPSOHV RI 6HFXULW)\ FRP|

6ZLWFK FRQILJ VHFXULW\
QRWLILFDWLRQ WKUHVKRO(

BKRAKAM XUUHQW VWRUP FR
FRQILIXUDWLRQ RI VSHFLI

To set the time interval as 200 seconds to
send the alarm trap or system log if
broadcast/unknown multicast/'unknown
unicast packets flood continuously.

8VH 3, QWHUIDFH" FRPPDQG WR FRQILIJXUH EURDGFDVW XQNQF
VWRUP FRQWURO SRUW LVRODWLRQ DQG 3RUW /LQNXS '"HOD\ V

6HFXULW\ FQWHUI
&RPPDQG SDUDPHWH
6ZLWFK FRQILJ LG >SRUWBOL

>SRUWBOLVW@

'"HVFULSWLRQ

(QWHU VHYHUDO GLVFRQ
QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK HRRQBL7J
3257 VHEXULW\ GH

&RQILIXUH WKH VHOHFW
GHOD\ SRUW V

6ZLWFK RRQBL7]
3257 VHEXULW\ SR

Configure the selected port(s) as
uplinks that are allowed to




XSOLQN SRUW

communicate with other ports.

6ZLWFK HRQBL7]
3257 VHFXULW\ VYV
SURWHFWLRQ@ EURC

N@

6SHFLI\ WKH PD[LPXP EU
SDFNHWV SHU VAWRQG ¢
broadcast packets exceeding the
specified threshold will then be

dropped.

7TKH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ

N N N N N N

127( 7R YLHZ D OLVW RI
YDOXHV WKDW FDQ EH V/{
SUHVV 3VSDFHEDU" DQG
""" )RU H[DPSOH 326ZLWH
VHEXULW\ VWRUP SURWH

6ZLWFK RRQBL7]
3257 VHFEXULW\ VYV
SURWHFWLRQ XQNC(
> N@

N@

6SHFLI\ WKH PD[LPXP XQ
PXOWLFDVW SDFNHWYV SH
Any unknown multicast packets
exceeding the specified threshold will
then be dropped.

7TKH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ

N N N N N N

127( 7R YLHZ D OLVW RI I
YDOXHV WKDW FDQ EH V¢
SUHVV 3VSDFHEDU  DQG
3" )RU H[DPSOH 36ZLWHF
VHEXULW\ VWRUP SURWH

6ZLWFK RRQBbL7]
3257 VHFEXULW\ VYV
SURWHFWLRQ XQNC(
> N@

1R FRPPDQG
6ZLWFK HRRQBL7]
3257 QR VHEXULW\

N@

6SHFLI\ WKH PD[LPXP XQ
SDFNHWYV SHU VAWRQG ¢S
unknown unicast packets exceeding the
specified threshold will then be
dropped.

7TKH SDFNHW UDWHYV WKD
DUH OLVWHG EHORZ

N N N N N N

127( 7R YLHZ D OLVW RI
YDOXHV WKDW FDQ EH V¢
SUHVV 3VSDFHEDU  DQG
3" )RU H[DPSOH 36ZLWHF
VHEXULW\ VWRUP SURWH

'LVDEOH WKH GHOD\ SRU
VHOHFWHG SRUW V

6ZLWFK HRRQBL7]

3257 QR VHEXULW

Disable the specified port(s) as non- X S
OLQN SRUW




LVRODWLRQ XS OL(

6ZLWFK RRQBL7]
3257 QR VHFXULW
SURWHFWLRQ EURD

‘'LVDEOH EURDGFDVW VW
VHOHFWHG SRUWYV

6ZLWFK HRRQBbL7J
3257 QR VHEXULW
SURWHFWLRQ XQNG(

'LVDEOH XQNQRZQ PXOW
FRQWURO RQ WKH VHOHF

6ZLWFK HRRQBbL7J

3257 QR VHFXULW
SURWHFWLRQ XQN(
(IDPSOHV RI 6HFXULW\ FRPPD(
6ZLWFK FRQILJ VHFXULW\ GH
6ZLWFK ARQILYHFXULW\ GHOD|

'"LVDEOH XQNQRZQ XQLFI
RQ WKH VHOHFWHG SRUV

I

&RQILIXUH 3RUW a 3RUY
SRUWV KHQWWHP ZLOO R
3RUW DV ZHOO DV 3RUYV
IRU VHFRQGV WR DFWLWI
WKH QH[W GHYLFHYV ERH
VWDJH




6103 6HUYHU &RPPDQG

&UHDWH D 6103 FRPPXQLW\ DQG VHW XS GHWDLOHG FRQILJXU

6QPS VHUYHU &R 3DUDPH '"HVFULSWLRQ

6ZLWFK FRQILJ
VHUYHU

(QDEOH 6103 ODQDJHPHQW

WKH ODQDJHG 6ZLWFK YLD

6ZLWFK FRQILJ (
VHUYHU

6ZLWFK FRQILJ N >FRPPXQ| &UHDWH PRGLI\ D 6103 FRH

VHUYHU FRPPXQLY 8S WR DOSKDQXPHULF F#

>SFRPPXQLW\@ DFFHSWHG

6ZLWFK FRQILJ FR (QDEOH WKH VSHFLILHG 61

1$0( DFWLYH DFFRXQW

6ZLWFK FRQILJ FR >GHVFUL| (QWHU WKH GHWKMSMALR D

1$0( GHVFULSWL 6103 FRPPXQLW\ 8S WR

>GHVFULSWLRQ@ DOSKDQXPHULFDO FKDUDF
DFFHWSWHG

6ZLWFK FRQILJ FR >DGPLQ | 6SHFLI\ WKH DFFHVV SWHKY

1$0( OHYHO >DG| UR@ VSHFLILHG 6103 DFFRXQW

UR@

1R FRPPDQG

DGPLQZQ Wkatcess right, including
maintaining user account, system
information, loading factory settings, etc..

U ZRead & Write access privilege. Own
the partial-access right, unable to modify
user account, system information and load
factory settings.

ro: Allow to view only.

'LWEOH 6103 ODQDJHPHQW

6ZLWFK FRQILJ (
VHUYHU FERPPXQL)
>SFRPPXQLW\@

>FRPPXQ

'"HOHWH WKH VSHFLILHG FH

6ZLWFK FRQILJ FR
1$0( QR DFWLYH

'LVDEOH WKH VSHFLILHG 6
DFFRXQW

6ZLWFK FRQILJ FFR
1$0( QR GHVFULS

SHPRYH WKH GHVFULSWLR(
FRPPXQLW\

6ZLWFK FRQILJ FR
1$0( QR OHYHO

6ZLWFK FRQILJ VKRZ VQPS

6KRZ FRPPDQG

SHVHW WKH DFFHVV SULYL
WKH GHIDXOW G5HDG 2QO0O\

6KRZ 6103 VHUYHU FRQILJ)>

6ZLWFK FRQILJ
FRPPXQLW\

VKRZ VQP

6KRZ 6103 VHUYHU FRPPXQ
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ VQPS
FRPPXQLW\ >FRPPXQLW\@

6KRZ WKH VSHFLILHG 6103
FRPPXQLW\YV FRQILIJXUDW

6ZLWFK FRQILJ FRPPXQLW\

6KRZ WKH VHOHFWHG FRPH




([LW FRPPDQG |
6ZLWFK FRQILJ FRPPXQLW\

([DPSOH RI 6QPS VHUYHU

6ZLWFK FRQILJ VQPS VHU)
P\FRPP

SHWXUQ WR WKH JOREDO H

&UHDWH D QHZ FRPPXQLW\
HGLW WKH GHWDLOV RI WK

6ZLWFK FRQILJ FRPPXQLW\

$FWLYDWH WKH 6103 FRPP

6ZLWFK FRQILJ FRPPXQLW\
GHVFULSWLRQ UGGHSWFRP

$GG D GHVFULSWLRQ IRU 3
FRPPXQLW\

6ZLWFK FRQILJ FRPPXQLW\

DGPLQ

6HW WKH DFFHVV SULYLOH
FRPPXQLW\ WR DGPLQ 1XO

6HW XS D 6103 WUDS GHVWLQDWLRQ

7UDS GHVWLQDWLI 3DUDPH! '"HVFULSWLRQ

1R FRPPDQG

6ZLWFK FRQILJ Q| >
VHUYHU WUDS >G KM

@

6ZLWFK FRQILJ V|> @ 6SHFLI\ WKH LQGH[ RI 6103
WUDS GHVMWL@DWL \RX ZRXOG OLNH WR PRGLI
6103 WUDS GHVWLQDWSRQ
6ZLWFK FRQILJ WU (QDEOH WKH VSHFLILHG 61
DFWLYH GHVWLQDWLRQ
6ZLWFK FRQILJ WU >FRPPX( (QWHU WKH GHVFULSWLRQ
FRPPXQLW\ >FRPP] 6103 WUDS GHVWLQDWLRQ
6ZLWFK FRQILJ WU >$ % & '| 6SHFLI\ 6103 VHUYHUTV ,3Y
GHVWLQDWLRQ >$[$ % & ' (| IRU WKH VSHFLILHG 6103 W
$ % &' () * +@ * +@

SHVHW WKH VSHFLILHG 610
FRQILIXUDWLRQ EDFN WR

6ZLWFK FRQILJQMRU
DFWLYH

'LVDEOH WKH VSHFLILHG 6
GHVWLQDWLRQ

6ZLWFK FRQILJQRU
FRPPXQLW\

'"HOHWH WKH GHVFULSWLR(
6103 WUDS GHVWLQDWLRQ

6ZLWFK FRQILJQRU
GHVWLQDWLRQ
6KRZ FRPPDQG

6ZLWFK FRQILJ V
VHUYHU WUDS GHV

'"HOHWH 6103 VHUYHUTV ,3
IRU WKH VSHFLILHG 6103 W

6KRZ DOO RI 6103 WUDS GH
FRQILIXUDWLRQV

6ZLWFK FRQILJ V| >
VHUYHU WUDS GHYV

6KRZ WKH VSHFLILHG 6103
FRQILIXUDWLRQ

6ZLWFK FRQILIJIWKB,

([LW FRPPDQG
6ZLWFK FRQILJHJIMD S

([DPSOHV RI 7UDS GHVWLQ

6ZLWFK FRQILJ VQPS VHU}
GHVWLQDWLRQ

||

6KRZ WKH FRQILIJXUDWLRQ
6103 WUDS GHVWLQDWLRQ

SHWXUQ WR WKH JOREDO H

6SHFLI\ WKH WUDS GHVWL(

6ZLWFK FRQILJ WUDS DF

$FWLYDWH WKH WUDS GHV




6ZLWFK FRQILJ WUDS FR| $GG WKH GHVFULSWLRQ 3P
GHVWLQDWLRQ
6ZLWFK FRQILJ WUDS GHEHWVGlOBVHGDE@wMVV[N/

"IRU WKLV WUDS

6HW XS 6103 WUDS W\SHV WKDW ZLOO EH VHQW

7UDS W\SH &RPP SDUDPHWF "HVFULSWLRQ

6ZLWFK FRQILJ
VHUYHU WUDS W\
IDLO _ DXWR REDE
VWDUW _ FSX OR
WHPSHUDWXUH _
SRUW OLQN IODS
VWRUP FRQWURO

>DOO _ DX
DXWR EDF
FROG VWD
ORDG _ F
WHPSHUD
SRUW OLQ
OLQN 10D
SRZHU GR
VWRUP FR
ZDUP VWD

6SHFLI\ D WUDS W\SH WKD
D FHUWDLQ VLWXDWLRQ R

all: A trap will be sent when
authentication fails, auto-backup
succeeds or fails, the cold/warm starts of
the Managed Switch, port link is up or
down, cpu is overloaded, power failure
occurs, console port link is up or down,
and so on.

auth-fail : A trap will be sent when any
unauthorized user attempts to login.

auto-backup: A trap will be sent when
the auto backup succeeds or fails.

cold-start: A trap will be sent when the
Managed Switch boots up.

cpu-load: A trap will be sent when the
CPU is overloaded.

cpu-temperature: A trap will be sent
when CPU temperature is over High
Temperature Threshold value, CPU
temperature returns to the normal status
(at or under High Temperature Threshold
value), CPU temperature exceeds the
range of threshold (0~95 degrees
centigrade), or the temperature sensor
fails to detect CPU temperature.

port-link: A trap will be sent when the link
is up or down.

port-link-flap: A trap will be sent when a
SRUWTV SRUW OLQN IODS

power-down: A trap will be sent when
the ODQDJHG 6GHbweHKdpwn.

VWRUP FRXQMpWHR Be sent when
broadcast/unknown multicast/'unknown
unicast packets flood. And it will keep




1R FRPPDQG

6ZLWFK FRQILJ

VHUYHU WUDS W\
IDLO _ DXWRREDGE
VWDUW _ FSX OR
WHPSHUDWXUH _
SRUW OLQN IODS
VWRUP FRQWURO

6KRZ FRPPDQG
6ZLWFK FRQILJ

6ZLWFK FRQILJ

([DPSOHV RI 7UDS W\SH

>DOO _ DX
DXWR EDF
FROG VWD
ORDG _ F
WHPSHUD
SRUW OLQ
OLQN 10D
SRZHU GR
VWRUP FR
ZDUP VWD

VKRZ VQPS

VQPS VHUY|

sending this trap upon the notification
threshold interval setup of Storm Control
function once these packets flood
continuously.

warm-start: A trap will be sent when the
Managed Switch restarts.

6SHFLI\ D WUDS W\SH WKD
ZKHQ D FHUWDLQ VLWXDW

6KRZ WKH FXUUHQW HQDE
HDFK W\SH RI WUDS

$O00 W\SHV RI 6103 WUDSV




6HW XS GHWDLOHG FRQILIJIXUDWLRQV IRU 6103Y 860 8VHU

Simple Network Management Protocol Version 3, SNMPVv3 in short, features stronger security
mechanism, including DXWKHQWLFDWLRQ DQG HQFU\SWLRQ WKDW KHOS
YDOLG VRXUFH DQG VFUDPEOH WKH FRQWHQMWHBUQHSD END® XWOQ®
VRXUFH

Note: The SNMPv3 community user account is generated from ¥User Command . (See Section
2.5.22))

6QPS VHUYHU &RPP 3DUDPHW '"HVFULSWLRQ

6ZLWFK FRQILJ V(Q>XVHUBQ ORGLI\ DQ H[LVWLQJ XVHU(

XVHU >XVHUBQDPH | &/, RI 38VHU &RIRRDD®103Y
XVHU

6ZLWFK KFRXVHU 6SHFLI\ WKH DXWKHQWLFD

XVHUBQDPH D XWK VSHFLILHG 6103Y XVHU

>PG _ VKD@
PG PHVVDJH GLJHVW $0JF
ZLGHO\ XVHG FU\SWRJUDS
PG v| SURGXFLQJ D ELW E\

— W\SLFDOO\ H[SUHVVHG LQ
GLJLW KH[DGHFLPDO QXPE

VKD 6HFXUH +DVK $®JR WAL
KDVK IXQFWLRQ ZKLFK UHYV\
0' DOJRULWKP

6ZLWFK KFRXQVHU Specify the authentication password | R U
XVHUBQDPXWKHQWIL >SDVVZR| WKH VSHFLILHG 6883WRXVH
SDVVZRUG >SDVVZF DOSKDQXPHULF FKDUDFWH
6ZLWFK KFRXQVHU 6SHFLI\ WKH PHWKRG WR H
XVHUBQDPH GHX Y FRQILGHQWLDOLW\ RI GDW

G H@ destGDWD HQFU\SWLRA VWD

algorithm to encrypt critical information
suchas PHVVDJH WH[W PHVVE
VLIQDWXUHV«HWF

6ZLWFK KFRXQVYHU Specify the private password IRU WKH
XVHUBQDPWLYDWH | >SDVVZR| VSHFLILHG 6103% WRHU
SDVVZRUG >SDVVZH DOSKDQXPHULF FKDUDFWH

1R &RPPDQG

6ZLWFK FRQVHL Disable the authentication function IR U W

XVHUBQDPR
DXWKHOWLFDWLROQ VSHFLILHG 6103Y XVHU

6ZLWFK FRXQVYHU
XVHUBQDPR
DXWKHQWLFDWLRQ
6ZLWFK NFRXQVYHU
XVHUBQD®R SULYDV

Delete the configured authentication
password.

Disable data encryption function.




6ZLWFK KFRERPPXQI
XVHUBQD®R SULYDYV Delete the configured private password.
SDVVZRUG

6KRZ &RPPDQG
6ZLWFK FRQILJ VK 6KRZ 6103Y XVHU FRQILJX
VHUYHU XVHU
6ZLWFK FRQILJ VK| >XVHUB( 6KRZ WKH VSHFLILHG 6103

VHUYHU XVHU >XVH FRQILIXUDWLRQ
6ZLWFK FRQVIHU 6KRZ WKH VSHFLILHG 6103
XVHUBQDWKIR Z FROQILIXUDWLRQ

$ FRPELQDWLRQ RI D VHFXULW\ HYHQW VKRZQ DV EHORZHIGQGLF
ZKHQ KDQGOLQJ DQ 6103 SDFNHW

$XWKHQWL 3ULYDWH‘ SHVXOW

8VHV D XVHUQDPH PLC

1RQH DXWKHQWLFDWLRQ
(QDEOHV DXWKHQWLF
OHVVDJH 'L WKH +DVKHG OHVVDJ
$OJRULW K P $XWKHQWLFDWLRQ &
RU 6HFXUH Q 0' RU +0$& 6+$% DOJR

$OJRULWKP

(QDEOHV DXWKHQWLE
WKH +DVKHG OHVVDJ
$XWKHQWLFDWLRQ &
'DWD (QFU\SW 0' RU +0$& 6+$ DOJR
6WDQGDUG '(€ :KDWYJV PRUH HQDEQ
HQFU\SWLRQ EDVHG
%ORFN &KDLQLQJ &9
VWDQGDUG




6ZLWFK &RPPDQG

6ZLWFK &RPPDQG SDUDPHWHU

'"HVFULSWLRQ

6ZLWFK FRQILJ VZL\ > @ 6SHFLI\ WKH PD[LPXP
@ LQ E\WHV 7KH DOOR/

YDOXH LV EHWZHHQ
E\WHV

6ZLWFK FRQILJ VZL\ > @ Specify the number of ports for

SROOLQ@J ®@RUW data acquisition in each polling.

6ZLWFK FRQILJ VZLY\ > @ Specify the time interval between

SROOLQJLQWAHUYDO | 8QLW V H | each polling.

1R FRPPDQG

6ZLWFK FRQILJ QR VZLWFK PWX

SHVHW 078 VL]H EDFN
GHIDXOW E\WHYV

6ZLWFK FRQILJ QR VZLWFK VWDW

Reset the number of ports for
data acquisition in each polling
back to the default. (2 ports)

6ZLWFK FRQILJ QR VZLWFK VWDW

6KRZ FRPPDQG

6ZLWFK FRQILJ VKRZ VZLWFK PW

6KRZ WKH FXUUHQW

Reset the time interval between
each polling back to the default.
(60 in 1/10 seconds)

IUDPH VL]H FRQILJXU

6ZLWFK FRQILJ VKRZ VZLWFK VW

([DPSOHV RI 6ZLWFK
6ZLWFK FRQILJ VZLWFK PWX

6KRZ WKH FXUUHQW
SROOLQJ SRUW QXPE
L Q W HétveBnCeach polling.

6HW WKH PD[LPXP WU
XQLW WR E\WHYV




6ZLWFK LQIR &RPPDQG

6HW XS WKH ODQDJHG 6ZLWFKYV EDVLF LQIRUPDWLRQ LQFOX
V\VWHP QDPH HWF

6ZLWFK LQIR &R SDUDPHWH 'HVFULSWLRQ

6ZLWFK FRQILJ
FRPSDQ\ QDPH
>FRPSDQ\BQDPH (

>SFRPSDQ\B

Enter a company name, up to 55
alphanumeric characters, for this Managed
Switch.

FSX WHPSHUDWX
QRWLILFDWLRQ L
@

6ZLWFK FRQILJ > @ Specify CPU loading threshold.
FSX ORDGLQJ WK 8QLW
@

6ZLWFK FRQILJ Enable the continuous alarm message
FSX WHPSHUDWX sending function for CPU temperature of
QRWLILFDWLRQ F the system.
DODUP
6ZLWFK FRQILJ > @ Specify a value as CPU temperature
FSX WHPSHUDWX W K U H YMéiRl Bange: 0~85 degrees
QRWLILFDWLRQ centigrade).

@
6ZLWFK FRQILJ > @ Specify the time interval of sending cpu-

temperature alarm message in seconds.

6ZLWFK FRQILJ
GKFS YHQGRU LG
>GKFSBYHQGRUB

>GKFSBYHC(

Enter the user-defined DHCP vendor ID,
and up to 55 alphanumeric characters can
be accepted. Please make sure you have
an exact DHCP Vendor ID with the value
specified in ¥endor-classes “in your
dhcpd.conf file. For detailed information,
see Appendix B.

6ZLWFK FRQILJ
KRVW QDPH >KRWV

>SKRVWBQD|

Enter a new hostname, up to 30
alphanumeric characters, for this Managed
Switch. By default, the hostname prompt
shows the model name of this Managed
Switch. You can change the factory-
assigned hostname prompt to the one that
is easy for you to identify during network
configuration and maintenance.

6ZLWFK FRQILJ
VIVWHP FRQWDF\
>V\VBFRQWDFW@

>VA\VBFRQW

Enter the contact information, up to 55
alphanumeric characters, for this Managed
switch.

6ZLWFK FRQILJ
VI\VWHP ORFDWLH
>V\VBORFDWLRQ |

>V\VBORFD

Enter a brief description of the Managed
Switch location, up to 55 alphanumeric
characters, for this Managed Switch. Like
the name, the location is for reference
only, for example, ¢ WK YORRU’

6ZLWFK FRQILJ
V\VWHP QDPH >V

>V\VBQDPH

Enter a unique name, up to 55
alphanumeric characters, for this Managed
Switch. Use a descriptive name to identify
the Managed Switch in relation to your
network, for example, 2% DFNERQH
name is mainly used for reference only.




1R FRPPDQG |

6ZLWFK FRQILJ QR VZLWEFK

Reset the entered company name back to
the default.

6ZLWFK FRQILJ
WKUHVKROG

QR VZLWEFK

Reset CPU loading threshold back to the
default.

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

Disable the continuous alarm message
sending function for CPU temperature of
the system.

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

Reset CPU temperature threshold back to
the default. (75 degrees centigrade)

6ZLWFK FRQILJ QR VZLWEFK
WHPSHUDWXUH QRWLILFDWL

Reset the time interval of sending cpu-
temperature alarm message back to the
default. (600 seconds)

6ZLWFK FRQILJ QR VZLWFKC(

Reset the entered DHCP vendor ID
information back to the default.

Switch(config)# no switch-info host-name

Reset the hostname back to the default.

Switch(config)# no switch-info system-contact

Reset the entered system contact
information back to the default.

Switch(config)# no switch-info system-location

Reset the entered system location
information back to the default.

Switch(config)# no switch-info system-name

Show command

6ZLWFK FRQILJ VKRZ VZLWH

Reset the entered system name
information back to the default.

Show the switch-related information
including company name, system contact,
system location, system name, model
name, firmware version and so on.

6ZLWFK FRQILJ
VWDWLVWLFV

VKRZ VZLWH

Show the current CPU & memory usage
rate of the switch.

6ZLWFK FRQILJ
WHPSHUDWXUH

VKRZ VZLWH

(IDPSOHV RI 6ZLWFK LQIR

6KRZ WKH FXUUHQW FSX W
QRWLILFDWLRQ FRQILJXUD
WHPSHUDWXUH VWDWXYV

HGJHVZLWEFK

6ZLWFK FRQILJ VZLWFK LQI| Setthe company name to lelecomxyz .

WHOHFRP[\]

6ZLWFK FRQILJ VZLWFK LQI| Setthe system contact field to

LQIR#FRPSDQ\ FRP info@compnay.com .

6ZLWFK FRQILJ VZLWFK LQI Setthe system location field to 33thfloor "
WKIORRU

6ZLWFK FRQILJ VZLWFK LQI Setthe system name field to backbonel ",

EDFNERQH

6ZLWFK FRQILJ VZLWFK LQI Change the Managed Switch § hostname

into ®dgeswitch10 "




6\VORJ &RPPDQG

6ZLWFK FRQILJ (QDEOH WKH V\VWHP ORJ IX

6ZLWFK FRQILJ > @ Specify a facility code (Local O~Local 7) to a

IDFLO L&\ specific device for classifying the syslog
message provided by different devices.

6ZLWFK FRQILJ (QDEOH 7HUPLQDO KLVWRU\

ORJJLQJ W\SH WH

KLVWRU\

6ZLWFK FRQILJ >$ % & '| Specify the primary system log server |V
VHUYHU >%$ % & ''$ % & ' (| IPv4/IPv6 address.

$ % &' () *+@ * +@
6ZLWFK FRQILJ >3$ % & '| Specify the secondary system log server |V
VHUYHU >3% % & '|$ % & ' (| IPv4/IPv6 address.

$ % &' ()" +@ @
6ZLWFK FRQILJ >$ % & '| Specify the third system log server §
VHUYHU >% % & '|$ % & ' (| IPv4/IPv6 address.

$ % &' () * +@ * +@
1R FRPPDQG

6ZLWFK FRQILJ QR V\VOR Disable the system log function.

6ZLWFK FRQILJ QR V\VOH Reset the facility code back to the default.
(Local 0)

6ZLWFK FRQILJ QR VI\VOR 'LWEOH 7THUPLQDO KLVWRU\
WHUPLQDO KLVWRU\
6ZLWFK FRQILJ QR V\VOH Delete the primary system log server IV
IPv4/IPv6 address.

6ZLWFK FRQILJ QR V\VOH Delete the secondary system log server V
IPv4/IPv6 address.

6ZLWFK FRQILJ QR V\VOH Delete the third system log server |V
IPv4/IPv6 address.

6KRZ FRPPDQG
6ZLWFK FRQILJ VKRZ V\V|Show the current system log configuration.

([DPSOHV RI 6\VORJ FRPPI
6ZLWFK FRQILJ V\VORJ (QDEOH WKH VA\VWHP ORJ IX

6ZLWFK FRQILJ V\VORJ V| Setthe primary system log server  \P
address to 192.168.2.1.

6ZLWFK FRQILJ V\VORJ V| Setthe secondary system log server I N\P
address to 192.168.2.2.

6ZLWFK FRQILJ V\VORJ V| Setthe third system log server § \P address
t0 192.168.2.3.




7HUPLQDO /HQJWK &RPPDQG

7HUPLQDO /HQJW 3DUDPH' '"HVFULSWLRQ
&RPPDQG

6ZLWFK FRQILJ > @ 6SHFLI\ WKH QXPEHU RI HYH
OHQJIJWK > @ VKRZ XS HD RKWKIHPHFUHHQ |
UXQQLQJ FRIORZIGHIDXOW FH
SVKRZ VW6BPR@/ILIJ"” FRPPDQGYV
VWDQGV IRU QR SDXVLQJ

1R &RPPDQG |

6ZLWFK FRQILJ SHWHW WKH WHUPLQDO OHQJ
OHQJWK
6ZLWFK FRQILJ 6KRZ WKH FXUUHQW FRQILJ)

WHUPLQDO OHQJWK




8VHU &RPPDQG

&UHDWH D QHZ ORJLQ DFFRXQW

8VHU &RPPDQG | 3DUDPH' '"HVFULSWLRQ

6ZLWFK FRQILJ > XV H U B ( Create/modify a user account. The
>XVHUBQDPH®@ authorized user login name is up to 20
alphanumeric characters. Up to 10 users can
be registered.
6ZLWFK FRQILJ (QDEOH 0" OHVVDJH 'LIJHVW
SDVVZRUG HQFU\ LW ZLGHO\ XVHG FU\SWRJUD
SURGXFLQJ D ELW E\W
WA\SLFDOO\ H[SUHVVHG LQ W
GLJLW KH[DGHFLPDO QXPEH
LV GLVDEOHG
NOTE:
7TKH DFTXLUHG KDVKHG
EDFNXS FRQILJ ILOH LV Q¥
ORJLQ RQ &/, :HE LQWHUIL
‘H VWURQJO\ UHFRPPHQG
$XWK OHWKRG VHWWLQJ I
ILOH
I $XWK OHWKRG LV HQDE(
ILUPZDUH GRZQJUDGH XV
GHIDXOW FRQILJ
6ZLWFK FRQILJ X Activate the specified user account.
1$0( DFWLYH
6ZLWFK FRQILJ X| >GHYVFU I Enter the brief description for the specified
1$0( GHVFULSWLI user account. Up to 35 alphanumeric
>GHVFULSWLRQ @ characters can be accepted.
6ZLWFK FRQILJ X| >DGPLQ | Specify this user § access privilege level.
1$0( OHYHO >DG UR@
ue admin (administrator) : Own the full-access
right, including maintaining user account &
system information, loading factory settings,
etc..
rw (read & write) : Own the partial-access
right, unable to modify user account &
system information and load factory settings.
ro (read only) : Read-Only access privilege.
6ZLWFK FRQILJ X| >SDVYVZEFH Enter the password, up to 20 alphanumeric
1$0( SDVVZRUG characters, for the specified user account.
>SDVVZRUG @
1R FRPPDQG
6ZLWFK FRQILJ > XV H U B ( Delete the specified user account.
QDPH >XVHUBQDH



https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

6ZLWFK FRQILJ
SDVVZRUG HQFU\

'LWEOH 0' OHVVDJH 'LJHVW

6ZLWFK FRQILJ X
1$0( QR DFWLYH

Deactivate the selected user account.

6ZLWFK FRQILJ X
1$0( QR GHVFUL

Remove the configured description for the
specified user account.

6ZLWFK FRQILJ X
1$0( QR OHYHO

Reset the access privilege level back to the
default (Read Only).

6ZLWFK FRQILJ X
1$0( QR SDVVZR

6KRZ FRPPDQG
6ZLWFK FRQILJ

Remove the configured password for the
specified user account.

Show user authentication configuration.

6ZLWFK FRQILJ
QDPH

List all user accounts.

6ZLWFK FRQILJ
QDPH >XVHUBQDH

>XVHUB(

Show the specific account § configuration.

6ZLWFK FRQILJ X
1$0( VKRZ

([DPSOHV RI 8VHU FRPPDC
6ZLWFK FRQILJ XVHU QD

Show the specific account § configuration.

Create a new login account miseric "

6ZLWFK FRQILJ XV@EHVFLMF
PLVHQJLQHHU

Add a description to this new account
fiseric -

6ZLWFK FRQILJ XVEUVKIZ\RH
PLV L

Set up a password for this new account
fniseric

6ZLWFK FRQILJ XVEBHYRO K

Set this user account § privilege level to
tead and write .




&RQILIXUH 5%$',86 VHUYHU VHWWLQJV

8VHU &RPPDQG ‘BDUDPH"HVFULSWLRQ

6ZLWFK FRQILJ

(QDEOH 5%$',86 DXWKHQWLFD

6ZLWFK FRQILJ

Specify RADIUS server port number.

6ZLWFK FRQILJ

([DPSOHV RI 8VHU FRPPDC(C

XVHU UD

UDGLXV SRUW > @

6ZLWFK FRQILJ > @ Specify the retry time value. This is the

UHWU\ W@PH > number of times that the Managed Switch
will try to reconnect if the RADIUS server is
not reachable.

6ZLWFK FRQILJ >V HF UH\ Specify a secret, up to 30 alphanumeric

VHFUHW >VHFUHYV characters, for RADIUS server. This secret
key is used to validate communications
between RADIUS servers.

6ZLWFK FRQILJ >$ % & '| Specify the primary RADIUS server |V

VHUYHU >%$ % & '|$ % & ' (| IPv4/IPv6 address.

$ % &' () * +@ * +@

6ZLWFK FRQILJ >$ % & '| Specify the secondary RADIUS server V

VHUYHU >%$ % & '|$ % & ' (| IPv4/IPv6 address.

$ % &' () * +@ * +@

1R FRPPDQG

6ZLWFK FRQILJ QR XVHU | Disable RADIUS authentication.
Reset the radius port setting back to the

6ZLWFK FRQILJ QR XVHU default. 1812 port)

6ZLWFK FRQILJ QR XVHU Reset the retry time setting back to the
default.

6ZLWFK FRQILJ QR XVHU | Remove the configured secret value.
Delete the IPv4/IPv6 address of the primary

6ZLWFK FRQILJ QR XVHU RADIUS server.
Delete the IPv4/IPv6 address of the

6ZLWFK FRQILJ QR XVHU secondary RADIUS server.

6KRZ FRPPDQG

6ZLWFK FRQILJ VKRZ XVH Show the current RADIUS configuration.

(QDEOH 5%$',86 DXWKHQWLFD

6ZLWFK FRQILJ

XVHU UD

Set RADIUS server port number as 1812.

6ZLWFK FRQILJ XVHU UD/{ Setthe retry time value to 2. The Managed
Switch will try to reconnect twice if the
RADIUS server is not reachable.

6ZLWFK FRQILJ XVHU UD/{( Setup a secret for validating

DEF[\]DEF communications between RADIUS clients.

6ZLWFK FRQILJ XVHU UD/{( Setthe primary RADIUS server address to
192.180.3.1.

6ZLWFK FRQILJ XVHU UD /{( Setthe secondary RADIUS server address

to 192.180.3.2.




9/$1 &RPPDQG

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme
rather than the physical layout. VLAN can be used to combine any collections of LAN segments into
a group that appears as a single LAN. VLAN also logically segments the network into different
broadcast domains. All broadcast, multicast, and unknown packets entering the Switch on a
particular VLAN will only be forwarded to the stations or ports that are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting traffic to
specific domains. A VLAN is a collection of end nodes grouped by logics instead of physical
locations. End nodes that frequently communicate with each other are assigned to the same VLAN,

no matter where they are physically located on the network. Another benefit of VLAN is that you can
change the network topology without physically moving stations or changing cable connections.
6WDWLRQV FDQ EH pPRYHGY WR DQRWKHU 9/$1 BEAGWIKQE WRPI
resources, simply by changing the port VLAN settings from one VLAN to another. This allows VLAN

to accommodate network moves, changes and additions with the greatest flexibility.

SRUW %DVHG 9/%1

Port-based VLAN can effectively segment one network into several broadcast domains. Broadcast,
multicast and unknown packets will be limited to within the VLAN. Port-Based VLAN s
uncomplicated and fairly rigid in implementation and is useful for network administrators who wish
to quickly and easily set up VLAN so as to isolate the effect of broadcast packets on their network.

Since source addresses of the packets are listed in MAC address table of specific VLAN (except
broadcast/multicast packets), in every VLAN the traffic between two ports will be two-way without
restrictions.

4 9/%1
4 9/$1 &RQFHSW

Port-Based VLAN is simple to implement and use, but it cannot be deployed cross switches VLAN.
The 802.1Q protocol was developed in order to provide the solution to this problem. By tagging
VLAN membership information to Ethernet frames, the IEEE 802.1Q can help network
administrators break large switched networks into smaller segments so that broadcast and multicast
traffic will not occupy too much available bandwidth as well as provide a higher level security
between segments of internal networks.



, QWURGXFWLRQ WR

4 I[UDPH

IRUPDW

| Preamble |[SFD |DA [SA |Type/lLEN |PAYLOAD |FCS | Original frame

Preamble SFD | DA SA 1’2% /CVID Type/LEN PAYLOAD | FCS ﬁg%éq

PRE Preamble 62 bits Used to synchronize traffic

SFD Start Frame Delimiter 2 bits Marks the beginning of the header

DA Destination Address 6 bytes The MAC address of the destination

SA Source Address 6 bytes The MAC address of the source

TCl Tag Control Info 2 bytes set to 8100 for 802.1p and Q tags

P Priority 3 bits Indicates 802.1p priority level 0-7

C Canonical Indicator 1 bit Indicates if the MAC addresses are in
Canonical format - Ethernet set to "0"

VID VLAN Identifier 12 bits Indicates the VLAN (0-4095)

T/L Type/Length Field 2 bytes Ethernet Il "type" or 802.3 "length”

Payload < or = 1500 bytes User data
FCS Frame Check Sequence 4 bytes

 PSRUWDRIWERQFHSWYV IRU

There are two key concepts to understand.

Cyclical Redundancy Check

4 9/$1 &RQILIXUDWLRQ

Access-VLAN specifies the VLAN ID to the switch port that will assign the VLAN ID to untagged
traffic from that port. A port can only be assigned to one Access-VLAN at a time. When the port
is configured as Access Mode , the port is called an Access Port , the link to/from this port is
called an Access Link . The VLAN ID assigned is called PVID.

Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and send
tagged packets. A port can be assigned to multiple Trunk-VLANSs at a time. When the port is
configured as Trunk Mode , the port is called a Trunk Port , the link to/from this port is called a
Trunk Link . The VLAN ID assigned is called VID.

A port can be configured as below 802.1g VLAN modes :

Access Mode :

Access Links (the link to/from access ports) are the most common type of links on any VLAN
switch. All network hosts (such as PCs) connect to the switch's Access Links in order to
gain access to the local network. We configure only one Access-VLAN per port, that is, the
network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port is
totally unaware of the VLAN assigned to the port. The network host simply assumes it is part
of a single broadcast domain, just as it happens with any normal switch. During data
transfers, any VLAN information or data from other VLANS is removed so the recipient has no
information about them.

Trunk Mode :

Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple VLANS.
These types of ports are usually found in connections between switches. These links require
the ability to carry packets from multiple VLANs because VLANSs span over multiple switches.



Trunk Native Mode :

$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SDFNBAMWKG VLPXC(
SDFNHWYV :KHQ \RX DVVLJQ D GHIDXOW $FFHVQO@/%0Q WIRJ WG
wyByV RQ WKH GHIDXOW $FFHVV 9/%$1 IRU WKH WUMXDMN LQDWLY |
DVVXPHG WR EHORQJ WR WKLV $FFHVV 9/$1 7KLVGBIWHYM 9/%
," IRU D 7UXQN QDWLYH 3RUW 7KH Q,DWILKYHNI FPIU U LLHN WKIKQHV B/ 3
WUXQN QDWLYH SRUWYV

DOT1Q-Tunnel Mode :

%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH

WKH QXPEHU RI 9/$1V WR EH VXSSRUWHG 7KH 9/$RRERBDOVHW L

WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHHUODS D¢

LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJIJQLQJ D XQLTX®IGUD(

UHVWULFW FXVWRPHU FRQILIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ

8VLQJ WKH , ((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SBRUVG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V [
GLIITHUHQW FXVWRPHUV LV VHJUHJDWHG ZLWKLQ WKH \HDWY LI
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDFNHW\

4 WXQQHOLQJIW X FPHOMKSHBQAMR X FRQILIJXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ," WKDW LV GHGLFDWHG WR WXQQHOLQJ (DF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWY DOO Rl WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZD\ ZLWK(DSSU

4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWIR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wi
RQH HQG LV FRQILJXUHG DV DQ , ((( 4 WUXQN JISFRIHE DG
WXQQHO SRUW <RX DVVLJQ WKH WXQQHO SR U\ QIO H UWIRF H C
FXVWRPHU

Example : PortX configuration

&RQILJXUDWLRQ‘ SHVXOW

Trunk-VLAN = 10, 11, 12
Access-VLAN = 20
Mode = Access

PortX is an Access Port
PortX § VID is ignored
PortX § PVID is 20

PortX sends Untagged packets (PortX takes away VLAN tag if the

PVID is 20)
PortX receives Untagged packets only

Trunk-VLAN =10,11,12
Access-VLAN = 20
Mode = Trunk

PortX is a Trunk Port

PortX § VID is 10,11 and 12

PortX § PVID is ignored

PortX sends and receives Tagged packets VID 10,11 and 12

Trunk-VLAN =10,11,12
Access-VLAN = 20
Mode = Trunk-native

PortX is a Trunk-native Port

PortX § VID is 10,11 and 12

PortX § PVID is 20

PortX sends and receives Tagged packets VID 10,11 and 12
PortX receives Untagged packets and add PVID 20

Trunk-VLAN =10,11,12
Access-VLAN = 20
Mode = Dotlg-tunnel

PortX is a Dotlg-tunnel Port

PortX § VID is ignored.

PortX § PVID is 20

PortX sends Untagged or Tagged packets VID 20

PortX receives Untagged and Tagged packets and add PVID
20(outer tag)




 QWURGXFWLRQ'2WR447XQQHO

7TKH |, ((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VRWIBIEU VMG PNL @)
DG ,WV SXUSRVH LV WR H[SDQG WKIHJJLQJT W/isH VO QHAK EiDJ.
WKLV ZD\ D 3GRXEDHPMWDRYIABGHDWHG VR DV WR VHSDUDWH FX\
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXEOHJ7WDIHGV)DD
EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHUKLNIFD\W WXSHSRWRY
&XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRUNV DW@HHI WWH IF R
GLIIHUHQW XVHU JURXSV ORUHRYHU WKFHDGGEWHRQHR | WEKRX E
DYDLODEOH 9/$1 WDJV ZKLFK DOORZ VHUYLFH SUR YGRML\G WR
WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQHW QHWZRUN

Preamble | SFD 2 i Vel = PAYLOAD | FCS Original frame
D |S | TAG 802.1q
Preamble | SFD | 1| ' | 1cypicvip | TYPE/LEN | PAYLOAD | FCS Frame
Inner Tag Double-
Preamble | SFD 2 i gr“;eg;‘;g or C-Tag | Type/LEN | PAYLOAD | FCS | tagged
9 | rcupicviD Frame

Double-Tagged Frame Format

As shown below in ®-in-Q Example “illustration, Headquarter A wants to communicate with Branch
1 that is 1000 miles away. One common thing about these two locations is that they have the same
VLAN ID of 20, called C-VLAN (Customer VLAN). Since customer traffic will be routed to service
provider § backbone, there is a possibility that traffic might be forwarded insecurely, for example due
to the same VLAN ID used. Therefore, in order to get the information from Headquarter to Branch
1, the easiest way for the carrier to ensure security to customers is to encapsulate the original VLAN
with a second VLAN ID of 100. This second VLAN ID is known as SP-VLAN (Service Provider VLAN)
that is added as data enters the service provider § network and then removed as data exits.
Eventually, with the help of SP-Tag, the information sent from Headquarter to Branch 1 can be
delivered with customers {VLANSs intactly and securely.

5 . C-VLANTAG 20 . S
. 1 ; ustomer
MAN Service Provider ~ MANEdgeSwieh ‘ BRANCH 1

‘C-VLAN TAG 20 MAN Edge Switch Q-i n-Q Q-i n-Q

SP-VLAN Tag 100+ C-VLAN Tag 20

SP-VLAN Tag 100 + C-VLAN Tag 20
Backbone o

_> >
C-VLAN TAG 30 f SPVLANTAQ 100+ C-VLANTag30 (v oo iy SP-VLAN Tag 100 +C-/LAN Tag 30
Customer AVLAN ‘ ‘—} C-VLANTAG 30
Headquarter MAN Edge Switch ‘

Customer AVLAN
BRANCH 2

Q-in-Q Example



1.

8VH 3, QWHUIDFH"
VHWWLQJV

9/%1

FRPPDQG WR FRQILIJXUH D JURXS RI SRUWYV

, QWHUIDFH &RF SDUDPH '"HVFULSWLRQ

6ZLWFK FRQILJ LQW| >SRUWEH (QWHU VHYHUDO GLVFR(

>SRUWBOLVW®@ QXPEHUV VHSDUDWHG E
UDQJH RI SRUWV ZLWK I
H[DPSOH RU

6ZLWFK ARQB7I3257 | > @ | 6SHFLI\ WKH VHOHFWHG

YODQ GRW TYOD@ SY 9/$1 ,' 39,

6ZLWFK ARQB7I3257 | > @ | 6SHFLI\ WKH VHOHFWHG

YODQ GRW T YODQ W 9/$1 ,' 9,

@

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG SR

YODQ GRW T YODQ PF PRGH XQWDJJHG

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG SR

YODQ GRW T YODQ PF PRGH WDJJHG

6ZLWFK ARQB7I3257 (QODEOH QDWLYH 9/$1 IR

YODQ GRW T YODQ PH WUDIILF RQ WKH VHOHF
DQG XQWDJJHG
1RWH :KHQ \RX DVVLJQ
$FFHVV 9/$1 WR WKH WU
SRUW DOO XQWDJJHG W
WKH GHIDXOW $FFHVV 9
WUXQN QDWLYH SRUW I
WUDIILF LV DVVXPHG WH
$FFHVV 9/$1

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG SR

YODQ GRW T YODQ PH 4L PRGH 7DJJHG DQ

WXQQHO XQWDJJIHG

6ZLWFK ARQ@B7I3257 | >QDPHE@ 6HW WKH VHOHFWHG SR

YODQ SRUW EDVHG > SRUW EDVHG 9/$1
1RWH
1HHG WR FUHDWH D SRU
JURXS XQGHU WKH 9/$1
FRQILIXUDWLRQ PRGH E
LW

1R FRPPDQG

6ZLWFK RARBQB7I3257 5HVHW WKH VHOHFWHG

QRRODQ GRW T YODQ WR WKH GHIDXOW VHWW

6ZLWFK ARQB7I3257 SHVHW WKH VHBIEWHG

QR YODQ GRW T YOD( VLAN PRGH VHWWLQJ EDH
$FFHVV ORGH

6ZLWFK ARQB7I3257 | > @ | 5GHPRYH WKH WSUHEQ NL BIG

QR YODQ GRW T YO®D( IURP WKH VHOHFWHG SF

@
6ZLWFK AMQB7J3257 |>QDPH@ 5SHPRYH WKH VHOHFWHG
QR YODQ SRUW EDVH VSHFLILHG SRUW EDVHG




2. &UHDWH ORGLI\ DQ T 9/$1 DQG D PDQDJHPHQW 9/%$1 UXOH
9/$1 JURXS

9/$1 GRW T &RPPDQG 3DUDPHW 'HVFULSWLRQ

6ZLWFK FRQILJ YOD| > @ (QWHU D 9/$1 ,' QXPEH

> @ D QHZ T 9/$1 RUQTI
HILVWLQJ T 9/%$1

6ZLWFK FRQILJQMIPOQ| >YODQBQ| 6SHFLI\ D GHVFULSWL

>YODQBQDPH@ FUHDWHG'9/MR[LPXQ
FKDUDFWHUYV

6ZLWFK FRQILJ YOD| > @ (QWHU WKH PDQDJHPH

PDQDJHPHQW YODQ >

PDQDJIHPHQW SRUW 3 GWBO| 6SHELI\ WKH PDQDJHP

>SDFFHVV _ WUXQN _ OXPEHU

>DFFHVV | 6SHFLI\ ZKHWKHU WKH
_ WUXQN | SRUW LV LQ WUXQN R

SWUXQN"™ PERHGMHWKH VH
SRUWV WR WDJJHG

SDFFHVV® PRBGW WKH V
SRUWV WR XQWDJJHG

SWUXQN QDWLBHWPRE
VHOHEWHG SRUWV WR
XQWDJJIHG

6ZLWFK FRQILJ YOD| >QDPH@ | 6SHFLI\ D GHVFULSWL

>QDPH@ SRUW EDVHG 9/%1 \RX
FUHDWH PDI[LPXQ F

6ZLWFK FRQILJ YOD ,QFOXGH &38 LQWR W

>QDPH@ LQFOXGH FS BRUW %DVHG 9/%$1

6ZLWFK FRQILJ YOD| > [:;<=@ &RQILIJXUH RXWHU 9/9$

HWKHUW\SH > [:;<=@ 5DQJH  a))))

1R FRPPDQG

6ZLWFK FRQILIQRP DO Remove the descriptive name for

the specified VLAN ID.
6ZLWFK FRQILJ QR Y >QDPH@ | Delete the specified port-based

EDVHG >QDPH@ VLAN.
6ZLWFK FRQILJ QR Y ([FOXGH &38 IURP WKH
EDVHG >QDPH@ LQFO SRUW %DVHG 9/%1
6ZLWFK FRQILJ QR Y Reset outer VLAN's ethertype back
WXQQHO HWKHUW\SH to the default setting (9100).
6ZLWFK FRQILJ QR Y > @ Remove the specified VLAN ID
YODQ > @ fromthe 7UXQN 9/%$1 WDE
6KRZ FRPPDQG
Switch(config)# show vlan 6KRZ ,((( T 9/$1 WL
6ZLWFK FRQILJWKIRYQ 6KRZ WKH PHPEHUVKL
WHK VSHFLILHG 9/$1 '
Switch(config)# show vlan 6KRZ DOO SRUWVTY 9/%
interface DQG 9/%$1 PRGH
Switch(config)# show vian [port_list] 6KRZ WKH VSHFLILF S

interface [port_list] DVVLJQPHQW DQG 9/%




Switch(config)# show vlan port-
based

([ILW FRPPDQG
6ZLWFK FRQILJH{DWQ

6ZLWFK FRQILJ

([DPSOHV RI 3BRUW EDVHG 9/%1
YODQ SRUW EL

6KRZ SRUW EDVHG 9/9§

SHWXUQ WR *OREDO &
PRGH

&UHDWH D SRUW EDVH
30.7B2IILFH’

6ZLWFK FRQILJ
PDQDJHPHQW SRUW

YODQ PDQDJHF

PRGH DF

6HW 9/$1 WR PDQDJH
XQWDJJHG DQOV3RU\
PDQDJHPHQW SRUWYV

3. 6HW XS 9/$1 ,' WUDQVODWLRQ RU 9/$1 PDSSLQJ

9/$1 ODSSLQJ &RPPDC 3DUDPHW 'HVFULSWLRQ

6ZLWFK FRQILJ YOD

(QDEOH 9/$1 7UDQVOD
JOREDOO\

6ZLWFK FRQILJ YOD

QDPH >QDPH@ LQWHU

>SRUWBQXPEHU® RU
@ PDSSHS YL®

>QDPH@

6SHFLI\ D GHVFULSWH
9/$1 PDSSLQUpWox3 H
alphanumeric characters can be
accepted.

SULRULW\ > @

>SSRUWBQ

Specify one preferred trunk port
used for the VLAN ID translation.

1 R WHedr more details on turnk
port settings,s HEBHFWLROQ

6SHFLI\ WKH RULJLQD
HOWHULQJ WKH VZLWI
FXVWRPHU QHWZRUN
WUDQVODWLRQ 9DOLG

1RWH 'LITHUHQW RUL
EHORQJLQJ WR WKH V
FDQQRW EH WUDQVOD
VDPH ODSSHG 9,

Specify the preferred VLAN ID that
the assigned original VID will be
translated. Valid range: 1-4094.

1RWH 'LIIHUHQW 0DS:
FDQQRW EH DVVLJQHA
SRUW ZLWK WKH VDPH

6SHFLIprifetétd SULRULV
YDOXH WR UHSODFH W
OHYHO LQ WKH WDJJH
UDQJH a




1R FRPPDQG

6ZLWFK FRQILJ QR Y 'LWEOH 9/%$1 7UDQVOD
JOREDOO\

6ZLWFK FRQILJ QR Y>QDPH@ | Remove the specified PDSSLQ

U X1y Hame from the VLAN

mapping rule table.

ODPH >QDPH@

6KRZ FRPPDQG

6ZLWFK FRQILJ
PDSSLQJ

VKR

6KRZ WKH FXUUHQW 9
7UDQVODWLRQ FRQIL

)RU

'H ZLOO FRQILJIJXUH +(6

Example 1,

T 9/$1 FRQILIXUDWLRQ YLD &/,
XVHUV UHDOL]H WKH FRPPDQGV ZH PHQWLRQHG DERYH

6)3 ODQDJHG 6ZLWFIWHDB &/, DV WKH

1DPH | 3RUWYV | ORGH 39, 9,
6DOHYV 7UXQN '"HIDXOW
5 7UXQN QD
64% $FFHVV 1$
7DEOH
1. &UHDWH T, W$1
+(6 6)3 FRQILJ LQWHUIDE (QWHU SRUW WR SRUW
+(6 6)3 FRQULJ YODQ GRY 6HW SRUW WR SRUW fV

WUXQN YODQ

9,'" WR DQG

+(6 6)3 FRQULJ YODQ GRY 6HW WKH VHOHFWHG SRU
PRGH WUXQN WDJJHG

+(6 6)3 FRQULJ H[LW ([LW FXUUHQW SRUWV LQ
+(6 6)3 FRQILJ LQWHUID (QWHU SRUW WR 9§V LQ\
+(6 6)3 FRQULJ YODQ GRY 6HW SRUW WR SRUW 9V
SYLG 39," WR

+(6 6)3 FRQULJ YODQ GRY 6HW SRUW WR SRUW 9V
WUXQN YODQ 9, WR DQG

+(6 6)3 FRQULJ YODQ GRY 6HW WKH VHOHFWHG SRU

PRGH WUXQN QDWLYH

ORGH WDJJHG DQG XQWD

+(6 6)3 FRQULJ H[LW

([LW FXUUHQW SRUWYV LQ

+(6 6)3 FRQILJ LQWHUID

(QWHU SRUW WR SRUW

ZH ZL O O DEFPHSFORMWWW R VKHD X




+(6
SYLG

6)3 FRQULJ

YODQ GRY

6HW SRUW WR SRUW ¢(V
39, WR

+(6

6)3 FRQULJ
PRGH DFFHVYV

YODQ GR\

6HW WKH VHOHFWHG SRU
XQWDJJHG

+(6 6)3 FRQULJ H[LW ([LW FXUUHQW SRUWV LQ
2. ORGLI\ T 9/$1 ,'VY] QDPHV

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YO@MPH 6 6SHFLI\ 36MWOMNKH QDPH IR
+(6 6)3 FRQILJ YOHD[QW ([LW 9/$1

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YOQRPH 60 6SHFLI\ 36MWOMNKH QDPH IR
+(6 6)3 FRQILJ YOBQW ([LW 9/$1

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YOQRPH 5'| 6SHFBINDV WKH QDPH IRU
+(6 6)3 FRQILJ YOBQW ([LW 9/$1

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YOQRPH 5'| 6SHFBIDV WKH QDPH IRU
+(6 6)3 FRQILJ YOBQW ([LW 9/$1

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YOQRPH 5'| 6SHFBINDV WKH QDPH IRU
+(6 6)3 FRQILJ YOBQW ([LW 9/$1

+(6 6)3 FRQILJ YODQ GR| (QWHU 9/$1

+(6 6)3 FRQILJ YOQRPH 64 6SHFLI\ ®MWKH QDPH IR
+(6 6)3 FRQILJ YOBQW ([LW 9/$1




Example 2,

'H ZLOO FRQILIJXUH WZR VHWYV RI +(6 6)3 0D«)bJHG6PF IDWFSK

+(6 6)3 YLD &/, DV WKH 7DEOH OLVWHG
3RU\ $FFHVV 9/ 7UXQN 9/$: ]
1R ORGH 30" 9" (WKHU7\S
'RW T WX
7UXQN
'RW T WX
"RW T WX

7fDEOH

%HORZ LV WKH FRPSOHWH &/, FRPPDQGY DSSOLHG WRH +(6
FRPPDQMR/ +(6 6)3

&ERPPDQG 3IXUSRVH
STEP1 configure I(D%WG l:/LKHO RERQILIXUDW
([DPSOH

+(6 6)3 FRQILJ
+(6 6)3 FRQILJ

STEP2 vlan dotlqg-tunnel ethertype oxWxyz

,Q WKLV H[DPSOH LW
GRW T WXQQHO HWBNL

3

(IDPSOH
+(6 6)3 FRQILJ YODQ GRW T WXQ
2.
STEPS | interface port_/ist g?_HNFHL\I/O R3 ilé\(/gvl L JV\)/(TJ[I)—IWL\
WXQQHO SRUW
(IDPSOH
+(6 6)3 FRQILJ LQWHUIDFH

+(6 6)3 FRQILJ
STEP4 vlan dotlg-vlan access-vlan vian_id

,Q WKLV H[DPSOH LW
$FFHVV 9/%$1 ;' WBRRUW

(IDPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
2.

STEPS vlan dotlqg-vlan mode dot1g-tunnel

&RQILIXUHM®RSW PRGH
DVEGRW T WXQQHO" PR

(IDPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
WXQQHO
2.
STEPG exit SHWXUQ WR WKH JORE
FRQILJXUDWLRQ PRGH
(IDPSOH

+(6 6)3 FRQULJ H[LW
+(6 6)3 FRQILJ

STEP7 interface port_list

6SHFLI\ 3BRUW WKDW '
OLNH WR FR®IV JXUXOQN

(IDPSOH

L



+(6
+(6

6)3 FRQILJ
6)3 FRQULJ

LOQWHUIDFH

STEP8 vlan dotlq-vian trunk-vlan vian_id ’7% >¥VQKNL\$ /';ED'.D\?/%;U\LNW
(IDPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
2.
STEP9 v lan dotlg-vlan mode trunk 353 'UL; éﬁﬁffg’l}v PRGH
(I[DPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
2.
STEP10 no vian dotlg-vian trunk-vlan vian_id I‘F’LTF': SEEUWWKH TUXQN 9/
(IDPSOH
+(6 6)3 FRQULJQRYODQ GRW T YOD
2.
STEP10 exit 5HWXUQ WR WKH JORE
FRQILIJXUDWLRQ PRGH
(I[DPSOH
+(6 6)3 FRQILJ H[LW
+(6 6)3 FRQILJ
STEP11 interface port /st (6)?_ E FHL\|/\> R3 T:Lé\évl L JV\;TJ?AWL\
7XQQHO SRUW
(I[DPSOH
+(6 6)3 FRQILJ LQWHUIDFH
+(6 6)3 FRQILJ
STEP12 vlan dotlqg-vlan access-vilan vian_id $% va/&/vg';'é'ipas @Rb\\;vv
(I[DPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
2.
STEP13 | vlan dotlqg-vlan mode dot1g-tunnel g 53%IIIQ_3VX$ Hw\f(gg%“ﬁ g',R %:
(IDPSOH
+(6 6)3 FRQILLJ YODQ GRW T YODQ
WXQQHO
2.
STEP14 exit BHWXUQ WR WKH JORE
FRQILIXUDWLRQ PRGH
(IDPSOH
+(6 6)3 FRQILJ H[LW
+(6 6)3 FRQILJ
STEP15 6SHFLI\ 3RUW WKDW !

interface port /st

(IDPSOH
+(6 6)3 FRQILJ
+(6 6)3 FROQULJ

LOQWHUIDFH

OLNH WR FRQILJXUH L\
WXQQHO SRUW



,Q WKLV H[DPSOH LW

STEP16 vlan dotlqg-vlan access-vlan vian _id SEEHVV 9/$1 * WRRUW

(IDPSOH
+(6 6)3 FRQULJ YODQ GRW T YODQ
2.



&RQILIXUH BRBWPRGH

STEP17 vlan dotlg-vlan mode dotig-tunnel DVGRW T WXQOHO' PR
([DPSOH
+(6 6)3 FRQIULJ YODQ GRW T YODQ
WXQQHO
2.
STEP18 exit S5HWXUQ WR WKH JORE
FRQILIJXUDWLRQ PRGH
(IDPSOH
+(6 6)3 FRQILJ H[LW
+(6 6)3 FRQILJ
STEP19 exit SGHWXUQ WR WKH 3ULY
(IDPSOH
+(6 6)3 FRQILJ H[LW
+(6 6)3
STEP20 . 6DYH WKH UXQQLQJ FR
LR WKH VWDUWXS FR
([DPSOH
+(6 6)3 ZULWH

6DYH &RQILJ 6 XFFHHGHG



$IWHU FRPSOHWLQJ WKH 9/$1 VHWWLQJV IRBAROW B XH6)3 VZ
FRPPDQGY OLVWHG EHORZ IRU FKHFNLQJ \RXU FRQILIJIXUDWLRQ

Example 1,

+(6 6)3 FRQILJ VKRZ YODQ LQWHUIDFH
, ((( T 7DJ 9/%$1 ,QWHUIDFH
&38 9/%1 ,°

'RW T 7XQQHO (WKHU7\SH [
SRUW 3 %LW 3RUW 9/$1 ORGH 39," 7TUXQN YODQ

GRW T WXQQHO
WUXQN
GRW T WXQQHO
GRW T WXQQHO
DFFHVV
DFFHVV

+(6 6)3 FRQILJ

Example 2,

+(6 6)3 FRQILJ VKRZ YODQ

L ((( T 9/$1 7TDEOH
&38 9/$1 ,°

ODQDJHPHQW 3ULRULW\

8 8QWDJJHG 7 7DJJHG ' 'RW T 7XQQHO 9 OHPEHU 1RV
9/$1 1DPH 9/$1 &38

'HIDXOWBO9/$1 88 9

9/$1 "7

9/$1 '

+(6 6)3 FRQILJ




' QWHUIDFHQ&RPPD

8VH S LQWHUIDFH” FRPPDQG WR VHW XS FRQILIJIXUDWLREGWRI VH"
SRUWYV

1. (QWHULQJ LQWHUIDFH QXPEHUV

JQWHUIDFH &RPPDQC 3DUDPH 'HVFULSWLRQ

6ZLWFK FRQILJ LQV >SRUWB| (QWHU VHYHUDO SRUW QX

>SRUWBOLVW@ FRPPDV RU D UDQJH RI SR
D K\SKHQ )RU H[DPSOH

I1RWH <RX QHHG WR HQWHU LQWHUIDFH QXPEHUV ILUVW EHIR

2. (QDEOH SRUW DXWR QHJRWLDWLRQ

&RPPDQG '3DUDPH 'HVFULSWLRQ |

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG LQWH

DXWR QHJRWLDWLRG QHJRWLDWLRQ :KHQ DXWI
HQDEOHG VSHHG FRQILJX
LIJQRUHG

6ZLWFK ARQB7I3257 5HVHW DXWR QHJRWLDWLH

QR DXWR QHJRWLDW, GHIDXOW 0DQXDO

3. 6HW XS SRUW GHVFULSWLRQ

&RPPDQG ' 3DUDPH 'HVFULSWLRQ |
6ZLWFK AMRQB7J3257 | >GHVFU| (QWHU WKH GHVFULSWLRQ
GHVFULSWLRQ >GHV SRUW V 8S WR FKDUDF

DFFHSWHG
1R FRPPDQG

6ZLWFK RRQ@BL7I3257 &OHDU WKH SRUW GHVFUL
QR GHVFULSWLRQ SRUWYV

4. 6HW XS SRUW GXSOH[ PRGH

&RPPDQG ‘SDUDPH '"HVFULSWLRQ

6ZLWFK ARQB7I3257 | >IX00@| &RQILIJXUH WK H COWRXDMD G X S
GXSOH[ >IX00@

1RWH 3RODQRWH FRQILJXU
IXOO GXSOH]

1R FRPPDQG

6ZLWFK ARQBL7I3257 &RQILIXUH WKHDBRD®/I G X S
QR GXSOH]
1RWH 3RUWYV FDQQRW
DV KDOI GXSOH]




(QDEOH IORZ FRQWURO RSHUDWLRQ

&RPPDQG

6ZLWFK ARQBL7J3257
IORZFRQWURO

1R FRPPDQG
6ZLWFK ARQB7J3257

QR IORZFRQWURO

'3DUDPH 'HVFULSWLRQ |

(QDEOH IORZ FRQWURO R(
SRUW V

-

‘'LVDEOH IORZ FRQWURO R
SRUW V

&RPPDQG

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F

‘ SDUDPH '"HVFULSWLRQ

6. 6HWXS '+&3 VQRRSLQJ UHOD\ VXE FRPPDQGYV

(QDEOH WKH VHOHFW&BG L
2SWLRQ '+&3Y 2SWLRQ
DJHQW JOREDOO\

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F

(QDEOH WKH VHOHfWBX L
2SWLRQ '+&3Y 2SWLR(Q
&LUFXLW |G

6ZLWFK HRR@B7I3257
LS GKFS VQRRSLQJ F
IRUPDWWHG

(QDEOH WKH )RUPDWWHG
'+&3Y 2SWLRQ &LUFXL
VHOHFWHG LQWHUIDFHYV

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ F
>SFLUFXLWBLG @

>FLUFXI

Configure DHCPv4 Option 82 / DHCPvV6
Option 37 Circuit ID. The circuit ID can be
a string of up to 63 characters.

6ZLWFK HRQBL7I3257
LS GKFS VQRRSLQJ

(QODEOH WKH VHOHBWHG L
'+&3Y 2SWLRQ '+ &3Y 2
WUXVW SRUWYV

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ \

1R FRPPDQG

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL{

(QDEOH WKH VHOHFWHG L
'+&3Y '+&3Y VHUYHU WUXY

1RWH $ SRUW SRUWYV FD
FRQILIXUHG DV RSWLRWYV

DQG VHUYHU WUXVW DW W

'LVDEOH WKH VHOHFV&BG L
2SWLRQ '+&3Y 2SWLRQ
DIJHQW

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL{

SHVHW WKH VHOHFWHG LOQ
'+&3Y 2SWLRQ '+&3Y 2
WUXVW SRUWYV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL{

SHVHW WKH VHOHFWHG LQ
'+&3Y '+&3Y VHUYHU WUXY

6ZLWFK HRRQB7I3257

'LVDEOH WKH VHOHFR&RBG |

2SWLRQ '+&3Y 2SWLR(
QR LS GKFS VQRRSL{ SLUFBLW
6ZLWFK ARQB7I3257 &OHDU W&SWLRQ '+ &3]
QR LS GKFS VQRRSL{ 2SWLRQ &LUFXLW ,G

6ZLWFK ARQB7)3257
QRS GKFS VQRRSLQ\

IRUPDWWHG

'LWEOH WKH JRUPDWWHG |
'+&3Y 2SWLRQ &LUFXL

VHOHFWHG LOQWHUIDFHV




7. 6HWXS ,*03 VQRRSLQJ 0/" VXE FRPPDQGV

&RPPDQG

6ZLWFK ARQBL7]
3257 LS LJPS ILO

‘ SDUDPHWH' '"HVFULSWLRQ

(QDEOH ,*03 ILOWHU IRU W

6ZLWFK RRQBbL7]
3257 LS LIPS ILQ
>SURILOHBQDPH@

>SURILOHB

$VVLIQ WKH VHOHFWHG SR
SURILOH

1RWH 1HHG WR FUHDWH D
SURILOH ILUVW XQGHU WK
FRQILIXUDWLRQ PRGH EHI

6ZLWFK RARQBL7J > @ 6SHFLI\ WKH PD[LPXP JURX
3257 LS LJPS ILO PXOWLEDVW VWUHDPV WR
JURXSV @
6ZLWFK ARQ@BZI L|>() * + _ &UHDWH VSHFLI\ D V\\DDQ/®LH
LJPS VWDWLF PXQd () * +, - . /VSHFLILHG 9/$1 HQWU\ WR
>()*+ _ () *+, -
YODQ > @ 1RWH 2QO\ RQH SRUW FRX
DW D WLPH
> @ 6SHFDBV$1 ,°

1R FRPPDQG

6ZLWFK RARBQBL7)
3257 QR LS LJPS

'LVDEOH ,*03 ILOWHU
LOQWHUIDFHYV

IRU V

6ZLWFK HRRQBbL7]
3257 QR LS LJPS
SURILOH >SURILO

>SURILOHB

SHPRYH WKH VSHFLILHG S|
VHOHFWHG SRUWYV

6ZLWFK ARBQBL7J
3257 QR LS LJPS
JURXSYV

SHVHW WKH PD[LPXP QXPE
VWUHDPVY EDFN WR WKH Gt
FKDQQHOV

6ZLWFK RRQRB7I Q
LS LIPS VWDWLF |
>()*+_ () *+, -
YODQ > @

>() * +

()*+!"

SHPRYWK VSHFLILF VWDWLF

I1RWH 2QO\ RQH SRUW FRX
DW D WLPH

5HRWYW WKH VSHFLILHG 9/%$1

(QDEOH ORRS GHWHFWLRQ SHU SRUW

&RPPDQG

6ZLWFK ARQBL7J3257
ORRS GHWHFWLRQ
1R FRPPDQG

6ZLWFK HRRQB7I3257
ORRS GHWHFWLRQ

' 3DUDPH

Q

'"HVFULSWLRQ

(QDEOH /RRS "HWHFWLRQ
VHOHFWHG SRUW V

'LVDEOH /RRS '"HWHFWLRQ
VHOHFWHG SRUW V




9. 6HWXS ,3 VRXUFH JXDUG

&RPPDQG

' 3DUDPHWHI '"HVFULSWLRQ

VRXUFHJXDUG VWD
> % & ' _$ % & ' (
YODQ > @

6ZLWFK RRQBL7J >GKFS _ IL]| Specify the authorized access type DV
3257 LS VRXUFHJ] HLWKHU '+ &3 ,Bftr the pelasted
_IL[HG LS@ ports
dhcp: DHCP server assigns IP address.
fixed IP: Only Static IP (Create Static IP
table first).
6ZLWFK HARQB7)] LS >3 % & ' $GG D VWDWLF ,3Y ,3Y D

$ % & "' () *

DGGUHVV WDEOH

1RWH 2QO\ RQH SRUW FR}
DW D WLPH

6ZLWFK RRQBL7)
3257 QR LS VRXUTF

6SHFLI\ 9/%$1 '

1RWH 6WDWLF ,3 FDQ RQ
ZKHQ ,3 VRXUFHJXDUG LV

S5HVHW ,3 VRXUFHJXDUG W
VHOHFWHG SRUWV EDFN W
XQOLPLWHG

X Q O L P NohHLiGited (Allows both
static IP and DHCP-assigned IP). This is
the default setting.

10. & RQILJXUH 0$& WDEOH OHDUQLQJ DQG VWDWLF 0%& WDEOH

&RPPDQG " 3DUDPHWHLU 'HVFULSWLRQ

6ZLWFK HMRB@BY7) PDH
DGGUHVYV WDEOH VYV

>[[ [0 [0 [l [[ [[@ YOD

>[0 [0 OO0 II

6SHFLI\ D 0$& DGGUHVYV YV
HQWU\

1RWH
WLPH

2Q0\ RQH SRUW FH

6SHFLI\ WKH 9/$1 ZKHUH
ZLWK WKH GHVWLQDWLRQ(
EH IRUZDUGHG WR WKH V

6ZLWFK AMRQB7I3257
PDF OHDUQLQJ

6ZLWFK ARQB7) QR
PDF DGGUHVV WDEG

>[[ [0 [0 Il [[ [[@ YOD

1R FRPPDQG |

>[0 [0 OO0 II

(QDEOH 0%& DGGUHVV OH
RI WKH VHOHFWHG SRUW

SHPRYH WKH VSHFLILHG C
I[URP WKH 0$& DGGUHVV V

1RWH
WLPH

2Q0\ RQH SRUW FR

SHPRYH WKH 9/$1 WR ZKL
0$& EHORQJV

6ZLWFK ARQB7I3257
QR PDF OHDUQLQJ

'LVDEOH 0%$& DGGUHVV OH
RI WKH VHOHFWHG SRUW




11. 4 RQILJXUH 4R6 UDWH OLPLW

&RPPDQG 3DUDPHMHVFULSWLRQ

6ZLWFK HRQB7J3257 6SHFLI\LYW KHWHHMWH OLPLW Y

TRV UDWH OLPLW LQ _ | (valid range is from 500 ~1000000 in unit
@ .ESV @ | of Kbps or 1~1000 in unit of Mbps for Ports

.ESV 0E| 1~4 and 500-10000000 in unit of Kbps or 1-
10000 in unit of Mbps for Ports 5~6.).

6ZLWFK HARQB7I3257 6SHFLI\HWKHYUYDYWH OLPaMI Y
TRV UDWH OLPLW HJ _ | range is from 500 ~1000000 in unit of Kbps
@ .ESV @ | or 1~1000 in unit of Mbps for Ports 1~4 and

.ESV 0E|500-10000000 in unit of Kbps or 1-10000 in
unit of Mbps for Ports 5~6.).

1R FRPPDQG

6ZLWFK HRQBL/I3257 'LVDEOH 4R6 LQJUHVYV UDW
QR TRV UDWH OLPLW
6ZLWFK HRRQBL/I3257 'LVDEOH 4R6 HJUHVYV UDWH

QR TRV UDWH OLPLW

12. 6 KXWGRZQ LQWHUIDFH

&RPPDQG SDUDPH '"HVFULSWLRQ

6ZLWFK ARQB7I3257 'LVDEOH WKH VHOHFWHG |
VKXWGRZQ

1R FRPPDQG

6ZLWFK ARQB7I3257 (QDEOH WKH VHOHFWHG L
QR VKXWGRZQ

13.6 HW XS SRUW VSHHG

&RPPDQG 3DUDPHW '"HVFULSWLRQ
6ZLWFK HRRBQB7I3257 | > &RQILIXUH WKH SRUW VSH

VSHHG > OESV OESV OESYV

_ DXWRB | 0ESV RU O0ESV

DXWRBVH 1IRWH 6SHHG FDQ RQO\ E
ZKHQ DXWR QHJRWLDWLR(

1RWH 2Q0\ 3RUW FDQ E
DV O0OESV RU OESV

IRWHBRUWVFD@QRW EH FRQI
DV OESV

IRWHRQO\ 3RUWYV FDQ E
FRQILIXUHG D¥SV DQG
DXWRBVHQVH

1R FRPPDQG
6ZLWFK HRQB7I3257 SHVHW WKH SRUW VSHHG
QR VSHHG GHIDXOW




14. 6HW XS 9/$1 SDUDPHWHUV SHU SRUW

&RPPDQG '3DUDPH 'HVFULSWLRQ |

6ZLWFK ARQB7J3257 | > @ | 6SHFLI\ WKH VHOHFWHG S

YODQ GRW T0D@ S ' 39,

6ZLWFK ARQB7I3257 | > @ | 6SHFLI\ WKH VHOHFWHG S

YODQ GRW T YODQ W 9,

@

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG SRUV,

YODQ GRW T YODQ P XQWDJJHG

6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG SRUYV

YODQ GRW T YODQ P WDJJHG

6ZLWFK ARQB7I3257 (QODEOH QDWLYH 9/$1 IRU |

YODQ GRW T YODQ P RQ WKH VHOHFWHG SRUW\

QDWLYH XQWDJJHG
1RWH :KHQ \RX DVVLJQ D
$FFHVV 9/$1 WR WKH WUX(
DOO XQWDJJHG WUDIILF W
GHIDXOW $FFHVV 9/$1 IRU
ODWLYH SRUW DQG DOO )
DVVXPHG WR EHORQJ WR \
9/%1

6ZLWFKLEMRQB7 3257 | >5QDPH@ 6HW WKH VHOHFWHG SRUV

YODQ SRUW EDVHG >

6ZLWFK ARQB7I3257
QRRODQ GRW T YODQ

1R FRPPDQG

EDVHG 9/%1

1RWH

1HHG WR FUHDWH D SRUW
JURXS XQGHU WKH 9/%$1 JO
FRQILIXUDWLRQ PRGH EHI

SHVHW WKH VHOHFWHG SR
WKH GHIDXOW VHWWLQJ

QR YODQ SRUW EDVH

6ZLWFK RMRB@B7I3257 | > @ 5HPRYH WKH WSHFEQNLBI/G 1
QR YODQ GRW T YGD WKH VHOHFWHG SRUWYV
Q@
6ZLWFK RRQ@BL7I3257 SHVHW WKH VH®BREYWHAN SR
QR YODQ GRW T YOD PRGH VHWWLQJ EDFN WR Y\
ORGH
6ZLWFK AMR@B7)3257 | > QDPH@ 5SHPRYH WKH VHOHFWHG S

VSHFLILHG SRUW EDVHG 9




6KRZ LQWHUIDFH VWDWLVWLFV &RPPDQG

7TKH FRPPRRP®KRZ LQWHUIDFEBLVEOMWMLWYWLFRUW WUDIILF VWDW]
VWDWLVWLFVY DQG SRUW DQDO\VLV KLVWRU\ RFUBOQREHH X\EHRGE) IH. LR
PRGH 7KLV FRPPDQG LV XVHIXO IRU QHWZRUN D G P]HQ WKW UUR\LF
FRQGLWLRQV RI HDFK SRUW WUDIILF

6KRZ LQWHUIDFH VWD

&RPPDQG S3DUDPHW '"HVFULSWLRQ

Switch(config)# show interface 6KRZ WKH RYHUDOO L
FRQILIXUDWLRQV
Switch(config)# show interface [port_list] 6KRZ LQWHUIDFH FRQ
[port_list] VHOHFWHG SRUWYV
Switch(config)# show interface 'LVSOD\ SDFNHWYV DQI
statistics analysis IRU HDFK SRUW
Switch(config)# show interface [port_list] 'LVSOD\ SDFNHWYV DQI
statistics analysis [port_list] VHOHFWHG SRUWYV
Switch(config)# show interface 'LVSOD\ SDFNHWYV DQI
statistics analysis rate HDFK SRUW
Switch(config)# show interface [port_list] 'LVSOD\ SDFNHWYV DQI
statistics analysis rate [port_list] WKH VHOHFWHG SRUW
Switch(config)# show interface &OHDU DOO VWDWLVW
statistics clear
Switch(config)# show interface [port_list] &OHDU VWDWLVWLFV
statistics clear [port_list] VHOHFWHG SRUWYV
Switch(config)# show interface 'LVSOD\ HUURU SDFNH
statistics error HYHQWYV I|IRU HDFK S
Switch(config)# show interface [port_list] 'LVSOD\ HUURU SDFNH
statistics error [port_list] HYHQWYV IRU WKH VH
Switch(config)# show interface 'LVSOD\ HUURU SDFNH
statistics error rate UDWHV IRU HDFK SR
Switch(config)# show interface [port_list] 'LVSOD\ HUURU SDFNH
statistics error rate [port_list] UDWHV IRU WKH VHO
Switch(config)# show interface 'LVSOD\ WUDIILF VWD
statistics traffic HDFK SRUW
Switch(config)# show interface [port_list] 'LVSOD\ WUDIILF VWD
statistics traffic [port list] WKH VHOHFWHG SRUW
Switch(config)# show interface 'LVSOD\ WUDIILF VWD
statistics traffic rate HDFK SRUW
Switch(config)# show interface [port_list] 'LVSOD\ WUDIILF VWD
statistics traffic rate [port_list] WKH VHOHFWHG SRUW




6KRZ VIS &RPPDQG

KHQ \RX VOLGH LQ 6)3 WUDQVFHLYHU GHWDLOHG LGAIRERDWLR
LVVXLQJ WKLV FRPPDQG

6KRZ VIS &RPPDQG "HVFULSWLRQ

'LVSOD\ 6)3 LQIRUPDWLHR
VSHHG Rl WUDQVPLVVLR
WUDQVPLVVLRQ YHQGRSU
DQBHQGRU 61

6KRZ WKH VOLGH LQ 6)3
6ZLWFK FRQILJ VKRZ VIS VW WHPSHUDMWXULDY SRZHU 7
5: SRZHU DQG YROWDJH

6ZLWFK FRQILJ VKRZ VIS LQ

BKRZ UXQQLQJ FRQXSBRQMWIDUBHIDXOW FRQ
&RPPDQG

BKRZ UXQQLQJ FRQXISJ

FRQILJ GHIDXOW FR# 3DUDPHW 'HVFULSWLRQ
&RPPDQG

6ZLWFK FRQILJ VKRZ 6KRZ WKH GLIIHUHQF
UXQQLQJ FRQILJXUDYV
GHIDXOW FRQILJXUDYV

6ZLWFK FRQILJ VKRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUQ
LQFOXGH >VWULQJ@ WKH PDWFKHG LQIRU
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ 6KRZ WKH IXO0 UXQQ
IXOO0 FRQILIXUDWLRQ FXU I
ODQJHG 6ZLWFK 30H
\RX PXVW VDYH WKH
FRQILIXUDWLRQ LQW
IODVK EHIRUH UHERR
UHVWDUWLQJ WKH GH
6ZLWFK FRQILJ VKRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUQ
IXO0 LQFOXGH >VWUL( WKH PDWFKHG LQIRU
IXO0 UXQQLQJ FRQIL
6ZLWFK FRQILJ VKRZ|>SRUWBO| 6KRZ WKH UXQQLQJ F

LQWHUIDFH >SRUWBOL FXUUHQWO\ XVHG LQ

6ZLWRK)S WKH WKH VS
6ZLWFK FRQILJ VKRZ 6SHFLI\ WKH NH\ZRUG
LQWHUIDFH >SRUWBOL WKH PDWFKHG LQIRU

UXQQLQJ FRQILJIJXUDV
VSHFLILF SRUW V




6ZLWFK FRQILJ XXRZ

FRQILJ

6KRZ WKH GLIITHUHQF
VWDUWXS FRQILIXUD
GHIDXOW FRQILIJXUDYV

6ZLWFK FRQILJ XXRZ
FRQILJ LQFOXGH >VWU

>VWULQJ({ 6SHFLI\ WKH NH\ZRUG

WKH PDWFKHG LQIRWK
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILIXUDWLRQ

6ZLWFK FRQILJ XXRZ

FRQILJ IXOO

'LVSOD\ WKH V\VWHP
VWRUHG LQ )ODVK

6ZLWFK FRQILJ XXRZ
FRQILJ IXOO LQFOXGH

>VWULQJ({ 6SHFLI\ WKH NH\ZRUG

WKH PDWFKHG LQIRU
IXOO VWDUWXS FRQIL

6ZLWFK FRQILJ VKRZ

'LVSOD\ WKH V\VWHP
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ

LQFOXGH >VWULQJ@

>VWULQJ( 6SHFLI\ WKH NH\ZRUG

WKH PDWFKHG LQIRK
VA\VWHP IDFWRU\ GHII
FRQILIXUDWLRQ

6KRZ ORJ &R

PPDQG

6KRZ ORJ &4RPPDQG 3DUDPHWI 'HVFULSWLRQ

6ZLWFK VKRZ ORJ

Show all event logs currently stored in

the Managed Switch.

6ZLWFK VKRZ ORJ H

Remove all event logs currently
stored in the Managed Switch.

6ZLWFK FRQILJ VK

Show all event logs currently stored in
the Managed Switch.

6ZLWFK FRQILJ VK

Remove all event logs currently
stored in the Managed Switch.

6KRZ ORJ OLQN

&RPPDQG

6ZLWFK VKRZ ORJ (
>SRUWBQXPEHU@

IODS &RPPDQG

SDUDPHWI '"HVFULSWLRQ

>SRUWBQ

6KRZ WKH VSHFLILF SR
WULJIJHU HYHQWV VXFK
D SRUWYTV OLQNGRZQ R
RI SRUWYV SRUW OLQN
FDXVHV WKHVH WULJWK
WLPH GXUDWLRQ WKDW
ODVWV 5[dBRZRU6)3 S
DQG VR RQ

6ZLWFK VKRZ ORJ (
>SRUWBQXPEHU@ F

Remove all logs of the triggered HY H
for the specified port.

6ZLWFK FRQILJ VK
IODS >SRUWBQXPEH

>SRUWBQ

6KRZ WKH VSHFLILF SR
WULJIJHU HYHQWYV VXFK
IODS D SRUWTV OLQNG
FRXQW RI SRUWY{V SRUYV
UHDVRQ WKDW FDXVHYV
HYHOMWKWH WLPH GXUDWL




OLQN IODS ODMBNW RI[ ®)
SRUWV DQG VR RQ

6ZLWFK FRQILJ VK Remove all logs of the triggered HY H
IODS >SRUWBQXPEH for the specified port.
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The Simple Network Management Protocol (SNMP) is an application-layer protocol that facilitates
the exchange of management information between network devices. It is part of the TCP/IP protocol
suite. SNMP enables network administrators to manage network performance, find and solve
network problems, and plan for network growth.

SNMP consists of the following key components.

Managed device is a network node that contains SNMP agent. Managed devices collect and store
management information and make this information available to NMS using SNMP. Managed device
can be switches/Hub, etc..

MIB (Management Information Base) defines the complete manageable entries of the managed
device. These MIB entries can be either read-only or read-write. For example, the System Version
is read-only variables. The Port State Enable or Disable is a read-write variable and a network
administrator can not only read but also set its value remotely.

SNMP Agent is a management module resides in the managed device that responds to the SNMP
Manager request.

SNMP Manager/NMS executes applications that monitor and control managed devices. NMS
provide the bulk of the processing and memory resources required for the complete network
management. SNMP Manager is often composed by desktop computer/work station and software
program such like HP OpenView.

Totally 4 types of operations are used between SNMP Agent & Manager to change the MIB
information. These 4 operations all use the UDP/IP protocol to exchange packets.

GET: This command is used by an SNMP Manager to monitor managed devices. The SNMP
Manager examines different variables that are maintained by managed devices.

GET Next: This command provides traversal operation and is used by the SNMP Manager to
sequentially gather information in variable tables, such as a routing table.

SET: This command is used by an SNMP Manager to control managed devices. The NMS changes
the values of variables stored within managed devices.

Trap: Trap is used by the managed device to report asynchronously a specified event to the SNMP
Manager. When certain types of events occur, a managed device will send a trap to alert the SNMP
Manager.

The system built-in management module also supports SNMP management. Users must install the
MIB file before using the SNMP based network management system. The MIB file is on a disc or
diskette that accompanies the system. The file name extension is .mib, which SNMP based compiler
can read.

Please refer to the appropriate documentation for the instructions of installing the system private
MIB.
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You can manage the Managed Switch via a web browser. However, you must first assign a unique
IP address to the Managed Switch before doing so. Through the connection of any 6)3 S RusWgV
the fiber cable or any 7 3ports using a RJ45 cable, you will be allowed to have an access of the
Managed Switch and set up the IP address for the first time. (Note: The Managed Switch can be
reached with the default IP address of 3 0.1°. You can change the IP address of the switch
to the desired one later in its Network Management menu.)

Initiate a web browser and input http:// 192.168.0.1 to enter the Managed Switch system. Once you
gain the access, the following login window will appear. Also input the default administrator
username admin and keep the administrator password field blank (By default, no password is
required.) to login into the main screen page.

=/ CTS

CONNECTION TECHNOLOGY SYSTEMS

$IWHU \RX ORJILQ\WXHF NVVIKKDQ ZLWK WKH ODLQ OHQX ZLOO VK
OHQX LQ WKH :HE ODQDJHPHQW DUH VLPLODU WR DNKIRPWHQEHVFU

%HVLGHV WKH 0D U@ @HOPXO RYHWKHHZDQDJIHG 6ZLWFKTV DOO I’

+ D
GLVSOD\HG ZKH®@AN_ . _JJ LFRQ DPRQJ WKH TXLFN EXWWRQV
FRUQHU RI HDFK ZHESDJH <RX FDQ DOVR UHDFKUWLDBEKN IXFQLRQ
= €D
$V IRU RWKHU TXLF ™~ 77 VWRQV WKH Lfare@ny. MewSdétRngs G H C
. g Reboot) | @D
permanently into Flash, the L F B@sed to restart the switch, and the icon is

used to log out the management interface.
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HES-5106SFP+ System Setup »sw orma & ® o I
Welcome: admin
Company Name
v System Object ID .1.3.6.1.4.1.9304.100.5106
System Contact
N Setup v Y
System Name
ddress emer v
System Location
Q tup v
DHCPv4/DHCPV6 Vendor ID
Iticast v "
Model Name HES-51065FP+
ACL Setup Host Name
ty Setup N Current Boot Image mage-1
Configured Boot Image mage-1
t v
Image-1 Version 1.00.00
Management v Image-2 Version 0.99.07
M/B Version AO1
Logout
Serial Number ABBCDDEF0000132 Date Code 20191114
Up Time 0 day 01:59%:13 Local Time Not Available
CPU Temperature 50.0 °C
n p—

,Q WKH 0DLQ OHQX WKHUH DUH PDLQ IXQFWUWW QM QIUHPH®RLVY .
BHWXS 0$& $GGUHVV 0R® B HNPHEDMLFD VBM W XS 6HFXULW\ 6HWXS
ODQDJHPHQW DQG /RIJRXW FRQWDLQHG :H XIXEOI XYONSHR QY YLHOW
VHFWLRQV Rl WKLV FKDSWHU

. System Setup: Set up or view the Managed Switch { ${stem information, IP address and
related information required for network management applications, etc.
» Port Management: Set up each S R Ucdhfigurationand PRQLWRU WKH SRUWY{V VWL

» VLAN Setup: Set up VLAN mode as well as VLAN configuration, and view the IEEE802.1q
VLAN Table of the Managed Switch.

» MAC Address Management: Setup MAC address,e QDEOH RU GLVDEOH 0$& VHFX
» QOS Setup: Set up the priority queuing, remarking, rate limit, and so on.

» Multicast: Configure IGMP/MLD Snooping and static multicast parameters, and view the
IGMP/MLD status and Groups table.

» ACL Setup: Set up access control entries and lists.

» Security Setup: Set up DHCP Snooping, '+&3 2SWLRQ '+&3Y 2SWLRQ UH
port isolation, storm control, static IPv4/IPv6 table configuration, and so on.

» Maintenance: View the operation statusand HYHQW ORJV R SAYKetE.V\VWHP

» Management: Enable or disable the specified network services, user account management, do
the firmware upgrade, load the factory default settings, etc..

» Logout : Log out the management interface.
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6\VWHP 6HWXS

In order to enable network management of the Managed Switch, proper network configuration is
required. To do this, click the folder System Setup from the Main Menu and then 5 options within
this folder will be displayed as follows.

HES-5106SFP+ Sf:,'"‘f:telﬂ Setu P » switch Information
Welcome: admin
SYSIE: Setup 2 Company Name Connection Technology Systems
»  Switch Information System Object ID .1.3.6.1.4.1.9304.100.5106
IP Setup System Contact om
IP Source Binding System Name

Time Server Setup

System Location Xintai 5 zhi Dist., Taiwan
Syslog S
YR8 eTp DHCPV4/DHCPV6 Vendor D
Port Management v Model Name
VLAN Setup w Host Name HES-5106SFP+
Current Boot Image Image-1
MAC Address Management v
Configured Boot Image Image-1
QoS Setup v Image-1 Version 1.00.00
’ Image-2 Version 0.89.07
Multicast N
M/B Version A01
ASHERIE Serial Number ABBCDDEF0000132 Date Code 20191114
Security Setup 7 Up Time 0 day 02:06:06 Local Time Not Available

CPU Temperature 50.0 °C
Maintenance v

<

Management

1. Switch Information : Name the Managed Switch, specify the location and check the current
version of information

2. IP Setup: Set up the required IP configuration of the Managed Switch.
3. ,3 6RXUFH % 6@ @I~ address for source binding.
4. Time Server Setup : 6HW XS WKH WLPH VHUYHUYV FRQILIJIXUDWLRQ

5. Syslog Setup: 6HW XS WKH 0DO DWWHPSW /RJ VHUYHUSYfV FRQILJXI


http://192.168.0.1/cgi-bin/index.cgi
http://192.168.0.1/cgi-bin/index.cgi

6ZLWFK ,QIRUPDWLRQ

Select the option System Information from the System Setup menu and then the following screen
shows up.

System Setup  » switch information
Company Name Connection Technology Systems
System Object ID .1.3.6.1.4.1.8304.100.5106
System Contact info@ctsystem.com
System Name HES-5106SFP+
System Location 18F-6,N0.79,Sec.1,Xintai 5th Rd.. Xizhi Dist., Taiwan
DHCPv4/DHCPv6 Vendor ID HES-5106SFP+
Model Name HES-51065FP+
Host Name HES-51065FP+
Current Boot Image Image-1
Configured Boot Image Image-1
Image-1 Version 1.00.00
Image-2 Version 0.99.07
M/B Version A01
Serial Number ABBCDDEF0000132 Date Code 20191114
Up Time 0 day 00:13:55 Local Time Not Available
CPU Temperature 46.0°C View Details

Company Name: Enter a company name for this Managed Switch.

System Object ID: Display the predefined System OID.

System Contact: Enter the contact information for this Managed Switch.

System Name: Enter a descriptive system name for this Managed Switch.

System Location: Enter a brief location description for this Managed Switch.

DHCPv4/DHCPV6 Vendor ID: Vendor Class ldentifier that is used for DHCP/DHCPV6 relay agent
function. Enter the user-defined DHCP vendor ID, and up to 55 alphanumeric characters can be

accepted. Please make sure you have an exact DHCP Vendor ID with the value specified in ¥endor-
classes “in your dhcpd.conf file. For detailed information, see Appendix B.
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Model Name: Display the product  Model name.

Host Name: Enter the product § Nost name.

Current BootImage: 7KH LPDJH WKDW LV FKHGHQWO\ EHLQJ
Configured Boot Image: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UHE
Image-1 Version: Display the firmware version 1 (image-1) used in this device.

Image-2 Version: Display the firmware version 2 (image-2) used in this device.

M/B Version: Display the main board version.

Serial Number: Display the serial number of this Managed Switch.

Date Code: Display the date code of the Managed Switch firmware.

Up Time : Display the up time since last restarting.

Local Time : Display the local time of the system.

CPU Temperature: Display the current CPU temperature of this device. In case CPU temperature
is shown in red color, it stands that CPU temperature currently detected is higher than the High
Temperature Threshold value you configure. For more details on this or do the further alarm

notification settings for CPU temperature of the system, click View Details to directly jump to the
CPU Temperature Status webpage under Maintenance folder from the Main Menu .
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Click the option IP Setup from the System Setup menu and then the following screen page appears.

Enable IPv4

MAC Address

Configuration Type
IPv4 Address
Subnet Mask

Gateway

Current State

un
L
(e

0.0.0.0

IPv4 DHCP Recycle Recyde

DHCP Auto Recycle Disabled ~

IPv4 DHCP Auto Recycle Port Select All

)
W
I
i
(&)

Enable IPv4: Click the checkbox in front of enable IPv4 to enable IPv4 function on the Managed
Switch.

MAC Address: This view-only field shows the unique and permanent MAC address assigned
to the Managed switch. You cannot change the Managed Switch  MAC address.

Configuration Type: There are two configuration types that users can select from the pull-
down menu, "DHCP" and "Manual". When "DHCP" is selected and a DHCP server is also
available on the network, the Managed Switch will automatically get the IP address from the
DHCP server. If "Manual" is selected, users need to specify the IP address, Subnet Mask
and Gateway.

IPv4 Address: Enter the unique IP address of this Managed Switch. You can use the default
IP address or specify a new one when the situation of address duplication occurs or the
address does not match up with your network. (The default factory setting is 192.168.0.1.)

Subnet Mask: Specify the subnet mask. The default subnet mask values for the three
Internet address classes are as follows:

X Class A: 255.0.0.0
x Class B: 255.255.0.0
X Class C: 255.255.255.0

Gateway: Specify the IP address of a gateway or a router, which is responsible for the
delivery of the IP packets sent by the Managed Switch. This address is required when the
Managed Switch and the network management station are on different networks or subnets.


http://192.168.0.1/cgi-bin/index.cgi

The default value of this parameter is 0.0.0.0, which means no gateway exists and the
network management station and Managed Switch are on the same network.

Current State: This view-only field shows currently assigned IP address (by DHCP or
manual), Subnet Mask and Gateway of the Managed Switch.

IPv4 DHCP Recycle: &OLFNoHRERAF®PHD QXDOO\ '+&3 5HOHDY& \SHER-NHU
SDFNHWV ZLOO EH VHQW WR '+&3 VHUYHUWR B Q& 3 W HUW VKU DLV,
S3OHDVH QRWH WKDW WKLV SDUDPHWHU noV bdsa¥ew infe Ghied W L |

configuration file of the Managed Switch.

127( 1HHG WR FK&RDN WKH FRQILIXUDWLRQ W\SH EHIRI

DHCP Auto Recycle: (QDEOH RU GLVDEOH ,3Y '+&3 $XWR 5HF\FOH

IPv4 DHCP Auto Recycle Port: (QDEOH ,3Y '+&3 $XWR 5HF\FOH IXQFWL
SRUWV 2QO\ ZKHQ RQH Rl WKHVH VSHFIURP OLQNG@®REXBYN
VWDWXV '+&3 5HOHDVH SDENHWYV DQG 'LVFRYHU SHIQFONHW \Z I

DVN IRU ,3 DGGUHVV IURP '+&3 VHUYHU DJDLQ

- X \eligk on the checkbox of the corresponding port number WR VHOHFW WKH SR

'+&3 DXWR UHF\BR®N LSSRHIMAN \dRObOse all ports at a time by clicking on the
checkbox in front of 6 H O H Fa¥ wiiD O

Enable IPv6 Disabled v
Auto-configuration Enable Y Current State
IPv6 Link-local Address/Prefix Length fe80::206:19ff:fe51:1630/64 /0

IPv6 Global Address/Prefix Length /64

IPv6 Gateway
DHCPv6 Fnable force mode v
Rapid Commit v

DHCPv6 Unique Identifier (DUID)

Enable IPv6: Click the checkbox in front of enable IPv6 to enable IPv6 function on the Managed
Switch.

Auto-configuration : Enable Auto-configuration for the Managed Switch to get IPv6 address
automatically or disable it for manual configuration.

IPv6 Link-local Address/Prefix Length: 7KH ODQDJHG 6ZLWFK ZLOO IRUP [
IURP LWV 0$& DGGUHVY DQG WKH OLQN ORFD®X®WHIQP WKH
LOQWR WKH OHIWPRVW ELWYV DQG WKH 0$& HDGGIKHVRRVLW EQ,\



WKHUH DUH DQ\ ELWYV OHIW LQ EHWZHHQ WKRVH DUH VHW
IPv6 Global Address/Prefix Length : 7KLV LV GRQH LQ WKH VDPH IDVKL
DGGUHVV EXW LQVWHDG RI WKH OLQN OHRDCS SOHHIF E(N WKL
DQG SXW LW WRIJHWKHU ZLWK LWV LGHQWLILHU ZKLFRNE\ G
IPv6 Gateway : Specify the IP address of a gateway or a router, which is responsible for the
delivery of the IP packets sent by the Managed Switch. This address is required when the
Managed Switch and the network management station are on different networks or subnets.
DHCPvV6: Enable or disable DHCPv6 function

Disabled : Disable DHCPV6.

Enable automode : & RQILIJXUH '"+&3Y IXQFWLRQ LQ DXWR PRG

Enable force mode: & RQILIJXUH '+&3Y IXQFWLRQ LQ IRUFH PRC

Rapid Commit: Check to enable Rapid Commit which allows the server and client to use a
two-message exchange to configure clients, rather than the default four-message exchange,

DHCPv6 Unique Identifier (DUID): View-only field that shows the DHCP Unique Identifier
(DUID).

Current State: View-only field that shows currently assigned IPv6 address (by auto-
configuration or manual) and Gateway of the Managed Switch.

127( 7KLV ODQDJHG 6ZLWFK DOVR VXSSRUWV DXWR' 8&F
FOLHQWY WR DXWRPDWLFDOO\ GRZQORDG WKH ODWW\
VHUYHU )RU PRUH LQIRUPDWLRQ DERXW KRZ WR$8BW' X
%




'3 BRXUFH %LQGLQJ

Click the option ,3 6 RXUFH %fto@ @&k Qystem Setup menu and then the following screen
page appears.

Source Binding State Disabled ¥

Index State IPv4/IPv6 Address
1 Disabled ¥ |0.0.0.0
2 Disabled ¥ | |0.0.0.0
3 Disabled ¥ | 0.0.0.0
4 Disabled v ).0.0
5 C ed v |0.0.0.0

Ei=

Source Binding State: Globally enable or disable IP source binding.
State: Disable or enable the assigned IP address to reach the management.

IPv4/IPv6 Address: Specify the IP address for source binding.

&OLFZNWKH QHZ VHWWLQJV ZLOO EH RUPO BRIVHIWR AW QLAPWP HH GULKDHA/HH(
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Click the option Time Server Setup from the System Setup menu and then the following screen
page appears.

Time Synchronization Disabled ¥

1st Time Server 0.0.0.0 (IPv4/1Pv6 Address)
2nd Time Server 0.0.0.0 (IPv4/1Pv6 Address)
Synchronization Interval 24 Hour v

Time Zone UTC-11:00 Apia v

Daylight Saving Time Disabled v

E 3

Time Synchronization: To enable or disable the time synchronization function.
1st Time Server: Set up the IPv4/IPv6 address of the first NTP time server.

2nd Time Server: Set up the IPv4/IPv6 address of the secondary NTP time server. When the first
NTP time server is down, the Managed Switch will automatically connect to the secondary NTP time
server.

Synchronization Interval:  Set up the time interval to synchronize with the NTP time server.
Time Zone: Select the appropriate time zone from the pull-down menu.

Daylight Saving Time: Include 3'LV DeH ", 3UHF X U/Weé€kday “and 3G D idian Day ~
three options to enable or disable the daylight saving time function. It is a way of getting more
daytime hour(s) by setting the time to be hour(s) ahead in the morning.

Daylight Saving Time Date Start : ,| WKH /2@liainwoaly” RSWLRQ LV VHOHFWHG LQ
Time, click the pull-down menu to select the start date of daylight saving time.

Daylight Saving Time Date End : ,| WKH AlliWwDdy  RSWLRQ LV VHOHFWHG LC
Time, click the pull-down menu to select the end date of daylight saving time.

Daylight Saving Time Recurring Star: , I WKH 33U HWeektdayl' QR S W L R @ted \n Daiighitd
Saving Time, click the pull-down menu to select the recurring start date of daylight saving time.

Daylight Saving Time Recurring End: , I WKH 33U HWeekiddy QRSWLRQ LV VHOHFWE
Saving Time, click the pull-down menu to select the recurring end date of daylight saving time.

NOTE: SNTP is used to get the time from those NTP servers. It is recommended that the
time server is in the same LAN with the Managed Switch or at least not too far away. In this
way, the time will be more accurate.



http://192.168.0.1/cgi-bin/index.cgi

6\VORJ &RQILIJXUDWLRQ

Click the option Syslog Setup from the System Setup menu and then the following screen page
appears.

Log Server D

SNTP Status Disabled

Facility Local0 v

1st Log Server 0.0.0.0 (IPva/IPvE Address)
2nd Log Server 0.0.0.0 (IPv4/IPvE Address)
3rd Log Server 0.0.0.0 (IPvA/IPuE Address)

Terminal History

When DHCP snooping filters unauthorized DHCP packets on the network, the mal-attempt log will
allow the Managed Switch to send event notification message to log server.

Log Server: Enable or disable mal-attempt log function.
SNTP Status: View-only field that shows the SNTP server status.

Facility: Specify a facility code (Local O~Local 7) to a specific device for classifying the syslog
message provided by different devices.

1st Log Server : Specify the first log server | NPv4/IPv6 address.

2nd Log Server: Specify the secondary log server  NPv4/IPv6 address. When the first log server is
down, the Managed Switch will automatically contact the second or third Log server.

3rd Log Server: Specify the third log server 1 NPv4/IPv6 address. When the first log server is down,
the Managed Switch will automatically contact the secondary or third log server.

Terminal History of Logging Type:  Enable or disable whether the log of CLI commands will be
forwarded to the Log Server 1~3.
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3RUW ODQDJHPHQW

In order to configure each port of the Managed Switch and monitor the real-time port VIfhk-up status
or traffic counters for maintenance or diagnostic purposes. Select the folder Port Management from
the Main Menu and then 5 options within this folder will be displayed for your selection.

HES-5106SFP+ Port Management » port setup & status
Welcome: admin
System Setup E Maximum Frame Size 9600 Bytes (1518-9600
Statistics Polling Port
Statistics Polling Interval
Port State Preferred Speed

Select Port Description & Port Type Flow Control
Enable State Reason Media Type State Speed Duplex

All

@ Down Link Down
@  Down Link Down

Down Link Down

I W N -
<

T/ Down Link Down

Up
QoS Setup v

o wn
<

@  Down Link Down

1. Port Setup & Status: Set up frame size, enable/disable port state & flow control, and view
current port media type, port state, etc.

2. Port Traffic Statistics: View each port { Wames and bytes received or sent, utilization, etc..

3. Port Packet Error Statistics: View HD F K Straffid¢@ndition of error packets, e.g. CRC,
fragment, Jabber, etc.

4. Port Packet Analysis Statistics: View HD F K StrRaffidéfialysis of packets, e.g. RX/TX
frames of Multicast and Broadcast, etc.

5. Port Mirroring: Set up TX/RX source port(s) to mirror to the destination port for the traffic
monitoring.

6. LAN Follow WAN: Set up the specified LAN port(s) to follow WAN port § linkup/linkdown.
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SRUW 6HWXS o6WDWXYV

Click the option Port Setup &Status from the Port Management menu and then the following
screen page appears.

Maximum Frame Size
Statistics Polling Port

Statistics Polling Interval

Port State Preferred Speed

Select Port = Description Port Type Flow Control
Enable State Reason Media Type State Speed Duplex
All
1 L4 Down Link Down

2 L4 Down Link Down

3 v Down Link Down Copper ¥

< ¢ Down Link Down Copper ¥ | | Auto-Negotiation ¥

5 4 Up DpPpPE Mbp u
6 v Down Link Down

Maximum Frame Size: Specify the maximum frame size between 1518 and 9600 bytes. The default
maximum frame size is 9600 bytes.

Statistics Polling Port:  Specify the number of ports for data acquisition at a time.

Statistics Polling Interval:  Specify the time interval in 1/10 seconds for data acquisition.

Select: Enable or disable any new settings configured in the row of $ O$R1td ¢ applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of $OORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZW WRDO F DOWHOVZR FRWILIXUH WKHEGHV
FKHFENLQJ WK H&/mewSsBtlihgg \Confiljured in the row of $ O ®R wilNbe applied to these

V S HF Lpbkt#l G

Port: The number of the port.

Enable in Port State field: Enable or disable the current port state.

State in Port State field: 9LHZ RQO\ |LHO Ghevdutienivini Bt&RuES\of the port, either up or
down.

Reason in Port State field: 9LHZ RQO\ ILHO @hewadsaVR IVER U vifiwh DateQ N



Description: Enter a unique description for the port. Up to 35 alphanumeric characters can be
accepted.

Preferred Media Type: Select copper or fiber as the preferred media type.
Port Type: Select Auto-Negotiation or Manual mode as the port type.

State of Port in Speed field: 9LHZ RQO\ |LHO @hewukréntoperitiRrzspeed of ports, which
can be 10Mbps/100Mbps/1000Mbps in 1-4 TP port(s), 0 E SMO00Mbps ¥k *n

1% DVH 7 Z3RALODOMbps/10Gbps in SFP+ Port 6, and the current operation duplex mode of
the port, either Full or Half.

Speed of Port in Speed field: : KHQ \RX VHOHFW 30DQXDO” DV SRUW W\SH \F
transmission speed (10Mbps/100Mbps/1000Mbps) of 1-4 TP port(s) and (D XW R
V H QAMBDMbps/10Gbps) of SFP+ Port 6.

:KHQ \RX VAuUbHNEYutidtion” DV SRUW W\SH IRU RScPAPdrt® 3RASWHG
RSWLRQ DXWR VHQVH OEBESNXSSRUWHG LQ 1% DtHaitrahstizdiow D C
speed of SFP+ Port 6 is 1000Mbps.

Duplex of Port in Speed field: In Fiber ports, only the full-duplex operation mode is allowed.

Flow Control: Enable or disable the flow control.
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In order to view the real-time port traffic statistics of the Managed Switch, select the option Port
Traffic Statistics from the Port Management menu and then the following screen page appears.

Monitor | Rate ¥
| Rate |
port | Event Received Frames Received Recsved Bytes Sent Frames Sent »Senr Total Bytes dotal
> Utilization Utilization Utilization
1 0 0 0.00% 0 0.00% 0 0.00%
2 0 0 0.00% 0 0 0.00% 0 0.00%
3 0 0 0.00% 0 0 0.00% 0 0.00%
4 0 0 0.00% Q 0.00% 0 0.00%
5 746 4 0.00% 11454 8 0.09% 12200 0.04%
6 0 0 0.00% 0 0 0.00% 0 0.00%

Monitor : Choose the way of representing Port Traffic Statistics from the pull-down menu. Either
35DWH” RU 3(YHQW"~ RSWLRQ FDQ EH FKRVHQ

Bytes Received : Total bytes received from each port.

Frames Received: Total frames received from each port.

Received Utilization: The ratio of each port receiving traffic and current port  ¥tal bandwidth.
Bytes Sent: The total bytes sent from current port.

Frames Sent: The total frames sent from current port.

Sent Utilization: The ratio of real sent traffic to the total bandwidth of current ports.

Total Bytes: Total bytes of receiving and sending from current port.

Total Utilization: The ratio of real received and sent traffic to the total bandwidth of current ports.
Refresh : Click Refresh to update the latest port traffic statistics.

Clear button in Clear Counters field: Clear the statistics of the corresponding port L1 3(YHQW ™ RS’
is chosen from Monitor pull-down menu.

& O H D Urtsaul clear all ports ftounter values and be set backto zero LI 3(YHQW ™ RSWLRQ
chosen from Monitor pull-down menu.



SRUW 3DFNHW (UURU 6WDWLVWLFYV

Port Packet Error Statistics mode counters allow users to view the port error of the Managed
Switch. The event mode counters are calculated since the last time that counter was reset or cleared.
Select the option Port Packet Error Statistics from the Port Management menu and then the
following screen page appears.

Monitor | Rate ~

Port Event Error Rx Align Error Rx Undersize Rx Fragments Rx Jabbers Rx Oversize Frames Rx Dropped Frames Tx Colli

o|lo|lo|lo|leo|e
o
o

o |lo|lo|lo|leo|e

O U A W N =
[

oo |e |e|le | e
o

ol|lo|lo|lo|lo| o

Monitor: Choose the way of representing the Port Packet Error Statistics from the pull-down menu.
(LWKHU 35DWH” RU 3(YHQW ™ RSWLRQ FDQ EH FKRVHQ

5; &5& $0LJIQ &@PBRIOLIQ (UURU IUDPHV UHFHLYHG
5; 8QGHUWIQQBHUVL]H IUDPHV UHFHLYHG

5; JUDJPHQWVJPHQWY IUDPHV UHFHLYHG

5; - DEEH{DEEHU IUDPHYVY UHFHLYHG

5; 2YHUVL]H )WDMHRUWL]H IUDPHV UHFHLYHG

5; '"URSSHG )UDWPRHS/ IUDPHV UHFHLYHG

7; &ROOLYDRAVSRUWYIV &ROOLVLRQ IUDPHYV

7; '"URSSHG )UDUMRBVIUDPHYV VHQW

7TRWDO (URWDW HUURU IUDPHV UHFHLYHG

Refresh : Click Refresh to update the latest port packet error statistics.

Clear button in Clear Counters field: Clear the statistics of the corresponding port L1 3(YHQW ™ RS
is chosen from Monitor pull-down menu.

& O H D Urtssaul clear all ports ftounter values and be set backto zero LI 3(YHQW ™ RSWLRQ
chosen from Monitor pull-down menu.



SRUW 3DFNHW $QDO\VLV 6WDWLVWLEFYV

Port Packet Analysis Statistics mode counters allow users to view the port analysis history of the
Managed Switch in both 3 5DWH” DQG 3(YHQW ™ UHHB dwht ddée Qauntaid \ave
calculated since the last time that counter was reset or cleared. Select the option Port Packet
Analysis Statistics from the Port Management menu and then the following screen page appears.

o e
Packet Statistics 1 m - m 2 @ : @ 2 m i
Rate Event Rate Event Rate Event Rate Event Rate Event Rate Event

Rx Frames 64 Bytes 0 0 0 0 0 0 0 0 4 10564 0 0
Rx Frames 65-127 Bytes 0 0 0 0 0 0 0 0 0 2038 0 0
Rx Frames 128-255 Bytes 0 0 0 0 0 0 0 0 0 263 0 0
Rx Frames 256-511 Bytes 0 0 0 4] 0 0 0 4] 0 32 0 4]
Rx Frames 512-1023 Bytes 0 0 0 0 0 0 0 0 0 2035 0 0
Rx Frames 1024-1518 Bytes 0 0 0 0 0 0 0 0 0 0 0 0
Rx Frames 1519-Max Bytes 0 0 0 0 0 0 0 0 0 0 0 0
Rx Multicast Frames 0 Q Q 0 0 0 0 0 0 53 0 0
Tx Multicast Frames 0 0 0 0 0 0 0 0 0 0 0 0
Rx Broadcast Frames 0 0 0 0 0 0 0 0 0 116 0 0
Tx Broadcast Frames 0 0 0 0 0 0 0 0 0 0 0
5; )UDPHYV %\WHMWHY IUDPHV UHFHLYHG
5; )UDPHYV %\WHVE\WHYV IUDPHV UHFHLYHG
5; )UDPHYV %\WHV E\WHV IUDPHV UHFHLYHG
5; )UDPHYV %\WHV E\WHV IUDPHV UHFHLYHG
5, JUDPHYV %\WHV E\WHV IUDPHV UHFHLYHG
5; )UDPHYV %\WHV E\WHV I UDPHV UHFHLYHG
5; )UDPHYV D[®\WHWHU E\WHV IUDPHV UHFHLYHG

5; OXOWLFDVW*)RUD® PXOWLFDVW IUDPHV UHFHLYHG
TX Multicast Frames : Good multicast packets sent.

RX Broadcast Frames : Good broadcast frames received.

TX Broadcast Frames : Good broadcast packets sent.

Refresh : Click Refresh to update the latest port packet analysis statistics.

Clear button of Per Port: Clear the statistics of the corresponding port.

& O H D Urtsauvll clear all ports ftounter values and be set back to zero.



SRUW OLUURULQJ

In order to allow the destination port to mirror the source port(s) and enable traffic monitoring, select
the option Port Mirroring from the Port Management menu and then the following screen page
appears. Please note that functions of Port Isolation and Port Mirroring cannot be enabled
concurrently. When you enable Port Isolation function, Port Mirroring function will be disabled
automatically, and vice versa.

Port Mirroring Disabled ~ ﬂ

Source Port
Index Enabled Destination Port Action

TX Rx

7KLV WDEOH ZLOO GLVSOD\ WKH RYHUYLHB3XRWIRD FXHAMR\WQ RIJXBH!

FDQ EHX8HW

Port Mirroring:  Globally enable or disable the Port Mirroring function. Click OK, the new setting
will be taken effect immediately.

Occupied/Max Entry : View-only field.
Occupied: This shows the amount of total SRUW P L Utda&R hbkerlre®dy been created.

Max: This shows the maximum number available forthe SRUW P L Thd RakinQrd
number is 4.

&OLFMNG 3RUW WIRUDBG D QHZ SR UWDPIihUTR BloRidgddeanipage
appears IRU WKH IXUWKHU SRUW PLUURULQJ VHWWLQJV

Port Mirroring Disabled v n
Occupied/Max Entry: 0/4

Source Port
Index Enabled Destination Port Action

Tx Rx
sabled v Port1 v v X

»)
0
o
D
Q




Enabled: Enable or disable the specific port mirroring.

TX SourcePort: ,QSXW WKH SRUW Q X P E petifytheXransmitting padkBts\éf preferred
source port(s) for mirroring. Please note that the port selected as the destination port cannot be the
source port.

RX Source Port: ,QSXW WKH SRUW Q XP E HidcifyfHhd receiving pack&tRof\preferred
source port(s) for mirroring. Please note that the port selected as the destination port cannot be the
source port.

Destination Port:  Choose from port 1 to port 6 from the pull-down menu to designate the destination
port. Please note that the destination port of Index 1~4 port mirroring cannot be the same.

Click ¥ when the settings are completed, thisnew SRUW P Lwillb&Illstedoh WKH SRUW PLL
W D Brcktk % to cancel the settings.

g
&OLFI1¥ NKH LFRQ WR PRGLI\ WKH VHWWLQJV RI D VSHFLILHG ¢

Click the icon to remove a specified port mirroring entry and its settings from the port mirroring
table. Or click Batch Delete to remove a humber of /all port mirrorings at a time by clicking on the
checkbox belonging to the corresponding port mirroring in the Action field and then click Delete
Select Item , the selected port mirroring(s) will be deleted immediately. To cancel this batch delete,
please click Cancel Batch Delete to cancel the selection.



/$1 )ROORZ :%$1

With WKH ODQ IROORZ ZDQ IXQFWLRQ WKH GHYLFHR N WKRQ QMHE DV
6ZLWFK FDQ EH LPPHGLDWHO\ WULJJHUHG BEWLWNKDW. QN RREHW
SDQHO RI WKH ODQDJHG 6ZLWFK N@&RWMEKEENEDIWRY DQ RN GRUEZQVR
'+&3 ,3 DGGUHVV DQG WKH UHODWHG XSGDWH R MKP FR QRIQ) XX

IURP WKH '+&3 VHUYHU

Select the option LAN Follow WAN from the Port Management menu and then the following screen
page appears.

LAN Follow WAN Enabled v

Port Members Select All

2 3 - 5
WAN Down Timer 15 Secs (0-255, 0: Immediate)
WAN Up Timer 15 Secs [0-255, 0: Immediate)

LAN Follow WAN : (QDEOH RU GLVDEOH WKH ODQ IROORZ ZDQ IXQFWLI

Port Members : &OLFN RQ WKH FKHFNER[ RI FRUUHVSRQGLQJ SR Q.
IXQFWLRQ RQ WKH VSHFLIL&rcRdda# aVportgeaitiatim® by\clickiRglon the
checkbox in front of 6 HO H F&¥ wild O

WAN Down Timer : 6 SHFLI\ WKH WLPHU WR FRXQW GRZQ LQ RUGHU WR
GRVKH OLQN GRZQ ZKHQ :$1 SRUWYV OLQN LVGIRZ® YDLDEGGWDI®

SLPPHGLDWH

WAN Up Timer: 6SHFLI\ WKH WLPHU WR FRXQW GRZQ LQ RUGHMWRWRW
WKH OLQN XS ZKHQ :$1 SRUWYfV OLQN LV XS YMBDOEBEGVOQRUWHILRAPH



9/$1 6HWXS

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme
rather than the physical layout. VLAN can be used to combine any collections of LAN segments into
a group that appears as a single LAN. VLAN also logically segments the network into different
broadcast domains. All broadcast, multicast, and unknown packets entering the Switch on a
particular VLAN will only be forwarded to the stations or ports that are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting traffic to
specific domains. A VLAN is a collection of end nodes grouped by logics instead of physical
locations. End nodes that frequently communicate with each other are assigned to the same VLAN,

no matter where they are physically located on the network. Another benefit of VLAN is that you can
change the network topology without physically moving stations or changing cable connections.
6WDWLRQV FDQ EH pPRYHGYT WR DQRWKHU 9/$1 EQGOWIKQE8 WRDBI
resources, simply by changing the port VLAN settings from one VLAN to another. This allows VLAN

to accommodate network moves, changes and additions with the greatest flexibility.

SRUW %DVHG 9/%1

Port-based VLAN can effectively segment one network into several broadcast domains. Broadcast,
multicast and unknown packets will be limited to within the VLAN. Port-Based VLAN s
uncomplicated and fairly rigid in implementation and is useful for network administrators who wish
to quickly and easily set up VLAN so as to isolate the effect of broadcast packets on their network.

The following screen page appears when you choose the option Port Based VLAN mode ITURP WK
9/%$1 6HWRSQ X

Occupied/Max Entry: 1/6

s

Name v12|3 14|56 CPU Action

Default_VLAN / @ @ 7 , f @

Note: When you enable Port Isolation, Port Based VLAN is automatically invalid.

Since source addresses of the packets are listed in MAC address table of specific VLAN (except
broadcast/multicast packets), in every VLAN the traffic between two ports will be two-way without
restrictions.

Click Add Port Based VLAN to add a new VLAN and then the following screen page appears IR U
WKH | XomBasetddVLAN VHWWLQJIV

g
&OLFINKH  LFR QsettiiysPRIGD |V SWHBANL H G


http://192.168.0.1/cgi-bin/index.cgi

&OLF I\_@\/\LI{:I-RQ WR UspediiadHPob-Based VLAN DQG LWV VHWWLQJV IURP
9/$1 WDEOH %D WPKFNODRHWHHPRYXPEHU Rort-BaBe® WLAN Vat a time E\
clicking on the checkbox belonging to the corresponding Port-Based VLAN in the Action field and

then click Delete Select Item , these selected VLANs will be deleted immediately. To cancel this
batch delete, please click Cancel Batch Delete to cancel the selection.

Occupied/Max Entry: 1/6

e E——

Name 12/3|14|5 |6 |CPY Action
v X
Default_VLAN A T &S

Note: When you enable Port Isolation, Port Based VLAN is automatically invalid.

Occupied/Max Entry:  View-only field.

Occupied: This shows the amount of total 3R U W % D V H thathavd already been
created

Max: This shows the maximum number of 3SRUW % D V H tBatSck$ b&/created. The
maximum number is 6.

Name: Use the default name or specify a name foryour SRUW % DVHG 9/%$1

Port Number : By clicking on the checkbox of the corresponding ports, it denotes that the selected
ports belong to the specified Port-Based VLAN.

Click ¥ when the settings are completed, this new Port-Based VLAN will be listed on WKH 3RU\
%DVHG 9/$1owikE * kb cancel the settings.



4 9/%1
4 9/$1 &RQFHSW

Port-Based VLAN is simple to implement and use, but it cannot be deployed cross switches VLAN.
The 802.1Q protocol was developed in order to provide the solution to this problem. By tagging
VLAN membership information to Ethernet frames, the IEEE 802.1Q can help network
administrators break large switched networks into smaller segments so that broadcast and multicast
traffic will not occupy too much available bandwidth as well as provide a higher level security
between segments of internal networks.

,(QWURGXFWLRQ WR 4 UDPH )RUPDW
| Preamble  |SFD |DA [SA |Type/LEN |PAYLOAD |FCS | Original frame
TAG 802.1q
Preamble SFD | DA SA TCIPICNID Type/LEN PAYLOAD | FCS frame
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
DA Destination Address 6 bytes The MAC address of the destination
SA Source Address 6 bytes The MAC address of the source
TCl Tag Control Info 2 bytes set to 8100 for 802.1p and Q tags
P Priority 3 bits Indicates 802.1p priority level 0-7
C Canonical Indicator 1 bit Indicates if the MAC addresses are in
Canonical format - Ethernet set to "0"
VID VLAN Identifier 12 bits Indicates the VLAN (0-4095)
T/L Type/Length Field 2 bytes Ethernet Il "type" or 802.3 "length”
Payload < or = 1500 bytes User data
FCS Frame Check Sequence 4 bytes Cyclical Redundancy Check
,PSRUWDRIWE&RQFHSWYV IRU 4 9/$1 &RQILIJXUDWLRAQ

There are two key concepts to understand.

- Access-VLAN specifies the VLAN ID to the switch port that will assign the VLAN ID to untagged
traffic from that port. A port can only be assigned to one Access-VLAN at a time. When the port
is configured as Access Mode , the port is called an Access Port , the link to/from this port is
called an Access Link . The VLAN ID assigned is called PVID.

- Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and send
tagged packets. A port can be assigned to multiple Trunk-VLANSs at a time. When the port is
configured as Trunk Mode , the port is called a Trunk Port , the link to/from this port is called a
Trunk Link . The VLAN ID assigned is called VID.

A port can be configured as below 802.1g VLAN modes :

- Access Mode :
Access Links (the link to/from access ports) are the most common type of links on any VLAN
switch. All network hosts (such as PCs) connect to the switch's Access Links in order to
gain access to the local network. We configure only one Access-VLAN per port, that is, the
network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port is



totally unaware of the VLAN assigned to the port. The network host simply assumes it is part
of a single broadcast domain, just as it happens with any normal switch. During data
transfers, any VLAN information or data from other VLANS is removed so the recipient has no
information about them.

- Trunk Mode :
Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple VLANS.
These types of ports are usually found in connections between switches. These links require
the ability to carry packets from multiple VLANs because VLANSs span over multiple switches.

- Trunk Native Mode :
$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SDFNBMG/ VLP X
SDFNHWV :KHQ \RX DVVLJQ D GHIDXOW $FFHVOO®/%0Q WRJ WK3H '
WUDYHOV RQ WKH GHIDXOW $FFHVV 9/%$1 IRU WX NV WRJIXIORN LD \
DVVXPHG WR EHORQJ WR MKVV$FFHNWWVIESEILY UHIHUUHG WR

," IRU D 7TUXQN QDWLYH 3RUW 7KH Q,DWILKYCHN9 FPIU U LRV WKIQHV ©/J
WUXQN QDWLYH SRUWYV

- DOT1Q-Tunnel Mode :
%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH
WKH QXPEHU RI 9/$1V WR EH VXSSRUWHG 7KH 9/$RREBDOVHW L
WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHUODS D¢
LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJIJQLQJ D XQLTXBGAQUD(
UHVWULFW FXVWRPHU FRQILIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ

8VLQJ WKH ,((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SBRULNG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V L
GLIIHUHQW FXVWRPHUV LV VHJUHIJDWHG ZLWKLQ WKH HDUWY L]
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDFNHW\

4 WXQQHOLQJW X FPHMKSHBADNR X FRQILIXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ,' WKDW LV GHGLFDWHG WR WXQQHOLQJ (DF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWYV DOO RI WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZD\ ZLWH DSSUF

4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWIR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wi
RQH HQG LV FRQILIJXUHG DV DQ ,((( 4 WUXQNISFRIUHVE D\ G

WXQQHO SRUW <RX DVVLJQ WKH WXQQHO SR U\ QIO H UWIRF HC
FXVWRPHU

Example : PortX configuration

Trunk-VLAN = 10, 11, 12 | PortX is an Access Port

Access-VLAN = 20 PortX § VID is ignored

Mode = Access PortX § PVID is 20
PortX sends Untagged packets (PortX takes away VLAN tag if the
PVID is 20)

PortX receives Untagged packets only
Trunk-VLAN = 10,11,12 PortX is a Trunk Port

Access-VLAN = 20 PortX§ VID is 10,11 and 12

Mode = Trunk PortX § PVID is ignored




PortX sends and receives Tagged packets VID 10,11 and 12

Trunk-VLAN = 10,11,12
Access-VLAN =20
Mode = Trunk-native

PortX is a Trunk-native Port

PortX § VID is 10,11 and 12

PortX § PVID is 20

PortX sends and receives Tagged packets VID 10,11 and 12
PortX receives Untagged packets and add PVID 20

Trunk-VLAN =10,11,12
Access-VLAN =20
Mode = Dotlg-tunnel

PortX is a Dotl1g-tunnel Port

PortX § VID is ignored.

PortX § PVID is 20

PortX sends Untagged or Tagged packets VID 20

PortX receives Untagged and Tagged packets and add PVID
20(outer tag)




 OWURGXFWIQR Q' AWR447XQQHO

7KH ,((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VRWIBIEU VMG PNL @)
DG ,WV SXUSRVH LV WR H[SDQG WKIHJJLQJT W/isH VO QHFAK EIDJ.
WKLV ZD\ D 3GRXEBEDMHPMWDRYIABGHDWHG VR DV WR VHSDUDWH FX\
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXEOHJ7WDIHGV)DD
EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHUKLNIFD\W WXSSRWRY
&XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRUNV D®@HHDV WWH IFR
GLIIHUHQW XVHU JURXSV ORUHRYHU WKH DGEUWDRBVRW IGHR XT
DYDLODEOH 9/$1 WDJV ZKLFK DOORZ VHUYLFH SUR Y3LGRML\G WR 9
WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQHW QHWZRUN

Preamble | SFD 2 i Vel = PAYLOAD | FCS Original frame
D |S | TAG 802.1q
Preamble | SFD | 1| ' | 1cypicvip | TYPE/LEN | PAYLOAD | FCS Frame
Inner Tag Double-
Preamble | SFD 2 i gr“;eg;zg or C-Tag | Type/LEN | PAYLOAD | FCS | tagged
9 | TcupicviD Frame

Double-Tagged Frame Format

As shown below in ®-in-Q Example “illustration, Headquarter A wants to communicate with Branch
1 that is 1000 miles away. One common thing about these two locations is that they have the same
VLAN ID of 20, called C-VLAN (Customer VLAN). Since customer traffic will be routed to service
provider § backbone, there is a possibility that traffic might be forwarded insecurely, for example due
to the same VLAN ID used. Therefore, in order to get the information from Headquarter to Branch
1, the easiest way for the carrier to ensure security to customers is to encapsulate the original VLAN
with a second VLAN ID of 100. This second VLAN ID is known as SP-VLAN (Service Provider VLAN)
that is added as data enters the service provider § network and then removed as data exits.
Eventually, with the help of SP-Tag, the information sent from Headquarter to Branch 1 can be
delivered with customers {VLANSs intactly and securely.

i 0N C-VLANTAG 20 ;
e ' . 6 ustomer A VLAN
MAN Service Provider ~ MANEdseSwitch ‘ BRANCH1
‘C\/LANTAGZO MAN Edge Switch Q-in-Q Q-in-Q

SP VLAN Tag 100 + C-VLAN Tag 20 SP VLAN Tag 100+ C-VLAN Tag 20
‘C-\/LANTAG i
Customer AVLAN
Headquarter

) SPALANTag 100+ CALANTag 0 Eackiong
ag 3930 (1o Suiteh 8P VLAN Tag 100+ C-VLAN Tag 30

C-VLANTAG 30

MAN Edge Switch ‘
Customer AVLAN
BRANCH 2

Q-in-Q Example



C((( T 7DJ 9/%$1

The following screen page appears when you choose the option IEEE 802.1q Tag VLAN mode | UR P
WKHS$1 6HWRKHEQaxd then select VLAN Interface function.

HES-5106SFP+ \/LAN Setu p » IEEE 802.1q Tag VLAN > VLAN Interface
Welcome: admin
System Setup
S e ' CPU VLAN ID | (1-4084)
Port Management s Dot1g-Tunnel EtherType 9100 (0000-FEFF)
VLAN Setup v
Select Port Mode PVID Trunk-VLAN
Port Based VLAN
All v
» [IEEE802.1q Tag VLAN v
Tr 1 ACCESS v
» Trunk VLAN Setup
» VLAN Interface & 2 ACCESS v
» VLAN Table (] 3 ACCESS Y
VLAN Translation Setup 4 ACCESS z
MAC Address Management v 5 ACCESS 5
R - 6 | ACCESS .
Multicast v
Security Setup v

1. Trunk VLAN Setup: To create, modify or remove IEEE 802.1q Tag VLAN settings.

2. VLAN Interface : To set up VLAN mode, create 802.1q VLAN on the selected port(s), and set
up CPU VLAN ID.

3. VLAN Table: View the IEEE802.1q VLAN table of the Managed Switch.



7TUXQN 9/$1 6HWXS

The following screen page appears if you choose Trunk VLAN Setup function.

Occupied/Max Entry: 1/4094

Add Trunk VLAN Batch Delete

VLAN Name viD 1|23 4|56 |CPU Action

Default_VLAN 1 MM @ f @

Note:When CPU VLAN is changed, the port VLAN ID of all member ports in the new CPU VLAN will be changed to CPU's VID.

Click Add Trunk VLAN to add a new VLAN and then the following screen page appears IRU WK
| XU WHEH 802.1g Tag VLAN VHWWLQJV

g
Clicktkt¢ LF® @odify the settings of a specified 802.1g VLAN.

&OLF I‘_@\N KH L F R @pabified B62ZRRYULANDD QG LWV VHWWHEEREBU2.1Y R WK
VLAN 6HWXS WDEOWD W®E K- CHMBRN WHIPRY X PE H U 82.1q DLARVat a time E\
clicking on the checkbox belonging to the corresponding 802.1q VLAN in the Action field and then

click Delete Select Item , these selected VLANs will be deleted immediately. To cancel this batch
delete, please click Cancel Batch Delete to cancel the selection.

Occupied/Max Entry: 1/4094

VLAN Name VID 1 2 3 45 6 CPU Action
v X
Default_VLAN 1 PP @ @ &S W

Note:When CPU VLAN is changed, the port VLAN ID of all member ports in the new CPU VLAN will be changed to CPU's VID.

Occupied/Max Entry: View-only field.
Occupied: This shows the amount of total 802.1q VLANSs that have already been created

Max: This shows the maximum number of 802.1q VLANSs that can be created. The
maximum number is 4094.

VLAN Name: Use the default name or specify a VLAN name.
VID: Specify the VLAN ID of the VLAN. 9DOLG UDQJH

VLAN Members: If you check the ports, it denotes that the ports selected belong to the specified
VLAN group.

Click ¥ when the settings are completed, this new 802.1g VLAN will be listed on W HBEE 802.1q
Tag VLAN 6 HW XS v didk ¥ o cancel the settings.



9/$1 ,QWHUIDFH

The following screen page appears if you choose VLAN Interface function.

CPUVLAN ID 1 (1-4094)
Dot1g-Tunnel EtherType 9100 (D000-FFFF
Select Port Mode PVID Trunk-VLAN
All B
1 CCESS v
2 ACCESS v
3 ACCESS v
4 ACCESS v
5 ACCESS v
6 ACCESS v
=l =

CPU VLAN ID: Specify an existing VLAN ID.

Dotlg-Tunnel EtherType : Configure outer VLAN's ethertype. (Range: 0000~FFFF, Default:
9100).

Select: Enable or disable any new settings configured in the row of $ O$R 10 B¢ applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of $OORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZWDWRDIO F DOWHOVZR FRWVYILIJXUH WKH GHYV
FKHFENLQJ WK H&mewSsBttihgs \confyured in the row of $ O ®R WiNbe applied to these

V S HF Lpbkt$l G



Mode: Pull down the list in the Mode field and select the appropriate mode for each port. The port
behavior of each mode is listed as the following table.

Access. 6HW WKH VHOHFWHG SRUW WR WKH DFFHVV PRGH XQ'
Trunk: 6HW WKH VHOHFWHG SRUW WR WKH WUXQN PRGH WDJ.
Trunk-Native: (QDEOH QDWLYH 9/$1 IRU XQWDJJHG WUDIILF RQ VW

DOT1Q-Tunnel: 6HW WKH VHOHFWHG SRUW WR WKH GRW T WXQQ|

Mode ‘ Port Behavior
Receive untagged packets only. Drop tagged packets.
Access
Send untagged packets only.
Trunk Receive tagged packets only. Drop untagged packets.

Send tagged packets only.

Receive both untagged Untagged packets: PVID is added
and tagged packets Tagged packets: Stay intact
When sending packets, PVID and VID will be compared.

If PVID and VID are the same, PVID will be removed.

If PVID and VID are different, the packets with the original tag
(VID) will be sent.

Receive all tag and untag packets.

Send the packets with the outer tag marked as PVID.

Trunk Native

DOT1Q-Tunnel

PvID: 6SHFLI\ WKH VHOHFWHG SRUWVY $FFHVYV 9/%$1 ,' 39,
Trunk-VLAN : 6SHFLI\ WKH VHOHFWHG SRUWVY| 7UXQN 9/%$1 ," 9,'
L ((( T 9/$1 7DEOH

The following screen page appears if you choose VLAN Table function.

D
= |
C
M
64
—
D
= |
C
.

U: Untagged T:Tagged D:Dotig-Tunne

VLIANName VID 1 2 3 4 5 6 CPU

| o=

Default_VLAN 1 uuuuu

9/$1 1DPHLHZ REIG\WKDW VKRZV WKH 9/%$1 QDPH

9," 9LHZ RIB®@\WKDW VKRZV WKH ," Rl WKH 9/%1



9/$1 7TUDQVODWLRQ &RQILIJXUDWLRQ

Besides the aforementioned ways of creating VLANS, another way to establish the translated VLANs
is to configure VLAN ID translation (or VLAN mapping) on trunk ports connected to a customer
network to map the original VLANS to the translated VLANs. 7TKURXJK WKLV 9/%$1 ," WUDQ
VDYH PXFK HIITRUW LQ PDVVLYH (WKHUQHW QHWZRUN GHSOR\PH

Packets entering the trunk port are mapped to a translated VLAN based on the port number and the
original VLAN ID of the packet. In a typical metro deployment, VLAN mapping takes place on user
network interfaces. Because the VLAN ID is mapped to the translated VLAN on ingress, all
forwarding operations on the Managed Switch are performed with the usage of the translated VLAN
information rather than the original VLAN information.

Click the option VLAN Translation Setup from the VLAN Setup menu and then the following screen
page appears.

VLAN Translation Disabled ~ m

Entry Name Port Original VID Mapped VID Priority Action

7KLY WDEOH ZLOO GLVSOD\ WKH YRXMtdaphihgZulR 18I3DW R/LARQILJIX UHC
mappingruleV FDQ EMWSVHW

VLAN Translation : (QDEOH RU GLVDEOH 9/$1 WUDQV O D2V LRIR YX G HW LIARC
VLAN Translation function WKH QHZ VHWWLQJYVY ZLOO EH WDNHQ HIIHFW L

Occupied/Max Entry: View-only field.

Occupied: This shows the amount of total VLAN mapping rules that have already been
created.

Max: This shows the maximum number available for VLAN mapping rules. The maximum
number is 44.

Click Add VLAN Translation to add a new VLAN mapping rule and then the following screen page
appears | RU W K HVLAN wixsktion VHWWLQJV

VLAN Translation Disabled ~ ﬂ

Occupied/Max Entry: 0/44 Add VLAN Translation
Entry Name Port Original VID Mapped VID Priority Action

v X




Entry : View-only field. This shows the number of VLAN mapping rule that is currently created.

Name: Specify a name for the VLAN mapping rule. Up to 32 alphanumeric characters can be
accepted.

Port: Specify one preferred trunk port used for the VLAN ID translation. (For more details on turnk
port settings, please refer to Section 39/%$1 OWMHMUIDFH"

OriginalVID: 6SHFLI\ WKH RULJHQWG®I WLEI WKH VZLWFK IURP WKH FX
9/$1 ," WUDQVODWLRQ 9DOLG UDQJH

Mapped VID : Specify the preferred VLAN ID that the assigned original VID will be translated.
Valid range: 1-4094.

NOTE:

1. Different Mapped VIDs cannot be assigned to the trunk port with the same original VID.
2. Different original VIDs belonging to the specific port cannot be translated into the same
Mapped VID.

Priority: 6 SHFWIKH SUHIHUUHG SULRULW\ ELW YDOXH WR UHSODFH
SDFNHWV 9DOLG UDQJH a

Click ¥ when the settings are completed, this new U XwilHbe O LV W th&VIEAQ mapping rule
table or click % to cancel the settings.

g
&OLFI1¥ NKH L F R Qsatiirig)sPRIGD | V S\WEAN Imidping rule

&OLFI\NKH L F Rpetifitd AR RDIS DL QJ UXOH D Qrémithé/ WLANHNAPYINgQ J V
rule table 2U F@IDAWFK "HORHWHPR@XPEHU WRIAN PD®SL QJ at X e VE\
clicking on the checkbox belonging to the corresponding rule in the Action field and then click Delete
Select Item , these selected rules will be deleted immediately. To cancel this batch delete, please

click Cancel Batch Delete to cancel the selection.



0$8& $GGUHVY ODQDJHPHQW

Select the folder MAC Address Management from the Main Menu and then 3 options will be
displayed for your selection.

HES-5106SFP+ MAC Address Man agement »MAC Table Learning
Welcome: admin
IR SEuip 34 MAC Address Aging Time 300 Secs (0-900)
Port Management v MAC Address Learning Per Port Select All

/1 ¥ 2 3 «4@5 @6
VLAN Setup v

MAC Address Management v n m

» MACTable Learning
Static MAC Table Setup

MAC Address Table

QoS5 Setup v
Multicast v
ACL Setup

Security Setup v

1. MAC Table Learning: Set up MAC address table aging time, and enable/disable MAC
address learning function.

2. Static MAC Table Setup : To create, edit or delete the Static MAC Table setting.

3. MAC Address Table: List the current MAC addresses automatically learned by the Managed
Switch and the created static MAC addresses.

0$& 7DEOH /HDUQLQJ

Click the option MAC Table Learning from the MAC Address Management menu and then the
following screen page appears.

MAC Address Aging Time 300 Secs (0-900)

MAC Address Learning Per Port Select All

21 ¢2 #3456




MAC Address Aging Time: Specify MAC address table aging time between 0 and 900 seconds.
38" PHDQV WKDW 0%$& DGGUHVVHV ZLOO QHYHU DJH RXW

MAC Address Learning Per Port : Enable port MAC address learning function on the specified
ports by clicking on the checkbox of the corresponding port number. Besides, you can choose all
ports at a time by clicking on the checkbox in front of Select All as well.



6WDWLF 0$& 7DEOH 6HWXS

Click the option Static MAC Table Setup from the MAC Address Management menu and then the
following screen page appears.

Occupied/Max Entry: 0/128

MAC Address VID Forwarding Port Action

This table will display the overview of the static source MAC addresses, which are manually added
by clicking on the Add Static MAC button.

These manually added MAC addresses denote that they have been written into the running
configuration file. Thus, if the Save Configuration function is executed before rebooting the
Managed Switch, they still exist on the static MAC table.

NOTE: The Managed Switch only supports switch-based MAC security and does not support

port-based MAC security. The Managed Switch can support up to 128 entries of MAC
security list.

Occupied/Max Entry: View-only field.

Occupied: This shows the amount of total VW D W L F 0 $ &thBtGavdatieadly been
created.

Max: This shows the maximum number available for VWDWLF 0$& DGGUHVV RI W
6 Z L WTlh&maximum number is 128.

&OLFBAG 6WDWIWROB& G D QHZ 0% & DGQ@EBMtkefollb@ng tcreen page
appears IRU WKH IXUWKHU VWDWLF 0$& DGGUHVV VHWWLQJV

Occupied/Max Entry: 0/128

MAC Address VID Forwarding Port Action

Port1 v v X

0$& $GGUHMSWHFLI\ D GHVWLQDWLRQ 0%$& DGGUHVYV LQ WKH SDFNI
IRUPDW



9," 6SHFLI\ WKH 9/$1 ,'"’ ZKHUH WKH SDFENHWV ZLWK WKRUZBW\W HC

JRUZDUGLQJIWKWHWW.QFRPLQJ SDFNHW KDV WKH VDPH GHVWLQDW
VSHFLILHG LQ 9," LW ZLOO EH IRUZDUGHG WR WKH VHOHFWHG ¢

Click ¥ when the settings are completed, thisnew VWDWLF 0$ &wid BeGisted VW KH VW D
0$& DG G UH Vot dieio® @itancel the settings.

g
&OLFI1¥ NKH LFRQ WR PRGLI\ WKH VHWWLQJV RI D VSHFLILHG \

Click the icon to remove a specified static MAC address entry and its settings from the static
MAC address table. Or click Batch Delete to remove a number of /all static MAC addresses at a
time by clicking on the checkbox belonging to the corresponding static MAC address in the Action
field and then click Delete Select Item , the selected static MAC address/addresses will be deleted
immediately. To cancel this batch delete, please click Cancel Batch Delete to cancel the selection.



0$& $GGUHVV 7DEOH

MAC Address Table displays MAC addresses learned when MAC Address Learning is enabled.
Select the option MAC Address Table from the MAC Address Management menu and then the
following screen page appears.

Capacity Free Used Dynamic Static Internal
6384 638 2 1 1 1
Sort by Port v
MAC Address 2 Entries & < |Paget ¥| 5> »
Index Type MAC Address VvID Port Add to Static
1 dynamic 00:60:6E:B0:0D:DE 5
2 static 00:06:19:51:06:40 1 cPU

The table above is composed of the MAC addresses that are automatically learned from each port
of Managed Switch or manually created by the users.

Click Search to update the MAC Address table by selecting All/Port List/Static/MAC /VLAN five
conditions from Filter pull-down menu, and sort these searched MAC addresses by selecting
Port/MAC/VLAN option from the Sort by pull-down menu.

Click Clear when choosing All condition to clear all dynamic MAC addresses in the MAC address
table. Or click Clear when choosing Port List condition to clear the dynamic MAC addresses for the
specified port(s).

7R WUDQVIHU WKH 0%$& DGGUHV\WL QWRH ,\pWwid&Vdidk \ap Dhe Lcheckbox
belonging to the specific dynamic MAC address in the Add to Static field, DQG WKHQ S$GiBVV
WR 6 WDXW.WRQ ORFDWHG DW WKH WIR&spddified dyn&nRdMAE abdrebsWik H W
be turned into a static one when clicking Search to refresh the MAC address table.

7R YLHZ WKH WKH 0$& DGGUHVVHV WKDW DUH VHDUFKHIFBN OR X RP
WR WKH GHVQrildlc, S>3 H< to move to the next/previous/last/first page of MAC
address table.



4R6 6HWXS

Network traffic is always unpredictable and the only basic assurance that can be offered is the best
effort traffic delivery. To overcome this challenge, Quality of Service (QoS) is applied throughout the
network. This ensures that network traffic is prioritized according to specified criteria and receives
preferential treatments.

QoS enables you to assign various grades of network service to different types of traffic, such as
multi-media, video, protocol-specific, time critical, and file-backup traffic. To set up the priority of
packets in the Managed Switch, click the folder QoS Setup from the Main Menu and then 3 options
will be displayed for your selection.

NAC Catlir e
HES-5106SFP+ QOS5 Setup » qos Priority
Welcome: admin
System Setup v
NAC D vi-
Port Management v
VLAN Setup WV Priority Mode Disabled \
MAC Address Management v Queue Mode Strict
QoS Setup v
» QoS Priority
QoS Remarking Port 1 2 3 4 5 6 CPU
QoS Rate Limit Priority 0O 0 0 0 0 0
Multicast v
ACL Setup n ﬁ
Security Setup v
Maintenance v

1. QoS Priority : Tosetupeach SRUW YV 4R 6 G HArrbKyOWiedtyMdgde, Queue
Weighted, and so on.

2. QoS Remarking: To set up QoS 802.1p Remarking and DSCP Remarking.

3. QoSRateLimit: 7R FRQILIJXUH Hbress aBdRAgNasS Rate.



4R6 3ULRULW\

Select the option QoS Priority from the QoS Setup menu and then the following screen page

appears.

Queue Mode Str

Port

Priority O

n

Priority Mode Disabled

Priority Mode : Select the QoS priority mode of the Managed Switch.

IEEE 802.1p: , (((

S PRGH XWLOL]JHV S ELWV LQ 9/%$1 WDJ IRU

DSCP: '6&3 PRGH XWLOL]JHV 726 ILHOG LQ ,3Y KHDGHU IRU GL

Disabled: 'LVDEO® 4R

Queue Mode : Specify the queue mode as Strict or Weight.

Strict: This indicates that services to the egress queues are offered in the sequential order
and all traffic with higher priority queues is transmitted first before lower priority queues are

serviced.

Weight: Weighted Round-Robin shares bandwidth at the egress ports by using scheduling
weights 1, 2, 4, 8, 16, 32, 64, 127 for queues 1 through 8 respectively. The following
parameter will appear when Queue Mode LV VHOHFWHG. DV 3:HLJKW’

Queue Weight : 6 S HF L I Quéuehveight for each Queue. 9DOLG YDOXH UDQJH

Queue Weight Q01

: Q5 32 . Q6 6




802.1p to Queue Mapping : $VVLJI@DIP YDOXH a RI GLIIHUHQW OHYHOV
TXHXH

8021p O 1 2 3 4 - < 7

QUEUE v ( v & 4 : ) 4 2 v ( v 8 4 : A 4

DSCP to Queue Mapping : $VVLIQ D '6&3 YDORH &LIIHUHQW OHYHOV WR
by pulling down the Queue menu. 2U GLUHFWO\ LQSXW D UDQJH RI WKH '6&3
'6&3 9DOXHIMHAOG DQG VSHFLI\ WKHP WR WKHXHNXHXOQO HBER @ X HDXW
D WLAKHQSUHVVQWKBEXYWWRQ WKH VSHFLILHG '6&3 YDOXH V ZLO
LPPHGLDWHO\

DSCP Value List Queue m

DSCP 0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
Queue Q0 ¥ Q5 ¥ Q5:.¥ QS5:'Y Qo Vv QO v Q0 v QO 'Y Qo0 Vv QO v Qo Vv Qv QO v Qo v

DscpP 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Queue Q0 ¥ Q QO Vv QO ¥ Y Y

DSCP 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Queue Q0 ¥ Qo v Qo v Qo v Q0 ¥ Qo v QL% | BT QO ¥ Q0 Y| QO Y Qo v QO ¥ Qo v

Dsce 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
Queue Q0 ¥ Q0 ¥ Q0 v Q0 ¥ QO Vv Q0 ¥ Q0 v Q0 ¥ Q0 ¥ Q0 ¥ Q0 v Q0 ¥ Q0 ¥ Q0 ¥ Q0 Vv Q0 ¥

User Priority:
Port 1 2 3 4 5 6 CPU

Priority 0O 0 0 0 0 0

There are eight priority levels that you can choose to classify data packets. Specify one of the
listed options for CoS (Class of Service) priority tag values 7KH GHIDXOW YDOXH LV 3

The default 802.1p settings are shown in the following table:

Priority Level

normal

low

low

normal

medium

Medium

High

high

802.1p Value

0

1

2

3

4

5




4R6 SHPDUNLQJ

QoS Remarking includes 802.1p Remarking and DSCP Remarking. To configure it, select the
option QoS Remarking from the QoS Setup menu and then the following screen page appears.
Please note that 802.1p / DSCP remarking rule will not affect the priority mapping rule.

Note: Remarking rule won't affect pricrity map rule.
802.1p Remarking Disabled ¥ DSCP Remarking Disabled ¥
Index Rx-802.1p New-802.1p Index Rx-DSCP New-DSCP
1 0 0 v 1 DSCP(0) Y| | DSCP{O) ¥
2 1 0o 2 DSCP(1) Y| | DSCP{0) ¥
3 2 ) ¥ 3 DSCP(2) Y| | DSCP(O) ¥
4 3 oY < DSCP(3) Y| | DSCP(O) ¥
5 - 0 v 5 DSCP(4) Y| | DSCP{O) ¥
6 5 0 v 6 DSCP(5) Y| | DSCP(0) ¥
7 6 ) ¥ 7 DSCP(6) Y| | DSCP(0) ¥
8 7 oY 8 DSCP(7) Y| | DSCPO) Y
&RQILIJXUH S 5HPDUNLQJ

7KLY DOORZV \RX WR HQDEOH RU GLVDEOH SXOO0HRD WGNRAR] WHKI
SHPDUNPABODXKH GHIDXOW VHWWLQJ LV GLVDEOHG

802.1p Remarking Disabled ¥

Index Rx-802.1p New-802.1p

1 0 oY
2 1 0
3 2 0
< 3 v
5 4 ) v
6 5 0V
7 6 0 v




&RQILIXUH '6&3 5HPDUNLQJ

7KLY DOORZV \RX WR HQDEOH RU GLVDEOH '6&3 UWGHRPDQU W3 IRU
SHPDUNPRIDXKH GHIDXOW VHWWLQJ LV GLVDEOHG

DSCP Remarking Disabled ¥
Index Rx-DSCP New-DSCP
1 DSCP(0) Y | DSCP{0) Y
2 DSCP(1) Y| | DSCP{O) Y
3 DSCP(2) ¥ | | DSCP X
4 DSCP(3) Y| | DSCPO) ¥
5 DSCP(4) Y| | DSCP{O) Y
6 DSCP(3) Y| DSCP{O) ¥
7 DSCP(6) Y| | DSCP ¥
8 DSCP(7) Y| | DSCP{O) ¥




4R6 SDWH /LPLW

Select the option QoS Rate Limit from the QoS Setup menu and then the following screen page
appears. 7KLV DOORZV XVHUV WR VSHFLI\ HDFK S®ahwwitth. ZF KW K LFKHER
WUDIILF ZLOO EH GURSSHG

Ingress Egress
Select Port
Enabled Rate (500-1000000 Kbits/Sec) Unit Enabled Rate (500-1000000 Kbits/Sec) Unit

All
1
2
3
4
5

6

Port 5 6 Rate (500-10000000 Kbits/Sec, 1-10000 Mbits/Sec)

n

Select: Enable or disable any new settings configured in the row of $ O®Rtd W applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of $SOORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZWWRDO F DOWHOVZR FRWVYILIXUH WKH GHV
FKHFENLQJ W K He&/ mewSsBttihgé \donfyured in the row of $ O ®R wilNbe applied to these

V S HF Lpbkt$l G

3RUWKH QXPEHU RI HDFK SRUW

Enabled in Ingress/Egress field: Enable or disable HDFK SRUWYV 4R6 5DWHDQGBLW R
R X W E Rat@ith. To enable it, just click on the checkbox of the corresponding port(s). The
GHIDXOW MHMhegked] dvhickl istdisabled.

Rate in Ingress/Egress field: Specify the transmitting rate limit of the inbound and outbound
bandwidth. Valid range is from 500 ~1000000 in unit of Kbps or 1~1000 in unit of Mbps for Ports
1~4 and 500-10000000 in unit of Kbps or 1-10000 in unit of Mbps for Ports 5~6.

Unit in Ingress/Egress field: Either Kbps or Mbps can be selectd as the unit of the inbound and
outbound bandwidth.



OXOWLFDVW &RQILIJXUDWLRQ

Select the folder Multicast from the Main Menu , IGMP/MLD Snooping subfolder and Static
Multicast Setup option for multicast setup will be displayed.

,*03 0/' BQRRSLQJ

The Internet Group Management Protocol (IGMP) is a communications protocol used to manage
the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent
multicast routers to establish multicast group memberships. It can be used more efficiently when
supporting activities, such as online streaming video and gaming.

IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the name,
LV D IHDWXUH WKDW DOORZV WKH VZLWFK WR 38 QRQVKRMWNVQD QRE® L
by processing the layer 3 packets that IGMP packets sent in a multicast network.

When IGMP snooping is enabled in a switch, it analyses all the IGMP packets between hosts
connected to the switch and multicast routers in the network. When a switch receives an IGMP
report for a given multicast group from a host, the switch adds the host's port number to the multicast
list for that group. When the switch hears an IGMP Leave, it removes the host's port from the table
entry.

IGMP snooping can reduce multicast traffic from streaming and make other bandwidth intensive IP
applications run more effectively. A switch using IGMP snooping will only forward multicast traffic to
the hosts in that traffic. This reduction of multicast traffic reduces the packet processing at the switch
(at the cost of needing additional memory to handle the multicast tables) and also decreases the
workload at the end hosts since their network cards (or operating system) will not receive and filter
all the multicast traffic generated in the network.

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version 6 (IPv6) suite.
MLD is used by IPv6 routers for discovering multicast listeners on a directly attached link, much like
IGMP is used in IPv4.

Select the subfolder IGMP/MLD Snooping and then 9 options will be displayed for your selection.

HES-5106SFP+ Multicast
Welcome: admin
MAC Address Management v IGMP/MLD Snooping
QoS Setup v IGMPv3/MLDV2 Snooping
Unregistered IPMC Flooding Disabled ¥
,,,,,, Query Interval 25 Secs (1-6000)

Query Response Interval

Fast Leave

Router Port Select All

Query interval must be greater than Query Response interval.




1. IGMP/MLD Setup: To enable or disable IGMP/MLD Snooping, IGMPv3/MLDv2 Snooping,
Unregistered IPMC Flooding and set up router ports.

2. IGMP/MLD VLAN Setup: To set up the ability of IGMP/MLD snooping and querying with
VLAN.

3. IPMC Segment: To create, edit or delete IPMC segment.
4. IPMC Profile: To create, edit or delete IPMC profile.

5. IGMP/MLD Filtering: To enable or disable IGMP/MLD filter, DQG FRQILJXUH HDFK SR
IGMP/MLD filter.

6. IGMP Snooping Status: View the IGMP snooping status.
7. IGMP Group Table: View the IGMP Groups table.
8. MLD Snooping Status: View the MLD snooping status.

9. MLD Group Table: View the MLD Groups table.

,*03 0/" 6HWXS

Select the option IGMP/MLD Setup from the IGMP/MLD Snooping menu and then the following
screen page appears. Please note that Query Interval value must be greater than the value of Query
Response Interval.

IGMP/MLD Snooping Disabled
IGMPv3/MLDV2 Snooping Disabled ¥
Unregistered IPMC Flooding Disabled
Query Interval 125 Secs (1-6000)
Query Response Interval O /40 Secs (1-255
Fast Leave Disabled ~
Router Port Select All
2 3 - 5 6

Query interval must be greater than Query Response interval.




IGMP/MLD Snooping: When enabled, the Managed Switch will monitor network traffic and
determine which hosts to receive multicast traffic.

IGMPv3/MLDVv2 Snooping: When enabled, the Managed Switch will monitor network traffic and
determine which hosts to receive multicast traffic. This is for IGMPv3 and MLDv2 only.

Unregistered IPMC Flooding: Set forwarding mode for unregistered (not-joined) IP multicast traffic.
The traffic will flood when enabled. However, the traffic will be forwarded to router-ports only when
disabled.

Query Interval: The Query Interval is used to set the time between transmitting IGMP queries,
entries between 1 ~ 6000 seconds are allowed. (Default value is 125, One Unit =1 second)

Query Response Interval:  This determines the maximum amount of time allowed before sending
an IGMP response report. (Default value is 100, One Unit=0.1 second)

Fast Leave: The Fast Leave option may be enabled or disabled. When enabled, this allows an

interface to be ignored without sending group-specific queries. 7KH GHID X O WDMabMOW LQJ L

Router Port: When ports are connected to the IGMP administrative routers, they should be checked.

%HVLGHVY \RX FDQ FKRRVH DOO RRW WH BRH DN\E RPHD HFRYHBRIRQ O

,*03 0/' 9/$1 6HWXS

Select the option IGMP/MLD VLAN Setup from the IGMP/MLD Snooping menu and then the
following screen page with the fucnions of IGMP Snooping and Querying in VLAN(S) appears.

Select VID VLAN Name Snooping Querying

Al - v v

1 Default_VLAN Disabled ~ Disabled ¥

Select: Enable or disable any new settings configured in the row of $ O/ to be applied as well to

all VIDs at a time. To enable it, please click on its checkbox intherowof $OMI DQG WKIBE® DO

ZLOO EH FKHFNHG LPPHGLDWHO\ DIWHUZDUGYV

VID: VID of the specific VLAN.



9/$1 1DPHLHZ REI®G\WKDW VKRZV WKH 9/%$1 QDPH

Snooping: When enabled, the port in VLAN will monitor network traffic and determine which hosts
to receive the multicast traffic.

Querying: When enabled, the port in VLAN can serve as the Querier which is responsible for asking
hosts whether they would like to receive multicast traffic.



, 30& 6HIPHQW

Select the option IPMC Segment from the IGMP/MLD Snooping menu and then the following
screen page with the configuration of IPMC Segment ID, Name and IP Range appears.

Occupied/Max Entry: 0/400

ID IP Range

(1-400) Segment Name (224.0.1.0 - 239.255.255.255) ' \cHon

7KLY WDEOH ZLOO GLVSOD\ WKH RYHUYLHZURI10 40D F B0BR\QH 1 X QM
can be created.

Occupied/Max Entry: View-only field.
Occupied: This shows the amount of total registered IPMC segments.

Max: This shows the maximum number available for IPMC segment registration. The
maximum number is 400.

& O LFAG ,30& 6HJtB K a new IPMC segment and then the following screen page
appears IRU WKH IXUWKHU ,30& VHIPHQWY VHWWLQJV

Occupied/Max Entry: 0/400

o Segment Name IP Range
(1-400) E (224.0.1.0 - 239.255.255.255)

Action

v X

ID: Specify a number from 1~400 for a new ID.
Segment Name: Enter an identification name. This field is limited to 20 characters.

, 3 5D Q Bfecify the multicast IP range for the registered segment. (The IP range is from
224.0.1.0~239.255.255.255.)

Click ¥ when the settings are completed, this new ,30& V HJPwillQoe/listed on WKH ,30&
VHIPHQ WolIRiE® 1 cancel the settings.

N
&OLFI¥ NKH L FR QsétiiRsPRIGR IVSWHFALILHG ,30& VHIPHQW

Click the W icon to remove a specified registered IPMC segment entry and its settings from the



IPMC segment table. Or click Batch Delete to remove a number of /all IPMC segments at a time by
clicking on the checkbox belonging to the corresponding IPMC segment in the Action field and then
click Delete Select Item , the selected IPMC segment(s) will be deleted immediately. To cancel this
batch delete, please click Cancel Batch Delete to cancel the selection.



,30& 3URILOH

Select the option IPMC Profile from the IGMP/MLD Snooping menu and then the following screen
page with the configuration of IPMC Profile appears.

Occupied/Max Entry: 0/60

Profile Name Segment ID Action

7KLV WDEOH ZLOO GLVSOD\ WKH RYHUY L HIp tR60 HBDFK F-URRRAL @ U H (
registered.

Occupied/Max Entry: View-only field.
Occupied : This shows the amount of total registered IPMC profiles.
Max: This shows the maximum number available for IPMC profile. The maximum number is

60.

Click Add IPMC Profile to register a new IPMC profile and then the following screen page
appears IRU WKH IXUWKHU ,30& SURILOH VHWWLQJV

Occupied/Max Entry: 0/60

Profile Name Segment ID Action

0 .0 /0 .0 ) 0 .0 , 0 .0 .0 .0 v X

Profile Name: Enter an identification name. This field is limited to 20 characters.

6 HJ P H Q:VBpetify the segment ID that is registered in IPMC Segment.

Click ¥ when the settings are completed, this new IPMC profile will be listed on WK H , pidfile
W D Bocktk % to cancel the settings.

N
&OLFI1¥ NKH L F R Qséttirig)sPR B 1M & MHARMC HrGfile



Click the icon to remove a specified registered IPMC profile entry and its settings from the IPMC
profile table. Or click Batch Delete to remove a number of /all IPMC profiles at a time by clicking on
the checkbox belonging to the corresponding IPMC profile in the Action field and then click Delete
Select Item , the selected IPMC profile(s) will be deleted immediately. To cancel this batch delete,
please click Cancel Batch Delete to cancel the selection.



,*03 0/' )LOWHULQJ

Select the option IGMP/MLD Filtering from the IGMP/MLD Snooping menu and then the following
screen page appears.

GMP/MLD Channel Limit

Port 1 2 3 4 5 6
Channel Limit | 512 512 512 512 2
o : | I= o
IGMP/MLD Filiter Disabled ~
Port Enable IPMC Profile

1

2

3

4

5

6
o Jlf e

Port: View-only field that shows the port number that is currently configured.
Channel Limit: Specify the maximum transport multicast stream. Vaild range is 1~512.

IGMP/MLD Filter: This option is to globally enable or disable the IGMP/MLD filter. The default
VHWWLQJ LV 3'LVDEOHG"~

Enable: 7R HQDEOH H DGWP/IBLBDUiNEnNg function by clicking on the checkbox of the
corresponding port number 7KH G HID X O Wintheckew, wQidh [s\isabled.

IPMC Profile: In IGMP filtering, it only allows information specified in IPMC Profile fields to pass
through. (The field for IPMC Profile name is from the entry registered in IPMC Profile option.)



,*03 6QRRSLQJ 6WDWXYV
IGMP Snooping Status allows userstoviewa OLVW Rl ,*03 TXHULHVY LQIRUPDWL

VLAN ID, Querier and Queries Transmitted/Received packets. Select the option IGMP Snooping
Status from the IGMP/MLD Snooping menu and then the following screen page appears.

VLAN ID Querier Queries Transmitted Queries Received v1 Reports v2 Reports v3 Reports v2 Leaves

Refresh : Click Refresh to update the latest IGMP snooping status.

VLAN ID: VID of the specific VLAN.

The IGMP querier periodically sends IGMP general queries to all hosts and routers (224.0.0.1) on
the local subnet to find out whether active multicast group members exist on the subnet.

Upon receiving an IGMP general query, the Managed Switch forwards it through all ports in the
VLAN except the receiving port.

Querier: The state of IGMP querier in the VLAN.

Queries Transmitted: The total amount of IGMP general queries transmitted will be sent to IGMP
hosts.

Queries Received: The total amount of received IGMP general queries from IGMP querier.
vl Reports: The total amount of received IGMP Version 1 reports (packets).
v2 Reports: The total amount of received IGMP Version 2 reports (packets).
v3 Reports: The total amount of received IGMP Version 3 reports (packets).

v2 Leaves: The total amount of received IGMP Version 2 leaves (packets).



,*03 *URXS 7TDEOH

In order to view the real-time IGMP multicast group status of the Managed Switch, select the option
IGMP Group Table from the IGMP/MLD Snooping menu and then the following screen page
appears.

Refresh

VLAN ID Group Port

Refresh : Click Refresh to update the latest IGMP group table.
VLAN ID: VID of the specific VLAN.
Group: The multicast IP address of IGMP querier.

Port: The port(s) grouped in the specific multicast group.

0/' 6QRRSLQJ 6WDWXV

MLD Snooping Status allows users to view a listof MLD TXHULHVY LQIRUPDWLRQ LQ
VLAN ID, Querier and Queries Transmitted/Received packets. Select the option MLD Snooping
Status from the IGMP/MLD Snooping menu and then the following screen page appears.

Refresh

VLAN ID Querier Queries Transmitted Queries Received v1 Reports v2 Reports Done

Refresh : Click Refresh to update the latest MLD snooping status.

VLAN ID: VID of the specific VLAN.
Querier: The state of MLD querier in the VLAN.

Queries Transmitted: The total amount of MLD general queries transmitted will be sent to MLD
hosts.

Queries Received: The total amount of received MLD general queries from MLD querier.

vl Reports: The total amount of received MLD Version 1 reports (packets).



v2 Reports: The total amount of received MLD Version 2 reports (packets).

Done: The total amount of received MLD Version 1 done (packets).

0/' *URXS 7DEOH

In order to view the real-time MLD multicast group status of the Managed Switch, select the option
MLD Group Table from the IGMP/MLD Snooping menu and then the following screen page
appears.

Refresh

VLAN ID Group Port

Refresh: Click Refresh to update the latest MLD group table.
VLAN ID: VID of the specific VLAN.
Group: The multicast IP address of MLD querier.

Port: The port(s) grouped in the specific multicast group.



6WDWLF OXOWLFDVW &RQILIJXUDWLRQ

Select the option Static Multicast Setup from the Multicast menu and then the following screen
page appears.

Occupied/Max Entry: 0/128

IPv4/IPv6 Address
(224.0.1.0 - 239,255.255.255) VviD Forwarding Port Action
(FF0O0::/8)

7KLV WDEOH ZLOO GLVSOD\ WKH stavdhtuNdakt 2ntRyl Up BDALR8 §di€) | LI X U H C
multicast entries can be created.

Occupied/Max Entry:  View-only field.
Occupied: This shows the amount of total registered static multicast entries.
Max: This shows the maximum number available for static multicast entry. The maximum

number is 128.

Click Add Static Multicast to register a new static multicast enery and then the following screen
page appears |RU W K H stati&Jriviliddst VHWWLQJV

Occupied/Max Entry: 0/128

IPv4/IPv6 Address
(224.0.1.0 - 239.255.255.255) VviD Forwarding Port Action
(FF00::/8)

Port1 v v X

IPv4/IPv6 Address: Specify the multicast stream source IPv4/IPv6 address.
9, ": Specify a VLAN ID for multicast stream.

)R UZ DU G L QSel8dRaJpdft number for multicast stream forwarding.

Click ¥ when the settings are completed, this new static multicast entry will be listed on W Isthitic
multicast W D Br@liek % to cancel the settings.

g
Click Wt¢ toffRdify the settings R1 D V S Hfalicl inidtiGast entry.



Click w1 toFdRdve a VSHFLILHG UsthtidivMiddst en@y DQG LWV VHWWLQJ
static multicast W D POHF OLBWFK 'WAORHWHPRYH D Q XRiE ulticast ebv@® DW D
WLPH E\ FOLFNLQJ RQ WKH FKHFNER][ E $dicQliitast &niyRL ¥ K§K WR B Q|
ILHOG DQG WKMHWHO G F D HW\K H, W Hdeatit Fltit&st entry/entries ZLOO EH GH
LPPHGLDWHO\ 7R FDQFHO WKLV &DQFHKOGH DW ANR F-SOHVBM 8 WKLF |



$FFHVV &8RQWURO /LVW $&/ 6HWXS
&UHDWLQJ DQ DFFHVV FRQWURO OLVW DO OREZV VWK HDEFV¥HWR/ GRIRC
SHUIRUP WDVNV RQ WKH QHWZRUN ,Q WKH ORH®WH G H/Z D\E 50 L b
QXPEHUV WR SHUPLW RU GHQ\ DFWLRQV

Select ACL Setup from the Main Menu and then the following screen page appears.

'

ACL Setup

Sort By Index v
| sequence |
Pvd ACsetop——
Occupied/Max Entry: 0/64 Add New Entry
Index Name  Sequence Enabled Ingress Port List ACL Action Action

Occupied/Max Entry: 0/32

Index Name  Sequence Enabled Ingress Port List ACL Action Action

7KH ,3Y RU ,3Y $&Zo0@m~Feaw\ WKH RYHUYLHZ RI RDBK FRGIHDW
UHVSHFWEWHRD,BY $&/ HQWULH3WY®&L CH Q Vednlbeldreated.

Occupied/Max Entry:  View-only field.

Occupied: This shows the amount of total ,3Y RU3Y $ éntries that have already been
created.

Max: This shows the maximum number available for ,3Y R U , 3 Yent$i&s/ The
maximum number for IPv4 ACL is 64 entries, and the maximum number for IPv6 ACL is 32
entries.

6HSDUDWHG\GFOHENQGWRYLGHY IR/ 6HRMRE $&/ 6HWRSFUHDWH D
,3Y ,3Y $&/ HOQtewtheDdldwing screen page appears IRU WKH IXUWKHU $&/ VI



(& Add New IPv4 ACL Entry
Index 1
Name
Sequence 100 (range: 165536, 1 will be progesses
Enable (v]
Ingress Port List ®Any @ leg 1,235
EtherType ®Any ©o0x {0000 -FFFR)
VLAN ID ®Any 0]
Source MAC ®any O Mac Mask
Destination MAC ®Any O Mac Mask
TOS/Traffic Class ®Any O ox 00-F)
Protocol/Next Header ®Any @ ox (00-FF)
IPv4 Source IP ®Any e Mask
IPv4 Destination IP ®Any Oip Mask
TCP/UDP Source Port ®Any © port {1-65535) Mask Ox {0000 FFER)
TCP/UDP Destination Port ®@any Q© Port (165535 Mask 0x (0000 FFER)
Action Permit v
Mirror/Redirect Port Number Port1 v
Rate Limiter 0 Kiogrs (1610485604, 0. Disatle
$GG DQ ,3Y $&
(' Add New IPv6 ACL Entry
Index 1
Name
Sequence 100 (range: 1 65536, 1 will be processe first)
Enable v|
Ingress Port List ®Any @ feg 1,235
EtherType ®any O0ox {0COQ-FFFR)
VLAN ID ®any (&)
Source MAC ®Any O MAC Mask
Destination MAC ®any O MAC Mazk
TOS/Traffic Class ®any Qox (00FF)
Protocol/Next Header ®any @ ox (00-FF)
IPv6 Source IP ®Any “p Prafix
IPV6 Destination IP ®Any @p Prefix
TCP/UDP Source Port ®Any © Port {165335)  Mask Ox (0000 FFFR)
TCP/UDP Destination Port ®Any © Port {65535  MaskOx {0000-FFFR)
Action Permit v
Mirror/Redirect Port Number Port1 v
Rate Limiter 0 Kops (16 1048560), O Disatde

$GG DQ ,3Y $&/




6 RUW SHrhall of the created IPv  ,3Y  $&/ H Q@Wseléchng , Q G/HbH T X H @ptieh from
the Sort By pull-down menu.

, Q G Hpe identification number for each ACL entry.

1D P tBpecify the name RI WKH $&/ HQWU\

6HTXHQ¥HMHOLG UDQJIH ZLOO EH SURFHVVHG ILUVW 'HIDX
(QDEG@QDEOH RU GLVDEOH WKH $&/ HQWU\

,QJUHVV 3RBLWOH¥WRWQHFLI\ D SRUW QXPEHWV MWMKH LQJUHVV SF
( WKHU76HOHFWRWSHFLI\ DQ (WKHUQHW WYSH YDOXH

9/%$1 ," 6HOHFWRWQHFLI\ D 9/%$1 '

6RXUFH O6BEOHFWRW®SHFLI\ D VRXUFH 0$& DGGUHVYVY DQG ODVN
'"HVWLQDWLFRMHOBEWRBYSHFLI\ D GHVWLQDWLRQ 0$& DGGUHVV I
726 7TUDIILF SODWUFWRWYSHFLI\ D 726 7UDIIY)F FODVYV [
SURWRFRO 1H[VWHOMBDRWRIBQHFLI\ ,3Y SURWRFRO DQG ,3Y QH[W

,3Y 6RXUFH ,3 IRU ,3Y $&/6GIHOMRSVRO®@SHFLI\ DQ ,3Y B6RXUFH ,
DQG ODVN

,3Y '"HVWLQDWLRQ ,3 IRU ,3Y 6480 HHWRXBOBGIGELI\ DQ ,3Y 'HVWL
DGGUHVV DQG ODVN

,3Y 6RXUFH ,3 IRU ,3Y $&/6HWEWR@Q\" RU VSHFLI\ DQ ,3Y 6R
DQSUHILJ

,3Y '"HVWLQDWLRQ ,3 IRU ,3Y 6480 HHWRXBOBEIGELI\ DQ ,3Y 'HVWL
DGGUHVV DQG SUHIL]

7&3 836RXUFH HRIOWFWWRQLOWHU IUDPHV IURP DQ\ VRXUFH SR
QXPEHU DQG[ODVN)))

7&3 8'3 'HVWLQDWG&ERQHFFRUWWRQLOWHU IUDPHV ERXQG IRU DQ\ GH
DGHVWLQDWLRQ SRUW QOXPEHY) DQG ODVN

$FWLB®HFLI\ WKH DFWLRQ LQFOXGLQJ 'HQ\ 3HUMDNFKHGUSRFR

OLUURU 5HGLUHFW 3BBWLIXBESRUW QXPEHU WKDW \RX ZRXOG O
OLUURU 5HGLUHFW

5DWH /LP&RMHUIXUH WKH UDWH OLPLWHU.E®D/O WEGKEHD@HHD XOW YD
8" PHDQV ¥ LVDEOH"’

Click OK when the settings are completed, this new $ & entry will be listed on WKH FRUUHVSFK
$ &/ W Dd €liek Cancel to cancel the settings.



g
&OLFI¥ NKH LFRQ WR PRGLI\ WKH VHWWLQJV RI D VSHFLILHG %

gOLFIWWKHWR UFR®YH DQ HILVWLQJ $&/ HQWU\ DQG LWV VHWWL
2U FOABPWFK 'MAORHWHPRYH D QXPEHU Rl DOO $&/ HQWULHV DW D
EHORQJLQJ WR WKH FRUUHV S RV IL R OFE /D 1§ G VWHROHHEV FOEH O HW WH, \
VHOHFWHG $&/ HQWULHV ZLOO EH GHOHWHG OHPW H G 5D \NEDIMF AL
%DWFK 'HMORIWBIQFHO WKH VHOHFWLRQ



6HFXULW\ 6HWXS

In this section, several Layer 2 security mechanisms are provided to increase the security level of
your Managed Switch. Layer 2 attacks are typically launched by or from a device that is physically
connected to the network. For example, it could be a device that you trust but has been taken over
by an attacker. By default, most security functions available in this Managed Switch are turned off,
to prevent your network from malicious attacks, it is extremely important for you to set up appropriate
security configurations. This section provides several security mechanisms to protect your network
from unauthorized access to a network or redirect traffic for malicious purposes, such as Source IP
Spoofing and ARP Spoofing.

Select the folder Security Setup from the Main Menu and then 8 options within this folder will be
displayed

HES-5106SFP+ S@'il.l?’if_;,v" Setup » DHCP Snooping = DHCP Snooping Setup

i

Welcome: admin
MAC Address Management v DHCPv4/DHCPV6 Snooping Disabled ¥
Default DHCP Initiated Time 4

QoS Setup v

Default DHCP Leased Time
Multicast v

DHCP Server Trust Port Select All
ACL Setup

Security Setup

P

Source Guard Setup

DHCP Server Trust IP State Disabled v

IPv4/IPv6 Address-1

le Setun
e Setup

IPv4/IPv6 Address-2
IPv4/IPv6 Address-3
Port Linkup Delay
IPv4/IPv6 Address-4
Port Link Flap
— n m
Maintenance Ne
Management v

=

DHCP Snooping: To set up DHCP Snooping and DHCP server trust ports, enable or disable
DHCP Option 82 (for DHCPv4) and Option 37 (for DHCPvVG6) relay agent global setting, show
HDFK SRUWTV FsQplsaboptibnd/suBhCas circuit-1D and remote-ID, and view the
DHCP learning table, etc.

2. IP Source Guard Setup: To set up each client port for DHCP Snooping.

3. Portlsolation: 6HW XS SRUWYTV FRPPXQLFDWLRQ DYDLODELOLW\ W
D
JLYHQ XSOLQN

>

Static IPv4/IPv6 Table Setup : To create static IPv4/IPv6 table for DHCP snooping setting.



. Storm Control: To prevent the Managed Switch from unicast, broadcast, and multicast storm.
. Port Linkup Delay: Set up the delay time for activating the delay port(s).

. PortLink Flap: 6 HW XS WKH PD[LPXP WLPHV RI D SRUWYV SRUW OLC(
sending the alarm message out via SNMP trap and syslog.

Loop Detection: Enable or disable Loop Detection function, set up Loop Detection
configuration and view the Loop Detection status of each port.



'+8&3 6QRRSLQJ &RQILIXUDWLRQ

Select the option DHCP Snooping from the Security Setup folder and then three functions,
including DHCP Snooping Setup, DHCP Option 82 / DHCPv6 Option 37 Setup and DHCP Snooping
Table will be displayed for your selection.

'+&3 6QRRSLQJ 6HWXS

The following screen page appears if you choose DHCP Snooping Setup function.

DHCPv4/DHCPV6 Snooping Disabled ~
Default DHCP Initiated Time 4 Secs (0-9939)
Default DHCP Leased Time 86400 Secs (180-259200)
DHCP Server Trust Port Select All

2 3 - 5 6
DHCP Server Trust IP State Disabled v

|Pv4/IPv6 Address-1 0.0.0.0
IPv4/IPv6 Address-2
IPv4/IPv6 Address-3 0.0.0.0

IPv4/IPv6 Address-4

'+&3Y '+&3Y B6QRRSIQDPEOH RU GLWEO#BY+8&NRRSLQJ IXQFWLRQ

'"HIDXOW '+&3 ,QLW BiebiiHIie tiMeR&ue (0~9999 Seconds) that packets might be
received.

'HIDXOW '+&3 /HDVBSHHIPHM SDFNHWVY H[SLUHG WLPH a 6F

'+&3 6HUYHU 7TUX6\W M BIRUWHVLJQDWHG SRUW V. WR EH 7UXVW 3R
'+&3 VHUYHU &KHFN DQ\ SRUW ER[ W&n thQoBeEaDporik 8 a thhelbyLGHYV  \ |
clicking on the checkbox in front of 6 H O H F&% wi(D O

'+&3 6HUYHU 7UXVWIVYBHAWIBD@MMDHEOLQJ 7UXVW 3RUW \RX PD\ DGGL
DGGUHVV IRU LGHQWLILFDWLRQ RI "+&3 VHUYHU &QDIHONHW K HMXUW
VSHFLI\ 7UXVW ,3 DGGUHVYV



'+&3 2SWLRQ '+&3Y 2SWERQ 6HW

The Managed Switch can add information about the source of client DHCP requests that relay to
DHCP server by adding Relay Agent Information. This helps provide authentication about the source
of the requests. The DHCP server can then provide an IP address based on this information. The
feature of DHCP Relay Agent Information adds Agent Information field to the Option 82 field that is
in the DHCP headers of client DHCP request frames.

Besides, the Managed Switch adds the option 82 information in the packet when it receives the
DHCP request. In general, the switch MAC address (the remote-ID suboption) and the port identifier,
vlan-mod-port or snmp-ifindex are included in the option 82 information. You can configure the
remote ID and circuit ID.

The following screen page appears if you choose DHCP Option 82 / DHCPv6 Option 37 Setup
function.

DHCP Opt82 Relay Agent Enable Disabled ¥
O o Opt82 / Opt37 Circuit-lD
Enabled Trust Port Enabled Formatted Contents

All
1 v
2 v
3 v
4 v
5 v
6 v

Remote-ID Enable

Remote-ID Formatted v

Remote-ID

Current Remote-ID 00:06:19:51:06:40

B B

'+&3 2SW 5HOD\ $JH Q¢ glahal¥ éhdble or disable DHCP Option 82 Relay Agent
global setting. When enabled, Relay Agent Information option is inserted by the DHCP relay agent
when forwarding client-originated DHCP packets to a DHCP server. Servers recognizing the Relay
Agent Information option may use the Information to implement IP address or other parameter
assignment policies. Switch or Router (as the DHCP relay agent) intercepting the DHCP requests,
appends the circuit ID + remote ID into the option 82 fields (or Option 37 when DHCPv6) and
forwards the request message to DHCP server.



Select: Enable or disable any new settings configured in the row of $ O$R1td ¢ applied as well to
all ports at a time. To enable it, please click on its checkbox in the row of $SOORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZWDWRDPO FDOWHOVZR FRWVYILIXUH WKH GHYV
FKHFENLQJ WK He&/mewSsBtlihgé¢ \donfilyured in the row of $ O ®R WwilNbe applied to these
V S HF Lpbkt# G
SRUWKH QXPEHU RI HDFK SRUW
(QDE®GIH) 2SW 2SW ILHOG
Enable (check): Add Agent information.

Disable (uncheck): Forward.

7TUXVW BRUAWBW 2SW&OILHDOB8Q WKH FKHFNER[ RI WKH FRUUHVSR
ZRXOG OLNH SRUWV WR EHFRPH WUXVW SRUWYV 7KH WUXVWHG

For example,

DHCP Opt82 Relay Agent Enable Enabled v
Select Port Spthe LOPT
Enabled Trust Port Enabled Formatted
v All v
v 1 v v v
v 2 v v
v 3 7 v
v 4 v v
v 5 v v
v 5 ¢ v

£
T

Remote-ID Enable

Remote-ID Formatted v
Remote-ID
Current Remote-ID 00:06:19:51:06:40

O




A DHCP request is from Port 1 that is marked as both Opt82 port and trust port.

A. If a DHCP request is with Opt82 Agent information and then the Managed Switch will forward
it.

B. If a DHCP request is without Opt82 Agent information and then the Managed Switch will add
Opt82 Agent information and forward it.

A DHCP request is from Port 2 that is marked as Opt82 port.

A. If a DHCP request is with Opt82 Agent information and then the Managed Switch will drop it
because it is not marked as a trust port.

B. If a DHCP request is without Opt82 Agent information and then the Managed Switch will add
Opt82 Agent information and then forward it.

Circuit ID Suboption: This suboption may be added by DHCP relay agents that terminate switched
or permanent circuits. It encodes an agent-local identifier of the circuit from which a DHCP client-to-
server packet was received. It is intended for use by agents in relaying DHCP responses back to
the proper circuit. Servers may use the circuit ID for IP and other parameter assignment policies.

Remote-ID Suboption: This suboption may be added by DHCP relay agents that terminate
switched or permanent circuits and have machanisms to identify the remote host end of the circuit.
DHCP servers may use this option to select parameters specific to particular users, hosts, or
subscriber modems. The relay agent may use this field in addition to or instead of the Agent Circuit
ID field to select the circuit on which to forward the DHCP reply.

( Q D E OnHOBcuit-ID field Click on the checkbox of the corresponding port number you would like
to configure with circuit ID.

)RUP D WWiIrt@t ,' |L HABGclick on the checkbox to add the circuit ID type and length of the
circuit ID packet or uncheck to hide the circuit ID type and length of the circuit ID packet. The default
setting is checked.

& R QW HI@Newt ' | L H3pegify the VLAN and port identifier using a VLAN ID in the range of 1
to 4094. Besides, you can configure the circuit ID to be a string of up to 63 characters. The default
circuit ID is the port identifier, the format of which is vlan-mod-port.

5HPRWH ,' (Qhdk 6GnHhe checkbox to enable Remote ID suboption or uncheck to disable
it.

Remote-ID Formatted: Click on the checkbox to add the Remote ID type and length of the Remote
ID packet or uncheck to hide the Remote ID type and length of the Remote ID packet. The default
setting is checked.

Remote-ID: You can configure the remote ID to be a string of up to 63 characters. The default
remote ID is the switch  MAC address.

Current Remote- ID: Display the current remote ID of the switch.



DHCP Snooping Table

DHCP Snooping Table displays WKH ODQDJHG 6ZLWFK{V '+ &BebdddwiRdgscr®@eh W D E
page appears if you choose DHCP Snooping Table function.

Refresh
Port IP Address

Index VvID Client MAC Address Time Left
Client Server Client Server

5HIUH¥% LFHN U HWURdate the DHCP snooping table.

SRUW R &@vV-6hQ ¥eld that shows where the DHCP client binding port is.
SRUW R 6\HewOR\ield that shows the port where the IP addrsss is obtained from
9," View-only field that shows the VLAN ID of the client port.

, 3 $GBVYWRI & O WVie@odly field that shows the client IP address.

IP Addr ess of Server: View-only field that shows the DHCP server IP address.

Client MAC Addr ess: View-only field that shows the client MAC address.

7L P H/HMi&w-only field that shows DHCP client lease time.



, 3 6RXUFH *XKR8G 6HW

Select the option IP Source Guard Set up from the Security Setup menu and then the following
screen page appears.

Select Port Mode

All M

1 Unlimited ¥

Fix-1P
2 .
| DHCP ‘
I Uniimited |
4 nite v
5 nited v
6 nited v

Select: Enable or disable any new settings configured in the row of $ O$R 10 B¢ applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of $OORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZWDWRDPO FDOWHOVZR FRWYILIXUH WKH GHYV
FKHFENLQJ WK He/mewSsBttihgé \confyured in the row of $ O ®R WiNbe applied to these

V' S HF Lpbkt$l G

SRUWKH QXPEHU RI HDFK SRUW

6RXUFH *XRGHoGpecify the authorized access type for each port. There are three
options available.

8 Q O L P:INah-L{nited (Allows both static IP and DHCP-assigned IP).
DHCP: DHCP-assigned IP address only.

Fix-1P: Only static IP (You must create Static IP table first. Refer to Static IPv4/IPv6 Table
Setup for further information.).



SRUW ,VRODWLRQ

7KLV LV XVHG WR VHW XS SRUW{V FtRdy PROJL ROW L\ FF@ B OQ IODBA B
XSOLQN 3OHDVH QRWH WKDW LI WKH SHRBRUMW EODWG RQ$IIX Q EW
DXWRPDWLFDOO\ $OVR QRWH WKDW 3RUW ,VRODWLRQ IXQFWL

Select the option Port Isolation from the Security Setup menu and then the following screen page
appears.

Note: "Port Isolation” function is not "Private VLAN" fucntion.
When you enable Port Isolation, Port Based VLAN is automatically invalid.

Port Isolation Enable Disabled

Uplink Port Select All

aa
ra
w
=
u
on

Port Isolation Enable: (QDEOH RU GLVDEOH SRUW LVRODWLRQ IXQFWLR
WKH SRUWYV FDQQRW FRPPXQLFDWH ZLWK HDFK RWKHU

Uplink Port: By clicking on the checkbox of the corresponding port number to select the ports as
uplinks that are allowed to communicate with other ports of the Managed Switch. % HVLGH®&an \R X
choose all ports at a time by clicking on the checkbox in front of 6 H O H F&§ wilD O



6WDWLF ,3Y ,3Y 7DEOH 6HWXS

Click the option Static IPv4/IPv6 Table Setup from the Security Setup menu and then the
following screen page appears.

Occupied/Max Entry: 0/48

IPv4/IPv6 Address VLAN ID Port Action

7TKIWDEOH ZLOO GLVSOD\ WKH R YsthticYRVA/IPVR IP Eddress an@R@aitL I X U H G
mapping Up to 48 V W DPvddresses can be created.

Occupied/Max Entry:  View-only field.
Occupied: This shows the amount of total registered static IP addresses.

Max: This shows the maximum number available for static IP address registration. The
maximum number is 48.

& O LFMG°v4/IPv6 Table WrBgister D Q static IP D G G U H V \D Gti@mthe\following screen
page appears |IRU WK H statiIwv PG UHVY . VHWWLQJV

Occupied/Max Entry: 0/48

IPv4/IPv6 Address VLAN ID Port Action

Port1 v v X

,3Y ,3Y $G GIpetWAan IPv4/IPv6 address that you accept.
VLAN ID: Specify the VLAN ID. (0 means without VLAN ID)

Port: Specify the connection port number. (Port 1~6)

Click ¥ when the settings are completed, this new VW D, D G UnHI\BY listed on W Kstdtic
IPV4/IPV6 table or click % to cancel the settings.

g
&OLFI1¥ NKH LFRQ WR PRGLI\ WKH VBWGGEQYHVVRI D VSHFLILHG \



2OLFNIMERQR UHPRYH D VSHFLILHG VWDWLF ,3 DG G U Hafafic HQ W
IPV4/IPv6 table 2U FOABWFK 'WAORHWHPRYH D QXPEHU RI HODW W DA\LLPH
FOLFNLQJ RQ WKH FKHFNER[ EHORQJL Q3 DAGRG WHO\HV FIRY MEKIHS 8 QDR
WKHQ 'H®HWH 6 HOHWWH, WHOHFWHG VWDWLF ,3 DGGUHVV DGGUH
7R FDQFHO WKLV EDWFK &MHDAHOHY% B O/IFBR HFBHQWHND WKH VHOHFW

&RQILIJXUH '+&3 6QRRSLQJ

'KHQ \RX ZRXOG OLNH WR XVH '+&3 6QRRSLQJ IXQFWRZQWRROOQR
D FOLHQW WR UHFHLYH DQ ,3 IURP '+&3 VHUYHU

6WHS 6HOHFW HDFK SRUWYV ,3 W\SH

Select Port Mode
All v
1 Unlimited v
| Fix-1P '
2 ,
| DHCP ;
cB Uniimited |
4 o v
5 o v
6 nited v

6HOHFW 38 QRALHRIIWH G



6WHS (QDEOH '"+&3 6QRRSLQJ

DHCPv4/DHCPvE Snooping Disabled ~

Disabled
Default DHCP Initiated Time Enabled Sacs (0-9599)
Default DHCP Leased Time 86400 Secs (180-255200)

6WHS &RQQHFW \RXU FOLHQWYV WR WKH ODQDJHG 6ZLWEFK

$IWHU \RX FRPSOHWH 6WHS FRQQ H FONG6 VRXWF K O K RIQW ¥ O R QW
'+&3 SHTXHVW RXW WR '+&3 6HUYHU VRRQ DIWHU QV K8HA3 UGHFHYLEY
UHVSRQGV ZLWK D '+&3 $&. PHVVDJH WKDW FRQWDQQ\ XD\
LQIRUPDWLRQ WKH ,3 FRQILIXUDWLRQ SURFHVV LV FRPSOHWH

.1 \RX FRQQHFW FOLHQWYV WR WKH ODQDJHNMHBZLWFKSBHIRWH GR'
\RXU FOLHQWY DQG WKHQ FRQQHFW \RXU FOW R QVO\D BMGRH WAKKH B D!
FRQYHUVDWLRQV ZLWK '+&3 VHUYHU



6WRUP &RQWURO

When a device on the network is malfunctioning or application programs are not well designed or
properly configured, broadcast/unknown multicast/unknown unicast storms may occur, network
performance may be degraded or, in the worst situation, a complete halt may happen. The Managed
Switch allows users to set a threshold rate for broadcast/unknown multicast/unknown unicast traffic
on a per port basis so as to protect network from broadcast/unknown multicast/ unknown unicast
storms. Any broadcast/unknown multicast/unknown unicast packets exceeding the specified value
will then be dropped.

Select the option Storm Control from the Security Setup menu to set up storm control parameters
for each port and then the following screen page appears.

Storm Control Disabled

Threshold Interval 120 Secs (120-86400)

Select Port Unknown Unicast Rate Unknown Multicast Rate Broadcast Rate

All ¥ pps Y  pps Y pps
1 Off ¥ pps Off ¥ |pps Off ¥ |pps
2 Off ¥ pps Off ¥ pps Off ¥ pps
3 f Y pps Off ¥ |pps f Y | pps
4 Off ¥ |pps Off ¥ |pps Off ¥ pps
5 Dff Y pps ff ¥ pps Of Y | pps
6 Off ¥ |pps Off ¥ |pps Off ¥ |pps

Storm Control: Enable or disable the storm control function globally.

Threshold Interval : To set up the time interval of sending the alarm trap or system log if
broadcast/unknown multicast/unknown unicast packets flood continuously. 9D OL G UZD@ea4a0
seconds. Default is 120 seconds.

Select: Enable or disable any new settings configured in the row of $ O%$R 10 ¢ applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of $OORUW DQG WKHQ
ZLOO EH FKHFNHG LPPHG2ZWD WRIO FDQWHOVZR FRWYILIXUH WKH GHV
FKHFENLQJ WK He/mewSsBttihgs \confilyured in the row of $ O ®R WiN\be applied to these

V S HF Lpbkt#l G

Port: The number of the port.



Three options of frame traffic are provided to allow users to enable or disable the storm control:

Unknown Unicast Rate: Enable or disable unknown Unicast traffic control and set up unknown
Unicast Rate packet per second (pps) for each port. N N

N N N N N N FDQ EH FKRVHQ IURP WKKBRAIUXW O GRZQ F

Unknown Multicast Rate: Enable or disable Unknown Multicast traffic control and set up Unknown
Multicast Rate packet per second (pps) for each port. N

N N N N N N N FDQ EH FKRVHQ XURIPHDIKHK SROW GR.:

Broadcast Rate: Enable or disable Broadcast traffic control and set up broadcast Rate packet per
second (pps) for each port. N N N N N N

N N FDQ EH FKRVHQ IURP WKH SXOO GRZQ PHQX RI HDFK S



SRUW /LQNXS '"HOD\

SRUW /LOQNXE&EVHWOBR\VHW XS D SHULRG RI WLPH IRU SRDWWRQH QD
VWDJH RI WKH V\VWHP LQLWLDOL]DWLRQ $V IRU AR EHPORQ
DFWLYDWHG DQG EH DEOH WR OHDUQ WKH 0$& DGGUHVV ILUVW

Select the option 3R UW /L Q N Xfsomkh® Becurity Configuration menu to set up delay time,
dealy port list and release delay rule, and then the following screen page appears.

Delay Time 0 Secs (0-1200)

Delay Port List None {e.g: 1.2,5-6)

'HOD\ 7LBHHFLI\ WKH GHVLUHG WLPH WKH GHVLJQDAMHIXABEKIO D\ S
range: 0~1200 seconds. Default settingis 3 "3 ~ LQGLFDWHYV 3'LVDEOHG”~

'"HOD\ 3BRUWSH¥W\ WKH SRUW BHDW WL WD ID® XQRWLO WKH FRQILJ

&RQILIXUH 3RUW /LQNXS '"HOD\ E\ )ROORZLQJ 'HO

7KH VA\VWHP ZLOO GHOD\ WR DFWLYDW®GDW KRR US&RMWD B/H W SKIFEY LR
WKH GHOD\ WLPH \RX FRQILJXUH

)RU H[DPSOH
,Q FDVH M\KIDW/ LPM FRQILJXUHG DV 'HOIFRIBWWIMAFRQILIXUHG

QXPEHU VHH WKH ILJXUH EHORZ WKHQ@RWWH WD\WWH®e &IDO/0O3
DQBDLW IRU VHFRQGV WR DFWLYDWH 3RUSVVLQLWQD/OKHD@H[R\Q

Delay Time 15 Secs (0-1200)

Delay Port List -4 (e.g: 1.2.5-6)




3RUW /LQN )ODS

3RUW /LQNZDODSQRWLI\ WKH XPB0 LRSHODUPNPER YO SHR BRW DYQD 61
WUDS DQG V\VORJ ZKHQ LWV SRUW OL Q NA porDlBksAdavintb¥ lirtkg B H G

ZKLFK ZLOO EH FRQVLGHUHG DV RQH WLPH RVKNKLNK SRWWR Y SRA
KHOS WHFKQLFLDQV LQ WKH QHWZRUN RSHUDW LVRIQPH FAHKQHVOHW K |
OLQNHG GRZQ DQG OLQNHG XS DQG HDVLO\ ILQ® RWWEW&® HWAD M

Select the option 3RUW /L Q fMom @B Security Configuration menutosetup 3SRUW /LQN )
parameters and then the following screen page appears.

Link Flap Threshold (1-20) Times

/ILQN )ODS 7K UbltoKfigupeGhe maximum time of each SRUW TV SR tbise@in@tNe | O D !
alarm trap and the syslog message. For example, if the threshold is configured as 38, it means that

the Managed Switch will send the alarm trap and the syslog message outto WKH VSHFLILHG
V H U DHBY server respectively when one port links down or links up 3 times. Valid range: 1~20

times. Default is 6 times.


http://192.168.0.1/cgi-bin/webctrl.cgi?action=portlinkflap_page

/IRRS "HWHFWLRQ &RQILIJXUDWLRAQ

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH PLVFR@QHF
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFH WIKIHUWHD YWAKHHL
/IRRS "HWHFWLRQ IXQFWLRQ RI WKH VA\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS '"HWHFWLRQ I XCERWLRQ REKHI
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VUWRPWMARIIL®
FODLPHG WKDW LW GHWHFWYV ORRS FRQGLWLRQ 7KHQ WKH V\V

4. ,VEORFNV WKH UHOHYDQW SRUW VDR G UWHYHI RXEW R DOZFWVYW SV W
QHWZRUN DGPLQLVWUDWRU ,Q RWKHU ZRUGYV WKHKH BERSV
SRUW +RZHYHU WKH V\VWHP ZLOO SURFHNVHWYXHG/ RRISOH K W \WOF

5. ,W VORZO\ EOLQNV WKH /(' RI GRRR®$W Ga S RRIWSBR IWVEROXBEHQ J H

6. ,.W SHULRGLFDOO\ VHQGYVY ORRS GHWHFWLRQ SDFNHW WR GHW

KHQ WKH VA\VWHP GRHVY QRW UHFHLYH DQ\ ORRS GHIWHFWL RXQUSE
/IRRSHG SRUW XQORKM MWHHF FODLPV WKH ORRS FRQGLWLRQ ¢
WDNHV WKH IROORZLQJ DFWLRQV

4. WMQEORFNV WKH UHD RWK®M®W ZRUBYV WKH VI\VWHP QRUPDOO\ IF
UHOHYDQW SRUW

5. ,W VWRSV VORZO\ EOLQNLQJ WKH /BRBWURRS HAUIRRWN X& R UD

6. ,.W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFNHW WR GHW

1IRW8QGHU ORRS FRQGLWLRQ WKH /(' Rl ORRSHG SR U3RUPRD WAL Q
RU LQ BROXWY H¥HQ WKH FRQQHFWHG QHWZRUN FDEOH LV XQSOX

To set up Loop Detection function, select the option Loop Detection from the Security Setup menu
and then the following screen page appears.

Loop Detection Enable
Detection Interval

Looped Port Unlock-interval
All VLAN

Specific VLAN

=3

Select Port Enabled Status Reason of being locked Unlock

1 Unlocked
2 Unlocked

3 Unlocked

5 Unlocked

6 Unlocked




/IRRS "HWHFWLRQQEEXEDORU GLVDEOH WKH /RRS "HWHFWLRQ IXQF
GHIDXOW VHWWLQJ LV GLVDEOHG

"HWHFWLRQ /EKWWUWUWYDWKH WLPH LOQWHUYDO LQ VHFRQGV WKDW
GHWHFWLRQ SDFNHWV WR GHWHFW WKH SUHVHQHFHH RVYRORRSHG
VHFRQGY 7KH GHIDXOW VHWWLQJ LV VHFRQGYV

/IRRSHG 3RUW 8QORFNKLMOMWMHWKBIONLPH LOQWRGNWE A WUMKKHHYLV W
ORRS FR®GYLWHRRBRBORFNYV WKH ORRSHG SRUW LI LW GRHV QRW Ut
GXULQJ WKH FRQILIXUHEHKROQBRNNQYWHYYDO FDQ EH VHW IUR
GHIDXOW VHWWLQJ LV PLQXWHYV

1RWH

%H DZDUH WKDW /RRSHG SRUW XQORFN L QW HUJYWHD MRHUY WKW (
HTXDO WR '"HWHFWLRQ ,QWHUYDO VHfRY @/ FPDXIQW LSCPLEH3J EAK L F
VI\VWHP WR FODLPVY WKH ORRS GHWHFWLRQ GLVDSSHRBV ZKHQ
GHWHFWLRQ SDFNHW IURP LWVHOI DW OHDVW WLRBIRXOQ® EHH®I

3/RRSHG SRUW XQORFN BQMWWHFYDLARQ ,QWHUYDO?3
'KHQ D SRUW LV GHWHFWHG DV D ORRSHG GRWW MXHORFMHF

XQWLO ORRS VLWXDWLRQ LV JRQH ,Q RWKHU ZRUGV WRHRMBAVW
SRUW +RZHYHU WKH VI\VWHP ZLOO SURFHNNLWHKG R @G3R 8 WYRHRFE

$00 9/®KHFN $00 9/$1 ER[ WR HQDEOH ORRS GHWH FX\WUHR® LRX WK
9/$1 ,QWHUWQBHKIWY T 7DJ 9/$5HIHWAMARVLRQ

NOTE: When $0 0O 9/3%$1 F K H ehedk&[ itlinvalidates the configured 36 SHIERI $ 1~

6SHFLILF %9HW XS ORRS GHWHFWLRQ RQ VSHFLILHG 9/$1 7KH PI
WR VHWYV

NOTE: The configured 36 S HEEMV/ $ 1takes effect when $O O 9/$1 FKH RiNchEedkédL V

Refresh: & O R&fidsh Wipdatethe /RRS '"HWHFWLRQ VWDWXV

Select: Enable or disable any new settings configured in the row of $ O$Rtd W applied as well to

all ports at a time. To enable it, please click on its checkbox in the row of SO RUW DQG WKHQ
ZLOO EH FKHFNHG LPPHGZWWRDIO F DOWHOVZR FRWVYILIXUH WKH GHV
FKHFENLQJ W K H&/mewSsBttihgé \donfilyured in the row of $ O ®R wilNbe applied to these

V S HF Lpbkt$l G

S3RUWKH QXPEHU RI HDFK SRUW

(QDEOBGLFN RQ WKH FKHENER[ RI WKH FRUUHVSRQGLRWNLRRU W
IXQFWLRQ RQ WKH VSHFLILF SRUW V

NOTE: Loop Detection and RSTP (Rapid Spanning Tree Protocol) are not allowed to be enabled
on the same port at the same time.




6WDWXWZ R \WKDW VKRZV WKH ORRS VWDWXV RI HDFK SRUW
SHDVRQ RI EHLQILBRFRGIG\ ILHOG WKDW VKRZV WKH FDXVH ZK\ \

8 Q O R BN Ht{é/Unlock button to unlock the specific port if WIWSRUW LY ORFNHG



ODLQWHQDQFH

Maintenance allows users to monitor the real-time operation status of the Managed Switch for
maintenance or diagnostic purposes and easily operate and maintain the system. Select the folder
Maintenance from the Main Menu and then 6 options within this folder will be displayed for your
selection.

MNaimtananr-ao S
HES-5106SFP+ Maintenance sceus Memory Statistics
Welcome: admin

System Setup h Refresh Page Interval 10 Secs (1-300
Port Management v Start Auto Update
VLAN Setup v CPU Loading Threshold 850 1/100
MAC Address Management v L
QoS Setup v

CPU Usage (%) £1.00
Multicast s y -

Load Averages - 1 min 12.65
ACL Setup Load Averages - 5 min 12.38

Load Averages - 15 min 8.55
Security Setup v

Maintenance Viemaor

» CPU & Memory Statistics

Total Memory 126208
~p emperatureStatus 32309000 | aemee e e pmmee
CPU Temperature Status Memory Use 53276
Pinc 72832

ing Memory Free 72932
_ Memory Buffers 6232
Event Log

Memory Cached 21328

Port Link Flap Log

SFP Information s n

Management v

1. CPU & Memory Statistics: Manually or automatically update statistics of CPU & Memory and
view them.

2. CPU Temperature Status : Manually or automatically update the current CPU temperature as
well as the CPU temperature record, and configure the cpu-temperature alarm notification.

3. Ping: Ping can help you test the network connectivity between the Managed Switch and the host.
You can also specify the counts and size of Ping packets.

4. Event Log: Eventlog can keep arecord of V\V W Hdg §xénts such as system warm start, cold
start, link up/down, user login/logout, etc. They will be kept only when your CPU version is AO6
with Boot ROM version A08 or later version. If your CPU or Boot ROM version is older than the
one mentioned above, all events will lose when the system is shut down or rebooted.



http://192.168.0.1/cgi-bin/webctrl.cgi?action=cputemperaturestatus_page

5. Port Link Flap Log: &RXQW DQG UHFRUG HDFK SRUWYV SRUMKupPLQN
history, causes, and so on.

6. SFP Information : View WKH FXUUHQW SRUW,%Y\. §peedl\@h&odIP D/hddR /N,
etc.. SFP port state shows current DMI (Diagnostic monitoring interface) temperature, voltage,

TX Bias, etc..



&38 DQG OHPRU\ 6 WDWLVWLFYV

&38 O0OHPRU\ 6W DMWImMaNRalllz & automatically update statistics of CPU and Memory.
Select the option CPU & Memory Statistics from the Maintenance menu and then the following
screen page appears.

Refresh Page Interval 10 Secs {1-300]
Start Auto Update . Update
CPU Loading Threshold 850 17100
_PU Statistics
CPU Usage (%) 36.73
Load Averages - 1 min 13.70
Load Averages - 5 min 12.89
Load Averages - 15 min 10.95
emory Statistics (KByte
Total Memory 126208
Memory Use 53244
Memory Free 72064
Memory Buffers 6232
Memory Cached 21328
n

5HIUHVK 3DJH AQtuvidtidatypupdates statistics of CPU & Memory at a specified interval in
seconds. Please note that the value you assign in this parameter is temporarily used and will not be
saved into the configuration file of the Managed Switch. This value will not be applied into the next
system boot-up.

Start Auto Update: Click Start Auto Update to activate auto-update.

Stop Auto Update: Click Stop Auto Update to deactivate auto-update.

Update: Click Update to refresh the latest statistics of CPU & Memory at a time.

CPU Loading Threshold: Specify CPU loading threshold. Valid range: QLW

CPU Usage (%): The percentage of current CPU usage of the system.


https://tw.dictionary.yahoo.com/dictionary?p=temporarily

Load Averages =1 min: The average active tasks percentage in last 1 minute.

Load Averages +5 min: The average active tasks percentage in last 5 minutes.

Load Averages =15 min: The average active tasks percentage in last 15 minutes.

Total Memory: It shows the entire memory in kilobytes.

Memory Use: The memory in kilobytes that is in use.

Memory Free: The memory in kilobytes that is idle.

Memory Buffers: The memory in kilobytes temporarily stored in a buffer area. Buffer allows the
computer to be able to focus on other matters after it writes up the data in the buffer; as oppose to
constantly focus on the data until the device is done.

Memory Cached: The memory in kilobytes stored in a cache area that is where the data can be

accessed faster in the future. The data can be retrieved more quickly from the cache than from its
source origin.



&38 THPSHUDWXUH 6WDWXYV

'LWK WKH EXLOW LQ WHPSHUDWXUH VHQVRU WK RWID@ID IK 8 WK
WHPSHUDWXUH LV DW QRUPDO VWDWXV RU QRWUDG DWBG\E DR I RO
ORJ WKH XVHU FDQ UHDOL]JH WKH UHDO WH B KI3BHW W FOS_Hi k) D S\DXC
VKRUWHQ GXH WR WKH DEQRUPDO RSHUDWLRQ HQYLURQPHQW

7KH DODUP PHVVDJH ZLOO EH VHQW LQ W K FHOYERYRdraliEeGR U P
over the temperature threshold, CPU temperature exceeds the range of threshold (from 0 to 95
degrees centigrade), or the temperature sensor fails to detect CPU temperature. A normal message

will also be sent to notify the user when CPU temperature higher the threshold returns to the normal
status.

Select the option CPU Temperature Status from the Maintenance menu and then the following
screen page appears.

Refresh Page Interval 10 Secs (1-200
Start Auto Update Update

Notitication

High Temperature Threshold 75 Degrees C (0-23)
Threshold Interval 600 Secs (120-86400)
Continuous Alarm Enabled v

Dl ] Tembperatiire

| — N\ r- — | : L‘-_‘ N

CPU Temperature (Degrees C) Elapsed Time
Current 52.5

Historical High 52.5 0 day 00:04:50
Historical Low 35.5 0 day 00:44:50
u



http://192.168.0.1/cgi-bin/webctrl.cgi?action=cputemperaturestatus_page
http://192.168.0.1/cgi-bin/webctrl.cgi?action=cputemperaturestatus_page

5HIUHVK 3DJH ,Auonhthticallp Gpdates CPU temperature of the system at a specified
interval in seconds. Please note that the value you assign in this parameter is temporarily used and

will not be saved into the configuration file of the Managed Switch. This value will not be applied into
the next system boot-up.

Start Auto Update: Click Start Auto Update to activate auto-update.

Stop Auto Update: Click Stop Auto Update to deactivate auto-update.

Update: Click Update to refresh the latest CPU temperature at a time.

High Temperature Threshold: Specify CPU temperature WKUHVKROG 9E80deGreesD Q JH
centigrade.
, | WiKtected CPU temperature is over the WKUHV KR O G \ RtKe BI&1Q iMedsageH & 3 8

WHPSHUDWXUH LV RYHU WKUH YV K R@iguAliod 0 the HollgiWng WiréSBoldH G R Q
Interval and Continuous Alarm parameters.

127( $Q\ QHZ FKDQJHV GRQH RQ WKLV SDUDP HVDAWH DL GC
VIVWHP H[HEXWLRQ WKH WHPSHUDWXUH VHQVRU ZLOO
ZKHWKHU WR VHQG WKH DODUP QRUPDO PHVVDJHDEW I F

Last
Status

Normal Over the Threshold

Detected
Status

No message will be
sent.

6HQG WKH 3&38
temperature is at or
XQGHU WKUHVK
message.

Normal

6HQG WKH 3&

No message will be

Over the temperature is over | sent.
Threshold WKUHVKROG”
message.
Table 4-1

Threshold Interval:

Specify the time interval of sending cpu-temperature alarm message in
seconds.

127( $Q\ QHZ FKDQJHVY GRQH RQ WKLV SDUDP HVDAWH DL GC
VIVWHP H[HEXWLRQ WKH WHPSHUDWXUH VHQVRU ZLOO
ZKHWKHU WR VHQG WKH DODUP QRUPDO PHVVDJHDEW I F



https://tw.dictionary.yahoo.com/dictionary?p=temporarily

Last

Status
Detected

Status

Normal

Normal

No message will be
sent.

6HQG WKH 3&38

Over the Threshold

temperature is at or
XQGHU WKUHVK
message.

6HQG WKH 3&

Over the
Threshold

temperature is over
WKUHVKROG’
message.

Sendthe 3&38
temperature is over
WKUHVKROG™ D
message.

Continuous Alarm: Enable or disable the continuous alarm message sending function for CPU

Table 4-2

temperature of the system. DHIDXOW LV 3(QDEOHG”’

In case this function is enabled, the alarm message will be sent continuously upon the time interval
parameter to notify the user once &38 WHPSHUDWXUH

configured in Threshold Interval
DEQRUPDO VWDWXYV

,Q FDVH WKLV |IXQ F \thé &a@m iméssagevinill BOddr® only one time to notify the user
once 38 WHPSHUDWXUH LV DW WKH DEQRUPDO VWDWXV

&OLFN WKH QHZ FRQILIJXUDWLRQ ZLOO EH WDNHQ HIIHFW LPPHG
Current: Display CPU temperature currently detected by the temperature sensor. It will be shown

in red color if the current CPU temperature is higher than the value you configured in the
SDUDPHWHU Fdidd ' VIKRZHG FRORU LI WK|

High Temperature Thre

shold

temperature sensor fails.

Historical High: Display the highest record of CPU temperature that had ever been reached since

this system boot-up. ,W ZL O Galéd RZQ@ UHG FRORU LI WKH WHPSt

Historical Low: Display the lowest record of CPU temperature that had ever been reached since

this system boot-up. ,\W ZLO GalM¢REZQ@® UHG FRORU LI WKH WHPSH

Elapsed Time of Historical High:
temperature has been reached.

Elapsed Time of Historical Low:
temperature has been reached.

The period of time passed by since the highest CPU

The period of time passed by since the lowest CPU



3LQJ

3LQFDQ KHOS \RX WHVW WKH QHWZRUN FRQQHFWLY LKRRVBAHW ZHH
Select the option Ping from the Maintenance menu and then the following screen page appears.

Ping IPv4/IPv6 192.168.0.1

Count 3 size 64 Start

G-

HSldlg

’iN

b}

CQ
f

|

PING 192.168.0.1 (192.168.0.1): 64 data bytes

64 bytes from 192.168.0.1: seg=0 ttl=64 time=0.000 ms
64 bytes from 192.168.0.1: seg=1 ttl=64 time=0.000 ms
64 pbytes from 152.168.0.1: seg=2 ttl=64 time=0.000 ms

---192.168.0.1 ping statistics -
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.000/0.000/0.000 ms

(QWHU WKH ,3Y ,3Y DGGUHVV RI WKH KRVWORR YRBMOGI\OWKH Wi
VLIH RI WKH 3L Qligk StarF td st&t Yhe Ping process or Stop to pause WKLV 3LQJ SURF

(YHQW /RJ

Event log keeps a record of switch-related information, such as user login, logout timestamp and
so on. In the Type field, 1 is the abbreviation R linformation ;, 3V “is the abbreviation of ¥arning
and E “is the abbreviation of €rror”

Select the option Event Log from the 0D L QW H Qri2iQuFaHd then the following screen page
appears. All event logs will be cleared when the system reboot occurs.

Type Abbreviation: I=Information, W=Warning, E=Error!

Index Type Local Time of the Event Elapsed Time Description
8 : 0 day 00:12:48 admin from web successfully to logged in from 192.168.0.78.
ay 00:01:19 Local port 6 fiber link down.
:01:19 Local port 5 copper link up.
:01:19 Local port £ copper link down.

0
0
00:01:19 Local port 3 copper link down.
00:01:19 Local port 2 copper link down.
0

0 day 00:01:19 Local port 1 copper link down.

N WA YN
o

a g | e (Cll a o o
]

1 ‘ 0 day 00:01:16 System cold start.

by




Click Clear All to clear the record of all event logs.



SRUW /LQN )ODS /RJ

SRUW /LQN )UYKRZRIHDFK SRUWTV ORJ KLVWRU\ Rl WULJJN$ RHYW
OLQNGRZQ RU OLQNXS WKH FRXQW RI SRUWTV SRUWWIBUGS HYD
WKH WLPH GXUDWLRQ WKDW WKHIEBRURY ©)BQINRIOWE DMVGWWR QS

,Q WKH 3RUW /LQN )ODS ERkesVPE® E HXBBFWRPPRGDWHG IRU HDFK
ORJ WKH ROGHVW UH F R byGheZrie@lpgdnetatedrdhehdn. WWRW D O relddiFtReU G V
limit. Select the option 3ARUW /LQN ) @dnSthé¢ ROID L Q W H Qriery akd then the following
screen page appears.

To view the latestlogdata R1 WKH SR UjW VML @@WNn ti@ Dh&nu of Port Number and choose
the preferred port. The logs belonging to the designated port will be listed. All logs will be cleared
as well when the system reset occurs.

Port Number Port Y Local Time Not Available

Total Port Flaps 0

Index NTPTime UpTime PortStatus Description When Flapped Status Duration SFP RX Power(dBm)

Refresh: Click Refresh to update the latest Port Link Flap LogtD EOH
Clear: Click Clear to remove all logs of the triggered H Y Hf@ We specified port.

Local Time: 'LVSOD\ WKH ORFDO WERHRRBRWIK®M WXWHWVHPSOHPWHORDB N B
VXUH WKDW WKH GHYLFHTV 173 IXQFWLRQ LV HQDEOH &R R FPPER
PFime Server Setup ’

Total Port Flaps: Total times of the linkdown or linkup for the specific port.

Index: 7KH QXPEHU RI WKH VSHFLILF &rmarigé&td fh\orderdltitneEHUHG HYHQW YV
NTP Time: 'LVSOD\ WKH ORFDO WLPH ZKHQ WKH VSHFLILF SRUWYV \
UpTime: 'LVSOD\ WKH XS WLPH VLQFH WKH VSHFLILF SRGWTTV WUL.
Port Status: 7KLV VKRZV HDFK SRUWTTV OLQN VMbdWwh oz R-LFK FDQ EH
Description: 'LVSOD\ WKH UHDBpe&ti RUWKHN WULJIJHUHG

When Flapped: The period of time passed by since the specific port  port link flap has been

taken place. This value is equal to the above parameters "Local Time " £"NTP Time" of the

specific index or system § YWp Time " displayed on the System Information webpage = Up
Time 3of the specific index. The value of this parameter will be updated over time.


https://tw.dictionary.search.yahoo.com/search;_ylt=AwrtXWvykOtc0mIA9Ad9rolQ;_ylu=X3oDMTBvajkybGw4BGNvbG8DBHBvcwMyBHZ0aWQDBHNlYwNzcg--?p=in+order+of&ei=UTF-8&context=gsmcontext%3A%3Adocid%3A%3AO1t0dmPV7jQ4C5Ya%2F9lq%2Fg%7Cgsmcontext%3A%3Asource_lang%3A%3Aen%7Cgsmcontext%3A%3Atarget_lang%3A%3Azh-hant&b=_UNSET_

Status Duration: The period of time that the specific port q port link flap lasts until a new one
occurs. This value is equal to the above parameters "Up Time " of the next index +"Up Time " of
the specific index. (e.g. Index 5 { $tatus duration = Index 6 §\Up Time" £, Q G H["Uf Vime".)

As to the status duration of the newest link flap, it will be equal to system \Up Time " displayed
on the System Information webpage z"Up Time" of this newest link flap, which will be updated
over time until the next port link flap occurs.

SFP RX Power(dBm): The value of RX power in unit of dBm. Only the fiber ports will display this

value based on the following cases, other TP ports will display "--".

— In case of the fiber port status is from link-down to link-up, it will display the value of current
Rx power after this fiber port link is up and its power signal is steady (it may take 5 seconds
around). The RX power value obtained is a fixed one that will not be changed over time.

— In case of the fiber port status is from link-up to link-down, it will display the last value of
power signal before this fiber port link is down. The RX power value obtained is a fixed one
that will not be changed over time.



6)3 ,QIRUPDWLRQ

Select the option SFP Information from the Maintenance menu and then two functions, including
SFP Port Info and SFP Port State within this subfolder will be displayed.

HES-5106SFP+ Maintenance » sep information > SFp Port info
Welcome: admin
Port Management ¥
Refresh
VLAN Setup X7
Port Speed Distance Vendor Name Vendor PN Vendor SN
MAC Address Management v 6 - e
QoS Setup v
Multicast ™
ACL Setup
Security Setup v
Maintenance N

CPU & Memory Statistics
CPU Temperature Status
Ping
Event Log
Port Link Fiap Log
» SFPInformation v
» SFP Port Info

» SFP Port State

[+7}
4¢

Management v

6)3 3RUW ,QIR

SFP Port Info displays HD FK SR U W IB¥PMBER+Q tansceiver information e.g. the speed of
transmission, the distance of transmission, vendor Name, vendor PN, vendor SN, etc. The following
screen page appears if you choose SFP Port Info function.

Refresh

Port Speed Distance Vendor Name Vendor PN Vendor SN




Refresh: & O R&fiesh Wipdate the SFP Port Info status.

3 R UTWe number of the SFP/SFP+ module slide-in port.
Speed: Data rate of the slide-in SFP/SFP+ Transceiver.

Distance: Transmission distance of the slide-in SFP/SFP+ Transceiver.
Vendor Name: Vendor name of the slide-in SFP/SFP+ Transceiver.

Vendor PN: Vendor PN of the slide-in SFP/SFP+ Transceiver.

Vendor SN: Vendor SN of the slide-in SFP/SFP+ Transceiver.



6)3 3RUW 6WDWH

SFP Port State displays HD FK S R U\ BS¥PMBEP+J tdnsceiver information e.g. the currently
detected temperature, voltage, TX Bias, etc.. The following screen page appears if you choose SFP
Port State function.

Refresh

Port Temperature (Degree C) Voltage (V) Tx Bias (mA) Tx Power (dBm) Rx Power (dBm)
e ——— S — S ——— S —

Refresh: & O RE&flésh Wipdate the SFP Port State status.

3 R UTWe number of the SFP/SFP+ module slide-in port.

THPSHUDWXUH "Hhé bpdratiofa temperature of slide-in SFP/SFP+ module currently
detected.

9 R O W D JFhe @peration voltage of slide-in SFP/SFP+ module currently detected.
7; %LDV Phe operation current of slide-in SFP/SFP+ module currently detected.
7; 3RZHU GNdoptical transmission power of slide-in SFP/SFP+ module currently detected.

5; 3RZHU GTPhdoptical receiving power of slide-in SFP/SFP+ module currently detected.



ODQDJHPHQW

In order to do the firmware upgrade, load the factory default settings, etc.. for the Managed Switch,
please click the folder Management from the Main Menu and then 9 options will be displayed for
your selection.

HES-5106SFP+ Mana gEmMent »Management Access Setup
Welcome: admin
VLAN Setup v :
Telnet Service Enabled v
MAC Address Management v SSH Service Disabled
QoS Setup v SNMP Service Enabled v
Multicast v Web Service Http v
Teon et Telnet Port 23 1-65535)
ACL Setup
Console Time Out 300 1-1440) Unit Seconds ¥
Security Setup v
Web Time Out 20 Mins (1-1440)
Maintenance v

» Management Access Setup

1. Management Access Setup: Enable or disable the specified network services, and set up the
specific Telnet and Console services.

2. User Authentication: View the registered user list, add a new user or remove an existing
user.

3. SNMP: Allow administrator to configure password and encryption method of user accounts
generated in User Authentication for SNMPv3; view the registered SNMP community name list,
add a new community name or remove an existing community name; view the registered SNMP
trap destination list, add a new trap destination or remove an existing trap destination; view the
Managed Switch trap configuration, enable or disable a specific trap.

4. LED Control Setup: Control the light intensity level of all LEDs.

5. J)LUPZDABHUD GAKLD/OORZV XVHUV WR XSGDWH WKH ODWHVW ILU
RU UHVWRUH SUHYLRXV FRQILIXUDWLRQ WR WKH ODQDJHG 6Z



Load Factory Settings : Load Factory Setting will reset the configuration including or
excluding the IP and Gateway addresses of the Managed Switch back to the factory default
settings.

Auto-Backup Setup : Periodically execute the automatic backup of the start-up configuration
files based on the given time you set up.

Save Configuration: Save all changes to the system.

Reset System: Reset the Managed Switch.



ODQDJHPHQW $FFHVV 6HWXS

Click the option Management Access Setup from the Management menu and then the following
screen page appears.

Telnet Service Enabled v

SSH Service Disabled v

SNMP Service Enabled ¥

Web Service Http v

Telnet Port 23

Console Time Out 300 {1-1440) Unit Seconds ¥
Web Time Out 20 Mins (1-1440)

2

Telnet Service: To enable or disable the Telnet Management service.
SSH Service: To enable or disable the SSH Management service.
SNMP Service: To enable or disable the SNMP Management service.

Web Service: To enable or disable the Web Management service. Either Http or Https option can
be selected to enable this service. The difference between these two options is as follows:

— When the Http option is chosen, the user is allowed to access the Managed Switch only by
inputting its IP address with the format of http://192.168.0.1 in URL.

— When the Https option is chosen, this communication protocol is encrypted using Transport
Layer Security(TLS) or Secure Sockets Layer (SSL) for secure communication over a
computer network.

HTTPS is provided for authentication of the accessed website and protection of the privacy
and integrity of the exchanged data while in transit. It protects against attacks by hackers.
The user is allowed to access the Managed Switch either by inputting its IP address with the
format of https://192.168.0.1 or http://192.168.0.1 that will be automatically transferred into
https://192.168.0.1 in URL.

Telnet Port: Specify the desired TCP port number for the Telnet console. The default TCP port
number of the Telnet is 23.

Console Time Out: Specify the desired time that the Managed Switch will wait before
disconnecting an inactive console/telnet session. Valid range:1-1440 seconds or minutes.


https://en.wikipedia.org/wiki/Communication_protocol
https://en.wikipedia.org/wiki/Encrypted
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Secure_communications
https://en.wikipedia.org/wiki/Network_operating_system

Unit: Specify the unit for the Console Time Out parameter.

Web Time Out: Specify the desired time that the Managed Switch will wait before disconnecting
an inactive web session. Valid range:1-1440 minutes.



8VHU $XWKHQWLFDWLRQ

To prevent any unauthorized operations, only registered users are allowed to operate the Managed
Switch. Users who would like to operate the Managed Switch need to create a user account first.

To view or change current registered users, select the option User Authentication
Management menu and then the following screen page shows up.

Notel!
When configure Password Encryption option to disabled , all existing password will be clear.
Note to configure user password again otherwise all user password will be empty.

from the

Password Encryption Disabled ¥

(¥a}

(]

Occupied/Max Entry: 1/10

Account State

Enable

Privilege Level

Administrator

RADIUS Configuration
User Name

admin

Action

S W

Description

Password Encryption:

Pull down the menu of Password Encryption

to disable or enable MD5

(Message-Digest Algorithm). It is a widely used cryptographic hash function producing a 128-bit (16-
byte) hash value, typically expressed in text format as a 32 digit hexadecimal number. Click OK, the

new settings will be taken effect immediately. The default setting is disabled.
7Kleerlist ZLOO GLVSOD\ WKH RYHUYLHZ RI
registered.
Occupied/Max Entry: View-only field.

Occupied: This shows the amount of total users who have already registered.

Max: This shows the maximum number available for the user registration. The maximum
number is 10.

H DJp Ko EFRUQdrk gahlbEl G X

&OLFAG 8VHU $XWK HE@RdlambwWiseR &d then the following screen page appears | R U

WKH | XUWé&gkstcatisl/ NHWWLQJV

Or click RADIUS Configuration for authentication setting via RADIUS. For more details on these

settings, please refer to Section 4.10.2.1.


https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

(¢ Add New User Authentication

Account State Disabled v
User Name

Password

Retype Password

Description

Console Level Read Only v

n

Account State: Enable or disable this user account.

User Name: Specify the authorized user login name. Up to 20 alphanumeric characters can be

accepted.

Password: Enter the desired user password. Up to 20 alphanumeric characters can be accepted.

Retype Password: Enter the password again for double-checking.

Description:

accepted. This is mainly used for reference only.

Enter a unique description for this user. Up to 35 alphanumeric characters can be

Console Level: Select the desired privilege level for the management operation from the pull-down
menu. Three operation levels of privilege are available in Managed Switch:

Administrator : Own the full-access right. The user can maintain user account as well as
system information, load the factory default settings, and so on.

Read & Write : Own the partial-access right. The user is unable to modify user account and
system information, do the firmware upgrade, load the factory default settings, and set up
auto-backup.

Read Only : Allow to view only.

NG
Click the ¢ icon to modify the settings of a registered user you specify.

Click W I@

'"HOHWR UHPRYH D QXPEHU RI

th FeRQye the selected registered user account from the user list. 2U FOADBW F K
DOO XVHU DFFRXQ@WE DWE B O/RIQPIHL

WKH FRUUHVSRQG LSFWXEBO A @ Q\K MHCHONFHOGIF 8 HWWH, WHB HFWH C
ZLOO EH GHOHWHG LPPHGLDWHO\
WKH VHOHFWLRQ

7R FFIDQSAINGDF W & L9% DEADRMIRKF G IKDE


https://tw.dictionary.yahoo.com/dictionary?p=maintain

NOTE:

1. 7R SUHIYBRDWMRRSHUDWYRQV FDQQRW GHOHW HP RVGKH L W R
XVHU QDPH DQG FKDQJH WKHLU RZQ DFFRXQW VWDW¢F
7KH DFTXLUHG KDVKHG SDVVZRUG IURP EDFNXS FRIQQL
&/, "HE LQWHUIDFH
'H VWURQJO\ UHFRPPHQG QRW WR DOWHUFRXSOER® I
| $XWK OHWKRG LV HQDEOHG DQG GR ILUPZDUHOMRER®

5$',86 &RQILIJXUDWLRQ

Click RADIUS Configuraton LQ WKH 8VHU $XWKHQWLFDWL Rowihg EceBnlH D
page appears.

Authentication Disabled v

n

Authentication: From the Authentication pull-down menu, you can choose RADIUS option to
respectively enable authentication via RADIUS. To disable the authentication, just select Disabled
option from this menu.

KH®$',86 $XWKHQWLY¥ DMIORHFWHG WKH XVHU ORJLQ ZLOO EH X!
5$',86 VHUYHU V

NOTE: For advanced RADIUS Server setup, please refer to APPENDIX A RU WKH
5$',86 UHDGPH W[W” ILOH RQ WKH GLVF SURYLGHG ZLWE

Authentication RADIUS ¥

RADIUS Secret Key default
RADIUS Port

RADIUS Retry Times
1st RADIUS Server IPv4/IPv6 Address 0.0.0.0

2nd RADIUS Server IPv4/IPv6 Address 0.0.0.0

n




5$',86 6HFUHW/KHH\ ZRUG WR HQFU\SW GDWD RI EHLQJ VHQW WR !
RADIUS Port: The RADIUS service port on RADIUS server.

RADIUS Retry Times: Times of trying to reconnect if the RADISU server is not reachable.

1st RADIUS Server IPv4/IPv6 Address: IPv4/IPv6 address of the primary RADIUS server.

2nd RADIUS Server IPv4/IPv6 Address: IPv4/IPv6 address of the secondary RADIUS server.



6103

Select the option SNMP from the Management menu and then four functions, including SNMPv3
USM User, Device Community, Trap Destination and Trap Setup will be displayed for your selection.

6103Y 860 8VHU

Simple Network Management Protocol Version 3, SNMPv3 in short, features stronger security
mechanism, including DXWKHQWLFDWLRQ DQG HQFU\SWLRQ WKDW KHOS
YDOLG VRXUFH DQG VFUDPEOH WKH FRQWAQ\W HD DQSBFEHIW WA
V R X UTReéifollowing screen page appears if you choose 6103Y 860 8 ¥uHdton.

Note: The SNMPv3 user account is generated from User Authentication . (Refer to Section
4.10.2)

Occupied/Max Entry: 1/10

Account State SNMP Level User Name Authentication Private Action

by LR : )
Enabled Administrator admin None None 4

Occupied/Max Entry: View-only field.
Occupied: This shows the amount of total registered communities.

Max: This shows the maximum number available for the community registration. The
maximum number is 10.

g
Click the ¢ icon to modify the SNMPv3 USM User settings for a registered user.



(¢’ Edit SNMPv3 USM User

Account State Enable B
User Name admin
Authentication None v

Private None v

SNMP Level Administrator ¥

Account State: View-only field that shows this user account is enabled or disabled.
User Name: View-only field that shows the authorized user login name.

Authentication: 7KLV LV XVHG WR HQVXUH WKH LGHQWLW\ RI XVHUV
SHUIRUP DXWKHQWLFDWLRQ

None: Disable authentication function. Select None “from the pull-down menu to disable it.

MD5(0HVVDJH '"'LIJHVW BPGIRIVGMIXK\PXVHG FU\SWRJUDSKLF KDVK
ELW E\WH KDVK YDOXH W\SLFDOO\ H[SUHWDGHG LLRD @ I

QXPEHU 6H O Hrém\thé pull‘down menu WR HQDEOH WKLY DXWKHQWLF

SHA(6HFXUH +DVK $OFRULBIKP KDVK IXQFWLRQ ZKLFK UHVHPE
DOJRUBW®IRF W frofnti$e’ pull-down menu WR HQDEOH WKLV DXWKHQWL

Authentication-Password : Specify the passwords L1 30" ~ RU 36+$° LVpBERERVHQ
characters can be accepted.

Private: ,W DOORZV IRU HQFU\SWLRQ RI 6103 Y PHVVDJHYKWR HQV
IROORZLQJ LV WKH PHWKRG WR SHUIRUP HQFU\SWLRQ

None: Disable Private function. Select None “from the pull-down menu to disable it.
DES('DWD (QFU\SWLR ®Q A\aldoQrenRdederypt critical information such as
PHVVDJH WH[W PHVYVD JH 6WHLQIAWXY eHe/pulHMik menu WR HQDEOF

Private-Password : Specify the passwords LI 3'(6° LV FEW@RA&20Qharacters can be
accepted.



SNMP Level: View-only field that shows user § authentication level.

Administrator: Own the full-access right, including maintaining user account & system
LQIRUPDWLRQ ORDG IDFWRU\ VHWWLQJV «HWF

Read & Write : Own the full-access right but cannot modify user account & system
information, cannot load factory settings.

Read Only : Allow to view only.

$ FRPELQDWLRQ RI D VHFXULW\ HYHQW VKRZQ DV EHORZHIGQGLF
ZKHQ KDQGOLQJ DQ 6103 SDFNHW

SXWKHQWL 3ULYDWH‘ SHVXOW

8VHV D XVHUQDPH PELC

1RQH DXWKHQWLFDWLRQ
(QDEOHV DXWKHQWLF
OHVVDJH 'L WKH +DVKHG OHVVDJ
$OJRULW K P $XWKHQWLFDWLRQ &
RU 6HFXUH Q 0' RU +0$& 6+$% DOJR

$OJRULWKP

(QDEOHV DXWKHQWLE
WKH +DVKHG OHVVDJ
$XWKHQWLFDWLRQ &
'DWD (QFU\SW 0' RU +0$& 6+$ DOJR
6WDQGDUG '(€ :KDWYJV PRUH HQDEQ
HQFU\SWLRQ EDVHG
%ORFN &KDLQLQJ &9
VWDQGDUG




'HYLFH &RPPXQLW\

The following screen page appears if you choose Device Community function.

Occupied/Max Entry: 2/10

Account State SNMP Level Community Description Action
Enabled Read and Write public Default_Account f '@
Enabled Administrator admin Default_Account & '@

7KLY WDEOH ZLOO GLVSOD\ WKH RYHUYLHZ RI UpDd KO FSRHYIEL N
F R P P X Q caN heH&gistered.
Occupied/Max Entry:  View-only field.

Occupied: his shows the amount of total registered communities.

Max: This shows the maximum number available for the device community registration.
The maximum number is 10.

&OLFAG 'HYLFH &R PWROQ&NMWcommunity and then the following screen page
appears IRU WKH IXUWKHU GHYFLH FRPPXQLW\ VHWWLQJV

Occupied/Max Entry: 2/10 Batch Delete

Account State SNMP Level Community Description Action
Disabled v Read Only v v X
s o gz ; % >
Enabled Read and Write public Default_Account & @]
= »” o o % 5
Enabled Administrator admin Default_Account & @]

Account State: Enable or disable this Community Account.

SNMP Level: Click the pull-down menu to select the desired privilege for the SNMP operation.

NOTE: When the community browses the Managed Switch without proper access right, the
Managed Switch will not respond. For example, if a community only has Read & Write
privilege, then it cannot browse the Managed Switch { Mser table.




Community: Specify the authorized SNMP community name, up to 20 alphanumeric characters.

Description: Enter a unique description for this community name. Up to 35 alphanumeric
characters can be accepted. This is mainly for reference only.

Click ¥ when the settings are completed, this new FRP P X QuilMbe listed on WKH GHYF
FRPPXQLW or vk % Otel cancel the settings.

g
&OLFI1¥ NKH LFRQ WR PRGLI\ WeorhmubitWWWLQJV RI D VSHFLILHG

Click the icon to remove a specified registered community entry and its settings from the devcie
community table. Or click Batch Delete to remove a number of /all communities at a time by clicking
on the checkbox belonging to the corresponding community in the Action field and then click Delete
Select Item , the selected community/communities will be deleted immediately. To cancel this batch
delete, please click Cancel Batch Delete to cancel the selection.



7UDS '"HVWLQDWLRQ

The following screen page appears if you choose Trap Destination function.

Index State Destination IP Community
1 Disabled ¥ | |0.0.0.0
2 Disabled ¥ | 0.0.0.0

3 Disabled ¥ |0.0.0.0

State: Enable or disable the function of sending trap to the specified destination.

Destination IP: Enter the specific IPv4/IPv6 address of the network management system that will
receive the trap.

Community: Enter the description for the specified trap destination.



7UDS 6HWXS

The following screen page appears if you choose Trap Setup function.

Cold Start Trap Enabled ¥
Warm Start Trap Enabled ¥
Authentication Failure Trap Enabled v
Port Link Up/Down Trap Enabled v
Port Link Flap Trap Enabled v
System Power Down Trap Enabled v

( 1st Destination Only )

CPU Loading Trap Enabled v
Auto Backup Trap Enabled v
Storm Control Trap Enabled v
CPU Temperature Trap Enabled ¥

B =

Cold Start Trap: Enable or disable the Managed Switch to send a trap when the Managed Switch
is turned on.

Warm Start Trap: Enable or disable the Managed Switch to send a trap when the Managed Switch
restarts.

Authentication Failure Trap: Enable or disable the Managed Switch to send authentication failure
trap after any unauthorized users attempt to login.

Port Link Up/Down Trap: Enable or disable the Managed Switch to send port link up/link down trap.

Port Link Flap Trap: Enable or disable the Managed Switch to send a trap when D SRUW({V SR
IODS HIFHHGV WKH WKUHVKROG

System Power Down Trap ( 1st Destination Only ): Enable or disable the Managed Switch to
send a trap when the power failure occurs.

& 38 /RDGLQJERaDbE 6r disable the Managed Switch to send a trap when the CPU is
overloaded.

Auto Backup Trap: Enable or disable the Managed Switch to send a trap when the auto backup
succeeds or fails.



Storm Control Trap: Enable or disable the Managed Switch to send a trap when broadcast/
unknown multicast/unknown unicast packets flood. And it will keep sending this trap upon the
notification threshold interval setup of Storm Control function once these packets flood
continuously.

CPU Temperature Trap: Enable or disable the Managed Switch to send a trap when CPU
temperature is over the parameter of High Temperature Threshold value, CPU temperature
returns to the normal status (at or under the parameter of High Temperature Threshold value),
CPU temperature exceeds the range of threshold (0~85 degrees centigrade), or the temperature
sensor fails to detect CPU temperature.



(" SRQWURO 6HWXS

LED Control Setup allows the user to control the light intensity of all LEDs at wil RQ WKH 0DQD.
6 Z L WrFdtder to decrease the possibility of the OLJKW S &adayX WaldetQhe option LED
Control Setup from the Management menu and then the following screen page shows up.

LED Intensity Low Y

/(" , QWHQWIMWWLIQ WKH LOQWHQVLW\ R KH H('OEH KW YIIRRWU DR] CH D(FK |
WKH SXO0O GRZQ OLVW LV GHVFULEHG EHORZ

High: It indicates LEDs of Ports 1~6, Status LED and Power LED on the Managed Switch
will light with the highest level.

Medium: It indicates LEDs of Ports 1~6, Status LED and Power LED on the Managed Switch
will light with the medium level.

Low: Itindicates LEDs of Ports 1~6, Status LED and Power LED on the Managed Switch will
light with the lowest level.

Off: It indicates all LEDs except Power LED on the Managed Switch will be off. Power LED
will light with the lowest level.



JLUPZBSHJDGH

7KH ODQDJHG 6ZLWFK RITHUV WKUHH PHWKRGV bab@réstie@Ghd +77
configuration and update the firmware. To do this, please select the option ) L U P Z MJpgrade from
the Management menu and then the following screen page appears.

Protocol

File Type ation ¥

Config Type config -«

Select File Choose File | Mo file chosen
Transmitting State

&RQILIXUDWLRe&3toO DFINIXS 773

To back up or restore the configuration via HTTP, just pull down the Protocol menu and select
HTTP. Also configure WKH W\SHDRA&R@IH JX U DANpkoRe®s 7KH UHODWHG ST
GHVFULSWLRQ LV DV EHORZ

Protocol HTTP ¥

File Type | Configuration ~

Config Type Running-config v

Select File ; thos_e: Flle__; No file chosen

o

Transmitting State

&RQILJ 7TVKFHUH DUH WKUHH W\SHV RI WKH FRQILIJXUDWLRQGLOH
6WDKBEWRQILJ

— 5XQQLQJ FRRADEN XS WKH GDWD \RXYfUH SURFHVVLQJ
— '"HIDXOW FBR®@IEN XS WKH GDWD VDPH DV WKH IDFWRU

— 6WDUSFRQIWDFN XS WKH GDWD VDPH DV ODVW VDYH(



% DFNXSSO I%MNFNWR EHILQ GRZQORDG WKH FRQILIXUDWLRQ ILOH

6HOHFW&QAIEFNRRVH WRNHOHFW WKH GHVLJQDW S G DBEBW 12 WDRQUGH W\
FRQILIXUDWLRQ

JLUPZB®IIHDGH YLD +773

To update the firmware via HTTP, just pull down the Protocol menu and select HTTP. Also
configure WKH W\SH R)LWRPADD ptocess 7KH UHODWHG SDUDPHWHU GHV

Protocol HTTP v

File Type Firmware ¥

Upgrade Image Option mage-2 Y | (Current Bootimags: image-1)
Select File | Choose File | No file chosen

Transmitting State

8SJUDGH ,PDJH 260WMQFRERZQ WKH OLVW WR FKRRVH WKH LPDJH \F

BHOHFW&AIGEHRRVH WRWHOHFW WKH GHYVLWSE DMRH EDHJYG QVI K B |
ILUPZDUH XSJUDGH



&RQILIXUDW L/RBtote DEFNXS 7)7 3

The Managed Switch has both built-in TFTP and FTP clients. Users may back up or restore the
configuration via FTP/TFTP. Just pull down the Protocol menu and select FTP or TFTP, also
configure WKH W\SHDRI&ER@HIXUDWLdRS 7KH UHODWHG SDUDPHWHU
EHORZ

Protocol FTP v

File Type Configuration v
Config Type Running-config v
Server |Pv4/IPv6 Address

User Name

Password

File Location

Transmitting State

Protocol: Select the preferred protocol, either FTP or TFTP.

Config Type : Choose the type of the configuration file that will be saved or restored among
Running-config ; Default-config “or Start-up-config

Server IPv4/IPv6 Address: Enter the specific IPv4/IPv6 address of the FTP/TFTP file server.
User Name (for FTP only) : Enter the specific username to access the FTP file server.

Password (for FTP only) : Enter the specific password to access the FTP file server.

File Location: Enter the specific path and filename within the FTP/TFTP file server.

Click Backup to start the download process and receive files from the server. A transmitting
progress will be displayed during file transfer. Once completed, a process-completed message will
pop up to remind the user.

Click Update to start the upload process and transmit files to the server. A transmitting progress

will be displayed during file transfer. Once completed, a process-completed message will pop up
to remind users.



JLUPZ®SIHWDGH)YRD)73

The Managed Switch has both built-in TFTP and FTP clients. Users may update the firmware via
FTP/TFTP. Just pull down the Protocol menu and select FTP or TFTP, also configure WKH W\SH
ILOH)DVPZDtd ptécess 7KH UHODWHG SDUDPHWHU GHVFULSWLRQ L'

Protocol FTP v
File Type Firmware v
Upgrade Image Option mage-2 Y | (Current BootImage: Image-1)

Server |Pv4/IPv6 Address
User Name
Password

File Location

Transmitting State

Protocol: Select the preferred protocol, either FTP or TFTP.

8SJUDGH ,PDJH 2600 FERZQ WKH OLVW WR FKRRVH WKH LPDJH \F
Server IPv4/IPv6 Address: Enter the specific IPv4/IPv6 address of the FTP/TFTP file server.

User Name (for FTP only) : Enter the specific username to access the FTP file server.

Password (for FTP only) : Enter the specific password to access the FTP file server.

File Location: Enter the specific path and filename within the FTP/TFTP file server.

Click Update to start the upload process and transmit files to the server. A transmitting progress

will be displayed during file transfer. Once completed, a process-completed message will pop up
to remind users.



/IRDG )DFWRU\ 6HWWLQJV

Load Factory Settings will set all the configurations of the Managed Switch back to the factory
default settings, including the IP and Gateway address. Load Factory Setting is useful when
network administrators would like to re-configure the system. A system reset is required to make all
changes effective after Load Factory Setting.

Select the option Load Factory Settings from the Management menu and then the following
screen page appears.

System Will Need to Be Reset.

Load Factory Settings?

Load Factory Settings Except Network Configuration

Load Factory Settings Except Network Configuration: It will set all the configurations of the
Managed Switch back to the factory default settings. However, IP and Gateway addresses will not
restore to the factory default. It is very useful when network administrators need to re-configure the
VA\VWHP 35(027(/<" EHFDXVH FRQYHQWLRQDO )DFWRWWLIPVIMWE 2
default and lose all network connections.

Click OK to start loading factory settings. Or click the checkbox in front of Load Factory Settings
Except Network Configuration  and then click OK to start loading factory settings except network
configuration.



$XWR %DFNXS 6HWXS

In the Managed Switch, the forementioned HTTP Upgrade and FTP/TFTP Upgrade functions are
offered for the users to do the manual backup of the start-up configuration. Alternatively, you can
choose the Auto-Backup Setup function to do this backup automatically and periodically. It is useful

to prevent the loss of users fimportant configuration if they forget to do the backup, or help do the

file comparison if any error occurs. 3SOHDVH QRWH WKDW WKH GHYLFHTV 173 1]
ZHOO LQ RUGHU WR REWDLQ WKH FRUUHFW ORFDO WLPH

To initiate this function, please select Auto-Backup Setup from the Management menu, the
following screen page shows up.

Note: In order for the Auto Backup function to work properly,
the NTP function must be enabled for the device to acquire local time information.

NTP Status Disable

Auto Backup Disabled v
Backup Time 0 Y| odock
Protocol TFIP v

File Type Configuration

Server |IPv4/IPv6 Address 0.0.0.0
User Name anonymous
Password

File Directory

File Name

Backup State

n

173 6WDWX®¥$OD\ WKH FXUUHQW VWDWH RI 173 VHUYHU ,QFOXGH

Disable: NTP server is disabled.

Inactiv e: NTP server is enabled, but the Managed Switch does not obtain the local time from
NTP server.

Active: NTP server is enabled, and the Managed Switch obtains the local time from NTP
server.


https://tw.dictionary.yahoo.com/dictionary?p=forementioned

$XWR %DKRREOH 'LVDEOH WKH DXWR EDFENXS IXQFWLRQ WRKWH WK
GHYLFH

%DFNXS 76 PWSVKH WLPH ZKHQ WKH EDFNXS RI WKH VWDUW XS F
GD\ IRU WKH V\VWHP

SURWRARXHAHI RU 7)73 VHUYHU FDQ EH VHOHFWHG WR EOFPNXS W
JLOH 7\SWSOD\ WKH W\SH RI ILOHV WKDW ZLOO EH EDFNHG XS
6HUYHU ,3Y ,3Y BS$E®WUXHSYWKH ,3Y ,3Y DGGUHVV RI )73 7)73 VHL

8VHU 1DPH DQG 3DY¥XWUWMKH UHTXLUHG XVHUQDPH DV ZHOO DV
)73 LV FKRVHQ LQ WKH 3URWRFRO ILHOG

JLOH 'LUHFWMRLWKGEWFN XS SDWK ZKHUH WKH VWDUW XS FRQILJXU
)73 RU 7)73 VHUYHU

J)LOH 1DPKHLOHQDPH DVVLIQHG WR WKH DXWR EDFNRS$ IHROGIQ DX
JHQHUDWHG DXWRPDWLFDOO\ LV DV IROORZYV

LSDGGUBHMYLFH 1DPHB\\\\00GIGR WHYDPSOH B+ (6
6)3 B W[ W

%DFNXS 6WDSWHD\ WKH VWDWXV RI WKH DXWR EDFNXS \RX H[HFX



6DYH &RQILIJXUDWLRAQ

In order to save the configuration permanently, users need to save configuration first before resetting
the Managed Switch. Select the option Save Configuration fromthe 0D Q D JH P IRIQ@&Xd then

the following screen page appears.

Save All Changes to Flash?

&OLFNWR VDYH WKH FRARedtiveXyUybuwdanRallo press the Save quick button located
on the top-right side of the webpage, which has the same function as Save Configuration.

SHVHW 6\VWHP

To reboot the system, please select the option Reset System from W KD QD JH P HP@®I\GAKd

then the following screen page appears. From the pull-down menu of New Configured Boot Image
you can choose the desired image for the next system reboot if necessary.

Current Boot Image

Configured Boot Image

New Configured Boot Image

Reset System?

All Changes Not Saved Will be Lost!

Reboot

Click Set Next Bootup Image to change the image into the new boot-up image you select.

Click Reboot to restart the Managed Switch.



$33(1',; $)UHH 5%$',86 UHDGPH

The advanced RADIUS Server Set up for RADIUS $ X W K H Q Wik 8d3atle®R&3 below.

When free RADIUS client is enabled on the device,

On the server side, it needs to put this file "dictionary.sample " under the directory /raddb
and modify these three files - "users ", "clients.conf " and "dictionary ", which are on the disc
shipped with this product.

* Please use any text editing software (e.g. Notepad) to carry out the following file editing works.

In the file "users ",

Set up user name, password, and other attributes.

In the file "clients.conf ",

Set the valid range of RADIUS client IP address.

In the file "dictionary ",
Add this following line -

$INCLUDE dictionary.sample



$33(1',; % HOVBS '+&3 $XWR 3URYLVLI

Networking devices, such as switches or gateways, with DHCP Auto-provisioning function allow you
to automatically upgrade firmware and configuration at startup process. Before setting up DHCP
Server for auto-upgrade of firmware and configuration, please make sure the Managed Switch that
you purchased can support DHCP Auto-provisioning. Setup procedures and auto-provisioning
process are described below for your reference.

A. Setup Procedures
Follow the steps below to set up Auto Provisioning server, modify dhcpd.conf file and generate a
copy of configuration file.

Step 1. Set up Environment

DHCP Auto-provisioning-enabled products that you purchased support the DHCP option 60 to work
as a DHCP client. To make auto-provisioning function work properly, you need to prepare ISC DHCP
server, File server (TFTP or FTP) and the switching device. See below for a possible network
topology example.

,6& '"+&3 6HU

7)73 )73 6HU

7KH ODQDJHG ¢

7KH ODQDJHG 6ZLW

Topology Example



Step 2. Set up Auto Provision Server

z Update DHCP Client
=

pr—t
Computer =

File Edit View Terminal Help
rﬁ [root@localhost ~]# yum install dhclient]]

root's Home

Link to dhcpd.conf

Linux Fedora 12 supports $um “function by default. First of all, update DHCP client function by
issuing yum install dhclient “command.

z Install DHCP Server

File Edit View Terminal Help
[root@localhast ~]# yun install dhcgl]

Issue yum install dhcp “"command to install DHCP server.



z Copy dhcpd.conf to /etc/dhcp/ directory

Fle Edit View Go Bookmarks Tabs Help
ok tOo EE A

|5 Location: FEARET 5| & 100% & iconView A

Placesv X — [#aila
== |3ens
reot Iumm L
&3 Desktop dhclient.d dhcpd.conf dhcpdé.conf
I File System
) Network
Trask \gd Floppy Drive
5 & Trash
(B Documents
[ Music
() Pictures
[&] Videos
{4 Downloads

Link to dhepd.conf

3 items, Free space: 2.9 GB

Copy dhcpd.conf file provided by the vendor to /etc/dhcp/ directory.

Please note that each vendor has their own way to define auto provisioning. Make sure to use the
file provided by the vendor.

z Enable and run DHCP service

Program Service Help
2] : Q 2]
Enal Disable  Customize Start Stop Restart Help
_M E The dhecpd service is started once, usually when the system is booted, runs in the background and
@ =G| NetworkManager start and stop NetworkManag MEREHHM IS ISRt
54 abrtd e abm @ This service is enabled.
@ =4 acpid start and stop acpid o T_his' senles S pnnlng
) g atd Starts/stop the "at" daemon pecinlon
@ <4 auditd 3 dhcpd provides the Dynamic Host Configuration Protocol (DHCP) server.
[ 4| avahi-daemon
[ &| bluetooth Trigger bluetoothd start-up
@ &| btseed
@ &| bitrack &
[ &| cpuspeed processor frequency scaling support L
@ =] crond run cron daemon
@ | cups The CUPS scheduler
® o
@ & dc_client
& & dc server
W ETapas
@ &| dherelay Start and stop the DHCP relay server
@ &| dnsmasq
@ &| firstboot Starts the firstboot configuration program
@ =d| gpm Start and stop gpm daemon
%9 =G| haldaemon
@ & httpd start and stop Apache HTTP Server

1. Choose dhcpd.
2. Enable DHCP service.
3. Start running DHCP service.

NOTE: DHCP service can also be enabled by CLI. Issue ¥hcpd ‘command to enable DHCP service.



Step 3. Modify dhcpd.conf file

Fle Eoit View Go Bookmarks Tabs

@Back v

File Edit View Terminal Help L
[root@localhost ~]# dhcp [=]
bash: dhcp: command not found
[root@localhost ~]# dhcpd | I
z Open dhcpd.conf file in /etc/dhcp/ directory
—
E & & EBE A
5| & 100% & Icon View ¢

Tals
sdons |

|3tk
dhepd.conf

ahclient.d

= File System
) Network

\gd Floppy Drive
8 rash

(B Documents
(3 Music

=) Pictures
(&) videos

[ Downloads

3 items, Free space: 2.9 GB

dhcpd6.conf

€D Aepiications Places sysem B @ o 2 @
=

File Edit View Search Tools Documents Help
Ldopen ~ [hsave

—_——
Link to dhcpd.conf 3¢ | | dhcpd.conf 3

|[#allow bootp;
#ddns-update-style ad-hoc;

dhepd.conf (jete/dhcp) - gec

Mo

###e# start dhop server command is dhopd#ssnssssnnessssnsng
wwwes stop dhecp server command is killall dhcpdessessssssss
#subnet 192.168.8.0 netmask 255.255.255.8 {

& ramge 192.168.0.21 192.168.9.100;

# option broadcast-address 192.168.0.255;

L4 option routers 192.168.8.2;

default-lease-time 1269680;
max-lease-time 315570600;

an

group {
host elt.com.tw {
hardware ethernet 08:21:41:02:00:02;
fixed-address 192.168.1.22
filename *zImage.redwoodS":

host elf.com.tw {

hardware ethernet 88:21:41:28:18:81;
fixed-address 192.168.1.22
filename “zImage.redwoodS";

samaanssasaanaan

default-lease-tine 10000;
max-lease-time 10868;

£ [root@lecalhost... | % dhcpd.conf (et... | @@ root@localhost:~

option root-path */reot/project/vrg-21412/build mi

option reot-path "/root/project/vrg-21412/build mi
}

B dhcp - File Bro... -rwt@!(

Double-click dhcpd.conf placed in /etc/dhcp/ directory to open it.




z Modify dhcpd.conf file

The following marked areas in dhcpd.conf file can be modified with values that work with your
networking environment.

defanlt-lease-time 10000; > 1
oak-lease-time 1 0000;

#ddns-update-style ad-hoc;
ddns-update-style interira;

subnet 192.168.0.0 netraask 2552552550
range 192.168.0.118 192.168.0.230;
option submet-mask  255.255.255.0;
option hreadcast-addiess 192.168.0.255;
option routers 192.168.0.251;
option domain-name-servers 168,95.1.1, 168,95,192,1;

host FAE {
hardware ethemet 00:06:19:03:42:40; >3
fixed-address 192.168.0.118;

}

hest HS-0600 {
hardware ethemet 00:06:19:65:18-FE; >4
fived-address 192.168.0.1;

}

1. Define DHCP default and maximum lease time in seconds.

Default lease time: If a client does not request a specific IP lease time, the server will
assign a default lease time value.

Maximum lease time: This is the maximum length of time that the server will lease for.

2. Define subnet, subnet mask, IP range, broadcast address, router address and DNS server
address.

3. 0ObsS D KRVWYV 0$& DGGUHVV WR D IL[HG ,3 DGGUHVV

4. ODS D KRVWY{V 0$& DGGUHVYV WR D IL[HG ,3 DGGUHVV 8VH WKI
to-IP address bindings.



©oNOO

OpﬂonSpaCEEWHCH, —* 5
#

Option
option
option
option
Cpthon
option
option
ophion

Oitftp,

WITCH |
WITCH 5
WITCH. 4
WITCH.
WITCH £
EWITCH £
SWITCH ¢

WITCH.

fip

rotocol oode | = unsigned infeger §;
erver-ip oode 2 = ip-addiess;
erver-login-narae code 3 = text;
Jerver-login-password oode 4 = ext;
troowars-file-nome oode 5 =1t
irmoware-nd 5 code 6 = string;
onfiguration- file-name code 7 = wExt;
ondiguration-ad5 code § = string;

#16 hits option (kit O Urgency, kit 1-15: Reserve)
option §W ITCH dption code 9 = wnsigned integer 16;

S S e 9

class "vendor-classes” §

maatch option vender-class-identifier;

option| SW ITCH, protoco 11] >
option|SW ITCH server-ip | 92.168.0.251; >
option|SW ITCH server-login-name “janonvmons |; »
option| SW ITCH server-login-name[ FAE™; N
option|SW ITCH server-login-password "deptl” .

“H fimaware md o Geebbb:c9:72.28:11:a6:d2:0d:32:2d:500c: bk

.f”u-mwa:&ﬁl&name “HES-0600-provision_1 . bin '} 11

Sirrnware-file-narne "HE-0600-provision_2.bin™;

Siroware-md 5 1620 26:4d:30:25-71 Scocdd: 5a0:d3-33-7d:db:;

oonfiguration-file- "3W0503A3C4.bln";|— »13
; .Mmﬂm-m5|6f 30:03:1 3l d0dé05af 07 28:68 25 40:96 34;'——}1 4
Loption 1;

This value is configurable and can be defined by users.
Specify the protocol used (Protocol 1: FTP; Protocol 0: TFTP).
Specify the FTP or TFTP IP address.

Login TFTP server anonymously (TFTP does not require a login name and password).
Specify FTP Server login name and password.

10 Specify the product model name.

11. Specify the firmware filename.

12. Specify the MD5 for firmware image.
13. Specify the configuration filename.
14. Specify the MD5 for configuration file.

NOTE 1: The text beginning with a pound sign (#) will be ignored by the DHCP server. For example,
in the figure shown above, firmware-file-name HS-0600-provision_2.bin “and firmware-md5 (line 5
& 6 from the bottom) will be ignored. If you want DHCP server to process these two lines, remove

pound signs in the initial of each line.

NOTE 2: You can use either free software program or Linux default md5sum function to get MD5

checksum for firmware image and configuration file.




le Edit View Search Tools Documents Help

[7] &Jopen v @save | &

|5] Link to dhepd.conf 3¢ | [©) dhepd.conf 3¢

<ption space SWITCH;

# protoce] O-tfip, 1fip

option SWITCH protocol code | = unsigned integer §;
option SWITCH server-ip code 2 = fp-address;

option SW ITCH server-login-name code 3 = teut;
option SWITCH server-login-password code 4 = text;
option SWITCH firrware-file-name code 5 =
option SWITCH firmware-md5 ood 6 = string;
ption SW ITCH.conizuration- file-name code 7 = text;
option SWITCH configustion-md5 code § = sting;
#161its option (bit O: Usgency, bt 1-15: Reserve)
option SWITCH option code 9 = unsigned integer 16;

class "vendor-classes® {
watch option vendor-class- dentifier;
i

option SWITCH.protocol 1;

option SWITCH server-dp 192,168.0.251;

option SW [TCH server-login-narae “anenymous”;
option SW ITCH server-login-narae "FAE"

option SW ITCH server-login-password "deptl "

subelass "vender-classes " "HS-0600" {
vendor-option-space SWITCH;
eption SW [TCH fimaware-file-name "HS-0600-peovision 1 bin';

option SW ITCH ftrmaware-md5 ch:9eebbé:cs: 7268:11 a6:d2:9d: 32:24:50:0c bb;

option SW ITCH firmaware-file-name "HS-0600-provision_2.kin";

option SW [TCH.configuration-file-narne "3W0503A3C4 bin";

o o

option SWITCH.option 1;

option SW TCH fimmware-md5 16:2c 2e:dd: 302571 Seecfi-5afds33 Tddb;

option SW ITCH. configuration-md ef 30031 3al.d0d6 05 af o723 6£:25-F0156:84;

dhepd.conf (/etc/dhcp) - gedit

B # &

Edlit.

[root@localhost

|13

View  Terminal

cZedd3Be5TI5ccctdsa
[root@localhost ~]# |

Zz Restart DH

CP service

&

#

R

File Edit View Search Tools

Documents Help

| Ldopen ~  Disave

Link to dhcpd.conf 3¢ | || dhcpd.conf 3¢

option space SWITCH;

# protool Ortfip, 1ftp

option SWITCH. protocol code | = unsigned integer §;
option SW ITCH.server-ip code 2 = ip-address;

option SWITCH.server-loginnare cods 3 = text;
option SW I[TCH server-login-password oode 4 = fext;
option SWITCH. fionware-filename code 5 = text;
option SW ITCH firnware-md5 oode 6 =string;
option SW ITCH.configuration-file-name cods 7 = text;
option. SW[TCH.configumtion-mad5 code § = string;

16 bits option (hit 0: Urgency, bit 1-15: Reserve)

option SWITCH.option code 9 = unsignad integer 16;

class "vendor-classes” {
match option vendor-chass-identifier;
i

cption SWITCH protooo] 13

option SWITCH server-ip 192.168.0.251;

option SWITCH server-login-name “anonymens';
option SWITCH server-login-name “FAE";
option SW ITCH server-login-password "deptl ";

subclass "vendor-classes” "H3-0800" {
vender-optien-space SWITCH;
eption SWITCH firmware-file-name "HS-0600-provision_1 kin";

ptien SWITCH. fiomware-md5 chde:ebrbbc8:72:08:11:5:d2:9d: 3224 50:0c bb;

option SWITCH firmware file-namae "HS-0600-provisien_2.bin";

option SWITCH firmware md5 16:20:28:4d: 3057150 ocfd:5a:40:d3:33 Fdedl;

option SWITCH. configuration- file-name "IW0S03A3CH bin";

option SWITCH.configuration-md5 ef 30:03:1 3:al d0:df05 af c7- 28:66 25:40:96:84;

optien SWITCH.eption 1;

dhcpd.conf (/etc/dhcp) - gedit

B #h &

D]

Eile Edit View Terminal Help
[root@localhost ~]# dhcpd
Internet Systems Consortium DHCP Server 4.1.1-P1

Copyright 2004-201@ Internet Systems Consortium.

ALl rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

WARNING: Host declarations are global. They are not limited to the scope yo
clared them in.

Not searching LDAP since ldap-server, ldap-port and ldap-base-dn were not sp
ied in the config file

Wirote @ class decls to leases file.

Wirote © deleted host decls to leases file

Wrote © new dynamic host decls to leases file.

Wrote 6 leases to leases file.
Listening on LPF/eth®/00:0c:29:e
Sending on  LPF/eth8/80:0c:29

8:41/192.168.0.0/24
8:47/192.168.0.0/24
ack-net

[root@localhost ~]# []

| Eopen v [Dsave

| Link to dhcpd.conf 3¢ | (7] dhepd.conf 3

Eile Edit view Search Tools Documents Help

dhcpd.:unf {{at:idhcp) - gredit

=
(=] mﬂ@k

EilaEdit Terminal—tial

option space SWITCH:

4 protocol Oiftp, 1:fp

option SWITCH. prowooc] oode 1 = unsignad integer 8;
option SW [TCH server-ip code 2 = ip-address;

option SWITCH server-login-name code 3 = text;
option SW ITCH server-login-password oode 4 = text;
option SW TCH firmmware-file-narne code 5 = text;
option SW [TCH firmmrseare- s code 6 = shiing;
<option SW [TCH.confizuration-file-name oode 7 = text;
option SW ITCH.configuration-md’ code 8 = string;
#16 bits option (bit O: Urgency, bit 1-15: Reserve)
option SW ITCH.option code 9 = unsigned integer 16;

class "vendor-classes" {
mistch option vendor-clss- dentifer;
}

ptien SWITCH pretecol 1;

optien SWITCH server-ip 192.168.0251;

eptien SW ITCH server-login-name "anendmous s
eption SWITCH server- login-name "FAR";
eption SWITCH server- login-password "deptl";

subclass "vendor-classes” "HS-0600" {

vendor-option-space SWITCH;

epticn SWITCH. firrmwaze-ffle-name “HS-0600- provision_L bin";

option SWITCH fiirnvvare-tod5 cb:Se:ebibd 726811 a6:02:9d:32:24: 500 by
eption SWITCH firmnware-file-narne "HS-0600- provision_2.bin";
option SWITCH firmware-rad5 16:2c:2e:4d:30:e5:71: 5c:ocfd: 52 400 8:33:7d db;
option SWITCH configuration-file-name "3WOS03A3C4 bin'";

oo

ption SWITCH option 1;

O

root@localhost ~]1# dhcpd

Internet Systems Consortium DHCP Server 4.1.1-P1

Copyright 2084-2818 Internet Systems Consortium.

ALl rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

WARNING: Host declarations are global. They are not limited to the scope yo
clared them in.

Not searching LDAP since ldap-server, ldap-port and ldap-base-dn were not sp
ied in the config file

Wrote @ class decls to leases file.

Wrote @ deleted host decls to leases file.

Wrote © new dynamic host decls to leases file.

Wrote 6 leases to leases file.

Listening on LPF/eth0/00:0c:29:ef:f8:4f/192.168.0.0/24

Sending on  LPF/eth0/00:0c:29:ef:f8:4f/192.168.0.0/24

Sending on  Socket/fallback/fallback-net

[root@localhost ~]#

option SWITCH configuration-md? ef: 30:03:13:al d0d&0vaf 72861 2540 96:84;




Every time when you modify dhcpd.conf file, DHCP service must be restarted. Issue illall dhcpd *
command to disable DHCP service and then issue ¥hcpd “command to enable DHCP service.

Step 4. Backup a Configuration File

Before preparing a configuration file in TFTP/FTP Server, make sure the device generating the
configuration file is setto 3*HW ,3 DGGUHVYV ldRkiBhme®.37 KLV LV EHFDXVH Wk
$XWR SURYLVLRQLQJ LV UXQQLQJ XQGHU "+&3 CHRGN XVIRD RADKEMK
QHWZRUN W\SH RWKHU WKDQ '+&3 PRGH WKKDVRZR FRDQGHB WRC
WR '+&3 ZKHQ SURYLVLRQLQJ DQG LW UHVXOWYV LQHYLRHYHU WP
HQGOHVYV

In order for your Managed Switch to retrieve the correct configuration image in TFTP/FTP Server,
please make sure the filename of your configuration file is defined exactly the same as the one
specified in in dhcpd.conf . For example, if the configuration image § filename specified in
dhcpd.conf is etafile | the configuration image filename should be named to inetafile “as well.

Step 5. Place a copy of Firmware and Configuration File in TFTP/FT P

The TFTP/FTP File server should include the following items:
1. Firmware image (This file is provided by the vendor.)

2. Configuration file (This file is generally created by users.)
3. User account for your device (For FTP server only.)



B. Auto-Provisioning Process

This switching device is setting-free (through auto-upgrade and configuration) and its upgrade
procedures are as follows:

1.

2.

The ISC DHCP server will recognize the device whenever it sends an IP address request to it,
and it will tell the device how to get a new firmware or configuration.

The device will compare the firmware and configuration MD5 code form of DHCP option every
time when it communicates with DHCP server.

If MD5 code is different, the device will then upgrade the firmware or configuration. However, it
will not be activated right after.

If the Urgency Bit is set, the device will be reset to activate the new firmware or configuration
immediately.

The device will retry for 3 times if the file is incorrect, and then it gives up until getting another
DHCP ACK packet again.

New Configuration
D or Firmware
-
N J File Server
. ‘ | (FTP/TFTP)
O.Id Configuration or Access Switch  \ \SC DHCP Server
Firmware DHCP-DISCOVER (80) : x
DHCP-OFFER (43) Ry, N
N ] S B c.
. DHCP-REQ (80)
DECE DHCP-ACK (43) ¢
| Evahate Option 43 Vahe |
| withPevious Vahe |
. TFTPox FTP accardmg to option 43 ~
. p— o
O N SIS N ST OISR i
Jlessnsnnnnnnnannnsnnssnnnsnnnnnnnsnnssnunsnnnnnnnnnnhocnnnnne
|_ _Reboot with rew inage _ |
¢ DHCP-DISCOVER. (80) .
DHCP-OFFER (43)
N M S N NS NEERRSRRRSRRERRR RS R R .
aoal DHCP-REQ (80)
» »
DHCP DHCP-ACK (43)
T L L L T T P .’
i Fimevare vpdate complete |
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Overview

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme
instead of the physical layout. It can be used to combine any collection of LAN segments into a
group that appears as a single LAN so as to logically segment the network into different broadcast
domains. All broadcast, multicast, and unknown packets entering the Switch on a particular VLAN
will only be forwarded to the stations or ports that are members of that VLAN.

Generally, end nodes that frequently communicate with each other are assigned to the same VLAN,
regardless of where they are physically on the network. In this way, the use of VLANs can enhance
performance by conserving bandwidth and improve security by limiting traffic to specific domains.
Another benefit of VLAN is that you can change the network topology without physically moving
VWDWLRQV RU FKDQJLQJ FDEOH FRQQHFWLRQV 6%ID\WQRQ W KFX
communicate with its members and share its resources, simply by changing the port VLAN settings

from one VLAN to another VLAN. This allows VLAN to accommodate network moves, changes and
additions with the utmost flexibility.

The Managed Switch supports Port-based VLAN implementation and IEEE 802.1Q standard
tagging mechanism that enables the switch to differentiate frames based on a 12-bit VLAN ID (VID)

field. Besides, the Managed Switch also provides double tagging function. 7K H , ((( 4 GRXEC(
WDJJLQJ 9/$1 LV DOVR Q@ HRIB QUHIGVWBR BNLQJ , ((( DG ,WV SXI
WKH 4 9/$1 VSDFH E\ WDJJLQJ WKH LQQHU DNBER M & OFD B/IDH MH/

LV FUHDWHG VR DV WR VHSDUDWH FXVWRPHU WUDIIHB 2L WH ID@ O
RI GRXEOH WDJJHG VSDFH LQFUHDVHV WKRHZEXPEHW RRLBE YWHUOYOLH
WR XVH D VLQJOH 63 9/$1 6HUYLFH 3URYLGHU 9/$1(WWBU QHW K>H

While this application note can not cover all of the real-life applications that are possible on this
Managed Switch, it does provide the most common applications largely deployed in most situations.
In particular, this application note provides a couple of network examples to help users implement
Port-Based VLAN, Data VLAN, Management VLAN and Double-Tagged VLAN. Step-by-step
configuration instructions using CLI and Web Management on setting up these examples are also
explained. Examples described below include:

Examples Configuration Procedures

l. Port-Based VLAN CLI WEB
. Data VLAN CLI WEB
1"l Management VLAN CLI WEB
V. Q-in-Q CLI WEB




|. Port-Based VLAN

Port-Based VLAN is uncomplicated in implementation and is useful for network administrators who
wish to quickly and easily set up VLANS to isolate the effect of broadcast packets on their network.
In the network diagram provided below, the network administrator is required to set up VLANS to
separate traffic based on the following design conditions:

x Switch 1 is used in the Marketing Department to provide network connectivity to client PCs or
other workstations. Switch 1 also connects to Port 1 in Managed Switch.

x Client PCs in the Marketing Department can access the Server 1 and Public Server.

X Switch 2 is used in the RD Department to provide network connectivity to Client PCs or other
workstations. Switch 2 also connects to Port 2 in Managed Switch.

x  Client PCs in the RD Department can access the Server 2 and Public Server.
x  Client PCs in the Marketing and RD Department can access the Internet.
Marketing Department ; . ;
1 1 1
_‘ Switch 1 : . :
i :"" 1 1 ]
, | . : :
- ‘ --------- 1 1 1
— 1 o 1 1
] arrier Ethernet J :
RD Department : : :
Mangg : :
M EEE .
Switch 2 ' : 1 :
g " '
—"_.....: ] 1 1
— 5 1 1 [}
! 1 1 1
i 1 1 1
o 1 [}
1 1 ]
| 1 1
E 1 1 1
! 1 1 1
Server 1 : : :
Server2 N T ; : :
1 1 [}
Public Server : : :
< 4 ¢ - >
Jn-tag 1 1 : Un-tag
Switch 1 : : :
Port 1 1 + +
Switch 2 Device: : :
Port 2 Conﬁg:xred : :
Server 1 1 Port2g - :
Port 21 ' f '
Server 2 : : :
Port 22 1 1 1
Public Server : : :
Port 23 : : :

Port-Based VLAN Network Diagram

%DVHG RQ GHVLIJQ FRQGLWLRQV GHVFULEHG DER)YHBH S/XUPW DELOLV
LQ WKH WDEOH EHORZ

VLAN Name Member ports

Marketing 1,21, 23, 28

RD 2,22,23,28




CLI Configuration:

6WHSV« &RPPDQGV«

1. Enter Global Configuration Switch> enable
mode Password:
' Switch#config
Switch(config)#
2. Create port-based VLANs Switch (config)#  vlan port - based Marketing
ey . OK'!
Marketing “and RD Switch(config)# vlan port - based RD
OK!
3. Select port D QG | Switch(config)# interface 1,21,23, 28

configure. Switch(config -if -1,21,23, 28)#

4. $VVLIQ WKH SRUW \ Switch(config -if -1,21,23, 28)# vlanport -based

EDVHG 9/$1 S0ODUNH g;rlfeting

5. Return to Global Configuration gW!tCEECOHIE!g)#, - iff - 1'221é223é3 28)#  exit -
witch(con 19 Interface 2,22, y
mOdS’(;"rg Se'e\(/:\t/ %OrtF RO L ] Svichlconfig - -22223, " 28)¢
6. $VVLIQ WKH SRUW\ Switch(config -if -2,22,23, 28)# vlanport -basedRD
EDVHG 9531 3 OK!

7. GHWXUQ WR *ORED Switch(config -if -2,22,23, 28)# exit
PRGH DQG VKRZ F) Switch(config ) # show vlan port - based

When you enable Port Isolation, Port Based VLAN
FRQILIXUHG SRUW is automatically invalid.

PHPEHUVKLS

Port Based VLAN :

Name Port Member
Default_ VLAN 1-2 8,CPU
Marketing 1,21,23, 28
RD 2,22,23, 28

Note: By default, all ports are member ports of the
Default_VLAN. Before removing the Deafult_VLAN from the VLAN

table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may

disconnect your management PC to the Managed Switch
immediately when you enter the command.

Web Management Configuration:

1. 6HOHFW 33RUW %DVHG 9/$1°" RSWLRQ LQ 9/%$1 6HWXS PHQX
VLAN Setup > Port Based VLAN

Port Management v
Occupied/Max Entry: 1/28
Link Aggregation v
Name 112|345 (6|78 [9(10 |13 12113114115 | 1
AN Setup Default VLAN
| o] E'»:‘_':‘“ LA
Note: When you enable Port |solation, Port Based VLAN is automatic
EEE 802.1q Tag VLA v
VLAN Translation Setup
Rapid Spanning Tree Vv




2. &OLRYH PortBased VLAN ~ WR DGG D €BHS2dYRANW
VLAN Setup>Port Based VLAN>Add Port Based VLAN

Occupied/Max Entry: 1/28

Add Port Based VLAN

Name 1

Defau[t_VLAN v L Y v v v Ll v v v v v v 4 4 v v v v v v v

Note: When you enable Port Isolation, Port Based VLAN is automatically invalid.

2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU

Batch Delete

Action

S w

3. $GG 3RUW DQG LQ D JURXS DQG QDPH LW
VLAN Setup>Port Based VLAN>Add Port Based VLAN

WR 20DUNH

Occupied/Max Entry: 1/28

Add Port Based VLAN

Batch Delete

Name 12 3 456 7 8 9 1 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU Action
M arketing 20000 EO | @ @ @ | O 0 0 @ @ | W | v x
Default_VLAN R I R I I T v B = = B I T R " @

Click ¥ to apply the new settings when completing.

4. Click 3Add Port Based VLAN “again to add a new Port-Based VLAN.
VLAN Setup>Port Based VLAN> Add Port Based VLAN

Occupied/Max Entry: 2/28

Name 1

2 3 456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU

Default VIAN ¢ ¥l ¥ W ¥ W @ W & & & W v @ ¥ ¥ ¥ ¥ ¥ @ v @ ¥ ¥ ¥ ¥ ¥ ¥ ¥

Marketing ¢

v v

v

Add Port Based VLAN Batch Delete

Action

S w
S w




5. $GG 3RUW DQG LQ D JURXS'DQG QDPH LW WR 3
VLAN Setup>Port Based VLAN>Add Port Based VLAN

Occupied/Max Entry: 2/28
Name 1 2 3 45 6 7 8 9 1 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU Action
- |2 &% v X
DRI VLAN T L LY TR Y 79 9P @@ G Y AR
Marketing / o 4 &S W

Click ¥ to apply the new settings when completing.

6. &KHFN 3RUW %DVHG 9/$1 VHWWLQJV
VLAN Setup>Port Based VLAN

Occupied/Max Entry: 3/28 Add Port Based VLAN
Name 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU Action
Default_ VLAN ¢ ¥ ¥ v ¢ | e | ¥ @ & ¥ P @ @ R v ; f @]

NOTE: By default, all ports are member ports of the Default VLAN. Before removing the
Deafult_VLAN from the VLAN table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may disconnect your management PC to
the Managed Switch immediately when you enter the command.

Treatments of packets:

1. $ XQWDJJHG SDFNHW DUULYHV DW 3RUW

8QWDJIJHG SDFNHWV UHFHLYHG RQ WKH 0D QDN H®WDODLIVHE Z1OHL
WKLV H[DPSOH WKH ODQDJHG 6ZLWFK ZLOQ@JORRENOMHW RVUKHRIRW W
XQWDJJHG SDFNHWV WR PHPEHU SRUW DQG

2. $ XQWDJJHG SDFNHW DUULYHV DW 3RUW

8QWDJIJHG SDFNHWV UHFHLYHG RQ WKH 0D QDN H®WDODLIWHE Z1IOHL
WKLV H[DPSOH WKH ODQDJHG 6ZLWFK ZLOQ@JORKRENOKHW RVUKHRIRW W
XQWDJJHG SDFNHWV WR PHPEHU SRUW DQG

3. $ WDJIJHG SDFNHW ZLWK DQ\ SHUPLVVLEOH 9," DUULYHV DW 3F
7/DJIJHG SDFNHWV UHFHLYHG RQ WKH O0DQDJWMGN®IUWGEK 72HOWH BH
HIDPSOH WKH ODQDJHG 6ZLWFK ZLOO ORRN DWWERU3RUWW QD N\
WDJJHG SDFNHWV WR PHPEHU SRUW DQG

4. $ WDJJHG SDFNHW ZLWK DQ\ SHUPLVVLEOH 9," DUULYHV DW 3F
7/DJIJHG SDFNHWV UHFHLYHG RQ WKH ODQDJWGN®IUWEK 72 HUOH ERH
HDPSOH WKH ODQDJHG 6ZLWFK ZLOO ORRN DVWVWERU3R U W QD VI
WDJJHG SDFNHWV WR PHPEHU SRUW DQG



ll. Data VLAN

,Q QHWZRUNLQJ HQYLURQPHQW 9/$1V FDQ WILWDWWILF¥D BK R XR/R WWS
QHWZRUN WUDIILF FDUULHG LQ D 9/$1 FRXOG EMUNRLFHDBGBVE GV
,Q SUDFWLFH LW LV FRPPRQ WR VHSDUDWH YWDFW W) GL P D/XE K
HPDLOV 'DWD WUDIILF RQO\ FDUULHV XVHU JHROHUB® M&R \BUDV H
DQG XVXDOO\ XQWDJJHG ZKHQ UHFHLYHG RQ WKH ODQDJHG 6ZL

,Q WKH QHWZRUN GLDJUDP SURYLGHG LW GHSLFWV BDLGDWR 9§
D UHPRWH QHWZRUN 7KXV LW VHQGV RXWHGQBRAILWHAIC \8 B FEH \
&DUULHU (WKHUQHW )RU WKLV H[DPSOH ,((( H XVH&DWR. QR URZHDI
IURP WKH ODQDJHG 6ZLWFK WR WKH GHVWLQDWLRQ 3&

Arrier Ethernet

PC1 1 : PC2
]
1 I
1 '
1 ]
1 I
] ]
1 I
b » ’ >
Un-tag E Data VLAN Tag 11 . Un-tag
; :
T T
Device} ;
Configyred 1
Port 1 1 Port 28 :
'DWD 9/%$1 1HWZRUN 'LDJUDP
CLI Configuration:
6WHSV « " &RPPDQGV«
1. Enter Global Configuration Switch> enable
mode Password:
' Switch#config
Switch(config)#
2. Create VLAN 11 and D V V L J| Switch(config)# interface 1,28
3RUW DQG 3RUW Switch(config -if - 1,28)# vlan dotlq - vlan trunk
vlan 11
OK'!
Switch(config -if - 1,28)# exit
3. Name VLAN 11 as Switch(config)# vlan dotlq -vlan 11
PataVLAN - Switch(config -vlan - 11)# name DataVLAN
' OK'!
Switch(config -vlan - 11)# exit




VLAN tag settings.

4. 6HW 3RUW W R W U Switch(config)# interface 28
Switch(config -if -28 )# vlandotlg - vlan mode trunk
OK'!
Switch(config -if -28 )# exit

5. &KDQJH 3R YWFHVV | Switch(config  )# interface 1

" LQWR 3 ° Switch(config -if -1)# vlandotlqg - vlan pvid 11
' OK!!

Switch(config -if -1)#  exit

6. Show currently configured Switch(config)# show vlan interface

IEEE 802.1q Tag VLAN Interface

CPU VLAN ID 01
Dotlq - Tunnel EtherType : 0x9100
Port P - Bit Port VLAN Mode PVID Trunk - vlan
1 Oaccess 111,11
2 0Oaccess 11
3 0Oaccess 11
26 0 access 11

27 0Oacc 11
28 Oltrunk 11,11

Web Management Configuration:

1. 6HOHFW 239/%$1 QWHUIDFH" RSWLRQ LQ ,(((
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

T 7DJ 9/$1 PHQX

Select Port Mode PVID
Port Management v
All v
Link Aggregation v
1 C( v
VLAN Setup
2 C( A
Port Based VLA
3 CCESS ¥
» F Tac LA
4 ( v
» Tt LAN Setup =
» A e e 5 - b
» VLAN T. e 6 C v
LAN Tra auon >etup 7 # -
Rapid Spanning Tree v -

Trunk-VLAN




2. &UHDWH D QHZ 'DWD 9/%1
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

WKDW LQFOXGHV 3RUW

CPU VLAN ID {1-4094)
Dot1g-Tunnel EtherType 9100 {0000-FFFF)
Select Port Mode PVID Trunk-VLAN
All v
1 ACCESS v 1 1
2 ACCESS v 1 1
3 ACCES v 1 1
4 ACCESS v 1 1
s ACCES v
25 ACCESS v
26 ACCESS v :
27 ACCESS v :
28 | TRUNK vl |1 1.11

Click OK to apply the new settings when completing..

DQG 3RU

g
3. Click ¢ LFR Q EHOR GhébéWITMhR VLAN 11 named VLANO0O011, and the following
screen shows up. Rename this new Trunk VLAN 11 as 3DataVLAN ~that includes Port 1

and 28 as member ports.
VLAN Setup>IEEE 802.1q Tag VLAN>Trunk VLAN Setup

Occupied/Max Entry: 2/2077

Add Trunk VLAN Batch Delete

VLAN Name VID1 2 3 456 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU Action
Default_VLAN 1 W v Y WYY ¥ v f @
DataVLAN 1 @ v v IX

Click ¥ to apply the new settings when completing.




4. Check Trunk VLAN 11 settings.
VLAN Setup>IEEE 802.1q Tag VLAN>Trunk VLAN Setup

Occupied/Max Entry: 2/2077

VIANName VID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU Action

Default_VLAN 1 9 ¥ @

I
I«
I
| =
| =
S
I*.
B
I\




5. &KDQJH 3 RALWéssYVAN IDinto 11,andset 3RUW WR WUXQN PRGH
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

CPUVLAN ID 1 (1-4034)
Dot1g-Tunnel EtherType 9100 (DOQO-FEFF)
Select Port Mode PVID Trunk-VLAN
All B
1 ACCESS vl |11
2 ACCESS .
3 ACCESS B
4 ACCE .
5 ACCESS v
25 ACCESS v
26 = ACCESS v
27 ACCESS v
28 TRUNK v

Click OK to apply the new settings when completing.

Treatments of Packets:

1. $ XQWDJJHG SDENHW DUULYHV DW 3RUW

'KHQ DQ XQWDJJHG SDFNHW DWUBRHW DWBRUW ZBBOWH DGGH
SRUW %HFDXVH 3RUW LV FRQUELOWH R D ¥ D G WYXHN SDOEMWW Z|
&DUULHU (WKHUQHW

2. $ WDJJHG SDFNHW DUULYHV DW 3RUW
,Q PRVW VLWXDWLRQV GDWD 9/$1 ZLOO UHFHLOMNH Q YW3xJ RMGZ R D
, ] WDJJHG SDFNHWV DUH UHFHLYHG SRVVLEO\ VHQW E\ PDOLFL



lll. Management VLAN

YRU VHFXULW\ DQG SHUIRUPDQFH UHDVRQV IQ/& IP\D@HE YRP WERWV |
'KHQ ODQDJHPHQW 9/$1 LV VHW XS RQO\ D KR DWW DRIY KHRYW \D /WK
PDQDJH WKH GHYLFH WKXV EURDGFDVWV WK DW OWMKH DS\HW L BHL L
WKH PDQDJHPHQW SRUW ZLOO EH PLQLPL]HG

Web Management Configuration (Access Mode):

6XSSRVHG WKDW ZH KDYH WKH GHIDXOW 0DQDJHP BRW\VeYS$ 1Z AKR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KLVHWDRSOH L
ODQDJHPHQW 9/$1 IURP WR RQ VSHFLILHG SRUWV XQGHU $F

,QODQDJHPHQW 9/$1 IHWZRWNKH PDWDIHPHQW 3& RQ WKH ULJKW

WKH ODQDJHG 6ZLWFK RQ WKH OHIW GLUHFVEGG €< RIORRQVRR O 8
ODQDJHPHQW 9/%1

—-z 6XSSRVHG WKDW
- = F R Q QHHGARR U W
ODQDJHPHOQ\

0DQDJHG 62 Q Q

ODQDJHPHQW 9/$1 1HWZRUN 'LDJUDP



1. Change the Management default VLAN 1 into VLAN 15 that includes Port 2 5, 26, 27 and
28 under the Access mode.
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

CPUVLAN ID

Click OK to apply the new settings when completing.

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,
otherwise, incorrect configurations may disconnect your management PC to the Managed
Switch immediately when you click OK to apply.




Note2: 7R FKHFN WKH FXUUHQW VWDWXV RI ODQD$HPHQW 9/$1 SO
7TDEOH

VLAN Setup » IEee802.1q Tag VLAN > VLAN Table

Note:
When the VLAN of specified port has already changed VLAN by Server with 802.1x Assigned-VLAN feature,

please check current assigned VLAN status on page 802.1X Setup > 802.1X Port Status.

U:Untagged T:Tagged D:Dot1g-Tunnel V:Member - NotMember
VIANName VID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 CPU

Default_VLAN 1 vuvuvuuvuuvuvuvuvuvuuy U U U VvYU VU VU VU VU U VU U VU U Uy
el BRI A T VA S U )

VEANOOIS: I5 o=s & 2 o2 @ o3 % = mS5 & & B 2w




2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 25, 26 and 2 7
under Access mode (It § necessary to include Port 26 to prevent the disconnection.)
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

CPUVLAN ID

Dotig-Tunnel EtherType

Click OK to apply the new settings when completing..



1RWHR FKHFN WKH FXUUHQW VWDWXV RI ODQ®/¥HPHOXEWOK/$1 SOH




Web Management Configuration (Trunk Mode):

,QODQDJHPHQW 9/$1 1HWZRAKNRZIQD EBIDRZ WKH PDQDJHPHQW 3&
OLNH WR PDQDJH WKH ODQDJHG 6ZLWFK IRQ G\RZHWOKH W/ W H B R VBHHC
WR VHW XS WKH ODQDJHPHQW 9/$1

Management VLAN Network Diagram

6XSSRVHG WKDW WKH ODQDJHPHQW 3& D§ DJUHIER GZH O\ F RRZRIKAF AN
DERYH ZKLOH ZH KDYH D YDULHW\ RI H[DVWRBOQW 9XKQN YIOWD § HDA

DQG &38 DV VKRZQ EHORZ :H FDQ FUHDWHDYHZHODXQ D HKEF
SDUW LV WR GHPRQVWUDWH KRZ WR VHW X/$1URR Q@ D/GDHFH PIHHG
XQGHU 7UXQN PRGH

((( T 7DJ 9/$1 7DEOH



1. Change the Management VLAN 15 into VLAN 20 that includes Port 25, 26,2 7
under Trunk mode.

Click OK to apply the new settings when completing.

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,

otherwise, incorrect configurations may disconnect your management PC to the Managed
Switch immediately when you click OK to apply.

Note2: 7R FKHFN WKH FXUUHQW VWDWXV RI ODQDS$HFHDEWH/$1 SO




7KHQ ODQDJHPHQW 9/$1 KIDEERHO$SEKDQJ

» ((( T 7DJ 9/$1 7DEOH

9/$1 QWHUIDFH




CLI Configuration (Access Mode):

6XSSRVHG WKDW ZH KDYH WKH GHIDXOW 0DQDJHP HS®W VOY$ 17 B KRR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KLVHWDRSOH L
ODQDJHPHQW 9/$1 DQG WKHQ FKDQJH 9/%$1
PRGH +HUH ZH VXSSRVHG WKDW WKH ODQDJHPHQW G & ZMVFKP R

SRUW

1. Change the Management default VLAN 1 into VLAN 15 that includes Port 2

28 under Access mode.

6WHSV« &RPPDQGV«

Enter Global Configuration

Switch> enable

25-28 to Management port.

Password:
mode. Switch# configure
Switch(config)#
2. Assign VLAN 15 to Switch(config)# vlan management -vlan 15
Management VLAN and Port management- port 25-2 8 mode access
OK'!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.

3. 6KRZ FXUUHQWO\ |
GRW T VHWWLQJV
&38 KDV EHHQ D P|
SRUW LQ ODQDJHP

Switch(config)# show vlan

ISRWR/ Y /% 0 G HRIQS |

5, 26, 27 and

IEEE 802.1g VLAN Table

CPU VLAN ID 115 |
Management Priority : O

U: untagged port, T: tagged port, D: dotlqg - tunnel port, V:
member port

VLAN Name VLAN 1 89 1617 242528 CPU

Default_VLAN 1 UUUUUUUU UUUUUUUU UUUUUUUU - -
VLAN0O15 15 wee e uuuu v




2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 25, 26 and 27 to
Access mode (It § necessary to include Port 26 to prevent the disconnection.)

BWHSV «  &RPPDQGV«

1. Enter Global Configuration Switch> enable
mode. Password:
Switch# configure
Switch(config)#
2. Assign VLAN 20 to Switch(config)# vlan management - vlan 20
Management VLAN and Port management- port 25-2 7 mode access
OoK'!

25-27 to Management port.

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.
3. 6KRZ FXUUHQWO\ § Switch(config)# show vlan

GRW T VHWWL Q JV IEEE 802.1q VLAN Table

&38 KDV EHHQ D Pllcpuvuwm == |

SRUW L Q 0D Q DJHP Management Pnorlt)./:O

U: untagged port, T: tagged port, D: dotlqg - tunnel port, V:
member port

VLAN Name VLAN 1 89 1617 242528 CPU

Default VLAN 1 UUUUUUUU UUUUUUUU UUUUUUUU ----
VLANO015 G —-u -
VLAN0020 I p— uuy_ v




CLI Configuration(Trunk Mode):

7KLV SDUW LV WR GHPRQVWUDWH KRZ WR FKPIQJHRQDQHH FIPIHE &
XQGHU 7UXQN PRGH 6XSSRVHG WKDW ZH WD®Y$H1IWKRQHBRUMLQJ 0
ZH FDQ FUHDWH QHZ ODQDJHPHQW 9/$\UX S SIRW HIGI TWKK [
ODQDJHPHQW 3& LV UHPRWHO\ FRQQHFWHG WR ODQDJHG 6ZLWF

DQG &38

1. Change the Management VLAN 15 into VLAN 20 that includes Port 25, 26,2 7

under Trunk mode.

BWHSV « " &RPPDQGV«

1. Enter Global Configuration
mode.

Switch> enable
Password:
Switch# configure
Switch(config)#

2. Assign VLAN 20 to
Management VLAN and Port
15 to Management port for
the access of the Managed
Switch.

Switch(config)# vlan management - vlan 20

management- port 15  mode access
OK'!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.

3. Assign VLAN 20 to
Management VLAN and Port
25-27 to Management port.

Switch(config)# vlan management -vlan 20
management- port 25-2 7 mode trunk
OK'!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.

4. 6KRZ FXUUHQWON\ §
GRW T VHWWLQJV

Switch(config)# show vlan

IEEE 802.1q VLAN Table

&38 KDV EHHQ D P|

SRUW LQ ODQDJHP

CPU VLAN ID : 20 |

Management Priority : O

U: untagged port, T: tagged port, D: dotlq - tunnel port, V:
member port

VLAN Name VLAN 1 89 1617 242528 CPU

- U UUUUUUUU -
-------- T

Default_VLAN
VLANO0O015
VI AN0O20

15
20

I1T-

\L




IV. Q-in-Q

7TKH , (((

, WV SXUSRVH LV WR H[SDQG WKH
D3GRXEOH WDODPHGLY FUHDWHG VR DV WR VHSDUDWH FXVWRPFL
QHWZRUN $V VKRZQ EHORZ WKH QHWZRUN GLDJUDPLGN S RV W
‘KHQ WDJJHG SDFNHWYV DUH UHFHLYHWGKR® ONK BHO V@D JH (
7R VHW XBSRWOR 2 WW ARWNHIW

WDJ

RXWHU 6HUYLFH 3URYLGHU WDJ

EHORZ

4 GRXEOH WDJJLQJ 9/%1 LMIDRVPR/SHIVIWDHRELWR 4 (((
T 9/$1 YISDOF I IER NVHDVINM L QQ  \

Q-in-Q VLAN Network Diagram

CLI Configuration:

6WHSYV « &ERPPDQGYV«

1. Enter Global Configuration

Switch> enable

Password:
mode. Switch#config
Switch(config)#
2. Create S-Tag 15 on Port 1. Switch(config)# interface 1
Switch(config -if - 1)# vlan dotlq - vlan mode dotlq
tunnel
OK'!
Switch(config - if - 1)# vlan dotlq - vlan pvid 15
OK'!
Switch(config - if - 1)# exit
3. Create Port 28 to trunk port | Switch(config)# interface 28
with 15 VLAN ID Switch(config - if - 28)# vlan dotlq - vlan mode trunk
' OK'!
Switch(config - if - 28)# vlan dotlq -vlan trunk  -vlan 15
OK'!
Switch(config - if - 28)# no vlan dotlq -vlantrunk  -vlan
1
OK'!
Switch(config - if - 28)# exit
4, 6KRZ FXUUHQWO\ F Switch(config)# show vlan interface
GRW T 9/$1 PHPEH IEEE 802.1q Tag VLAN Interface
CPU VLAN ID 01
Dotlq - Tunnel EtherType : 0x9100
vlan

1 0dotlq tunnel

151




2 0 access 11

27 0 access 11
28 0 trunk 115

NOTE: By default, all ports are member ports of the

Default_VLAN. Before removing the Default_VLAN from the VLAN
table, make sure you have correct management VLAN and VLAN mode
configurations, otherwise, incorrect configurations may

disconnect your management PC to the Managed Switch immediately
when you enter the command.

Web Management Configuration:

1. 6HOHFW 239/%$1 QWHUIDFH" RSWLRQ LQ ,((( 4 7DJ 9/%1 PHQX
VLAN Setup>IEEE 802.1q Tag VLAN>VLAN Interface

&KHFN WKH 9/$1 VWDWXV 6XSSRVHG WKDW 3RUW FDUULHV C
WUXQN 9/$1

Treatments of Packets:

1. Atagged packet arrives at Port 1
When a packet with a tag 12 arrives at Port 1, the original tag will be kept intact and then added
an outer tag 15 by Port 1, which is set as a tunnel port. When this packet is forwarded to Port 28,
two tags will be forwarded out because Port 28 is set as a trunk port.

2. Auntagged packet arrives at Port 1
If an untagged packet is received, it will also be added a tag 15. However, Q-in-Q function will
not work.
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