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1. INTRODUCTION

7KDQN \RX IRU XVLQJ WKHDVH 7 3R( SRUWV SOXV BESV
SRUWV ODQDJHG 6ZLWFK WKDW LV VSHFLIWAR@Y\ GKN LOD® DI HR
SURYLGHVY D EXLOW LQ PDQDJHPHQW PRGXOH W®0 WP RQUDERUY
RSHUDWLVRDW XV ERWK ORFDOO\ DQG UHPRWHO\ 7KXVHXFRPRD @
OLQH LQWHUIDFH DQG ZHE PDQDJHPHQW WR FRMILUKDB HERX UF
PDQXDO VKRXOG KDYH NQRZOHGJH DERXW WKMLEDQHWZRHW Z
FRQFHSWV VR DV WR PDNH WKH EHVW RI WKLWXYBUMGE &DLQX
SHUIRUPDQFH IRU \RXU SHUVRQDOL]HG QHWZRUNLQJ HQYLURQF

1.1 Management Options

6ZLWFK PDQDJHPHQW RSWLRQV DYDLODEOH DUH OLVWHG EHOR
x /IRFDO &RQVROH ODQDJHPHQW
x 7THOQHW ODQDJHPHQW
X 6103 ODQDJHPHQW
X (% ODQDJHPHQW
X 66+ ODQDJHPHQW

Local Console Management

IRFDO &RQVROH ODQDJHPHQW LV GRQH &MNROQUIMRAK SWRKKHWS50RFDW
SDQHO RI WKH 0ODQDJHG 6ZLWFK 'LUHFW 56 WK H BEOBQRR Y®& H FOA
VZLWFK LV UHTXLUHG IRU WKLV W\SH RI PDQDJHPHQW

Telnet Management

7THOQHW UXQV RYHU 7&3 ,3 DQG DOORZV \RKWRRQVWRBEBXKVK /I
2QFH WKH ODQDJHG VZLWFK LV RQ WKH QHWZRUNKXQWK I TR ®H)
ORJLQ DQG PRQLWRU LWV VWDWXV UHPRWHO\

SSH Management

66+ ODQDJHPHQW VXSSRUWY HQFU\SWHG GDWMDIWRFD @M LHQJ WARA
UHPRWH PDQDJHPHQW <RX FDQ XVH 3X7MWHWDPILOH DHPX RBSW | |
ZKLFK FDQ DFW DV D FOLHQW IRU WKH 66+ WR JDLQ DFFHVV WF

SNMP Management

6103 LV DOVR GRQH RYHMDWWH WQRHAVYRDPGDUG 0,% ODQDJIJHPHQ
DQ DGGLWLRQDO SULYDWH 0,% LV DOVR SURYLGH®WRYV\\6WHFP
FRPSLOH DQG FRQWURO

Web Management

‘HE ODQDJHPHQW LV GRQH RYHU WKH QWYRN N VQ® 6 RUEH ZB
VXFK DV OLFURVRIW ,QWHUQHW ([SORUHU 2QFH WKH QB@IZRLG
FDQ ORJLQ DQG PRQLWRU WDZHH &/ \E D R'AWHR LMP R\WWHRX RU ORFDO
LQ WKH ORFDO VLWH HVSHFLDOO\ IRU WKH WR WA W XFSHWKH R
FDQ EH GRQH WKURXJK RQH RI WKH S R DN BIRVIKVGH G RQ W



RI WKH ODQDJHG 6ZLWFK$1 LROHFQOH 5FR Q Q H F WDL3RQ DEHAN WHKHHQ 0 D Q
6ZLWFK LV UHTXLUHG IRU :HE ODQDJHPHQW

1.2 Management Software
7KH IROORZLQIPDW DJEPHWW VRIWZDUH RSWLRQV SURYLGHG E\

x ODQDJHG 6ZLWFK &/, LQWHUIDFH
x 6103 EDVHG ODQDJHPHQW 6RIWZDUH
X ‘HE %YURZVHU $SSOLFDWLRQ

Console Program

7KH ODQDJHG 6ZLWFKEDRPD EXLOWH ,QWHUIDFH FDOOHG WKH &

X &RQILIJIXUH WKH V\VWHP
X ORQLWRU WKH VWDWXV
X 5HVHW WKH V\VWHP

<RX FDQ XVH &/, DV WKH RQO\ PDQDJHPHQW VW WB® D JHRPHOW R
6103 EDVHG PDQDJHPHQW V\VWHP DUH DOVR DYDLODEOH

<RX FDQ DFFHVV WKH WH[W PRGH &RQVROH 3URJU WM WRLFDIDA \
ZRUNVWDWLRQ UXQQLQJ 97 HPXODWLRQ VRIBNZD3JH &WRQVWRIOH
SRUW GLUHFWO\ 2U \RX FDQ XVH 7THOQHWKWRXOR JQQWYQR® ND H
UHPRWHO\

SNMP Management System

6WDQGDUG 6103 EDVHG QHWZRUN PDQDJHPHQW UDWDHHAGL\6 ZXLW
WKURXJK WKH QHWZARHUN\BXPRWHD\6103 EDVHG QHWZRUN PDQD
ODQDJHG 6ZLWFK EHFRPHV RQH RI WKH PDQDJHGKOMWYVFHWHBH
ODQDJHG 6ZLWFK PDQDJHPHQW PRGXOH FRQWHVQR@® V& R0OY KOH |
IURP WKH 6103 EDVHG QHWZRUN PDQDJHPHQW VRXWAHDR) FRBWHUHR
YDU\ IURP JHWWLQJ V\VWHP LQIRUPDWLRQ WR VHWWLQJ WKH G

7KH ODQDJHGTSIUWFEKWH 0,% LV SURYLGHGHIGRRW) \WRXWR1E8S8 HIIX
QHWZRUN PDQDJHPHQW V\VWHP

Web Browser Application

<RX FDQ PDQDJH WKH 0DQDJHIZBZ IBAURK WHKIU RKJIKK DV ,QWH U
*RRJOH &KURPH HWF 7KH GHIDXOW ,3 DG GRIHW VFRQ VEKH U DX
Shitp:// ~ YRU \RXU FRQYHQLHQFH \RX FDQ XVH HLRHKHW
%URZVHU $SSOLFDWLRQ SURJUDP RU RWKHU QHWZR6NOB EPV.H
PDQDJHPHQW V\WWHP DV \RXU PDQDJHPHQW V\VWHP



1.3 Management Preparations

$IWHU \RX KDYH GHFLGHG KRZ WR PDQDJBURXJHTROQUHE GNRZ E R/(
SURSHUO\ GHWHUPLQH WKH ODQDJHG VZLWFK ,30D% G/\KH 88 HD3) ¢
\RXU ODQDJHG 6ZLWFK

Connecting the Managed Switch

,W LV YHU\ LPSRUWDQW WKDW WKH SURSHU FDR®ROBVHZXWK GV
FRQQHFWLQJ WKH ODQDJHG VZLWFK WR RWKHU VZLWFKHV KXE)

1000Base-X / 100Base-FX SFP Port

7KH VPDOO IRUP IDFWRU SOXJJDEOH 6)3 LV D FR$WDFMWO RG
FRPPXQLFDWLRQ DSSOLFDWLRQV W LQWHUIDFHWZDWFKW DRU
RU VLPLODU GHYLFH WR D ILEHU RSWLF RU XQVHKIWHD GHRGE X\
LQGXVWU\ IRUPDW VXSSRUWHG E\ VHYHUDO ILEHU RSWLF FR|

6)3 WUDQVFHLYHUVY DUH DYDLODEOH ZLWK D YDHILHMU WNSC
DOORZLQJ XVHUV WR VHOHFW WKH DSSURSULDWH WUIXQVYH
RSWLFDO UHDFK RYHU WKH DYDLODEOH RSWLFDO ILEHU W\SH

6)3 VORW IRU 9 PLQL *%,& PRGXOH VXSSRUWV KRW WHIRIE
FRQQHFWLQJ WKH RWKHU VZLWFKHVY ZRUNVWDWLWRIQGR URD R\
6)3 WUDQVIHU DUH ZLWK WKH VDPH PHGLD W\SH %DWHBDP:

%DV /; WR $HDVKG FKHFN WKH ILEHU R SHWMFK AD&E)G HVW DS
PRGHO 7R FRQQHFW WR %DVH 6; WUDQWAEHLY HWD E ®WH Z WW
GXSOH[ /& FRQQHFWRU W\SH IRU RQH VLGWUDR VIRIQQ KKFAM W
PRGH ILEHU FDEOH ZLWK PDOH GXSOH[ /& FRQQHFWRU W\SH

10/100/1000Base-T RJ-45 Auto-MDI/MDIX Port

% DVHS57 $XWR 0', 0',; SRUWV DUH ORFDWHG DW WK
6ZLWFK 7KHVH 5- SRUWY DOORZ XVHU W R EBPR/MQHEGH MK WIKEQIH
(WKHUQHW GHYLFHV WR WKH QHWZRUN $00 WEEVH, DRYW
DXWR FURVVRYHU L H HLWKHU FURVVRBYBURB U MAWBEDE OKIWP
XVHG

RS-232 RJ-45 Port

7KH 56 5- SRUW LV ORFDWHG DW WKH IURQW-R| S\RKUHWO D\ IX.
IRU ORFREDRGWPDQDJIJHPHQWS5- 6 LRFEWWWVRLWKH O0DQDJHG VZI
QX0OO PRGHP LV DOVERHRRIQUHEWGE GWR R WKH ODQDJHG 6ZLW
FRQOHFWIIQJ WRUW LW DOORZV \RX WR FRQILJXUH FKHFN
HYHQ ZKHQ WKH QHWZRUN LV GRZQ



IP Addresses

, 3 DGGUHVVHY KDYH WKH IRUPDW Q Q Q Q 7KH GHIDXOW IDFWF
, 3 DGGUHVVHY DUH PDGH XS RI WZR SDUWYV

z 7KH ILUVW SDUW IRU G[@PSRMHUWZRUN DGGUHVV WKDW LG
ZKHUH WKH GHYLFH UHVLGHV 1HWZRUN DGGUHVVHYLPOMLBY
'HSHQGLQJ RQ \RXU ORFDWLRQ HDFK DOORFDWLRQH QHW)AF
QXPEHU WR HDFK QHWZRUN ZKLFK LQWHQGY WR FRQQHFW W]

z 7KH VHFRQG SDUW IRU H[DPSOH Q Q L G HHQ WDLH WH\R U
$VVLIQLQJ XQLTXH GHYLFH QXPEHUV LV \RXU UHVSR®VUBENVOE
DOORFDWHG WR \RX FRQVXOW ZLWK WKH DOD®RGDWVYRV RZ
REVDLQHG

5SHPHPEHUDWK®WJIHVY FDQ EH DVVLIJQHG WR RQO\ RQH GHFWF MW
WKH RXWVLGH QHWZRUN \RX PXVW FKDQJH DOO W KH PWH L R/X K
EHHQ DOORFDWHG E\ WKH DOORFDWLRWKRVIDRXID WXRYLGIH\ KR
ZLOO QRW EH SHUIRUPHG

$ VXEQHW PDVN LV D ILOWHULQJ V\VWHP IRU ,3 DXGEGIH\\GHHV \
QHWZRUN <RX PXVW XVH WKH SURSHU VXEQHW (PHDW RRILRNJ 2N KK
GHILQHG

MIB for Network Management Systems

ULYDWH 0,% ODQDJHPHQW ,QIRUPDWLRQ %DVHVDQNJIG R6VALA
WKURXJK WKH 6103 EDVHG QHWZRUN PDQDJHPHRVWULYWBDWR 0,4
\RXU 6103 EDVHG QHWZRUN PDQDJHPHQW VA\VWHP ILUVW

7KH 0,% ILOH LV VKLSSHG WRJHWKHU ZLWKPWKHWBQDURG 16\ L3\
DOORZV 6103 EDVHG FRPSLOHU FDQ UHDG DQG FRPSLOH



2. Command Line Interface (CLI)
7KLY FKDSWHU LQWURGXFHV \RX KRZ WR XVH &RPBDDQGQLQH ,Q"

JRFDO &RQVROH

7HOQHW

&RQILIXULQJ WKH V\VWHP
SHVHWWLQJ WKH V\VWHP

X X X X

7KH LQWHUIDFH DQG RSWLRQV LQ /RFDO &RQ\WOOMRD @G ITHOKQ®F
W\SH RI FRQQHFWLRQ DQG WKH SRUWQWMKBW 6¥YLXWHKG WR PDQDJ

2.1 Using the Local Console

/IRFDO &RQVROH LV DOZD\V GRQHH WKSWRRMN KD VEHJHEXLUHYVY D GL

EHWZHHQ WKH VZLWFK DQG D 3& 7KLV W\SHF RD ®PO\QDK H® HDKAH L

GRZQ DQG WKH VZLWFK FDQQRW EH UHDFKHG E\ DQ\ RWKHU PHI

<RX DOVR QHHG WKH /RFDO &RQVROH 0DQBWAAFRHQNWFWRQG I VHWOMN

ILUVW WLPH <RX FDQ VHWXS WKH ,3 DGGQIHV X UDOWG RFK DADR HA

VHWWLQJY WR HQDEOH 7THOQHW RU 6103 VHUYLFHYV

JROORZ WKHVH VWHSV WR EHJLQ D PDQDJHPHQW VHVVLRQ XVLC
Step 1. $WWDFK WKH VHULDO BPECSRWW WKHDWHG DW WKH IUR
Step 2. $WWDFK WKH RWKHU HQG WR WKH VHULDO SRUW RI D 3

Step 3. 5XQ D WHUPLQDO HPXODWLRQ SURJUDP XVLQJ WKH IRO

X Emulation 97 $16, FRPSDWLEOH
x BPS

x Data bits

X Parity 1RQH

X Stop bits

x Flow Control 1RQH

X Enable THUPLQDO NH\V

Step 4. 3UHVV (QWHU WR DFFHVV WKH &/, &RPPDQG /LQH ,QWH



2.2 Remote Console Management - Telnet

<RX FDQ PDQDJH WKH ODQDJHG 6ZLWFK YLD 7H QRQUHWW VIHWWLLIRX D

, 3 DGGUHVV WR WKH 6ZLWFK EHIRUH GRLQJ YRNKBVHDOYRHHR BL

DOQDVYQWKH ,3 DGGUHVV IRU WKH ILUVW WLPH

JROORZ WKHVH VWHSVY WR PDQDJH WKH ODQDJHG 6ZLWFK WKUR.
Step 1. 8VH /RFDO &RQVRDE® WRGCGGWWHNW WR WKH ODQDJHG 6ZLW

X ,3 DGGUHVYV
6 XEQHW ODVN
x 'HIDXOW JDWHZD\ ,3 DGGUHVV LI UHTXLUHG

X

Step2. 5XQ 7THOQHW

Step 3. /IR LQWR WKH 6ZLWFK &/,

Limitations : :KHQ XVLQJ 7THOQHW NHHS WKH IROORZLQJ LQ PLQG

Only two active Telnet sessions can access the Managed Switch at the same time.

2.3 Navigating CLI

KHQ \RX VXFFHVVIXOO\ DFFHVV WKH ODQDJHG GRILWF KVHXQDIPG®
\RXU DXWKRUL]J]HG XVHUQDPH DQG SDVVZRAUWGH DO QR WKHQ PRXGI
PDQDJHPHQW WKH 8VHU PRGH RQO\ SURYLGHRSHKVYBWWH ANKHK OH
6ZLWFK ,I \RX ZRXOG OLNH WR FRQILIJXUHHG¥$RLOQOWHK I\HWDORAKXD Y
4R6 5DWH OLPLW FRQWURO \RX PXVW HQWHULWHKHNOEQ H JSURD\
RYHUYLHZ RI PRGHYV DYDLODEOH LQ WKLYV ODQDJHG 6ZLWFK

Command Mode | Access Method ' Prompt Displayed Exit Method
/RLQ XVHUQDPH |

8VHU PRGH | don % /M2 6ZLWFK! ORJRXW HI[L

3ULYLOHJHG JURP 8VHU PRGH o) i GLVDEOH HJ

W leihbble FRPPDQG
JURP 3ULYLOHJH
H Q W Hddnfilg KRHU 6ZLWFK FRQ| H[LW &WUO
configure FRPPDQG

&RQILIXUDW
PRGH

NOTE: By default, the model name will be used for the prompt display. You can change
the prompt display to the one that is ideal for your network environment using the
KRVWQDPH FRPPDQG +RZHYHU IRU FRQY HQlcHQZHO GV E
WKURXJKRXW WKLV XVHUYfV PDQXDO




2.3.1 General Commands

7KLV VHFWLRQ LQWURGXFHV \RX VRPH JHQHUDO FRPABQGQ GVKL
&RQILIXUDWLRQ PRGHV LQFOXGDQ&ORHRSW 3H[LW" S3KLVWRU\’

Enteringthec RPPDQG« 7R GR WKLV« Available Modes

2EWDLQ D OLVW RI DY SVHU ORGH
KHOS  EPPDOGY LO WKH Fx| 3ULYLOHIHG 0
&ROILIXUDWLI

8VHU ORGH

\

HILW g';\gvfg?/FV\L’JiQ’VQKH SUHY 3ULYLOHJIHG 0
&ROQILIXUDWLI

8VHU ORG H
KLVWRU\ ;LVVHV\EDOO FRPPDQGV ) s yLYLOHJIHG 0
&ROILIXUDWLI

ORIRXW JRIRXW IURP WKH &/, | 8VHU ORGH
&RQVROH RU 7THOQHW | 3ULYLOHJHG 0

2.3.2 Quick Keys

,Q &/, WKHUH DUH VHYHUDO TXLFN NH\V WKDW \RX A0 | RO RV/R
WDEOH VXPPDUL]HV WKH PRVW IUHTXHQWO\ XVHG TXLFN NH\V L

Keys ' Purpose

WD E (QWBIQXQILQLVKHG FRPPDQG DQG SUHVV 37DF
FRPPDQG

! BUHVV 3"" NH\ LQ HDFK PRGH WR JHW DYDLOL

(QWHU DQ XQILQLVKHG FRPPDQG RU NH\ZRU
WKH FRPPDQG DQG JHW FRPPDQG V\QWDJ[ KH

8QILQLVK Example: /LVW DOO DYDLODEOH FRPPDQGV VW
FRPPDQG| \RX HQWHU

IROORZH( _
Switch#h?
help Show available commands
history Show history commands

$ VSDFH | (QWHU D FRPPDQG DQG WKHQ SUHVV 6SDFHIE

IROORZH( WKH QH[W SDUDPHWHU

8S DUURZ 8VH 8S DUURZ NH\ WR VFUROO WKURXJK WKH
EHJLQQLQJ ZLWK WKHLPFRRPP NGIGM QW NH\

8VH 'RZQ DUURZ NH\ WR VFUROO WKURXJK W

EHJLQQLQJ ZLWK WKH FRPPDQGYV WKDW DUH

'RZQ DUU




2.3.3 Command Format

:KLOH LQ &/, \RX ZLOO VHH VHYHUDO V\PERRYHYHEBX FPIWK 3
NQRZ ZKDW DQG FRQILJ UHSUHVHQW +RZHYHU WGEHSH BGRWHR
\RX KDYH WR HQWHU D VWULQJ RI FRPSOHSNH FRIP PRD)XQ @ DRV WHR
DGGUHVVHD®PWDNMKIG 6ZLWFK \RX QHHG WR HQWHU WKMHHTROLOR
SDUDPHWHU DQG ,3 VXEQHW PDVN DQG GHIDXOW JDWHZD\

, 3 FRPPDQG 8wi@nh¢drfig)#ip address [A.B.C.D ] [255.X.X.X][A.B.C.D ]

| Switch(config)#ip address 192.168/1.198 255. 255. 255. 255 192.168.1.254 |

! !

+RVWQL 7KLY PHDQV7/KLVY DOORZV \I[(QWHU WKH ,3 DGGUHVV V
\RX DUH LQ PVVLJIQ ,3 DGGIGHIDXOW JDWHZD\ DGGUHV
&RQILIXUDW
PRGH

7KH IROORZLQJ WDEOH OLVWY FRPPRQ VI\PERQWDRIBQWQWDQ W/K
8VHUYV 0DQXDO IRU \RXU UHIHUHQFH

Symbols Brief Description

! &XUUHQWO\ WKH GHYLFH L
&XUUHQWO\ WKH GHYLFH L

FRQILJ &EXUUHQWO\ WKH GHYLFH L
&RQILIJIXUDWLRQ PRGH

Syntax Brief Description

> @ 5HIHUHQFH SDUDPHWHU

>V VLIH@ > U UHSHDW@ >| 7KHVH WKUHH SDUDPHWHU\
FRPPDQG DQG DUH RSWLRQ
WKDW \RX FDQ LJQRUH WKH
LI WKH\ DUH XQQHFHVVDU\
SLQJ FRPPDQG

> % & ' @ %YUDFNHWYV UHSUHVHQW WK
ILHOG DQWHWLGUHVY RU JD
DGGUHVV

> @ %YUDFNHWYVY UHSUHVHQW WK
ILHOG (QWHU WKH VXEQHW

>SRUW@ (QWRQBRUW QXP BHE WA HRHD
IRU GHWDLOHG H[SODQDWL

>SRUWBOLVW@ (QWHU D UDQJH RI SRUW Q)

GLVFRQWLQXRXV SRBWFEWQWXH

IRU GHWDLOHG H[SODQ
>IRUFHGBWUXH _ IRUFHGBl 7TKHUH DUH WKUHH RSWLRQ
FKRRVH 6SHFLI\ RQH RI WK

> @ 6SHFLI\ D YDOXH EHWZHHQ
> @ SBOLVW 6SHFLI\ RQH YDOXH PRUH \
> @GVFSBOLVW UDQJH RI YDOXHYV

Example 1: specifying one value

Switch(config)#qgos 802.1p -map 10

Switch(config)#qos dscp -map 10 3




Example 2: specifying three values
VHSDUDWHG E\ FRPPDV

Switch(config)#qos 802.1p -map 13 0

Switch(config)#qos dscp -map 10,13,15 3

Example 3: specifying a range of values
(separated by a hyphen)

Switch(config)#qgos 802.1p -map 1-30

Switch(config)#qos dscp -map 10-15 3

2.3.4 Login Username & Password
Default Login

‘KHQ \RX HQWHU &RQWRORJYAVSURPSW IRU XVHUQDPH DQG S
UHTXHVW D YDOLG DQG DXWKRUL]JHG XVHUQD PHUDWGNSE B MVZRH
WKH GHIDXOW ORddm® XVOI@IEEDPHerkey ~ LQ SDVVZRUG ILHOG QF
UHTXLUHG IRU GHIDXOW VHWWLQJ "KHQ V\VVONPWIDRP SVK I K¢
VXFFHVVIXOO\ HQWHUHG WKH 8VHU PRGH

JRU VHFXULW\ UHDVRQV LW LV VWURQJO\ UHFRPPH@GH®G QWK
SDVVZRUG XVLQJ 8VHU FRPPDQG LQ &RQILIXUDWLRQ PRGH
XVHUQDPH DQG SDVVZRUG \RX FDQ GHOHWH WKHY IQIWD X QWY XXW
D F F HHW

Privileged Mode Password

B3ULYLOHJHG PRGH LV SDVVZRUG SURWHFWHG PR3HOQD\RRDWUNR
SURPSW ZLOO DSSHDU WR UHTXHVW WKH XVHU WR $IGR PRGH]
SDVVZRUG LV WKH VDPH DV WKH RQH HQWH%YH G HJ IDAXHFDUW O RRL Q DS
UHTXLUHG 7KHUWEHRER WHH\ SQPHYNYVVZRUG SURPSW

Forgot Your Login Username & Password

.1 \RX IRUJRW \RXU ORJLQ XVHUQDPH DQG SM\EXZRWBQ \ RQ ADIQH:
WR VHW DOO FRQILIXUDWLRQV EDEN WR IDFWR W\ \GWMHPX O WWH
GHIDXOWV \RX FDQ ORJLQ ZLWK GHIDXOW XWHUQBPMW DQGRXD
PHWKRG WR JDLQ DFFHVV WR WKH ODQDJHG GZL WFKV KD @DOER Bt
VWURQJO\ UHFRPPHQGHG WKDW D FRS\ Rl FRQILXOUDGNGR QYHLF
VHUYHU IURP WLPH WR WLPH VR WKDW SUHY LRXNG \WR QVKHX OB
6ZLWFK IRU XVH ZKHQ \RX JDLQ DFFHVV DJDLQ WR WKH GHYLFH



2.4 User Mode

,Q 8VHU PRGH RQO\ D OLPLWHG VHW RI FRPP D\ VQDBVWHYURKRG
KDYH QR DXWKRULW\ WR FRQILIXUH DGYDQFHANWDOWWH®JIFRG
&RQILIXUDWLRQ PRGH WR VHW XS DGYDQFHG IXQRPWDRGW BIY W/l
LQ 8VHU PRGH HQWHU WKH TXHVWLRQ PDUN VVWH P ISHURP'S WR
6ZLWFK

Command Description

exit 4XLW WKH 8VHU PRGH RU FORVH WKH WHUPLQDO FRQ
help 'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGV LQ 8VHU P
history 'LVSOD\ WKH FRPPDQG KLVWRU\

logout /RIRXW IURP WKH 0DQDJHG 6ZLWFK

ping 7HVW ZKHWKHU D VSHFLILHG QHWZRUN GHYLFH RU K
traceroute 7UDFH WKH URXWH WR +267

enable (QWHU WKH 3ULYLOHJHG PRGH

2.4.1 Ping Command

3LQJ LV XVHG WR WHVW WKH FRQQHFWLYLW\ RNVHQG VGHHWWFW W H
LQWHUIDFH FDUI® FRWPDQWKIHQ 8VHU PRGH ,Q WKLV FRPPDXQG
SDFNHW VL]H YDOXH DQG DQ RSWLRQDO YDOXH IRU WKW XPEH

Command Parameter Description
6ZLWFK! SLQ| >% % &' _ | (QWHU WKH ,3Y ,3Y DGGUHVV
>$ % & ' $ % & ' () * SLQJ
$ % &' () @ >V @ | (QWHU WKH SDFNHW VL]H WKD
V @ > F DOORZDEOH SDFNHW VL]H LV I
RSWLRQDO
> F @ (QWHU WKH FRXQWYV RI 3,1* SD
WUDQVPLWWHG 7KH DOORZDE
RSWLRQDO

6ZLWFK! SLQJ

6ZLWBKQJ V¢ F

6ZLWFK! SLQJ

6ZLWEBKQJ *V +F




2.4.2 Traceroute Command

7UDFHURXWH LV XVHG WR WUDFH WKH SDWK EWW ZKRMNW W KGIW(C
traceroute  FRPPDQG LQ 8VHU PRGH ,Q WKLV PRPRBQGR QX FIDJLBP
YDOXH IRU WKH QXPEHU RDKKRSQ W MW SBIFMHWNG DQ RSWLRQ
RI FRXQWV WKDW 352%( SDFNHWV DUH VHQW RUWBE BEWRWQI
UHVSRQVH

Command Parameter Description

6ZLWFK! wull] >%$ % &' _ | 6SHFLI\ WKH WDUJHW ,3Y ,3Y

>$ % & ' _ $ % &' () * WKDW \RX ZRXOG OLNH WR WU

$ % &' () @Y >P @ 6SHFLI\ WKH QXPEHU RI KRSV E

P @ > & KRVW DQG WKH UHPRWH KRVW

Z @ Rl KRSV LV IURP WPR RSWI
> S @ (QWHU WKH FRXQWYV RI1 352%( S

WUDQVPLWWHG 7KH DOORZDE
RSWLRQDO

>7Z @ 6SHFLI\ WKH UHVSRQVH WLPH |
7KH DOORZDEOH WLPH YDOXH
RSWLRQDO
6ZLWRKUDFHURXWH

6ZLWRKUDFHURXWH + P

6ZLWFK! SLQJ

6ZLWFK! SLQJ P s z

2.5 Privileged M ode

7KH RQO\ SODFH ZKHUH \RX FDQ HQWHU WKH 3KHQLORKXING FFRIY |
HQWHU WKH 3ULYLOHJHG PRGH WKLV PRGH LVZIS®DY VEH FE DSQL
6ZLWFK WKH PRGHO QDPH RI \RXU GHYLFHKQWRJIHWKHUT XHW W LCF
RU KHOS FRPPDQG WR YLHZ D OLVW RI FRPPDQGY DYDLODEOH |

Command Description

copy-cfg 5HVWRUH RU EDFNXS FRQILJXUDWLRQ ILOH YLD )7
disable ([LWULYLOHJHG PRGH DQG UHWXUQ WR 8VHU ORGH
exit ([LW B3ULYLOHJHG PRGH DQG UHWXUQ WR 8VHU OR
firmware $O0ORZ XVHUV WR XSGDWH ILUPZDUH YLD )73 RU 7
help 'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGYV LQ 3UL
history 6KRZ FRPPDQGV WKDW KDYH EHHQ XVHG

ip 6HWSWKH '+&3 UHF\FOH

logout /IRIRXW IURP WKH ODQDJHG 6ZLWFK

ping 7THVW ZKHWKHU D VSHFLILHG QHWZRUN GHYLFH R
reload 5HVWDUW WKH 0ODQDJHG 6ZLWFK

traceroute 7UDFH WKH URXWH WR +267

write 6DYH \RXU FRQILIXUDWLRQV WR YODVK

configure (QWHU *OREDO &RQILIXUDWLRQ PRGH

show 6KRZ D OLVW RI FRPPDQGY RU VKRZ WKH FXUUHQ




2.5.1 Copy-cfg Command

8VH *FRS\ FIJ" FRPPDQUDFRQIEDANXELRQ ILOH YLD )73 RU 7)73
ODQDJHG 6ZLWFK EDFN WR WKH GHIDXOWY RWWDWWRLWRKRM GHIDXOW

1. Restore a configuration file via FTP or TFTP server.

Command Parameter Description
6ZLWFK FRS|>$% % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
IURP IWS >% | $ % & " () *41 VHUYHU
$ % & " () * 4>ILOH QDPH¢ (QWHU WKH FRQILIJXUDWLRQ

>ILOH QDPHC(E
>XVHUBQDPH
>SDVVZRUGA@

ZRXOG
(QWHU

OLNH WR UHVWRUH
WKH XVHUQDPH IRU )

>XHUBQDPH

>SDVVZRUG@ (QWHU WKH SDVVZRUG IRU )
6ZLWFK FRS|>$% % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
IURP WIWS >/ $ % & ' () * { VHUYHU

$ % & " () * H (QWHU WKH FRQILIXUDWLRQ
>ILOHBQDPH ZRXOG OLNH WR UHVWRUH

6ZLWFK FRS\ FIJ IURP IWS +6B BDEBH]FRQI
6ZLWFK FRS\ FIJ IURP WIWS +6B BILOH FR(

>ILOH QDPH(

2. Backup configuration file to FTP or TFTP server.

Command Parameter Description

6ZLWFK FRS| >% % & ' (QWHU WKH ,3Y ,3Y DGGUHVV

IWS >$ % & '

$ % &' () *

$ % & " () *H
>ILOH QDPHC

>ILOH QDPH

(QWHU WKH FRQILIJXUDWLRQ IL¢
EDFENXS

_ GHIDXOW
>XVHUBQDPH

| >UXQQLQJ |

~ VWDUWX S

6SHFLI\ EDFNXS FRQILJ WR EH
VWDUWXS

>SDVVZRUGQ(@

>XVHUBQDH

(QWHU WKH XVHUQDPH IRU )73

>SDVVZRUC

(QWHU WKH SDVVZRUG IRU )73

6ZLWFK FRS
WIWS >% % &

>$ % & ' _
$ % & ' () *

(QWHU WKH ,3Y ,3Y DGGUHVYV

$ % &' () * +
>ILOHBQDPH,

>ILOH QDPH

(QWHU WKH
EDENXS

FRQILIXUDWLRQ IL

_ GHIDXOW

6ZLWFK FRS\

| >UXQQLQJ

VWDUW XS

FIJ WR IWS

6ZLWFK FRS\ FIJ WR WIWS

6SHFLI\ EDFNXS FRQILJ WR EH
VWDUWXS

+6B
+6B

BILOH ER[Q]l UX
BILOH FRQI V

3. Restore the Managed Switch back to default settings.

Command / Example

6ZLWFK FRS
6ZLWFK UHO

\ FIJ
RDG

IURP GHIDXOW




4. Restore the Managed Switch back to default settings but keep IP configurations.

Command / Example

6ZLWFK FRS\ FIJ IURPL&EHIDXOW NHHS
6ZLWFK UHORDG

2.5.2 Firmware Comma nd

To upgrade firmware via TFTP or FTP server.

Command | Parameter ' Description

6ZLWFK ILUR>% % & ' _ (QWHU WKH ,3 DGGUHVV RI \RX

XSJUDGH IWY$ % & ' () *

>$%&'_ >|LOH QDPH (QWHU WKH ILUPZDUH ILOH QD

$ % () * XSJUDGH

>|LOHBQD >,PDJH _ ,1 &KRRVH LPDJH RU LPDJH IR\
,PDJ@A @ EH XSJUDGHG WR

>_><VHUBQDPH>XV|-|UBQDF(QWHUWKHXVHUQDPH|RU)73
>SDVVZRUGG@
>SDVVZRUG (QWHU WKH SDVVZRUG IRU )73

6ZLWFK ILUFf>$ % & ' _ | (QWHU WKH ,3 DGGUHVV RI \RX
XSJUDGH WIV$ % & ' () *

;$0/%&'(—) SILOHBQDP| (QWHU WKH ILUPZDUH ILOH QD

0
X B

>ILOHBQDP SJG

PDJ@ > PDJH _ .| &KRRVH LPDJH RU LPDJH IRL

@ EH XSJUDGHG WR

6ZLWFK ILUPZDUH XSJUDGH IWS +18 B J H BZ L Q/HF K

DEF[\]

6ZLWFK ILUPZDUH XSJUDGH WIWS +6B BILOH

2.5.3 IP Command

Command | Parameter ' Description
6ZLWFK LS [ '+&3 5SHOHDVH SDFNHWYV DQG 'L
GKFS UHF\FQ EH VHQW WR '+&3 VHUYHU LQ D

ZLOO DVN IRU ,3 DGGUHVYV IUR

Note 1: Need to enable DHCP mode under the
IP global configuration mode before issuing

this command. See Section 2.6.9 for more
details.

Note 2: The command is just one-time
command, and the setting will not be saved
into the configuration file.




2.5.4 Ping Command

Command Parameter Description
6ZLWFK SLQI >% % &' _ | (QWHU WKH ,3Y ,3Y DGGUHVV
>$ % & ' _ $ % & ' () *SLQJ
$ % & " () * 4>V @ | (QWHU WKH SDFNHW VL]H WKD
Vv @ > F DOORZDEOH SDFNHW VL]H LV |
RSWLRQDO
> F @ (QWHU WKH FRXQWYV RI 3,1* SD
WUDQVPLWWHG 7KH DOORZDE
RSWLRQDO

Example

6ZLWFK SLQJ

6ZLWFK SLQJ tFxV

6ZLWFK SLQJ

6ZLWFK SLQJ +V *F

2.5.5 Reload Comma nd

1. To restart the Managed Switch.

Command / Example
6ZLWFK UHORDG

2. To specify the image for the next restart before restarting.

Command / Example

6ZLWFK UHORDG ,PDJH
2.
6ZLWFK UHORDG

2.5.6 Traceroute Command

TUDFHURXWH LV XVHG WR WUDFH WKH SDWK EWW ZKRNN W KGIW(
traceroute FRPPDQG LQ 3ULYLOHJHG PRGH ,Q WKLY FRWEPRQDBO \RCL
KRSWD XH IRU WKH QXPEHU RI KRSV WKDW SDFRBWVRQUWH WHXDVX
QXPEHU RI FRXQWYV WKDW 352%( SDFNHWYV DUH YWHOQXW RIUWXKH R
KRVW UHVSRQVH

Command | Parameter ' Description

6ZLWFK wWULD >% % &' _ | 6SHFLI\ WKH WDUJHW ,3Y ,3Y

> % & ' $ % & ' () * WKDW \RX ZRXOG OLNH WR WU

$ % &' () @H > P @ 6SHFLI\ WKH QXPEHU RI KRSV BH

P @ > & KRVW DQG WKH UHPRWH KRVW

Z @ RI KRSV LV IURP W R RSWI
>SS @ (QWHU WKH FRXQWV RI 352%( 4

WUDQVPLWWHG 7KH DOORZDE
RSWLRQDO
>7Z @ 6SHFLI\ WKH UHVSRQVH WLPH |
7KH DOORZDEOH WLPH YDOXH
RSWLRQDO




6ZLWFK WUDFHURXWH

6ZLWFK WUDFHURXWH +P
6ZLWFK SLQJ
6ZLWFK SLQJ P S Z

2.5.7 Write Comma nd

8VH 3ZULWH"™ FRPPDQG WR VDYH WKH FXUUHQWUFRIIDXXOWD W.ICR
WKH ODQDJHG 6ZLWFK EDFN WR WKH VXSSOLHU GHIDXOWYV YLD |

1. To save running configurations to startup configurations, please enter the command of
write © All unsaved configurations will be lost when you restart the Managed Switch.

Command / Example
6ZLWFK ZULWH
6DYH &RQILJ 6 XFFHHGHG

2. Save startup configurations to the supplier default file.
Command / Example

6ZLWFK ZULWH VXSSOLHU G

3. Restore the supplier defaults to the factory defaults.
Command / Example
6ZLWFK ZULWH VXSSOLHU G IURP GHIDXOW

4. Restore the supplier default file via FTP or TFTP server.

Command Parameter ‘ Description

6ZLWFK ZUL|>% % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
VXSSOLHU G| $ % & ' () * 1 VHUYHU

>3 % & ' _ >ILOH QDPH¢ (QWHU WKH VXSSOLHU GHID
$ % & " () * H ZRXOG OLNH WR UHVWRUH

>ILOH QDPH@ >XVHUBQDPH (QWHU WKH XVHUQDPH IRU )

>XVHUBQDP
>SDVVZRUG @ >SDVVZRUG@ (QWHU WKH SDVVZRUG IRU )

6ZLWFK ZUL\ >% % & ' _ (QWHU WKH ,3Y ,3Y DGGUH
VXSSOLHU G| $ % & ' () *1 VHUYHU

>$ % & ' _ >ILOH QDPH¢ (QWWKH VXSSOLHU GHIDXOW
$ % & () *H ZRXOG OLNH WR UHVWRUH
>ILOHBQDPH

Example

6ZLWFK ZULWH VXSSOLHU G IURP IWS PLQ +BEF][\
6ZLWFK ZULWH VXSSOLHU G IURP WIWS +6B




5. Backup the supplier default file to FTP or TFTP server.

Command | Parameter ' Description

6ZLWFK ZUL|>% % & ' _ (QWHU WKH ,3Y ,3Y DGGUHVYV
VXSSOLHU G| $ % & ' () *

>% % & ' _ >ILOH QDPH (QWHU WKH VXSSOLHU GHIDXO
$ % & " () * + ZRXOG OLNH WR EDFENXS

>ILOH QDPH@ >XVHUBQDHF (QWHU WKH XVHUQDPH IRU )73

>XVHUBQDPHSSpYVZRUG (QWHU WKH SDVVZRUG IRU )73
>SDVVZRUGG@

6ZLWFK ZUL|>$ % & ' _ | (QWHU WKH ,3Y ,3Y DGGUHVV
VXSSOLHU G| $ % & ' () *

>$%&'_ >ILOH QDPH (QWHU WKH VXSSOLHU GHIDXO
$ % () * ZRXOG OLNH WR EDFNXS
>ILOHBQD

6ZLWFK ZULWH VXSSOLHU G WR IWS Q PEF[\]BIL
6ZLWFK ZULWH VXSSOLHU G WR WIWS +6B B

Note: In case the supplier default file does not exist ,aQ HUURU PHVVDJH RI 3FRQI
RSHQ HUURU™ ZLOO ErHyou idstexhis@dhttnand

2.5.8 Configure Command

7KH RQO\ SODFH ZKHUH \RX FDQ HQWHU WKH YORPHDE GRQQAR XY
WA\SH LQ 3FRQILIJXUH" RU 3FRQILJ" IRU VKRUW RMGRH HRRAHH G LW & B D
ZLOO FKDQJH IURP 326ZLWFK =~ WR 36ZLWFK FREQRWHU RQIKH A
&RQILIXUDWLRQ PRGH

Command / Example

6ZLWFK FRQILJ
6ZLWFK FRQILJ
6ZLWFK FRQILJXUH
6ZLWFK FRQILJ

2.5.9 Show Comma nd

7KH 3VKRZ" FRPPDQG LV YHU\ LPSRUWDQW IRUI QUHRDARIURQ DOSEPR
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPPORMEIV BRI
FRQILIJIXUDWLRQ HUURU W FDQ EH XVHG LQ FHIJLROORIH Q JRG H¢
GLITHUHQW XVHV Rl 3VKRZ" FRPPDQG

1. Display system information

(QWHU 3VKRZ VZLWFK LQIR" FRPPDQG LQ 3ULYLOWIHG WRKH &RRD
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: 'LVOOD FRPSDQ\ QDPH IRU WKLV ODQDJHG 6ZL\
FRPSDQ\ QDPH >FRPSDQ\BQDPH®@  FRPPDQG WR HGLW WKLV IL

System ObjectID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2,'



System Contact: 'LVSOD\ WKH FRQWDFW LQIRUPDWLRQ IRU WKLV (
VI\VWHP FRQWDFW >V\VBFRQWDFW@" FRPPDQG WR HGLW WKLV

System Name: 'LVSOD\ D GHVFULSWLYH V\VWHP QDPH IRU WKLV Ol
VI\VWHP QDPH >V\VBQDPH@" FRPPDQG WR HGLW WKLV ILHOG

System Location: 'LVSOD\ D EULHI ORFDWLRQ GHVFULSWLRQ IRU WK
VIVWHP ORFDWLRQ >V\VBORFDWLRQ@" FRPPDQG WR HGLW WKl

DHCP/DHCPV6 Vendor ID: 'LVSOD\ WKH 9HQGRU &ODVV ,GHQWLILHU X\
DIJHQW IXQFWLRQ 8VH 3VZLWGK KMIR YGHQFSRYBQGAU FRPPDQG \

Model Name: 'LVSOD\ WKHM\WBRBGXYF®DPH

Host Name: 'LVSOD\ WKHB8BRBXGWPH 8VH 3VZLWFK LQIR KRVW QD
FRPPDQG WR HGLW WKLV ILHOG

Current Bootlmage : 7KH LPDJH WKDW LV FXUUHQWO\ XVLQJ
Configured Boot Image: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UH
Image-1 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
M/B Version: 'LVSOD\ W&ERPDG YHUVLRQ
Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV ODQDJHG 6ZL
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH 0ODQDJHG 6ZLWFK ILU
Up Time: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ
Local Time: 'LVSOD\ WKH ORFDO WLPH RI WKH V\VWHP
FAN State: 'LVSOD\ WKH VWDWXV RI )$1 DQG )$1
Power: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV WKH W\SH RI SRZ
2. Display or verify currently-configured settings
5HIHU WR WKH IROORZLQJ VXE VHFW,BRRR/PPDAMBIEUFBPRDRRRE D Q
FRPPDQ@GHFXULW\ FRBRDG6HUYHU FRPIPVIHQUGFRPPDPDEA FRPPDQG
VHFWLRQV HWF

3. Display interface information or statistics

5HIHU WR 36KRZ LQWHUIDFHDWEDKWRIZVWISFVQRERBPDQYGRQ FRPPDQC



4. Show default, running and startup configurations

5HIHU WR 3VKRZ GHIDXOW3:VNRAPILUXREPODHERQILI FRPPDQX®E DI
FRQILJ FRPPDQG’ VHFWLRQV

5. Show CPU & Memory Statistics
6KRZ &38 XWLOL]DWLRQ DQG PHPRU\ XVDJH UDWH S5HIHWLWR 3V|
6. Show ARP

6KRZ $53 LQIRUPDWLRQ 5HIHU WR 3VKRZ DUS FRPPDQG” VHFWLI



2.6 Configuration M ode

'KHQ \RX HQWHU 3FRQILJXUH RU 3FRQILJ" D@® SWRKVXLYQ VEHUG L
WKH *OREDO &RQILIJXUDWLRQ PRGH ZKHUWNW FKX D QX QHW DR D G\
9/$1 DQG VWRUP FRQWUR®OWHFRBPOY GOUREPWKOYHG ZLOO DSSO\
DQG WKH GHYLFHYV RSHUDWLRQ )URP W HKIHQ@HWYXD FRRX LEXQ T
WR VHW XS VSHFLILF FRQILJXUDWLRQV IRU 9/$1 4R6 VHFXULW)\

Command Description

acl

6HW XS DFFHVV FRQWURO HQWULHY DQG OLVWYV

archive

ODQDJH DUFKLYH FRQILIXUDWLRQ ILOHV

channel-group

&RQILIJXUH VWDWLF OLQN DJJUHIJDWLRQ JURXSV R

dotlx

A ; JOREDO FRQILIXUDWLRQ FRPPDQGYV

exit

([LW WKH JOREDO FRQILIJIXUDWLRQ PRGH

help

'LVSOD\ D OLVW RI DYDLODEOH FRPPDQGV LQ WKH

history

6KRZ FRPPDQGV WKDW KDYH EHHQ XVHG

fast-redundancy

6HW XS )DVW 5LQJ Y DQG &KDLQ FRQILJXUDWLRQ

ip

6HW XS WKHc&EUHVY DQG HQDEOH '+&3 PRGH ,*03

ipv6

7R HQDEOH LSY IXQFWLRQ DQG VHW XS ,3 DGGUH

lidp

//'3 JOREDO FRQILIXUDWLRQ PRGH

loop-detection

&RQILIXUH ORRS GHWHFWLRQ WR SUHYHQW ORRS

I2protocol-tunnel

6HW XS /D\HU SURWRFRO WXQQHO IXQFWLRQ

mac

BHW XS 0$& OHDUQLQJ IXQFWLRQ RI HDFK SRUW

management 6HW XS FRQVROH WHOQHW ZHE 66+ DFFHVV FRQW
mirror 6HW XS WDUJHW SRUW IRU PLUURULQJ

ntp 6HW XS UHTXLUHG FRQILIJXUDWLRQV IRU 1HWZRUN
poe 6HW XS 3RZHU RYHU (WKHUQHW DQG WKH UHODWH
gos 6HW XS WKH SULRULW\ RI SDFNHWV ZLWKLQ WKH ({
security &RQILIXUH EURDGEPXOW XKDVWVAR ZXQNQRZQ XQLFDV
snmp-server &UHDWH D QHZ 6103 FRPPXQLW\ DQG WUDS GHVWL

spanning-tree

6HW XS 5673 VWDWXV RI HDFK SRUW DQG DJJUHJD

switch

6HW XS DFFHSWDEOH IUDPH VL]H DQG DGGUHVV O

switch-info (GLW WKH VA\VWHP LQIRUPDWLRQ

syslog 6HW XS UHTXLUHG FRQILIJXUDWLRQV IRU 6\VORJ V
terminal 6HWSTHUPLQDO IXQFWLRQV

time-range 7LPH 5DQJH PDQDJHPHQW

user &UHDWH D QHZ XVHU DFFRXQW

vlan 6HW XS 9/$1 PRGH DQG 9/%$1 FRQILIJXUDWLRQ

no 'LVDEOH D FRAPMHONMGIRWUEDFN WR LWV GHIDXOW VH
interface 6HOHFW D VLQJOH LQWHUIDFH RU D UDQJH RI LQW
show 6KRZ D OLVW RI FRPPDQGV RU VKRZ WKH FXUUHQ

2.6.1 Entering Interfa ce Numbers

,Q WKH *OREDO &RQILJXUDWLRQ PRGH \RX RQQ\FRSE OLHWHWR |
VSHELILHG )RU H[DPSOH \RX FDQ VHW XS HDFK NGWHG VD FRY
PRGHV 7R FRQILJXUH \RX PXVW ILUVW HQM DU MV KX UQADHWY D R}
LQWHUIDFH QXPEHUV WR VLJQLI\ WKH FRPELOB®WAQR® RR FGRDI}
FRPPDQGYV

Commands ‘ Description

6ZLWFK FRQILJ LQWHUID[(QWHU D VLQJOH LQWHUIDF
6ZLWFK ARQILJ DSSO\ FRPPDQGY HQWHUHG
6ZLWFK FRQILJ LQWHUID| (QWHU WKUHH GLVFRQWLQX
6ZLWFK ARQILJ VHSDUDWHG E\ FRPPDV ,QW
DSSO\ FRPPDQGVY HQWHUHG




6ZLWFK FRQILJ LQWHUID[(QWHU WKUHH FRQWLQXRXV
6ZLWFK ARQILJ K\SKHQ WR VLJQLI\ D UDQJH
QXPEHUV ,Q WKLV H[DPSOH
ZLOO DSSO\ FRPPDQGV HQ
6ZLWFK FRQILJ LQWHUID|[ (QWHU D VLQJOH LQWHUIDE
6ZLWFK ARQILJ D UDQJH RI LQWHUIDFH QXP
FRPPD DQG K\SHQ WR VLJQL
RI GLIIHUHQW LQWHUIDFH Q
HIDPSOH LQWHUIDFH
FRPPDQGYV HQWHUHG

2.6.2 No Comma nd
$OPRVW HYHU\ FRPPDQG WKDW \RX HQWHU LEDW&EIREQ XO/RXEBDR/P IDR)T
IROORZHG E\ WKH RULJLQDO RU VLPLQRBUERRPPP® GV WR SXUBR!

UHPRYH D FRPRPMA®W WKH VHWWLQJ EDFN WR WKH GHIDXOW YDC(
XVH RI QR FRPPDQG WR IXOILOO GLITHUHQW SXUSRVHV ZLOO EH

2.6.3 Show Comma nd

7KH 3VKRZ" FRPPDQG LV YHU\ LPSRUWDQW IRUI RQUHRDARIURQ DOSEPR.
GHYLFH UHFHLYH RXWSXWV WR YHULI\ D FRPPORMEIV BRI
FRQILIJIXUDWLRQ HUURU W FDQ EH XVHG LQ FHIJLROORIH Q JRG H¢
GLITHUHQW XVHV RI 3VKRZ™ FRPPDQG

1. Display system information

(QWHU 3VKRZ VZLWFK LQIR" FRPPDQG LQ 3ULYLOWIHG WRKH &FRD
LQIRUPDWLRQ ZLOO DSSHDU

Company Name: 'LVSOD\ D FRPSDQ\ QDPH IRU WKLV O0DQDJHG ¢
FRPSDQ\ QDPH >FRPSDQ\BQDPH@  FRPPDQG WR HGLW WKLV IL

System Object ID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2.’

System Contact: 'LVSOD\ WKH FRQWDFW LQIRUPDWLRQ IRU WKLV (
VI\VWHP FRQWDFW >V\VBFRQWDFW@" FRPPDQG WR HGLW WKLYV

System Name: 'LVSOD\ D GHVFULSWLYH V\VWHP QDPH IRU WKLV Ol
VI\VWHP QDPH >V\VBQDPH@ " FRPPDQG WR HGLW WKLV ILHOG

System Location: 'LVSOD\ D EULHI ORFDWLRQ GHVFULSWLRQ IRU WK
VI\VWHP ORFDWLRQ >V\VBORFDWLRQ@ " FRPPDQG WR HGLW WKI

DHCP/DHCPvV6 Vendor ID: 'LVSOD\ WKH 9HQGRU &0ODVV ,GHQWLILHU X\
DIHQW IXQFWLRQARVHKAZ YH®KRESBYHQGRUBLG@ ™ FRPPDQG \

Model Name: 'LVSOD\ WKHMWBRBGXYFQDPH

Host Name: 'LVSOD\ WKHIWRWKFWPH 8VH 3VZLWFK LQIR KRVYV
FRPPDQG WR HGLW WKLV ILHOG



Current Bootimage : 7KH LPDJH WKDW LV FXUUHQWO\ XVLQJ
Configured Boot Image: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UH
Image-1 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG L
M/B Version: 'LVSOD\ WKH PDLQ ERDUG YHUVLRQ
Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV 0ODQDJHG 6ZL
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH 0ODQDJHG 6ZLWFK ILU
Up Time: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ
FAN State: 'LVSOD\ WKH VWDWXV RI )$1 DQG )$1
Power: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV WKH W\SH RI SRZ
2. Display or verify currently-configured settings
5HIHU WR WKH IROORZLQJ VXE VHFW,BRER/PPDIAMBIEUFBPRDRRRE D Q
FRPPDQ@GHFXULW\ FRBRDGHUYHU FRPIPVIHQUGFRPPDPDEIL FRPPDQG
VHFWLRQV HWF
3. Display interface information or statistics
5HIHU WR 36 KRZ LQWHUIDFHDWQBDKRIZVWISFVOQRRBPDQYGRQ FRPPDQC

4. Show default, running and startup configurations

5HIHU WR 3VKRZ GHIDXOW PRRLIJUKRSALRMIQRR Q IR Q GVKREZDQWEBD U V
FRQILJ FRPPDQG  VHFWLRQV

5. Show CPU & Memory Statistics
6KRZ &38 XWLOL]DWLRQ DQG PHPRU\ XVDJH UDWH 5HHIHWLWR 3V|
6. Show ARP

6KRZ $53 LQIRUPDWLRQ 5HIHU WR 3VKRZ DUS FRPPDQG" VHFWLI



2.6.4 ACL Comma nd

Command ‘ Parameter ‘ Description
6ZLWFK FRQILJ @ > @ 7KH WRWDO QXPEHU RI §
FUHDWHG LV 8VH WK

HQWHU $&/ FRQILJXUDWI
$&/ UXOH :KHQ \RX HQW
UXOH \RX FDQ IXUWKHU
VHWWLQJV IRU WKLV UX
6ZLWFK FRO8LJ D| >GHQ\ _ FRSY 6SHFLI\ DFWLRQ WR WKH

DFWLRQ >GHQ\ |  SHUPLW _ | SDFENHW

SHUPLW UHGLU

6ZLWFK FRQILJ D| >SRUW@ 6SHFLI\ FRS\ PLUURU W
DFWLRQ SRUW >S a

6ZLWFK FRQILJ D 7R KDYH WKH VSHFLILHG
DSSO\

6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L 3g1<”

6ZLWFK FRQILJ D|>$%$ % & '@ 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L

> % &'@ ; ;@ | > @ 6SHFLI\ GHVWLQDWLRQ ,
6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L 341 <’

6ZLWFK FRQILJ D|>% % & ' () *| 6SHFLI\ GHVWLQDWLRQ ,
GHVWLQDWLRQ L!

>$ % &' () *+@ [> a @ 6SHFLI\ GHVWLQDWLRQ ,
> a @
6ZLWFK FRQILJ D 6SHFLI\ GHVWLQDWLRQ /
GHVWL@DS/RIURN D ( 3g1<’
6ZLWFK FRQILJ D| > @ 6SHFLI\ GHVWLQDWLRQ /
G HVW L @DS/RIURND >

@ > [1;<=@ > [<=@ 6SHFLI\ GHVWLQDWLRQ |

5DQJH [ a))))

6ZLWFK FRQILJ
GHVWLQDWLRQ

6SHFLI\ GHVWLQDWLRQ (

VO TO

6ZLWFK FRQILJ SITIT I I II [| 6SHFLI\ GHVWLQDWLRQ ¢
GHVWLQDWLROQ

>[I0 [0 (0O I[[[[@ STHIRT 6SHFLI\ GHVWLQDWLRQ (
>0 1] @

6ZLWFK FRQILJ D| >DQ\ _ [:;<=( 6SHFLI\ (WKHUW\SH 5DQ
HWKHUW\SH >DQ\ a)))) RU 3$1<”

6ZLWFK FRQILJ D| >DQ\ _ SRUW| 6SHFLI\ LQJUHVV SRUW
LQJUHVYV SRUW >|

6ZLWFK FRQILJ D| >DQ\ _ [:;@ | 6SHFLI\ ,3Y SURWRFRO
SURWRFRO >DQ\ KHDGHU 5DQJH Rp$dR’
6ZLWFK FRQILJ D| > @ |6SHFLI\ UDWH OLPLWDWI

UDWH OLPLW >@ NESV 'LVDEOH




6ZLWFK FRQILJ
@

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH Q8SY D

6ZLWFK FRQILJ D|>% % & '@ 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH LSY DGG

>$ % &'@ ;@ | > N G) 6SHFLI\ VRXUFH ,3Y PDV

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH ,3Y DG(

VRXUFH LSY DOQ\

6ZLWFK FRQILJ D|>% % & ' () *| 6SHFLI\ VRXUFH ,3Y DG

VRXUFH LSY DGG

>$ % &' ()" +@ [> a @ 6SHFLI\ VRXUFH ,3Y SUH

> a @

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH /D\HU S

VRXUFERUW DQ\

6ZLWFK FRQILJ D| > @ 6SHFLI\ VRXUFH /D\HU §

VRXUFBERUW >

> [1;<=@ > [1:<=@ 6SHFLI\ VRXUFH /D\HU P
SDQJH [ a))))

6ZLWFK FRQILJ D 6SHFLI\ VRXUFH 0$& DV

VRXUFH PDF DQ\

6ZLWFK FRQILI D|>[[ [[I[ I[ [[ [| 6SHFLI\ VRXUFH 0$&

VRXUFH PDF PDF

> ICI0I0 Il [[@ STHIRY 6SHFLI\ VRXUFH 0$& PDV,

>I 1 1] @

6ZLWFK FRQILJ D|>DQ\ _ [:;@ | 6SHFLI\ ,3Y 726 DQG ,3Y

WRV >DQ\ _ [:;:@ 5DQJH [ &Y 3$1<’

6ZLWFK FRQILJ D| >DQ\ _ @ 6SHFLI\ T 9/$1 ,' 5DQ

YLG >DQ\ _ @ a RU 3$1<”

No command ‘

> @

SHPRYH WKH VSHFLILHG

6ZLWFK FRQILJ D
QR DFWLRQ

SHVHW DFWLRQ EDFN WH
SHUPLW

6ZLWFK FRQILJ D
QR DFWLRQ SRUW

5HVHW FRS\ PLUURU WR
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ ,3
WKH GHIDXOW $1<

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ ,3
WKH GHIDXOW $1<

6ZLWFK FRQILJ DI
QR GHVWOGRW MR

5HVHW GHVWLQDWLRQ /I
WKH GHIDXOW $1<

6ZLWFK FRQILJ DI
QR GHVWLQDWLR

SHVHW GHVWLQDWLRQ O
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR LQJUHVV SRU]

SHVHW LQJUHVV SRUW V
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR HWKHUW\SH

5HVHW (WKHUW\SH EDFN
$1<




6ZLWFK FRQILJ DI
QRRURWRFRO

SHVHW ,3Y SURWRFRO D
KHDGHU EDFN WR WKH G

6ZLWFK FRQILJ DI
QR UDWH OLPLW

'LVDEOH UDWH OLPLWDW

6ZLWFK FRQILJ DI
QR VRXUFH LSY

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFH LSY

SHVHW VRXUFH ,3Y DGG
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFRIUW

5HVHW VRXUFH /D\HU Si
GHIDXOW $1<

6ZLWFK FRQILJ DI
QR VRXUFH PDF

SHVHW VRXUFH 0%$& EDFN
$1<

6ZLWFK FRQILJ DI
QR WRYV

SHVHW ,3Y 726 DQG ,3Y
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ DI
QR YLG

Show command

6ZLWFK VKRZ DF

5HVHW T 9/%$1 ," EDFN
GHIDXOW $1<
Description

'LVSOD\ WKH YDOLG $&/

6ZLWFK VKRZ DF

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ

6ZLWFK FRQILJO

'LVSOD\ WKH YDOLG $&/

6ZLWFK FRQILJO
> @

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ

6ZLWFK FRQILJ D

VKRZ

'LVSOD\ WKH VSHFLILHG
FRQILIXUDWLRQ




2.6.5 Archive Comma n

d

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ (QDEOH WKH DXWR EDFN
DXWR EDFNXS ILOHV IXQFWLRQ
6ZLWFK FRQILJ >$ % & 6SHFLI\,Z WK+ DGGUHVYV

DXWR EDFNXS SD
>$ % & ' _
$ % &' () *+@

>SDVVZRUG @

>ILOHBGLUHFWRU

$ % & () %+

)73 VHUYHU

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHH
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

>XVHUBQDPH

6SHFLI\ WKH XVHU QDPH
VHUYHU

>SDVVZRUG@

6SHFLI\ WKH SDVVZRUG
DXWKHQWLFDWLRQ

6ZLWFK FRQILJ
DXWR EDFNXS SD
> % & ' _

$% &' ()*+@

>ILOHBGLUHFWRU

>$ % & '

$ % & ' () * +

6SHFLI\,3WK3+ DGGUHVV
7)73 VHUYHU

>ILOHBGLUHE

6SHFLI\ WKH ILOH GLUHH
VHUYHU WR VDX¥$H WKH V
FRQILIXUDWLRQ ILOHV

6ZLWFK FRQILJ

6ZLWFK FRQILJ
DXWR EDFNXS

DXWR EDFNXS @/L

>

@

6SHFLI\ WKH WLPH WR E
EDFNXS RI WISHRWQWIDIXW D
ILOHV GIH U\

'LWEOH WKH DXWR EDFN

6ZLWFK FRQILJ
DXWR EDFNXS SD

5HPRYH 7)73 )73 VHUYH

6ZLWFK FRQILJ

Show command

6ZLWFK VKRZ DU
DXWR EDFENXS

DXWR EDFNXS WL

S5HVHW WKH $XWR EDFNX
WKH GHIDXOW RTFORF

Description
'LVSOD\ WKH DXWR EDFN

6ZLWFK FRQILJ
DUFKLYH DXWR E

'LVSOD\ WKH DXWR EDFN



https://tw.dictionary.yahoo.com/dictionary?p=authentication

2.6.6 Channel-group Command

1. Configure a static link aggregation group (LAG).

Command Parameter Description

6ZLWFK FRQILJ FKDQQLK>JURXSB|{6SHFLI\ D QDPH IRU \

WUXQNLQJ >JURXSBQDP DJJUHIJDWLRQ JURXS

6ZLWFK FRQILJ LQWHU|>SRUWB({ 8VH 3SLQWHUIDFH" FR
>JURXSB| FRQILJXUH D JURXS

6ZLWFK ARQB7I3257
FKDQQHO JURXS WUXQN

DJJUHIJDWLRQ OLQN

$VVLIQ WKH VHOHFW,
VSHFLILHG OLQN DJJ

6ZLWFK FRQILJ FKDQQ!
GLVWULEXWLRQ WROH G

/RDG EDODQFLQJ GH
GHVWLQDWLRQ ,3 DG

6ZLWFK FRQILJ FKDQQ!
GLVWULEXWLRRSUXOH V

/IRDG EDODQFLQJ GH
VRXUFH ,3 DGGUHVYV

6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXSRUG\ GHVWLQDWLRQ / SR
6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ BROW V VRXUFH / SRUW

6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXOH G GHVWLQDWLRQ 0$& O
6ZLWFK FRQILJ FKDQQH /IRDG EDODQFLQJ GH
GLVWULEXWLRQ UXOH V VRXUFH 0$& DGGUHYV

No command

6ZLWFK AMRQ@B7I3257 QR
FKDQQHO JURXS WUXQN

6ZLWFK FRQILQQKRRKSD| >JURXSB| 'HOHWH D OLQN DJJU
WUXQNLQJ >JURXSBQDP
6ZLWFK FRQILJ LQWHU|[>SRUWBd 5HPRYH WKH VHOHFW

D OLQN DJJUHJDWLR

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRQ W%SOH G

'LVDEOH ORDG EDOD
GHVWLQDWLRQ ,3 DG

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRRQOSUXOH V

‘'LVDEOH ORDG EDOD
VRXUFH ,3 DGGUHVYV

6ZLWFK FRQILJ QWRXBSKD
GLVWULEXWLRQ UXSRUG\

'LVDEOH ORDG EDOD
GHVWLQDWLRQ / SR

6ZLWFK FRQILJ QR FKD
GLVWULEXWLRQ BROW V

‘'LVDEOH ORDG EDOD
VRXUFH / SRUW

6ZLWFK FRQILJ QR FKD
GHVWLQDWLRQ PDF

'LVDEOH ORDG EDOD
GHVWLQDWLRQ 0$& O

6ZLWFK FRQILJ QR FKD
VRXUFH PDF

'LVDEOH ORDG EDOD
VRXUFH 0$& DGGUHYV




6ZLWFK FRQILJ VKRZ F 6KRZ OLQN DJJUHJDV
WUXQNLQJ
6ZLWFK FRQILJ VKRZ F| >WUXOQNE 6KRZ D VSHFLILF OL(
WUXQNLQJ >WUXQNBQDF JURXSYTV VHWWLQJV
DJJUHJDWHG SRUW Q
ORDG EDODQFLQJ VW

%HORZ LV DQ H[DPSOH RI FUHDWLQJ D VWDWLFQ® LIQUNR X8]J XN
&KDQQHO JURXS FRPPDQGV WR KDYH WKH XWPHOQW URIQOG] B ERK
VHEWLRQ

Command Purpose
STEP1 configure Enter the global|
configuration mode.
Example:
(36 : /3 FRQILJ
(36 : /I3 FRQILJ
STEP2 channel- group distribution- rule source- ip Enable Source IP
(Optional) Address in Distribution
Example: Rule.
(36 : /13 FRQILJ FKDQQHO JURXS GLVW
2.

STEP3 channel- group distribution- rule destination- ip Enable Destination IP
(Optional) Address in Distribution
Example: Rule.

(36 : /13 FRQILJ FKDQQHO JURXS GLVW
GHVWLQ@BWLRQ
2.
STEP4 channel- group distribution- rule source- L4- port Enable Source L4 Port
(Optional) in Distribution Rule.
Example:
(36 : /3 FRQILJ FKDQQHO JURXS GLVW
/| SRUW
2.
STEPS channel- group distribution- rule destination- L4- port Enable Destination L4
(Optional) Port in Distribution
Example: Rule.
(36 : /13 FRQILJ FKDQQHO JURXS GLVW
GHVWLQDSRRWY
2.
STEPG6 channel- group distribution- rule source- mac Enable Source Mac
(Optional) Address in Distribution
Example: Rule.
(36 : /3 FRQILJ FKDQQHO JURXS GLVW
PDF
2.




STEP7 channel- group distribution- rule destination- mac Enable Destination Mac

(Optional) Address in Distribution
Example: Rule.
(36 : /3 FRQILJ FKDQQHO JURXS GLVW
GHVWLQDWLRQ PDF
2.
STEP8 channel- group trunking group_name In this example, it

configures the name of the
Trunking Group as

Example: 3& 76GROUP .
(36 : /I3 FRQILJ FKDQQHO JURXS WUXC(
2.
STEP9 interface port /st Speciy the interface
- that you would like to
Example: set to Trunking Group.
(36 : /I3 FRQILJ LQWHUIDFH
(36 : /I3 FRQLULJ
STEP10 channel- group trunking group_name In this example, it
a configures Port 1 and
Example: Port 3 as the link
(36 . /3 FRQLULJ FKDQQHO JURXS wuy x| membershipof
&76*5283 3 & 7 6ROUP "Trunking
2 Group
STEP11 exit Return to the global
configuration mode.
Example:
(36 : /3 FRQLUJ H[LW
(36 : /3 FRQILJ
STEP12 exit Return to the
Privileged mode.
Example:
(36 : /I3 FRQILJ H[LW
(36 : 13
STEP13 write Save the running
configuration into the
Example: startup configuration.
(36 : /3 ZULWH

6DYH &RQILJ 6 XFFHHGHG 2.



2. 8VH 3,QWHUIDFH’" FRP P D QIBk ajfre§aiad bralpsitphamically (LACP).

Channel-group & Interface Parameter Description
command

6ZLWFK FRQILJ LQWH

>SRUWB

(QWHU VHYHUDO GLVFR(

QXPEHUV \HGEDBRWPDYV
UDQJH RI SRUWV ZLWK [
H[DPSOH RU

6ZLWFK ARQB7I3257
FKDQQHO JURXS ODFS

(QDEOH /$&3 RQ WKH VH
LQWHUIDFHYV

FKDQQHO JURXS ODFS
No command ‘

6ZLWFK ARQB7I3257QR
FKDQQHO JURXS ODFS

6ZLWFK RRQ@bBLI3257 > @ 6SHFLI\ D NH\ WR WKH V
FKDQQHO JURXS ORFS LOQWHUIDFHYV DXWR
6ZLWFK HRQB7I3257 >DFWLYI 6SHFLI\ WKH VHOHMWHG

DFWLYH /$&3 UROH

'LVDEOH /$&3 RQ WKH VI
LOWHUIDFHYV

6ZLWFK ARQB7J3257QR
FKDQQHO JURXS ODES

S5HVHW WKH NH\ YDOXH
LOQOWHUIDFHV EDFEN WR W

6ZLWFK ARQB7J3257QR
FKDQQHO JURXS ODES

Show command

_

5HVHW WKH /$&3 UROH \
VHOHFWHG LQWHUIDFHYV
SDVVLYH PRGH

JURXS ODFS VWDWLVW,

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFH

JURXS ODFS LOQFOXGLQJ FXUUHQW P
/$&3 UROH W\SH

6ZLWFK FRQILJ VKRZ|>SRUWB|6KRZ WKH VHOHFWHG L

JURXS ODFS >SRUWBO| VHWWLQJV

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFHT

JURXS ODFS VWDWXV VWDW XV

6ZLWFK FRQILJ VKRZ|>SRUWB| 6KRZ WKH VHOHFWHG L

JURXS ODFS VWDWXV 3 /$&3 VWDWXV

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFHT

JURXS ODFS VWDWLVW WUDIILF VWDWLVWLFV

6ZLWFK FRQILJ VKRZ|>SRUWB|6KRZ WKH VHOHFWHG L

/$&3 WUDIILF VWDWLVWI

6ZLWFK FRQILJ VKRZ

JURXS ODFS VWDWLVW

&OHDU DOO /$&3 VWDWL




%HORZ LV DQ H[DPSOPBD RRIFRIHDWLQN DJIJUHIJDWLRQ JURXS
FRPPDQGY WR KDYH WKH XVHUV UHDOL]H WKH FKRVRDHGB\L @ PH

Command Purpose
STEP1 configure Enter the global
configuration mode.
Example:
(36 /3 FRQILJ
(36 /3 FRQILJ
STEP2 channel- group distribution- rule source- ip .E”g.b'f. Efil_meR'Pl Address
(Op[/ona/) In Distripution Rule.
Example:
(36 /I3 FRQILJ FKDQQHO JURXS GL
V R X UFsH
2.
STEP3 channel- group distribution- rule destination- ip Enable Destination IP
(Optional) Address in Distribution
Example: Rule.
(36 /3 FRQILJ FKDQQHO JURXS GL
GHVWLQ@BWLRQ
2.
STEP4 channel- group distribution- rule source- L4- port Enable Source L4 Port in
(Optional) Distribution Rule.
Example:
(36 : I3 FRQILJ FKDQQHO JURXS GL
VRXUFKBRUW
2.
STEP5 channel- group distribution- rule destination- L4- port Enable Destination L4 Port
(Optional) in Distribution Rule.
Example:
(36 /3 FRQILJ FKDQQHO JURXS GL
GHVWLQDSRRW
2.
STEP6 channel- group distribution- rule source- mac Enable Source Mac
(Optional) Address in Distribution
Example: Rule.
(36 /3 FRQILJ FKDQQHO JURXS GL
VRXUFH PDF
2.
STEP7 channel- group distribution- rule destination- mac Enable Destination Mac
(Optional) Address in Distribution
Example: Rule.
(36 /3 FRQILJ FKDQQHO JURXS GL
GHVWLQDWLRQ PDF
2.
STEP8 interface port _list Speciy the interfaces that
- you would like to set to
Example: LACP Group.
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQLIJ
STEP9 channel- group lacp Enable Port 5~Port 7 to
LACP Port.
Example:
(36 /3 FRQLLJ FKDQQHO JURXS OL

2.



STEP10 channel- group lacp role active In the Example 1, it
h I- | role] configures LACP Port
[ no channel- group lacp 5~7 as 3Active in
LACP Role.
Example 1:
(36 /3 FRQLLJ FKDQQHO JURXS O In the Example 2 , it
2. configures LACP Port
S 5~7 as %Passive " in
(236 /3 FRQLLJ QR FKDQQHO JURX| [ACP Role.
STEP11 channel- group lacp key LACP_key In the Example 1, it
configures a key value
[n o channel- group lacp key] 210" as the LACP Key
of LACP Port 5~7.
Example 1:
(36 /3 FRQLLJ FKDQQHO JURXS O| Inthe Example 2 , it
2. configures a key value
30~ (default value) as
Example 2: the LACP Key of LACP
(36 : /3 FRQLLJ QFKDQQHO JURXS {( Port5~7.
2.
STEP12 exit Return to the global
configuration mode.
Example:
(36 : /3 FRQLUJ HILW
(36 : /3 FRQILJ
STEP13 exit Return to the Privileged
mode.
Example:
(36 : /3 FRQILJ H[LW
(36 : 13
STEP14 write Save the running
configuration into the
Example: startup configuration.
(36 : /3 ZULWH

6DYH &RQILJ 6 XFFHHGHG




2.6.7 Dotlx Command

Description

(QDEOH , ((( . IXQFV
KHQ HQDEOHG WKH 0
6ZLWFK DFWV DV D SU

: HQDEOHG FOLHQV
DXWKHQWLFDWLRQ VH
ZRUGV WKH ODQDJHG
UHTXHVWY LGHQWLI\L(
IURP WKH FOLHQW YH
LQIRUPDWLRQ ZLWK W
VHUYHU DQG UHOD\V
WKH FOLHQW

6SHFLI\ D SHBIXRX RQW
WLPH WKDW D FOLHQW
WKH DXWKHQWLFDWLR
DOORZDEOH YDOXH LV
VHFRQGYV

(QDEOH DXWR UHDXWK
IXQFWLRQ RI WKH V\VY\

Command ‘ Parameter
6ZLWFK FRQILJ GRY

6ZLWFK FRQILJ GR\V > @ VHF\
SHUBPRG @

6ZLWFK FRQILJ GRY
UHDXWKHQWLFDWLR

6ZLWFK FRQILJ GRV >VKDUHGBYV

>VKDUHGBVHFUHW@

6SHFLI\ D VKDUHG VHF
FKDUDFWHUV 7KLV LV
ZRUG RU QXPEHU DVVL
5$,86 DXWKHQWLFDWL
ZKLFK WKH FOLNGRUWN

6ZLWFK FRQILJ GRV >% % & ' _ 6SHFLI\ WKH 5%$',86 DX
>3 % &' % % & ()| W & " () *] VHUYHUYU3Y DGGUHVV
6ZLWFK FRQILJ GRYV > @ VHFV| 6SHFLI\ ($3 DXWKHQW.L
@ YDOXH LQ VHFRQGV 7
6ZLWFK ZLOO ZDLW IR
IRU WKH UHVSRQVH IU
DXWKHQWLFDWLRQ VH
DXWKHQWLFDWLRQ UH
WLPHY RXW 7KH DOOR
EHWZHHQ DQG V HE
No command ‘
6ZLWFK FRQILJ QR ( '"LVDEOH , (((  IXQFV
6ZLWFK FRQILJ QR ( 5HVHW ($3 UHDXWKHQW
SHULRG EDFN WR WKH & HHARXGA
6ZLWFK FRQILJ QR ( 'LVDEOH DXWR URI® XWK

UHDXWKHQWLFDWLR(

IXQFWLRQ RI WKH V\VW

6ZLWFK FRQILJ QR ( SHPRYH WKH FRQILJXU
VHFUHW

6ZLWFK FRQILJ QR ( SHPRYH WKH FRQILJXU
DXWKHQWLFDWLRQ VHLU
DGGUHVV

6ZLWFK FRQILJ QR ( 5HVHW ($3 DXWKHQWLH

YDOXH EBVAMN GHIDXOW
VHFRQGYV




Show command ‘

6ZLWFK FRQILJ VKR 6KRZ i VIVWHP FRQI
6ZLWFK FRQILJ VKR 6KRZ HDFK LQWHUIDFH
LOQWHUIDFH FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR|>SRUWBOL| 6KRZ WKH VSHFLILHG L
LOQWHUIDFH >SRUWBC , FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR 6KRZ HDFK SRUWYV

VWDWLVWLEFV
6ZLWFK FRQILJ VKR|>SRUWBOL| 6KRZ WKH VSHFLILHG L

VWDWLVWLFV >SRUW . VWDWLVWLFYV
6ZLWFK FRQILJ VKR 6KRZ DOO SRUWVT ;
VWDWXV

6ZLWFK FRQILJ VKR > SRUWBOL| 6KRZ WKH VSHFLILHG L
VWDWXV >SRUWBOLV ; VWDWXV

Examples of Dotlx command

6ZLWFK FRQILJ GRW | (QDEOH , ((( ; I XQFW

6ZLWFK FRQILJ GRW [ UHDXWKH (QDEOH DXWR UHDXWK
IXQFWLRQ RI WKH V\VW
6ZLWFK FRQILJ GRW [ VHFUHW | 6HW XS WKH VKDUHG V
sDJDJDEF[\]’

6ZLWFK FRQILJ GRW [ VHUYHU | 6HW XS WKH 5%$',86 DXW
VHUYHU ,3 DGGUHVV W

8VH 3, QWHUIDFH" FRPPDQG WR FRQIUHBESBDER2.Ix skttifgs.S Rl SRUWV

Dotlx & Interface command Parameter Description

6ZLWFK FRQILJ LQWH| >SRUWBO] (QWHU VHYHUDO GLVFH
QXPEHUV HGEDBRWPDV
UDQJH RI SRUWYV ZLWK

H[DPSOH RU
6ZLWFK ARQB7I3257 >SDXWR _ | 6SHFLI\ WKH - SRUW
GRW [ SRUW FRQWURO| XQDXWKR *DXWKRBU]RXGQDXWKRU
XQDXWKRUL]JHG @ VHOHFWHG SRUWYV

_AXWRKLY UHTXLUHV

FOLHQWY WR EH DXWK
DXWKHQWLFDWLRQ VHI
I[lURP FOLHQWY WKDW [
ZLOO EH GHQLHG

AXWKRULJVHKE&Y IRUFHYV
ODQDJHG 6ZLWFK WR J
DOO FOLKQWYDERWIP G

[ XQDZDUH 1R DXW
HIFKDQJH LV UHTXLUHZ(
SRUWYVY DUH VHW WR 3D

UQDXWKRUEZKHL® IRUFH

ODQDJHG 6ZLWFK WR G

DOO FOLHQWY QHLWK
. XQDZDUH




6ZLWFK RRQ@bBLI3257
GRW [ UHDXWKHQWLFD

No command
6ZLWFK FRQILJ

|

LQWH

>SRUWBO

(QWHU VHYHUDO GLVFH

SHDXWKHQWLFDWH WK
LOQOWHUIDRKHRVZULJKW

QXPEHUV \HGEDBRWPDV
UDQJH RI SRUWV ZLWK
H[DPSOHRU

6ZLWFK ARQ@B7I3257 Q
GRW [ SRUW FRQWURO

Show command

|

SHVHW WKH VHOHFWHGQG
s SRUW W\SH EDFN
DXWKRUL]J]HG VWDWH

6ZLWFK FRQILJ VKRZ 6KRZ - VIVWHP FRQ

6ZLWFK FRQILJ VKRZ 6KRZ HDFK LQWHUIDFH

LQWHUIDFH VHWWLQJV LQFOXGLQJ
VWDWXV

6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VSHFLILHG L

LQWHUIDFH >SRUWBOL [ VHWWLQJV LQFOX
DXWKHQWLFDWLRQ VW

6ZLWFK FRQILJ VKRZ 6KRZ [ VWDWLVWLFV

VWDWLVWLFV

6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VSHFELILHG L

VWDWLVWLFV >SRUWB ( VWDWLVWLEV

6ZLWFK FRQILJ VKRZ 6KRZ [ VWDWXV

6ZLWFK FRQILJ VKRZ|>SRUWBO 6KRZ WKH VSHFLILHG L

>SRUWBOLVW@ [ VWDWXV

Examples of Dotlx & interface command

6ZLWFK FRQILJ

LQWHUIDFH

(QWHU VHYHUDO GLVFH
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK ARQILGLERW [ SRUW FRQW

6HW XS WKH VHOHFWH
VWDWH

6ZLWFK ARQILGRW [ UHDXWKHQW

SHDXWKHQWLFDWH WK
LQWHUIDFHYVY LPPHGLD\)




2.6.8 Fast-redundancy Comma nd

%HVLGHV 5673 DQG 5LQJ 'HWHFWLRQ WKH HPB3OWR\BHQWQRID®FA
QHWZRIUBMBOS SURWHFW PLVVLRQ FULWRFROGOLYKWY BRFBFXQUWNQF
ORRSV DQG NHHSV QHWHBORPNQGRE®ODBNWVHUH WKH UHOLDELOLW)\
WKHVH QHWZRUN UHGXQGDQF\ LW DOORZWWKHDX®HW ZRRJ N HW\R
EDFNXS GDWD WUDQVPLVVLRQ URXWH LQ WKH HYHOQKH FEIDW®H \
PHDQV RI WKLV LPSRUWDQW IHDWXUH LQ WKH @ HW 2R R W DUHFR Iy
DQ\ ORVV UHVXOWLQJ IURP WKH WLPH VSHQW LQ ORFDWLQJ WK

&76TV IDVW UHG X Q GBsQRing 83 MYWDEiA VW ZR UHGXQGDQF\ SURWRFR
\RX WR FRQILJXUH ULQJV FKDLQV RU ULQJ FKDLQ DW PF

3OHDVH QRWH WKDW DOO VZLWFKHV RQ WKM YDWHK WIK®J VFOP IF KE
FRQILIXUHG XVLQ@H@/KQIGDIMAFN SURWRFRO ZKHQ FRQILJXULQJ D
DUH QRW DOORZHG WR XVH VZLWFKHV ZLWK FHAWIHUMH QW VENED G
&KDLQ SURWREKRQWKH VDPH ULQJ RU FKDLQ

'Q WKH IROORZLQJ WDEOH LW OLVWV WKH GDIQFVUISQRN RPRQV
HYDOXDWLRQ ZKHQ HPSOR\LQJ QHWZRUN UHGXQGDQF\ RQ \RXU

Ring Detection Fast Ring v2

Topology SLQJ

VHFRQUC
Re_?_overy PV PV IRU FRSSH 8S WR VH
Ime PV
IRU ILEHU

Command ‘ Parameter Description

6ZLWFK FRQILJ > @ 6SHFLI\ WKH JURXS ,'" RI

UHGXQGDQRY LG UHGXQGDQF\

6ZLWFK HRIQIRXS | > GHVFULSWL 6SHFLI\ D GHVFULSWLRQ

GHVFULSWLRQ >C JURXS 8S WR DOSKDQ
FKDUDFWHUV FDQ EH DF

6ZLWFK HRIQIRXS (QDEOH WKH VHOHFWHG

HQDEOH JURXS

6ZLWFK HRIQIRXS &RQILIXUH IDVW UHGXQ(

SURWRFRO FKDL( &KDLQ IRU WKH VHOHFW
JURXS

6ZLWFK ARIQUIRXS | > PDVWHU_VQ 6SHFLI\ )DVW 5LQJ Y UR

SURWRFRO IDVW VODYH

>PDVWHU VODYH

No command ‘

6ZLWFK HRQILQR 5HPRYH WKH GHVFULSWI

GHVFULSWLRQ JURXS

6ZLWFK HRBQIIQR 'LWMEOH WKH VHOHFWHG

HQDEOH JURXS




Show command

6ZLWFK VKRZ ID)
UHGXQGDQF\ DOC

‘ Description

'LVSOD\ DOO JURXSVTY ID
LQIRUPDWLRQ VWDWXYV
SRUW VWDWXYV

6ZLWFK VKRZ ID)
UHGXQGDQR LG

'LVSOD\ WKH VSHFLILHG
UHGXQGDQF\ LQIRUPDWL
UHGXQGDQF\ SRUW VWD

6ZLWFK FRQILJ
UHGXQGDQF\ DOC

'LVSOD\ DOO JURXSVTY ID
LQIRUPDWLRQ VWDWXYV
SRUW VWDWXV

6ZLWFK FRQILJ
UHGXQGDQFRA LG

"LVSOD\ WKH VSHFLILHG
UHGXQGDQF\ LQIRUPDW
UHGXQGDQF\ SRUW VWD




2.6.9 IP Command

1. Set up an IP address of the Managed Switch or configure the Managed Switch to get an
IP address automatically from DHCP server.

IP command ‘ Parameter Description

6ZLWFK FRQILJ (QDEOH ,3Y DGGUHVV SURFH

6ZLWFK FRQILJ >$ % & '{ (QWHU WKH GHVLUHG ,3 DGGU

DGGUHVV >% % & 6ZLWFK

> ;@ >% % & > ;5 @ (QWHU VXEQHW PDVN RI \RXU
>$ % & '{ (QWHU WKH GHIDXOW JDWHZD

6ZLWFK FRQILJ (QDEOH '+&3 PRGH

DGGUHVV GKFS

No command |

6ZLWFK FROUBIQ DERH 'LVDEOH ,3Y DGGUHVV SURFH
6ZLWFK FRQILJ QR LS D{ 5SHVHW WKH ODQDJHG 6ZLWFK
WKH GHIDXOW

6ZLWFK FRQILJ QR LS D('LVDEOH '+&3 PRGH

Show command

6ZLWFK FRQILJ VKRZ LS| 6KRZ WKH ,3 FRQILJXUDWLRQ

RI WKH VI\VWHP

6ZLWFK FRQILJ LS DGGU 6HW XS WKH ODQDJHG 6ZLWFK
VXEQHW PDVN WR

DQG GHIDXOW JDWHZD\ ,3 DG(

6ZLWFK FRQILJ LS DGGUY 7KH ODQDJHG 6ZLWFK ZLOO R
DXWRPDWLFDOO\

2. Enable IPv4 DHCP Auto Recycle function.

IP command ‘ Parameter ‘ Description

6ZLWFK FRQILJ >SRUW ( (QDEOH ,3Y '+&3 $XWR 5HF\F(
DGGUHVYV GKFS I WKH VSHFLILHG SRUWV 2QO0\
UHF\FOH >SRUW VSHFLILF OLQN XS SRUW LV V

LW R XISgWDWXV '+&3 UHOHDYV
'LVERYHU SDFNHWV ZLOO EH
DXWRPDWLFDOO\ $QG LW ZLO
'+&3 VHUYHU DJDLQ

6ZLWFK FRQILJ (QDEOH ,3Y '+&3 $XWR 5HF\FC
DGGUHVV GKFS I JOREDOO\

UHF\FOH

6ZLWFK FRQILJ 'LVDEOH ,3Y '+&3 $XWR 5HF\F
DGGUHVV GKFS JOREDOO\

UHF\FOH

6ZLWFK FRQLIS] "LVDEOH ,3Y '+&3 $XWR 5HF\F
DGGUHVV GKFS WKH VSHFLILHG SRUWV
UHF\FOH >SRUW




3. Enable DHCP/DHCPV6 relay function.

IP DHCP Snooping Parameter Description
Command

6ZLWFK FRQILJ (QDEOH '+&3 '+&3Y VQRR
VQRRSLQJ IXQFWLRQ
6ZLWFK FRQILJ >SRUWBOLVY6SHFLI\ "+&3 '+&3Y VHUY
VQRRSLQJ GKFS \ SRUW V
>SRUWBOLVW@
6ZLWFK FRQILJ *OREDOO\ HQDEOH "+&3 'A
VOQRRSLQJ GKES \ WUXVW ,3Y ,3Y DGGUHYV
6ZLWFK FRQILJ > @ 6SHFLI\ '+&3 '+&3Y VHUY
VQRRSLQJ GKFS \ ,3Y ,3Y DGGUHVV QXPEH
@ LS DGGUHVYV > >$ % & ' _ 6SHFLI\ '+&3 '+&3Y VHUY
$ % &' () * +@ $ % & " () *1{1,3Y DGGUHVV
6ZLWFK FRQILJ > @ 6SHFLI\ WKH '"+&3 '"+&3Y
VORRSLQJ LQLWL ,QLWLDWHG 7LPH YDOXH
WKDW SDFNHWYVY PLJKW E
6ZLWFK FRQILJ > @ 6SHFLI\ WKH '+&3 '"+&3Y \
VOQRRSLQJ OHDVH /IHDVHG 7LPH IRU '"+&3 FO
@ 5DQJH a VHFRQGYV
6ZLWFK FRQILJ *OREDOO\ HQDEOH "+&3 2
VOQRRSLQJ RSWLR '+&3Y 2SWLRQ UHOD\ D
6ZLWFK FRQILJ (QDEOH '+&3 2SWLRQ
VORRSLQJ UHPRW 2SWLRQ ODQXDO 5HPRW
6ZLWFK FRQILJ (QDEOH WKH J)RUPDWWHG
VORRSLQJ UHPRW '+&3Y 2SWLRQ 5HPRWH
6ZLWFK FRQILJ SMPRWHBLG( <RX FDQ FRQILIJXUH WKH
VORRSLQJ UHPRW '+&3Y 2SWLRQ UHPRWH
>UHPRWHBLG @ VWULQJ RI XS WR FKDU
UHPRWH ," LV WKH VZLWF
No command
6ZLWFK FRQILJ 'LVDEOH '+&3 '+&3Y VQRHFH
VQRRSLQJ IXQFWLRQ
6ZLWFK FRQILJ 5HPRYH '+&3 '+&3Y VHUY
VQRRSLQJ GKFS \ SRUW V
6ZLWFK FRQILJ *OREDOO\ GLVDEOH '"+&3
VOQRRSLQJ GKES WUXVW ,3Y ,3Y DGGUHYV
6ZLWFK FRQILJ BHPRYH&3 '+&3YVHUYHU W
VQRRSLQJ GKES ,3Y ,3Y DGGUHVV IURP V
@QADGGUHVYV WUXVW ,3Y ,3Y DGGUHYV
6ZLWFK FRQILJ 5HVHW WKH LQLWLDWHG
VORRSLQJ LQLWL GHIDXOW VHWWLQJ VH
6ZLWFK FRQILJ 5HVHW WKH OHDVHG WLP
VORRSLQJ OHDVH GHIDXOW VHWWLQJ
6ZLWFK FRQILJ 'LVDEOH '+&3 2SWLRAQ
VQRRSLQJ RSWLR 2SWLRQ UHOD\ DIJHQW
6ZLWFK FRQILJ 'LVDEOH '"+&3 2SWLRQ

VORRSLQJ UHPRW 2SWLRQ ODQXDO S5SHPRW




6ZLWFK FRQILJ &OHDU 5HPRWH ," GHVFUL
VORRSLQJ UHPRW

6ZLWFK FRQILJ 'LWEOH WKH JRUPDWWHG
VORRSLQJ IRUPDY '+&3Y 2SWLRQ 5HPRWH
Show command ‘ ‘

6ZLWFK FRQILJ 6KRZ '+&3 '+&3Y VQRRSL
GKFS VOQRRSLQJ FRQILIXUDWLRQ

6ZLWFK FRQILJ 6KRZ HDFK SRUWYV "+&3 ¢
GKFS VQRRSLQJ I 2SWLRQ 2SWLRQ DQG

VHWWLQJV

6ZLWFK FRQILJ >SRUWBOLVY6KRZ WKH VSHFLILHG SR

GKFS VQRRSLQJ L BQRRSLQJ 2SWLRQ 2SW
>SRUWBOLVW@ SRUW VHWWLQJV

6ZLWFK FRQILJ 6KRZ HDFK SRUWYV '+&3

GKFS VQRRSLQJ F &LUFXLW '

6ZLWFK FRQILJ >SSRUWBOLVY 6KRZ WKH VSHFLILHG SR
GKFS VQRRSLQJ F VQRRSLQJ RSW &LUFXLV
>SRUWBOLVW @

6ZLWFK FRQILJ 6KRZ '+&3 VOQRRSLQJ RSW
GKFS VQRRSLQJ F

FXUUHQW

6ZLWFK FRQILJ BKRZ '+&3 '+&3Y VQRRSL
GKFS VQRRSLQJ \ VWDW XV

Examples of IP DHCP Snooping
6ZLWFK FRQILJ LS GKFS VQR| (QDEOH "+&3 VQRRSLQJ |

6ZLWFK FRQILJ LS GKFS VQR| &RQILIJXUH 3RUW DQG 3
'+&3 '+&3Y VHUYHU WUXV
6ZLWFK FRQILJ LS GKFS VQR| 6SHFLI\ WKH WLPH YDOXH
PLIJIKW EH UHFHLYHG WR

6ZLWFK FRQILJ LS GKFS VQR|I 6SHFLI\ SDFNHWVY H[SLU
VHFRQGV

6ZLWFK FRQILJ LS GKFS VQR| (QDEOH "+&3 2SWLRQ S

6ZLWFK FRQILJ LS GKFS VQRRF 7KH UHPRWH ," LV FRQILJ

4. Use 3Interface "~ command to configure a group of ports  PHCP Snooping settings.

DHCP & Interface Command Parameter Description

6ZLWFK FRQILJ LQY >SRUWI| (QWHU VHYHUDO GLVFRQW

>SRUWBOLVW@ VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK HRQbBL7I33257 (QDEOH WKH VHOHFW&BG LG

LS GKFS VQRRSLQJ | 2SWLRQ '+&3Y 2SWLRQ
&GLUFXLW |G

6ZLWFK ARQB7I3257 (QDEOH WKH )RUPDWWHG 2

LS GKFS VQRRSLQJ H 2SWLRQ &LUFXLW ,G IRU

IRUPDWWHG LQWHUIDFHV

6ZLWFK RARQB7J3257 | >FLUFX{ 6SHFLI\ WKH 9/%$1 DQG SRU

LS GKFS VQRRSLQJ | D 9/$1 ,') LQ WKH UDQJH RI




>SFLUFXLWBLG @

%HVLGHV \RX FDQ FRQILJX
EH D VWULQJ RI XS WR F

6ZLWFK HRQB7I3257
LS GKFS VORRSLQJ H

(ODEOH WKH VHOHFWHG LQ
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQ@B7I3257
LS GKFS VOQRRSLQJ \

(QODEOH WKH VHOHFD\HG&B
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ

(QDEOH WKH VHOHFWHG LQ
'+&3 '+&3Y VHUYHU WUXVW

Note : A port / ports cannot be
configured as option 82 trust and server
trust at the same time.

No command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQV >SRUW

(QWHU VHYHUDO GLVFRQW
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL

"LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
&LUEBLW

6ZLWFK RRQ@bBL/I3257

'LWEOH WKH )RUPDWWHG 2

QR LS GKFS VQRRSL 2SWLRQ &LUFXLW ,G IRU
IRUPDWWHG LOQWHUIDFHYV
6ZLWFK HRQB7I3257 &OHDU '+&3 2SWLRQ "+ &

QR LS GKFS VQRRSL

&LUFXLW |G

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL

'"LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL

SHVHW WKH VHOHFWHG LQ
'+&3 2SWLRQ '+&3Y 2SYV
SRUWYV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL

SHVHW WKH VHOHFWHG LQ
'+&3 '+&3Y VHUYHU WUXVW

Examples of DHCP & Interface

6ZLWFK FRQILJ LQWHUIDFH

(QWHU VHYHUDO GLVFRQW
VHSDUDWHG E\ FRPPDV RU
ZLWK D K\SKHQ )RU H[DPS

6ZLWFK ARQILLS GKFS VQRR
RSWLRQ

(QDEOH WKH VHOHFWHG L(
2SWLRQ '+&3Y 2SWLROQ

6ZLWFK RHRQILLS GKFS VQRR

&RQILIXUH WKH VHOBFW&T
2SWLRQ '+&3Y 2SWLROQ




5. Enable or disable IGMP/MLD snooping globally.

, 03 ,QWHUQHW *URXS ODQDJHPHQW 3URWRFRO MRDPBRPBNHQ
PHPEHUVKLS RI ,OWHUQHW 3URWRFRO PXOWLFDVW JURRBEWQYV
PXOWLFDVW URXWHUV WR HVWDEOLVK PXOWLFDVW HWRXSHDHR
YLGHR DQG JDPLQJ DQG DOORZV PRUH HIILFLHQWHKWYXNHM UHVR

, 03 6QRRSLQJ LV WKH SURFHVV RI OLVWHQLQJ WR ,*OWRHUQDRF
LV D IHDWXUH WKDW DOORZV WKH VZLWFK WR HOMAHHO KIRY WR
URXWHUV E\ SURFHVVLQJ WKH OD\HU SDFNHWYV ,*03 SDFNHWYV

'KHQ ,*03 VQRRSLQJ LV HQDEOHG LQ D VZLWFK LW \DDIDQV KR
FRQQHFWHG WR WKH VZLWEFK DQG PXOWLFDVW URXW H BVUIHS RUK
IURP D KRVW IRU D JLYHQ PXOWLFDVW JUR X$P BAHH WR LMKEHK XA
IRU WKDW JURXS $QG ZKHQ WKH VZLWFK KHDKRVIQV,*®HB U\W DIY
WDEOH HQWU\

,*03 VQRRSLQJ FDQ YHU\ HIIHFWLYHO\ UHGXFH P>XROWKIHAD EW QWU
LOQOWHQVLYH ,3 DSSOLFDWLRQV $ VZLWFK XVLQJ ,*03 VR RARR LV
KRVWY LQWHUHVWHG LQ WKDW WUDIILF 7KLV UHGXFWYRIQQR IDR
WKH VZLWFK DW WKH FRVW RI QHHGLQJ DGGLWWREDG VW HPRG
UHGXFHV WKH ZRUNORDG DW WKH HQG KRVWV VLQFH WKGQOUQI
KDYH WR UHFHLYH DQG ILOWHU DOO WKH PXOWLFDVW WUDIILF .

OXOWLFDVW /LVWHQHU 'LVFRYHU\ 0/'" LV D FRMHSRQRQW RBWKN
0/" LV XVHG E\ ,3Y URXWHUV IRU GLVFRYHULQJ PKIONGL OD-\OW OH
OLNH ,*03 LV XVHG LQ ,3Y

Command / Example Parameter Description

6ZLWFK FRQILJ LS I (QDEOH ,*03 0/' VQRRSLQJ
VQRRSLQJ "KHQ HQDEOHG WKH 0DQD
PRQLWRU QHWZRUN WUDIII
ZKLFK KRRWFHLYH PXOWLF
7KLV LV IRU ,*03Y Y DQG
6ZLWFK FRQILJ LS I (QDEOH ,*03Y 0/'Y VQRRS
VQRRSLQJ YHUVLRQ "KHQ HQDEOHG WKH 0DQD
PRQLWRU QHWZRUN WUDIII
ZKLFK KRRWFHLYH PXOWLF
7KLV LV IRU ,*03Y DQG 0/
6ZLWFK FRQILJ LS I (ODEOH 8QUHJLVWHUHG ,3
VQRRSLQJ IORRGLQJ IXQFWLRQ 6HW IRUZDUGL(
XQUHJLVWHUHG QRW MRL
WUDIILF 7KH WUDIILF ZLO¢(
+RZHYHU WKH WUDIILF ZL(
SRUWV RQO\ ZKHQ GLVDEO

6ZLWFK FRQILJ LS | (QDEOH LPPHGLDWH OHDY !

VQRRSLQJ LPPHGLDYV

6ZLWFK FRQILJ LS [> @ 6SHFLI\ WKH ,*03 0/' TXHUL

VQRRSLQJ PD[ UHWSI 8QLW | UHVSRQVH WLPH 7KLV GH
@ PD[LPXP DPRXQW RI WLPH

EHIRUH VHQGLQJ DQ ,*03 O
UHSRUW




6ZLWFK FRQILJ LS |
VORRSLQJ PFDVW UR

>SRUWBO

6SHFLI\ PXOWLFDVW URXW

VQRRSLQJ YODQ >

6ZLWFK FRQILJ LS | > @ 6SHFLI\ WKH 4XHU\ WLPH L

VQRRSLQJ TXHUY\ LQG ,*03 0/' TXHUIKLWY LV XVHKG
WKH WLPH LQWHUYDO EHW
,*03 0/' TXHULHV 5DQJH
VHFRQGYV

6ZLWFK FRQILJ LS | > @ 6SHFLI\ D 9/$1 ,' 7KLV HQD

VQRRSLQJ YODQ > ,*03 0/' 6QRRSLQJ IRU WKH
9/%$1

6ZLWFK FRQILJ LS | > @ (QODEOH D TXHULHU IRU WK

No command ‘

VORRSLQJ LPPHGLDV

6ZLWFK FRQILJ QR 'LVDEOH ,*03 0/' 6QRRSLQJ

VQRRSLQJ

6ZLWEK FRQILJ OR LVDEOH 8QUHJLVWHUHG 4

VORRSLQJ IORRGLOJ IXQFWLRQ 7UDIILF ZLOO IR
RQO\ ZKHQ GLVDEOHG

6ZLWFK FRQILJ QR '"LVDEOH LPPHGLDWH OHDY,

6ZLWFK FRQILJ OR
VQRRSLQJ PD[ UHVSH

5HVHW PD[LPXP UHVSRQVH
GHIDXOW

6ZLWFK FRQILJ OR
VQRRSLQJ PFDVW UR

>SRUW®O

SHPRYH WKH VHOHFWHG SiH
URXWHU SRUW OLVW

6ZLWFK FRQILJ QR
VQRRSLQJ TXHU\ LQY

5HVHW 4XHU\ LQWHUYDO Y
GHIDXOW VHFRQGV

6ZLWFK FRQILJ OR
VQRRSLQJ YODQ >

6ZLWFK FRQILJ QR | > @ "LVDEOH ,*03 0/' 6QRRSLQJ
VQRRSLQJ YODQ > VSHFLILHG 9/$1
> @ 'LVDEOH D TXHULHU IRU W

Show command ‘

VORRSLQJ JURXSV

6ZLWFK FRQILJ VKR 6KRZ WKH FXUUHQW ,*03 0
VQRRSLQJ FRQILIXUDWLRQ
6ZLWFK FRQILJ VKR 6KRZ ,*03 VORRSLQJ JURXS

6ZLWFK FRQILJ VKR
VORRSLQJ VWDWXV

6KRZ ,*03 6QRRSLQJ VWDW

6ZLWFK FRQILJ VKR
VORRSLQJ JURXSV

6KRZ 0/' VQRRSLQJ JURXSWV

6ZLWFK FRQILJ VKR

VORRSLQJ VWDWXYV

6KRZ 0/' 6QRRSLQJ VWDWX




6. Configure IGMP filtering policies.

IGMP Filtering command Parameter Description

>SURILOHBQDPH@

6ZLWFK FRQILJ LS *OREDOO\ HQDEOH ,*03
IXQFWLRQ
6ZLWFK FRQILJ LS| >SURILOHB/ &UHDWH RU PRGLI\ D SU

ILOWHU 7KH PD[LPXP O
QDPH LV FKDUDFWHU
SURILOHYV FDQ EH FUHD

VHIPHQW > @

6ZLWFK FRQILJ SUR| > @ 6SHFLI\ DQ H[LVWLQJ VH
VHIPHQW > @ VHOHFWHG SURILOH
6ZLWFK FRQILJ LS| > @ &UHDWH RU PRGLI\ D VH

,*03 ILOWHU

6ZLWFK FRQILJ VHJI
QDPH >VHJPHQWBQI

>VHIPHQWI

6SHFLI\ D QDPH IRU WK
VHIPHQWKH PD[LPXP LV
FKDUDFWHUV

UDQJH >() *+@ >()

6ZLWFK FRQILJ QR

6ZLWFK FRQILJ VHJF >

()*+@
>()*+@

No command |

6SHFLI\ /RZ ,3 PXOWLFD
+LJK ,3 PXOWLFDVW DG
VHOHFWHG VHIJPHQW '

'LVDEOH ,*03 ILOWHULQ

6ZLWFK FRQILJ QR
SURILOH >SURILOHB

>SURILOHB

'"HOHWH WKH VSHFLILHG

6ZLWFK FRQILJ QR

VHIPHQW > @

> @

"HOHWH WKH VSHF/LILHEG
WKH VHIPHQW WKDW GF
DQ\ SURILOHV FDQ EH G

6ZLWFK FRQILJ Q&R
VHIPHQW

5HPRYH DOO H[LVWLQJ
WKH VHOHFWHG SURILO

6ZLWFK FRQILJ VA
QDPH

SHVHW D RMMHRMNHOHFWH(
VHIPHQW ,' EDFEN WR WH

6ZLWFK FRQILJ VMR
UDQJH

Show command

SHVIBRXOWLFDVW V&KU D (
VHOHFWHG VHIJPHQW '
GHIDXOW

SURILOH >SURILOHB

6ZLWFK FRQILJ VK 6KRZ ,*03 ILOWHU FRQIL
ILOWHU

6ZLWFK FRQILJ VK 6KRZ DOO SRUWVTY ,*03
ILOWHU LOQWHUIDFH FRQILIXUDWLRQ
6ZLWFK FRQILJ VK| >SRUW®OL] 6KRZ WKH VSHFLILHG Si
ILOWHU LOWHUIDFH ILOWHULQJ FRQILIJXUDW
6ZLWFK FRQILJ VK 6KRZ WKH SURILOH FRQ
SURILOH ,*03 ILOWHU

6ZLWFK FRQILJ VK| >SURILOHB] 6KRZ WKH VSHFLILHG S|

FRQILIXUDWLRQ

VHIPHQW > @

6ZLWFK FRQILJ VK 6KRZ WKH VHIPHQW FR(
VHIPHQW ,*03 ILOWHU
6ZLWFK FRQILJ VK| > @ 6KRZ WKH VSHFLILHG VI

FRQILIXUDWLRQ

6ZLWFK FRQILJ VHJY
VKRZ

6KRZ WKH VHOHFWHG V
FRQILIXUDWLRQ

6ZLWFK FRQILJ SAKR

6KRZ WKH VHOHFWHG S
FRQILIXUDWLRQ




Examples of IGMP Filtering Command |

6ZLWFK FRQILJ LS

LIPS ILOWH

(QDEOH ,*03 ILOWHULQJ

6ZLWFK FRQILJ LS

LJPS VHJPH

&UHDWH D VHIPHQW 3

6ZLWFK FRQILJ VHIJPHQW QD 6SHFLI\ D QDPH 36LOYHI
VHIPHQW
6ZLWFK FRQILJ VHIJPHQW UD 6SHFLI\ D PXOWDLFIHV W |,

WR WR V

6ZLWFK FRQILJ LS

LIPS SURIL]

&UHDWH RDFWRRALOH QD
S6LOYHUSURILOH’

6ZLWFK FRQILJ SURILOH 6LOYHI

$VVLIQ WKH VHNR H®DK\H
S36LOYHUSURILOH" SURIL

7. Use 3nterface "~ command to configure a group of ports

TGMP filtering function.

IGMP & Interface Command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLYV

Parameter

Description

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG

UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK RRQ@bBL/I3257
LS LJPS ILOWHU

(QDEOH ,*03 ILOWHU IR
SRUWYV

6ZLWFK HR@BL7I3257
LS LIPS ILOWHU SU
>SURILOHBQDPH®@

>SURILOHB(

$VVLIQ WKH VHOHFWHGQ
ILOWHU SURILOH

Note : Need to create an IGMP
filter profile first under the igmp
global configuration mode before
assigning it.

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

6ZLWFK RR@bBI3257| > @ 6SHFLI\ WKH PD[LPXP J
LS LIJPS PD[ JURKSYV RI PXOWLFDVW VWUHDH
SRUWYV
6ZLWFK ARRQRB7 LS| >() * + _ &UHDWH VSHFLI\ D VWD
LIPS VWDWLF PXOW () *+ , - ./ DQ&KH VSHFLILHG 9/%1
S()*+ () *+ , - . VHOHFWHG SRUW
> @
Note: Only one port could be
assigned at a time.
> @ 6SHFLI\ D 9/%1 ,°

No command ‘

>SRUWBOLYV

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
H[DPSOH RU

6ZLWFK HRRQB7I3257
QR LS LJPS ILOWHU

'LVDEOH ,*03 ILOWHU IH

LOQWHUIDFHYV

6ZLWFK RRQB7I3257
QR LS LIPS ILOWHU
>SURILOHBQDPH@

>SURILOHB(

SHPRYH WKH VSHFLILH(
WKH VHOHFWHG SRUWYV

6ZLWFK HRRQB7I3257

5HVHW WKH PD[LPXP Q3




QR LS LJPS PD[ JUR

PXOWLFDVW VWUHDPV
FKDQQHOV

Show command

6ZLWFK FRQILJ VK
ILOWHU LOWHUIDFH

6ZLWFK RRBQB7 QR| >() * + _ SHPRYH WKLV VWDWLF
LIPS VWDWLF PXOW () * +, - ./
>()*+ _ () "+, -. Note: Only one port could be
> @ assigned at a time.
> @ 5HPYRH WKH VSHFLILHC(

H

>SRUWBOLYV

6KRZ WKH VSHFLILHG S
ILOWHULQJ FRQILJXUDY\

6ZLWFK FRQILJ VK
VWDWLF PODSOWLFDV

6KRZ WKH VWDWLF PXO

6ZLWFK FRQILJ VKHF

VQRRSLQJ JURXSV
Examples of IGMP & Interfa ce
6ZLWFK FRQILJ

LQWHUIDFH

6KRZ ,*03 VQRRSLQJ JU

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HI[DPSOH RU

6ZLWFK HARQILS

LIPS ILOWHU

(QDEOH ,*03 )LOWHU R(

6ZLWFK ARQILS

LIPS ILOWHU SU

$VVLIQ WKH VHOHFWHGQ
VSHFLILHG SURILOH 361

6ZLWFK ARQILS

LIPS PD[ JURXS

6HW WKH PD[LPXP QXPE
PXOWLFDVW VWUHDPV

6ZLWFK ARQILS
YODQ

LIPS VWDWLF P

&UHDWH D VWDWLF PX(
HQWU\




8. Set Up IP Source Binding Function.

Command Parameter Description

6ZLWFK FRQILJ LS V> @ 6SHFLI\ WKH ,3Y ,3Y D
> @DGGUHVV >$ % | VHFXULW\ ELQGLQJ QXI
$% & ' () * +@ >% % & ' _
$ % & ' ()| 6SHFLI\ ,3Y ,3Y DGGUH
+@
6ZLWFK FRQILJ LS V > @ (QDEOH WKH ,3Y ,3Y D
> @ VSHFLILHG QXPEHU
6ZLWFK FRQILJ LS V *OREDOO\ HQDEOH ,3Y

VHEXULW\ ELQGLQJ
No Command

F

6ZLWFK FRQILJ QR L *OREDOO\ GLVDEOH ,3Y
VHEXULW\ ELQGLQJ
6ZLWFK FRQILJ QR L > @ 'LVDEOH WKH ,3Y ,3Y
ELQGLQ@> VSHFLILHG QXPEHU
6ZLWFK FRQILJ QR L 5HPRYH WKH ,3Y ,3Y O
ELQGLQ®@>LS DGGUHV WKH VSHFLILHG QXPEH

6RXUFH %LQGLQJ OLVW
Show command

6ZLWFK FRQILJ VKR 6KRZ ,3Y ,3Y 6RXUFH
FRQILIXUDWLRQ

9. Use 3Interface "~ command to configure IP Source Guard for Security.

IGMP & Interface Command Parameter Description
6ZLWFK FRQILJ LQ >SRUWBOLV| (QWHU VHYHUDO GLVFR

>SRUWBOLVW@ QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK ARQB7J3257| >GKFS _ IL[| 6SHFLI\ WKH DXWKRUL]

LS VRXUFHJIXDUG >( IRU WKH VHOHFWHG SR

dhcp: '+&3 VHUYHU DVVL
DGGUHVV

fixedIP: 2QO\ 6WDWLF ,3
6WDWLF ,3 WDEOH ILUV

unlimited: 1RQ /LPLWHG $¢(
VWDWLF +& DQGVHILB
7KLV LV WKH GHIDXOW




6ZLWFK ARQ@B7] LS

VRXUFHJXDUG VWD)

$% &' ()*+@ YO
@

No command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>$ % & ' _ $GG D VWDWLF ,3Y ,3Y

$ % &' () * VWDWLF ,3 DGGUHVV W
Note: Only one port could be
assigned at a time.

> @ 6SHFLI\ D 9/%$1 ,'

H

>SRUWBOLYV

Note: Static IP can only be
configured when IP sourceguard
IS set to fixed-ip.

(QWHU VHYHUDO GLVEFR
QXPEHUVY VHSDUDWHG
UDQJH RI SRUWYV ZLWK
HIDPSOH RU

6ZLWFK HRQB7I3257
QR LS VRXUFHJXDU/{

SHVHW ,3 VRXUFHJXD W\
WKH GHIDXOW XQOLPL

6ZLWFK AR®257 QR
VRXUFHJXDUG VWD)
$ % &' ()*+@ YO

>$ % & ' _
$ % & ' () *

SHPRYH WKH VSHFLILH(
DGGUHVV

Note: Only one port could be
assigned at a time.

|

Show command

6ZLWFK VKRZ LS VE
LOQWHUIDFH

6KRZ HDFK LQWHUIDFH

SHPYRH WKH VSHFLILH(

VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VFH
LOQOWHUIDFH >SRUWE

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK VKRZ LS VFH
VWDMVELF

6KRZ ,3 VRXFHJXDUG V

6ZLWFK FRQILJ VK
VRXUFHJXDUG LQWH

6KRZ HDFK LQWHUIDFH
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK
VRXUFHJIJXDUG LQWH
>SRUWBOLVW@

>SRUWBOLYV

6KRZ WKH VSHFLILHG L
VRXUFHJXDUG W\SH

6ZLWFK FRQILJ VK
VRXUFHJXDHEG VWD

6ZLWFK FRQILJ

Examples of IP Source Guard & Interface
LQWHUIDFH

6KRZ ,3 VRXFHJXDUG V

(QWHU VHYHUDO GLVFR
QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK HARQILS VRXUFHJIXBUG

I

6HWKH DXWKRUL]HG DH
WKH VHOHFWHG SRUWYV

YODQ

6ZLWFK ARQILS VRXUFHJIXDUG V

&UHDWH D VWDWLF MR
9/$1 HQWU\




10. Use 3nterface ~command to configure PPPOE- |A for Security.

2QO0\ 333R( VHUYHUYV SDFNHWYV, $f RBXQW ISRPWI3ROUH DOORZHG
RWKHUZLVH WKRVH SDFNHWV ZLOO EH GURSSHG

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ >SRUWBOLVW (QWHU VHYHUDO GLVFRQ(

>SRUWBOLVW@ QXPEHUV VHSDUDWHG E
UDQJH RI SRUWYV ZLWK D
HI[DPSOH RU

6ZLWFK RRQBL7I &RQILIXUH WKH VHOHFW,

3257 LS SSSRH 333R( ,$ WUXVW SRUW V

LOQOWHUPHGLDWH

No command

6ZLWFK HRARQBbL7] 'LVDEOH WKH 333R( ,$ W
3257 QR LS SSSR WKH VHOHFWHG SRUW V
LOQOWHUPHGLDWH

11. Enable PPP oE-IA for Security.

%HIRUH DFWLYDWILRXQHWLRIBROREDOO\ PDNH VXUH RQH SRUW
DV 333REWUXVW SRUW

Command Parameter Description

6ZLWFK FRQILJ (QDEOH 338R(QFWLRQ JO

LOQWHUPHGLDWH
No command

6ZLWFK FRQILJ 'LVDEOH 333R( ,$ IXQFWI
SSSRH LQWHUPH(

Show command ‘ ‘ Description

6ZLWFK VKRZ LS 6KRZ WKH FXUU HQAWW B 83X
LQWHUPHGLDWH 333R($FRQILIJIXUDWLRQ H
6ZLWFK FRQILJ 6KRZ WKH FXUU HRQAMW B 83X
SSSRH LQWHUPH( 333R($FRQILIXUDWLRQ F




2.6.10 IPv6 Comma nd

Brief Introduction to IPv6 Addressing

, 3Y DGGUHVVHV DUH ELWV ORQJ DQGYQ XOREGFHWHUERXYXWUHI ZUL
JURXSV RI IRXU KH[DGHFLPDO GLJLWYV VHSDUDWHG E\ FRORQV

\ GE D D H |

,3Y XQLFDVW DGGUHVVHV RWKHU WKDQ WKR\LH D/OKD W5 VYL UHE
SbDUuwyvVv D ELW QHWZRBENWSUGWHWEEHDLGHQWLILHU

Stateless Autoconfiguration

,3Y OHWV DQ\ KRVW JHQHUDWH LWV RZQ ,3L0Q GMGBKIH V¥ RDSHG ZKKAHUF
XVHG ,3Y DGGUHVVHV FRQVLVW RI WZR SDUWW BKJH IQ H WA RZXK\
KRVW LV FRQQHFWHG DQG WKH ULJKWPRVW ED WH/ PDQ BV VHK iV X
7KLY PHDQV WKDW WKH LGHQWLILHU QHW® R K DR KE M/ KKH IKTRAMVHN RLC
ZKLFK PDNHV LW PXFK HDVLHU IRU WKH KRVW WR FKHFN IRU XQ

Autoconfigured address format
part Subnet prefix Interface identifier
bits G4 64
Link local address

7KH ILUVW VWHS D KRVW WDNHV RQ VWDU®NX SOR BDIOQ D\8 GLIGIV|D
DGGUHVY DQG WKH OLQN ORFDO SUHIL[ )( UHIL]KILQYWR/ VBRK) KD H
DQG WKH 0%$& DGGUHVV LQ (8, IRUPDW LQWR WKH DRQIKEMLPR
EHWZHHQ WKRVHURUH VHW WR ]H

Global address

7KLV LV GRQH LQ WKH VDPH IDVKLRQ DV WKH OQIQMNOGRR BIO DI
LW ZLOO XVH WKH SUHIL[ VXSSOLHG E\ WKIHGHRXW H.WH D QLK BEKXKV E
WKH 0$& DGGUHVV LQ (8, IRUPDW

6RPH ,3Y DGGUHVVHV DUH UHVHUYHG IRU VSHFLD® XSXUSRL/PHN
7HUHGR WXQQHOLQJ DV RXWOLQHG LQ 5)& BOVIRG HARPG \DS
VXFK DV OLQN ORFDO DGGUHVVHV IRU XVH RQ WKH GBREFDD WL
GHVFULEHG LQ 5)& DQG VROLFLWHG QRGH P X OCBRIUF DIVWF RDYG-
SURWRFRO

DHCPV6

,3Y KRvVwWY PD\ DXWRPDWLFDOO\ JHQHUDWH ,3 BGGUMNHFEUHM
DXWRFRQILIJXUDWLRQ RU WKH\ PD\ EH DVVLIJQHG FRQILIJXUDWL



Set up the IPv6 address of the Managed Switch or configure the Managed Switch to get an
IP address automatically from DHCP v6 server.

IPv6 command

6ZLWFK FR@ILJ
DGGUBXWWRFRQILJ

‘ Parameter

Description

&RQILIXUDWLRQ RI ,3Y [
VWDWHOHVYVY DXWRFRQILJ

6ZLWFK FR@ILJ
DGGUHVV GKFS T

&RQILIJIXUH "+&3Y MRYKW L
DXWR PRGH

6ZLWFK FRU@ILJ
DGGUHVV GKFS |

&RQILIJXUH
IRUFMHRSG H

"r&3Y MWRYKW L

6ZLWFK FRU@ILJ
DGGUHVV GKFS |
FRPPLW

$OORZ WKH WZR PHVVDJH
DGGUHVV DVVLIJQPHQW

3pv6 address dhcp

" commands are functional only when autoconfiguration is enabled.

DGGUHVV OLQN ¢
>$ % & ' () * +

6ZLWFK FRQILJ [ >% % & ' () * + 6SHFLI\ VZLWFK ,3Y JORI
DGGUHVV JORED SUHIL[] OHQJWK

>$ % & ' () * + >$ % & ' () * +@ | 6SHFLI\ VZLWFK ,3Y GHIC
>$ % & ' () * +@ DGGUHVYV

6ZLWFK FRQILJ |>$% % & ' () * + 6SHFLI\ VZLWFK ,3Y OLQ

DQG SUHIL[ OHQJWK

6ZLWFK FRQILJ
HQDEOH

6ZLWFK FRQILJ
DGGUHVV DXWRH

No command

(QDEOH ,3Y DGGUHVV SU

'LVDEOH ,3Y VWDWHOHYV

6ZLWFK FRQIYJ
DGGUHVV GKEFS

'LVDEOH '+&3Y IXQFWLR(

6ZLWFK FRQUBJ
DGGUHVV GKFS |
FRPPLW

'LVDEOH UDSLG FRPPLW |

6ZLWFK FRQILJ
DGGUHVYV JORED

&OHDU ,3Y JOREDO DGG

6ZLWFK FRQILJ
DGGUHVV OLQN ¢

&OHDU ,3Y OLQN ORFDO

6ZLWFK FRQILJ
HQDEOH

6ZLWFK VKRZ LSY DGGUHVYV

'LVDEOH ,3Y SURFHVVLQ

'LVSOD\ ,3Y FRQILJXUDL
FXUUHQW ,3Y VWDWXV R
6ZLWFK

6ZLWFK FRQILJ

6ZLWFK FRQILJ

VKRZ LSY DGGUH}

Examples of IPv6 command

LSY DGGUHVV D]

'LVSOD\ ,3Y FRQILJXUDL
FXUUHQW ,3Y VWDWXV R
6ZLWEFK

(QDEOH ,3Y DXWRFRQILJ

6ZLWFK FRQILJ

LSY DGGUHVV G

(QDEOH '+&3Y DXWR PRG




2.6.11 LLDP Command

//'3 VWDQGV IRU /LQN /D\HU 'LVFRYHU\ 3URWRFRODVDXQMH G XAV RY¥
GHYLFHV WR VHQG LQIRUPDWLRQ DERXW WKHRYHPHWR® R RAVK
%\ XVLQJ //'3 WZR GHYLFHV UXQQLQJ GLIITHUHQW QUPDIRLLR\D CIIE
HDFK RWKHU $ VHW RI DWWULEXWHY DUH XV HH DWRWGE ILEKRWHM
W\SH OHQJWK DQG YDOXH GHVFULSWLRQV DGR DVHSRUW GUNE
VIVWHP QDPH V\VWHP GHVFULSWLRQ V\VWHP FDSDEEGLWLRW I
UHFHLYHG RQ WKLV ODQDJHG 6ZLWFK

LLDP command

‘ Parameter = Description

6ZLWFK FRQILJ | > @ | 6SHFLI\ WKH DPRXQW RI WLPH |

KROG WLPH > GHYLFH ZLOO NHHS WKH LQIRU
GHYH IRU D SHULRG RI WLPH \F
GLVFDUGLQJ LW 7KH DOORZDE
EHWZHHQ DQG VHFRQGYV

6ZLWFK FRQILJ|> @ |6SHFLI\ WKH WLPH LQWHUYDO |

LQWHUYIED > WR EH VHQW 7KH D O/M®MRO2OE OW

DQG VHFRQGYV

SDENHWYV > @

6ZLWFK FRQILJ | >

6SHFLI\ WKH DPRXQW RI SDFNH
HDFKLVFRYHU\ 7KH DOORZDEO}
EHWZHHQ DQG SDFENHWYV

6ZLWFK FRQILJ
VHOHFW FDSDEI

(QDEOH &DSDELOLW\ DWWULEX

6ZLWFK FRQILJ
VHOHFW PDQDJI
DGGUHVV

(ODEOH ODQDJHPHQW $GGUHVYV

6ZLWFK FRQILJ
VHOHFW SRUW (

(QDEOH 3RUW '"HVFULSWLRQ DW

6ZLWFK FRQILJ
VHOHFW V\VWHE
GHVFULSWLRQ

(QDEOH 6\VWHP '"HVFULSWLRQ [

6ZLWFK FRQILJ
VHOHFW V\VWHE

No command |

(QDEOH 6\VWHP 1DPH DWWULEX

6ZLWFK FRQILJ QR OO¢(5HVHW WKH KROG WLPH YDOXH
VHFRQGV

6ZLWFK FRQILJ QR OO¢(5HVHW WKH WLPH RIQWHUGNDX K
/'3 SDENHWV EDFN WR WKH GH

6ZLWFK FRQILJ QR OO¢(5HVHW WKH DPRXQW RI SDFNHYV
GLVFRYHU EDFN WR WKH GHIDX

6ZLWFK FRQILJ QR OO('LVDEOH &DSDELOLW\ DWWULEX

FDSDELOLW\

6ZLWFK FRQILJ QR OO('LVDEOH ODQDJHPHQW $GGUHYV

PDQDJHPHQW DGGUHVYV

6ZLWFK FRQILJ QR OO(¢'LWEOH 3RUW '"HVFULSWLRQ DW
GHVFULSWLRQ
6ZLWFK FRQILJ QR OO( 'LVDEOH 6\VWHP '"HVFULSWLRQ

V\VWHP GHVFULSWLRQ

6ZLWFK FRQILJ
V\VWHP QDPH

QR 0O(

'LVDEOH 6\VWHP 1DPH DWWULE

Show command |



6ZLWFK VKRZ OOGS 6KRZ //'3 VHWWLQJV

6ZLWFK VKRZ OOGS LQV6KRZ HDFK LQWHUIDFHYV //'3 F
6ZLWFK VKRZ OOGS LQYV\6KRZ WKH VHOHFWHG LQWHUID
6ZLWFK VKRZ OOGS VW| 6KRZ WKH FXUUHQW //'3 VWDW X
6ZLWFK FRQILJ VKRZ Q 6KRZ //'3 VHWWLQJV

6ZLWFK FRQILJ VKRZ O 6KRZ HDFK LQWHUIDFHTYV //'3 F
6ZLWFK FRQILJ VKRZ OQ 6KRZ WKH VHOHFWHG LQWHUID
>SRUWBOLVW@
6ZLWFK FRQILJ VKRZ OQ 6KRZ WKH FXUUHQW //'3 VWDW X
Examples of LLDP command Description

6ZLWFK FRQILJ OOGS K6HW WKH KROG WLPH YDOXH WI
6ZLWFK FRQILJ OOGS | 6HW WKH XSGDWHG //'3 SDFNHV
VHFRQGYV

6ZLWFK FRQILJ OOGS §6HW WKH QXPEHU RI SDFNHWYV
GLVFRYHU\ WR

6ZLWFK FRQILJ OOGS \\ (QDEOH &DSDELOLW\ DWWULEX
FDSDELOLW\
6ZLWFK FRQILJ OOGS \\ (QDEOH ODQDJHPHQW $GGUHW
PDQDJHPHQW DGGUHVYV
6ZLWFK FRQILJ OOGS \\ (QDEOH 3RUW '"HVFULSWLRQ DW
GHVFULSWLRQ
6ZLWFK FRQILJ OOGS V (QDEOH 6\VWHP '"HVFULSWLRQ V
GHVFULSWLRQ
6ZLWFK FRQILJ OOGS V (QDEOH 6\VWHP 1DPH WR EH VH
QDPH

Use S3Interface "~ command to configure a group of ports ~ LLDP settings.

LLDP & Interface command Parameter Description

6ZLWFK FRQILJ LQ >SRUWBOL| (QWHU VHYHUDO GLVFRQ

>SRUWBOLVW@ QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK RRQBL7J (QDEOH //'3 RQ WKH VHO

3257 0O0OGS LQWHUIDFHYV

6ZLWFK RRQBL7] 'LVDEOH //'3 RQ WKH VHC

3257 QR 00OGS LQWHUIDFHYV




2.6.12 Loop Detection Command

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH PLVFR@QHF
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFH WKHRKBHWKWMH
/IRRS "HWHFWLRQ IXQFWLRQ RI WKH V\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS '"HWHFWLRQ |IRQFBNLRHU L\WRIGH
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VWHRVUVHGH LL
FODLPHG WKDW LW GHWHFWYXH RRSNHPQWDWHR QVKKHROORZLQJ

VEORFNV WKH UHOHYDQW SRUW WR SUHYHQW EURD®EPVWKWV
QHWZRUN DGPLQLVWUDWRU ,Q RWKHU ZRUGV WKH VORBRGP V
SRURZHYHU WKH VIVWHP ZLOO SURFHVV WKH /RRS UHWHEYLG
ROWKH KGRI W

W VORZO\ EOLQNV WKH /(' Rl ORRSHG SRUW LQ RUDQJH

W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFRHW WR GHW

KHQ WKH VA\VWHP GRHVY QRW UHFHLYH DQ\ ORRS KG WHFWR QRLQ] >Sl
Looped port unlock-interval 7KH VA\VWHP FODLPV WKH ORRS FRQGLWLRQ (
WDNHV WKH IROORZLQJ DFWLRQV

‘Y WMQEORFNV WKH UHD RWKM®W ZRUBYV WKH VI\VWHP QRUPDOO\ IF
UHOHYDQW SRUW

W VWRSV VORZO\ EOLQNLQJ WKH /(" R ORRSHG SRUW LQ RUL
, W SHULRGLFDOO\ VHQGYVY ORRS GHWHFWLRQ SDFRHW WR GHW

Note: Under loop condition, the LED of looped port continues to slowly blink orange even the
connected network cable is unplugged out of looped port.

Command ‘ Parameter Description

6ZLWFK FRQILJ ORR (QDEOH /RRS "HWHFWLH

6ZLWFK FRQILJ ORR &KHFN $OERMR HQDEO

YODQ GHWHFWLRQ RQ DOO W
FRQILIXUHG LQ 9/%1 &R
6HFWLROQ

NOTE: When All VLAN checkbox is
checked, it invalidates the configured
Specific 9/$ 1.
6ZLWFK FRQIGMWHGRR| > @ 7KLV LV WKH WLPH LQW
LQWHUY D > WKDW WKH GHYLFH ZLO
ORRS GHWHFWLRQ SDF
SUHVHQFH RI ORRSHG (
YDOLG UDQJH LV IURP
7KH GHIDXOW VHWWLQ ]
6ZLWFK FRQILJ ORRY{ > @ 7KLV LV WKH WLPH LQW
XQORFN LQWHUYDO > VI\VWIRBHAWHFW WKH H[L
ORRS FR@GVLWRHRRBDORFN
ORRSHG SRUW LI LW GHR
ORRS GHWHFWLRQ SDF
FRQILIXUHG XQOMRHAN L(
XQORFN LQWHUYDO FD(
PLOQXWHY 7KH GHID




PLOXWHV

NOTE:
1. Be aware that Looped port unlock-
interval converted into seconds
should be greater than or equal to
Detection Interval seconds multiplied
by 10. The O §s a magic nhumber
which is for the system to claims the
loop detection disappears when the
system does not receive the loop-
detection packet from itself at least
10 times. In general, it can be
summarized by a formula below:

tooped port unlock-interval

e 10* 3Detection Interval 3
2. When a port is detected as a
looped port, the system keeps the
looped port in blocking status until
loop situation is gone. In other words,
the system stops forwarding all the
traffic via the looped port. However,
the system will process the loop-
detection packet received on the
looped port.

6ZLWFK FRQILJ
YODQ LG > @

ORR

No command ‘

(QDEOH ORRS GHWHFW
9/$1 8S WR VHWYV RI 9
EH DVVLIQHG

NOTE: The configured Specific
9/$ 1 takes effect when All VLAN
check-box is unchecked.

YODG @

Show command

6ZLWFK VKRZ ORRS (

6ZLWFK FRQILJ QR ( '‘LVDEOH /RRS '"HWHFWL
6ZLWFK FRQILJ QR d 'LVDEOH ORRS GHWHFW
DOO YODQ 9/$1 YLGV

6ZLWFK FRQILJ QR ( S5HVHW /RRS 'HWHFWLR
LQWHUYDO EDFN WR WKH GHIDXOW
6ZLWFK FRQILJ QR ( 5HVHW /RRS 'HWHFWLR
XQORFN LQWHUYDO LQWHUYDO EDFN WR Wk
6ZLWFK FRQILJ QR (> @ "‘LVDEOH ORRS GHWHFW

9/%1

6KRZ /RRS '"HWHFWLRQ

VWDWXV

6ZLWFK VKRZ ORRS (

6KRZ /RRS '"HWHFWLRQ
SRUWYV

6ZLWFK VKRZ ORRS (
VWDWXV >SRUWBOLV)

>SRUWBOL

6KRZ /RRS '"HWHFWLRQ
VSHFLILHG SRUW V

GHWHFWLRQ VWDWXV

6ZLWFK FRQILJ VKR, 6KRZ /RRS '"HWHFWLRQ
GHWHFWLRQ
6ZLWFK FRQILJ VKR, 6KRZ /RRS '"HWHFWLRQ

SRUWYV




6ZLWFK FRQILJ VKR|>SRUWBOL 6KRZ /RRS "HWHFWLRQ
GHWHFWLRQ VWDWXV VSHFLILHG SRUW V

Examples of Loop Detection command
6ZLWFK FRQILJ ORRS GHWHFWI| 6HW WKH /RRS '"HWHFW|I
WR VHFRQGV

6ZLWFK FRQILJ ORRS GHWHFWI 6HW WKH /RRS "HWHFW I
LOQWHUYDO WR PLQX

6ZLWFK FRQILJ ORRS GHWHFWIL (QDEOH WKH /RRS "HWH

8VH 3, QWHUIDFH" FRPPDQG WR FRQILdoxpDdtebtiohdeétigs. RI SRUWV

Dotlx & Interface command ' Parameter | Description

6ZLWFK FRQILJ LQWH| >SRUWB| (QWHU VHYHUDO GLVFR(
QXPEHUV HGEDBBWPDV
UDQJH RI SRUWYV ZLWK [

HIDPSOH RU
6ZLWFK HRQB7I3257 (QDEOH /RRS "HWHFWLR
ORRS GHWHFWLRQ VHOHFWHG SRUW V

No command

6ZLWFK FRQILJ LQWH| >SRUWB| (QWHU VHYHUDO GLVFR
QXPEHUV \HGEDBRWPDV
UDQJH RI SRUWV ZLWK [
H[DPSOH RU
6ZLWFK ARQB7I32570QR "LVDEOH /RRS '"HWHFWLF
ORRS GHWHFWLRQ WKH VHOHFWHG SRUW V,




2.6.13 I2protocol-tunnel Command

L2PT (Layer 2 protocol tunneling) DOORZzZzV /D\HU SURWRFRO GDWD XC
&'3 &LVFR 'LVFRYHU\ 3URWRFRO /[1'3 /LQN OD\GINB 6SDRRMHAI\ 7
SURWRFRO 973 90DQ 7UXQNLQJ 3URWRFRO /1$&3 /LQN $JJUH
$JIJUHIJDWLRQ 3URWRFRO 8'/" 8QLGLUHFWLRQDO /L KD HANAZ IR W L

037 DOVR UHIHUUHG WR DV *HQHULF %ULGJMHDEGH7 ®SQHRDBK
WXQQHOLQJ E\ VRIWZDUH HQFDSVXODWLQJ WKHG"&KHQ RNCHNIL(
WKHP LQ KDUGZDUH $00 VZLWFKHV LQVLGH WKH VHWVXOMHN S
IUDPHV DV GDWD SDFNHWV DQG IRUZDUG WKH®8 JW RV I\LK\HF IR VOK N
WKHVH VSHFLDO HQFDSVXODWHG IUDPHV DQGIRHEDS®KGDRM}W
WXQQHO

7KH HQFDSVXODWLRQ LQYROYHV WKH UHZULWLQJ R& WKGGE&HWW
WKH 3'8 $Q LQJUHVYV HGJH VZLWFK UHZULWHYV WKH GHVWRQ DN L
ID\HU WXQQHO SRUW ZLWK WKH GHVLUHG PXOWLFDVW DGGUH)

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ O S (QDEOH /D\HU SURWRFRQ
IXQFWLRQ RQ WKH 0DQDJH

6ZLWFK FRQILJ O S|> @ 6SHFLI\ WKH SULRULW\ EL
FRY @ &0ODVV RI 6HUYLFH &RS6
6ZLWFK FRQILJ O S| >[[ [[ [ [[ [[6SHFLI\ GHVWLQDWLRQ 0%
PDF >[[ [[ [[ [[[[[[l@ HQFDSVXODWLQJ OD\HU

No command

6ZLWFK FRQILJ OR 'LVDEOH /D\HU SURWRFR
WXQQHO IXQFWLRQ RQ WKH 0DQDJH
6ZLWFK FRQILJ OR S5HVHW SULRULRUN ELBW FOD
WXQQHO ERV VHUYLFH FRV EDFN WR W
6ZLWFK FRQILJ OR 5HVHW GHVWLQDWLRQ 0%$&
WXQQHO PDF HQFDSVXODWLQJ /D\HU S

EDFN WR WKH GHIDXOW
Show command ‘

6ZLWFK FRQILJ VKH 6KRZ WKH FXUUHQW /D\HU
O SURWRFRO WXQQH 7XQQHOLQJ FRQILIJXUDWLH
DQGDFK 3'8fV HQFDSVXOD
GHFDSVXODW L RQD PROX §RWH\
6ZLWFK FRQILJ VKH>SRUWBOLV 6KRZ WKH FXUUHQW /D\HU
O SURWRFRO WXQQH 7XQQHOLQJ FR QK BIXV\I DAV K
DQG HDFK 3'81V HQFDSVX(
GHFDSVXODWLRQ FRXQWH

SRUW
6ZLWFK FRQILJ VKK >SRUWBOLV &OHDU HDFK 3'8V HQFDS\
O SURWRFRO WXQQH GHFDSVXEPR@WRQV RI WKH

SRUW




6ZLWFK FRQILJ VKF

O SURWRFRO WXQQ

Examples of L2PT command
6ZLWFK FRQILJ

O SURWRFRO W

(QDEOH / 37 IXQFWLRQ

&OHDU HDFK 3'81V HQFDS
GHFDSVXODWLRQ FRXQWH

6ZLWFK FRQILJ

O SURWRFRO W

6SHFLI\ WKH SULRULW\ EL
&ODVV RI 6HUYLFH &RG

Use 3Interface " command to configure Layer 2 protocol data units (PDUSs) settings.

L2PT & Interface command Parameter Description

6ZLWFK FRQILJ LQ

>SRUWBOL

(QWHU VHYHUDO GLVFRQ
QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

(QDEOH OD\VHU SURWRF
&'3 //'3 673 DQG 973 SOF
WKH VHOHFWHG SRUW V

6ZLWFK HRQB7I3257
O SURWRFRO WXQQH(

(QDEOH OD\HU SURWRF
&'3 SDENHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

(QDEOH OD\HU SURWRF
/'3 SDFENHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WSRQG

(ODEOH WMIRQWW OD\HU
WXQQHOLQJ IRU /$&3 3%
SDFNHWV RQ WKH VHOHF

6ZLWFK AMRQB7I3257
O SURWRFRO WB®RQ A8 U
ODFS

(QODEOH WRIRQWW OD\HU
WXQQHOLQJ IRU /$&3 SDI
VHOHFWHG SRUW V

6ZLWFK ARQB7I3257
O SURWRFRO WSRQG
SDJS

(ODEOH WMIRQWW OD\HU
WXQQHOLQJ IRU 3%$J3 SD
VHOHFWHG SRUW V

6ZLWFK HRQB7I3257

(QODEOH WRIRQWW OD\HU

O SURWRFRO WXQQHC(

O SURWRFRO W)RB®RQBAJ WXQQHOLQJ IRU 8'/' SDF
XGOG VHOHFWHG SRUW V
6ZLWFK ARQB7)3257 (ODEOH OD\HU SURWRF

673 SDFNHWV RQ WKH VH

6ZLWFK ARQB7I3257
O SURWRFRO WXQQHC(

No command
6ZLWFK ARQB7I3257QH
O SURWRFRO WXQQHC(

(QDEOH OD\HU SURWRF
973 SDEFNHWV RQ WKH VH

‘LMWEOH OD\HU SURWRF
&'3 //'3 673 DQG 973 SOF
WKH VHOHFWHG SRUW V

6ZLWFK RARQB7J3257QF
O SURWRFRO WXQQH(

'LWEOH OD\HU SURWRF
&'3SBENHWV RQ WKH VHO

6ZLWFK RARQB7J3257QF
O SURWRFR® & XQQH(

'LWEOH OD\HU SURWRF
/'3 SDENHWV RQ WKH VH

6ZLWFK ARQB7I3257QF
O SURWRFRO WRRQ A

"LDEOH S\RERMQW OD\HU
WXQQHOLQJ IRU /$&3 3%
SDENHWV RQ WKH VHOHF

6ZLWFK ARQB7J3257QF
O SURWRFRO WSRQBG

ODFS

"LDEOH S\RERMOW OD\HU
WXQQHOLQJ IRU /$&3 SDI
VHOHFWHG SRUW V




6ZLWFK ARQB7I3257QF
O SURWRFRO WRRQDAJ
SDJS

"LWEOH S\RERMQW OD\HU
WXQQHOLQJ IRU 3%$J3 SD
VHOHFWHG SRUW V

6ZLWFK ARQB7J3257QF
O SURWRFRO WS®RQG
XGOG

'LWEOH \RERW)W OD\HU
WXQQHOLQJ IRU 8'/" SDFI
VHOHFWHG SRUW V

6ZLWFK ARQB7I3257QF
O SURWRFRO WXQQH(

'LWEOH OD\HU SURWRF
673 SDENHWV RQ WKH VH

6ZLWFK RRBQ@BLI3257QH

O SURWRFRO WXQQHC(

'LWEOH OD\HU SURWRF
973 SDFNHWV RQ WKH VH




2.6.14 MAC Command

6HW XS 0$& DGGUHVVY WDEOH DJLQJ WLPH (QWULHV KQRPMKMHS & ¢
DGGUHVVHY DQG WKHLU DVVRFLDWHG SRUWYV ZLOO EH LGPHOHWH

MAC Command
6ZLWFK FRQILJ
DGGUHVYVY WDEOH
> V@

No command

DGGUHVYV WDEOH
Show command
6ZLWFK FRQILJ
DGGUHVYVY WDEOH

' Parameter

> V@

6ZLWFK FRQILJ

Description
(QWHU WKH DJLQJ WLPH IRU
VHFRQGYV QHYHU DJLQJ R

5HVHW 0%$& DGGUHVV WDEOH
WKH GHIDXOW VHFRQGV

6KRZ DOO RI 0$& WDEOH LQI

6ZLWFK FRQILJ
DGGUHVV WDEOH
_ SRUW@

>SPDF _ YLG

6KRZ DOO OHDUQHG 0%$& DG
VSHFLILF RSWLRQ

6ZLWFK FRQILJ
DGGUHVV WDEOH

&OHDU 0$& DGGUHVV WDEOH

6ZLWFK FRQILJ
DGGUHVV WDEOH
>SRUWBOLVW@

>SRUWBOL

&OHDU 0%$& HGGHBVYHG E\ W
VSHFLILHG SRUW

6ZLWFK FRQILJ
DGGUHVV WDEOH

6KRZ WKH VWDWLVWLFV RI (

6ZLWFK FRQILJ
DGGUHVYV WDEOH

>SRUWBOL

6KRZ WKH 0$& DGGUHVVHYV C
VSHFLILHG SRUW

DGGUHVYV WDEOH
YLG _ SRUW@

>SRUWBOLVW@ > >PDF _ YLG 6KRZ WKH OHDUQHG 0$& DG/
VSHFLILF RSWLRQ

6ZLWFK FRQILJ STT IO 6KRZ WKH 0$& BBGWDHMHG E

DGGUHVVY WDEOH| [[ [[I[I[I[| VSHFLILHG 0%$&

>[[ [ [[ _ >PDF _ YLG 6KRZ WKH OHDUQHG 0$& DG

[ [[ ([ [l [[ [[@ >P VSHFLILF RSWLRQ

YLG SRUW®@

6ZLWFK FRQILJ 6KRZ VWDWLF 05& DGGUHVV

DGGUHVV WDEOH

6ZLWFK FRQILJ >PDF _ YLG 6KRZ WKH OHDUQHG VWDWLI

VRUWHG E\ VSHFLILF RSWLR

6ZLWFK FRQILJ
DGGUHVV WDEOH

>YODQBLG (

6KRZ WKH 0$& DGGUHVVHYV (
VSHFLILHG 9/%1 '

>YODQBLG@ >PDI

>PDF _ YLG

6KRZ WKH OHDUQHG 0%$& DG
VSHFLILF RSWLRQ

6ZLWFK FRQILJ
OHDUQLQJ

6KRZ 0$& OHDUQLQJ VHWWL/{

6ZLWFK FRQILJ
VWDWLF PDF

6KRZ VWDWLF 0$& DGGUHVYV

6ZLWFK FRQILJ
DJLQJ WLPH

6KRZ FXUUHQW 0%$& DGGUHV




Examples of MAC command
6ZLWFK FRQILJ

PDF DGGUH| 6HW 0%$& DGGUHVYV DJLQJ WI

VHFRQGV

Use S3Interface "~ command to configure a group of ports

MAC & Interface command

Parameter

MAC Table settings.

Description

6ZLWFK FRQILJ
>SRUWBOLVW@

LQ

>SRUWBOLWV

(QWHU VHYHUDO GLVFR(
QXPEHUV VHSDUDWHG E
UDQJH RI SRUWYV ZLWK L[

H[DPSOH RU

6ZLWFK RRQ@BLYJ PDF
DGGUHVYV WDEOH VW

>[[ [0 I Il [[ [[@ YOD

>[0 [0 OO0 II

6SHFLI\ D 05& DGGUHVYV
HQWU\

Note: Only one port could be set at
a time.

6SHFLI\ WKH 9/$1 ZKHUH
ZLWK WKH '"HVWLQDWLR(
EH IRUZDUGHG WR WKH

6ZLWFK ARQB7I3257
PDF OHDUQLQJ

6ZLWFK RRQBYI QR
PDF DGGUHVV WDEO

>[[ [0 I0 I [[ [[@ YOD

No command

>[0 [0 00 I0 II

(QDEOH 0$& OHDUQLQUJ |
VHOHFWHG SRUW V

5HPRYH WKH VSHFLILHG
IURP WKH 0$& DGGUHVV
Note: Only one port could be set at

a time.

5HPRYH WKH 9/$1 WR ZK
VSHFLILHG 0$& EHORQJ\

6ZLWFK HRBQBL73 257

QR PDF OHDUQLQJ

"LVDEOH 0$& OHDUQLQJ
VHOHFWHG SRUW V




2.6.15 Management Command

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ PDC(
FRQVROH

(QDEOH &RQVROH PDQDJHI
WKH ODQDJHG 6ZLWFK YLD

6ZLWFK FRQILJ PD({
FRQVROH IPL@UHWU

&RQILIXUH WKH UHWU\ WL
ORJLQ IDLOV 7KH DOORZD
WLPHV

6ZLWFK FRQILJ PD({
FRQVROH ECRFM WLH

&RQILIXUH WKH FRVOROH
ODQDJHG 6ZLWFK LI WKH F
WLPHYVY DUH PRUH WKDQ Wit
YDOXH \RX VHW XS 7KH D(

PLOQXWHYV

6ZLWFK FRQILJ PD(
FRQVROH WLPH&®RXW

7R GLVFRQQHFW WKH 0DQT
FRQVROH PDQDJHPHIRW DV
FHUWDLQ SHULRG RI WLPH
LV IURP WR VHFRQG V

6ZLWFK FRQILJ PD(Q
FRQVROH WLPH®R®PWQ

7R GLVFRQQHFW WKH 0DQET
FRQVROH PDQDJHPHQW LV
FHUWDLQ SHULRG RI WLPH
LV IURP WR PLOQXWH\

6ZLWFK FRQILJ PD(
V VK

(QDEOH 66+ PDQDRHPHQI |
ODQDJHG 6ZLWFK YLD 66+

6ZLWFK FRQILJ PDC(
WHOQHW

(ODEOH 7THOQHW ORQMIE D §
WKH ODQDJHG 6ZLWFK YLD

6ZLWFK FRQILJ PDC(
WHOQHW SR®W

"KHQ WHOQHW LV HQDEOH ¢
SRUW QXPEHU WKDW DOOR
7KH GHIDXOW SRUW QXPEH
+RZHYHU \RX FDQ DOVR L{
QXPEHU EHWZHHQ DQG

6ZLWFK FRQILJ PD({
ZHE

(QDEOH :HE ODQIODRHPBIQD |
ODQDJHG 6ZLWFK YLD :HE

6ZLWFK FRQILJ PD(
ZHE WLPHRX®

6ZLWFK FRQILJ OR
FRQVROH

No command ‘

7R GLVFRQQHFW WKH 0DQET

ZHE PDQDJHPHQW LV LQDF\
SHULRG RI WLPH 7KH DOR
W R PLOQXWHYV

'LVDEOH &RQVROH PDQDJH

6ZLWFK FRQILJ QR
FRQVROH IDLO UHWU

SHVHW FRQVROH IDLO UHW
GHIDXOW WLPHV

6ZLWFK FRQILJ OR
FRQVROH EORFN WL

SHVHW FRQVROH EORFN W
GHIDXORMLQXWHYV

6ZLWFK FRQILJ QR
FRQVROH WLPHRXW

5HVHW FRQVROH WLPHRXW
VHFRQGYV

6ZLWFK FRQILJ OR
V VK

"‘LVDEOH 66+ PDQDJHPHQW

6ZLWFK FRQILJ QR
WHOQHW

'LVDEOH 7THOQHW PDQDJHP




6ZLWFK FRQILJ QR SHVHW 7THOQHW SRUW EDF
WHOQHW SRUW GHIDXOW SRUW QXPEHU L\
6ZLWFK FRQILJ QR 'LVDEOH :HE PDQDJHPHQW
ZHE

6ZLWFK FRQILJ QR SHVHW ZHE WLPHRXW YDO
ZHBPIHR XW GHIDXOPWLQXWHYV

Show command ‘
6ZLWFK FRQILJ VKRZ PDQD.

Examples of Management command

6ZLWFK FRQILJ PDQDJHPHQ

6KRZ WKH FXUUHQW PDQD,|
FRQILIXUDWLRQ RI WKH 0L

7TKH FRQVROH PDQDJHPHQ

ORJRXW DXWRPDWLFDOO\
IRU VHFRQGV

6ZLWFK FRQILJ PDQDJHPHOQ

(QDEOH 7THOQHW PDQDJHP|

6ZLWFK FRQILJ PDQDJHPHQ

6HW 7THOQHW SRUW WR SR

6ZLWFK FRQILJ PDQDJHPHQ

(QDEOH :HE PDQDJHPHQW




2.6.16 Mirror Command

Command
6ZLWFK FRQILJ

GHVWLQDWLRQ >SRU

‘ Parameter ‘ Description

PLU >SRUW/(

6SHFLI\ WKH SUHIHU WH GI R\
SRUW PLUURULQJ

6ZLWFK FRQILJ
>SRUWBOLVW@

No command
6ZLWFK FRQILJ

PLU >SRUWI

QR PLUURU

6SHFLI\ D VRXUFH SRUW Q
VRXUFH SRUW QXPEHUV IR

NOTE: The port selected as the target
port cannot be the source port.

'LVDEOH SRUW PLUURULQJ
PLUURULQJ WDUJHW SRUW

6ZLWFK FRQILJ
Show command
6ZLWFK FRQILJ

Example of Mirror command
6ZLWFK FRQILJ

QR PLUURU

VKRZ PLUUH

PLUURU GH)

'LVDEOH PLUURULQJ VRXU

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

7TKH VHOHFWHG VRXUFH SH
WR SRUW

6ZLWFK FRQILJ

PLUURU VR

SRUW WR 9V GDWD ZLOO
SRUW

2.6.17 NTP Command

Command
6ZLWFK FRQILJ

‘ Parameter

‘ Description

(QDEOH 1HWZRUN 7LPH 3U
ODQDJHG 6ZLWFKTV V\VWH
VIQFKURQL]JH ZLWK 173 WL

6ZLWFK FRQILJ |
GD\OLJKW VDYLQ,

>SUHFXUULGQ

(QDEOH GD\OLJKW VDYLQJ
UHFXUULQJ PRGH

GDWH @

>GDWH@

(QDEOH GD\OLJKW VDYLQJ
PRGH

6ZLWFK FRQILJ
>0P Z G KK PP
OP Z G KK PP@

>0P Z G KK
OP Z G KK P

6SHFLI\ WKH RIIVHW RI GD
UHFXUULQJ PRGH

Mm=1-12, w=1-5, d=0-6(0=Sun, 6=Sat)
Hh=0-23, mm=0-59, Days=1- 365

6ZLWFK FRQILJ
>'D\V KK PP 'D\V

>'D\V KK PH
'D\V KK PP

6SHFLI\ WKH RIITVHW RI GD
PRGH

Mm=1-12, w=1-5, d=0-6(0=Sun, 6=Sat)
Hh=0-23, mm=0-59, Days=1- 365

6ZLWFK FRQILJ
>$ % & ' _
$ % & ' () * +@

>$ % & ' _
$ % & " () *

6SHFLI\ WKH SULPDU\ 173
,3Y ,3Y DGGUHVV

6ZLWFK FRQILJ
> % &

$ % &' () *+@

(

>$ % & ' _
$ % & ' () *

6SHFLI\ WKH VHFRQGDU\ 1
,3Y ,3Y DGGUHVYV

6ZLWFK FRQILJ

6SHFIKMWPH LQWHUYDO W




LOQWHUYDO > @

6ZLWFK VI\QFKURQL]H ZLW

1=1hour, 2=2hours, 3=3hours,
4=4hours, 5=6hours, 6=8hours,
7=12hours, 8=24hours

6ZLWFK FRQILJ |
IRQH > @

No command
6ZLWFK FR@®RQWS

6SHFLI\ WKH WLPH ]JRQH W
ODQDJHG 6ZLWFK EHORQJV
8VH VSDFH DQG D TXHVWL
WKH FRPSOHWH FRMGIH B R
JRU H[DPSOH 36ZLWFK FR(
[ROH "

'LVDEOH 1HWZRUN 7LPH 3U
ODQDJHG 6ZLWFKJV V\VWH
VIQFKURQL]JLQJ ZLWK 173

Show command
6ZLWFK VKRZ QWS

6ZLWFK FRQILJ QR QWS GD\{'LVDEOH WKH GD\OLJKW VI

6ZLWFK FRQILJ QR QWS RIIV 5HVHW WKH RIIVHW YDOXH

6ZLWFK FRQILJ QR QWS VHU 'HOHWH WKH SULPDU\ WLP
DGGUHVYV

6ZLWFK FRQILJ QR QWS VHU 'HOHWH WKH VHFRQGDU\ W
,3Y ,3Y DGGUHVYV

6ZLWFK FRQILJ QR QWS V\Q|5HVHW WKH VIQFKURQL]DW
EDFN WR WKH GHIDXOW

6ZLWFK FRQILJ QR QWS WLP 5HVHW WKH WLPH JRQH VH

GHIDXOW

6KRZ WKH FXUUHQW 173 W
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ QWS

Examples of NTP command

6KRZ WKH FXUUHQW 173 W
FRQILIXUDWLRQ

6ZLWFK FRQILJ QWS (QDEOH 173 IXQFWLRQ IRU
6ZLWFK

6ZLWFK FRQILJ QWS GD\OLJ| (QDEOH WKH GD\OLJKWQ@D
PRGH

6ZLWFK FRQILJ QWS RIIVHW/| 'D\OLJKW VDYLQJ WLPH GD

@ WKGD\ RI WKH \HDU WR W

WKH \HDU

6ZLWFK FRQILJ QWS VHUYHU 6HW WKH SULPDU\ 173 WLH
DGGUHVV WR

6ZLWFK FRQILJ QWS VHUYHU 6HW WKH VHFRQGDU\ 173
DGGUHVV WR

6ZLWFK FRQILJ QWS V\Q LQY 6HW WKH VIQFKURQL]DWLR

6ZLWFK FRQILJ QWS WLPH JFE 6HW WKH WLPH JRQH WR *(




2.6.18 PoE Command

3R( 3RZHU 2YHU (WKHUQHW LV WKH WHFKQRORFADWKDMWMD \D DG D
SRZHU VXSSOLHU 7\SLFDOO\ D 3R( VZLWFK L\ HMMSRORNHIGR WD W
WUDQVPLVVLRQ DQG VXSSO\V HOHFWULFLW\ PRV BI'YVV DR DNUBHG |
SRUWV 3'V FDQ EH LQVWDOOHG ZKHUHYHU WXRIZHULYRXU$EH F DK
QHHG QRW EH SUHVHQW DW SRZHUHG GHYLFHYV ORFDVDRMIZK L
3R( 6ZLWFK HYHQ VXSSRUWY WLPH EDVHGGGRKH®H SLEEHML AWHMH D
GHVLUHG WR EH DXWRPDWLFDOO\ SRZHUHEX GIHW &R DY\F RRIXXHX
PRUH HIILFLHQW SRZHU PDQDJHPHQW

1. Set up PoE power budget and PoE alarm.

Command ‘ Parameter ‘ Description

6ZLWFK FRQILJ SRH (QDEOH WKH IXQFWLRQ RI
(WKHUQHW JOREDOO\
6ZLWFK FRQILJ SRH> @ 6HW XS WKH SRZHU XVDJH
WKUHWKR@G SHUFHQWDJH

6ZLWFK FRQILJ SRH >FODV\ &RQILIJXUH 3R( EXGJHW PR
PRGH >FODVV _ IL[H(IL[HG@| FODVV RU IL[HG PRGH

Class: 6 XSSO\ WKH SRZHU RY,
ZLWK WKH SRZHUHG GHYLEFH
FODVV OHYHO
Fixed: 6 XSSO\ WKH SRZHU RY,
ZLWK WKH SRZHUHG GHYLFH
XVHU GHILQHG EXGJHW SD

6ZLWFK FRQILJ SRH (QDEOH WKH 3R( DODUP PH
HYHQWORJ

6ZLWFK FRQILJ SRH (QDEOH WKH 3R( DODUP PH
VI\VORJ

6ZLWFK FRQILJ SRH (QDEOH WKH 3R( DODUP PH
WUDS

6ZLWFK FRQILJ QR 'LWEOH WKH IXQFWLRQ RI
(WKHUQHW JOREDOO\

6ZLWFK FRQILJ QR SHWMVKH DODUP SHUFHQWIL

WKUHVKROG SRZHU XVDJH EDFN WR WK

6ZLWFK FRQILJ QR 5HVHW 3R( EXGJHW PRGH I

PRGH GHIDXFKDOMDMVV PRGH

6ZLWFK FRQILJ QR 'LWEOH WKH 3R( DODUP PH
HYHQWORJ

6ZLWFK FRQILJ QR 'LWEOH WKH 3R( DODUP PH
V\VORJ

6ZLWFK FRQILJ QR 'LWEOH WKH 3R( DODUP PH

6103 WUDS
Show command ‘ ‘

6ZLWFK SRRZ 6KRZ WKH WRWDO 3R( SRZ
IRU WKH VA\VWHP DQG WKH
FRQILIXUDWLRQ

6ZLWFK VKRZ SRH V] 6KRZ WKH FXUUHQW EXGJH
SRZHU FRQVXPSWLRQ DQG
3R SRUWV




6ZLWFK VKRZ SRH L

6KRZ WKH BRURRI@IWIXUDW
3R( SRUWYV

6ZLWFK VKRZ SRH L
>SRUWBOLVW@

>SRUW

6KRZ WKH BRURR@QIWIXUDW
VSHFLILF 3R( SRUW

6ZLWFK VKRZ SRH L
VEFKHGXOH

6KRZWKH FXUUHQW 3R( 6FK
5DQJH FRQILIJXUDWLRQ DQ
RI DOO 3R( SRUWV

6ZLWFK VKRZ SRH L
VFKHGXOH >SRUWBO

>SRUW

6KRZ WKH FXUUHQW 3R( 6F
5DQJH FRQILIJXUDWLRQ DQ
RI WKH VSHFLILF 3R( SRUW

6ZLWFK FRQILSRHVKR

6KRZ WKH WRWDO 3R( SRZ
IRU WKH V\VWHP DQG WKH
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKR

6KRZ WKH FXUUHQW WRWD
FRQVXPSWLRQ DQG 3R( VW
SRUWYV

6ZLWFK FRQILSRHVKR
LOQWHUIDFH

6KRZ WKH BRUER@WIXUDW
3R( SRUWYV

6ZLWFK FRQILSRHVKR
LOQWHUIDFH >SRUWB(

>SRUW

6KRZ WKH BRURRH@QIWIXUDW
VSHFLILF 3R( SRUW

6ZLWFK FRQILSRHVKR
LQWHUIDFH VFKHGX(

6KRZ WKH FXUUHQW 3RI( 6F
5DQJH FRQILIJXUDWLRQ DQ
RI DOO 3R( SRUWYV

6ZLWFK FRQILIRHVKR
LOQWHUIDFH VFKHGX(

>SRUW

6KRZ WKH FXUUHQW 3R( 6F
5DQJH FRQILIJXUDWLRQ DQ
RI WKH VSHFLILF 3R( SRUW

2. Use 3nterface "~ command to configure POE parameters per TP port for PDs.

Interface Command Parameter Description
6ZLWFK ARQBL7I3257 (QDEOH WKH 3R( IXQFWL
SRH VHOHFWHG 3R( SRUW V
6ZLWFK HBRQB7J3257 | > @ &RQILIXUH 3R( EXGJHW |
SRH EXGJHW > @ ZDWW
Note: This configuration only takes
effect when PoE budget mode is in
the fixed mode.
6ZLWFK HMRBQBY) SRH| >GHYLFHB 6SHFLI\ D QDPH WRQWK IH
SGQDPH >GHYLFHBQI ZLWK WKH VHOHFWHG SH
DOSKDQXPHULF FKDUDFV
DFFHSWHG
6ZLWFK HMRQB7)J3257 | >FULWLFD 6SHFLI\ WKH SRZHU PDQ

SRH SULRULW\ >FULYV

ORZ@

WR WKH WKH VHOHFWHG

3@w “ priority: ,WLQGLFDWHYV
ZLWK WKLV SULRULW\ ZI
WR JHW SRZHU FXW RII

3Kgh “priority: W.QGLFDWHYV
ZLWK WKLV SULRULW\ ZL
SRZHU VXSSO\ DIWHU DO
ZLWK WKH 3/RZ" SULRULYV




3 Fritical “ priority: \WQGLFDWHYV,
SRUW V ZLWK WKLWHKSQD
SRUW V WR JHW SRZHU

NOTE: Power will be cut off upon

the order of port number

(Port4 APort3 APort2 APortl) if ports
are assigned with the same priority.
For example, in case Port2 and

Port4 are both the low-priority ports,
power supplied by Port4 will be cut

off earlier than Port2.

6ZLWFK

HRBQBLAI3257

SRH VFKHGXOH

(QDEOH 3R( VFKHGXOH 1)
VHOHFWHG SRUWV W G
SUHYLRXVO\ FRQILIJXUHC
SRUW VKRXOG IROORZ 2
LOQWHUYDO FDQ EH DFFH

6ZLWFK

6ZLWFK
QRS RH

ARBQHBL7I3257

SRH VFKHGXOH >WLH

No command

ARBQ@BLAI3257

>WLPH UD
QDPH®@

6SHFLI\ 3R( VFKHGXOH D
WKH VHOHFWHG SRUW V

'LVDEOH WKH 3R( IXQFW
VHOHFWHG 3R( SRUW V

6ZLWFK

ARBQHBL7I3257

QR RH EXGJIHW

SHVHW 3R( EXGJHW EDFN
LQ XQLW RI ZDWW

Note: This configuration only takes
effect when PoE budget mode is in
the fixed mode.

QDPH@

6ZLWFK HRQB7I3257 SHPRYH WKH SRZHUHG G
QR SRH SGQDPH IURP WKH VHOHFWHG SR
6ZLWFK HRQBL/I3257 SHVHW WKH SRZHU PDQD
QR SRH SULRULW\ EDFN WR WKH GHIDXOW
6ZLWFK HRQB7I3257 'LVDEOH 3R( VFKHGXOH
QR SRH VFKHGXOH VHOHFWHG SRUW V
6ZLWFK RRBQB7I3257 | >WLPH UD 5SHPRYH 3R( VFKHGXOH V
QR SRH VFKHGXOH > QDPH@ VHOHFWHG SRUW V




2.6.19 QoS Command

1. Set up Qos

QoS command Parameter Description

6ZLWFK FRQILJ TRV > > S GV 6SHFLI\ 4R6 PRGH

6ZLWFK FRQILJ TRV G> @ 6SHFLI\ D '6&3 ELW Y
@ >@ > @ 6SHFLI\ D TXHXH YDC(

6ZLWFK FRQILJ TRV P > @ 6SHFLI\ PDQDJHPHQ\

SULRUL@GvV\ > S ELW

6ZLWFK FRQILJ TRV T >ZHLJKW@ | 6SHFLI\ 4R6 TXHXLQ.

>ZHLIJKW@

ZHLIJKW PRGH

6ZLWFK FRQILJ TRV T > 6SHFLI\ WKH TXHXH

ZHLIJKWHG > @

6ZLWFK FRQILJ TRV U *OREDOO\ HQDEOH '@
UHPDUNLQJ

6ZLWFK FRQILJ TRV U > @ 6SHFLI\ WKH '6&3 DQ

GVFS PD®> PDSSLQJ ,'

6ZLWFK FRQILJ,GVESE4> @ 6SHFLI\ WKH QHZ '6¢&

GVFS @ IRU WKH VHOHFWHG

6ZLWFKLJRFIS RDSU| > @ 6SHFLI\ WKH UHFHLY

GVFS @ YDOXH IRU WKH VHO
PDSSLQJ ,'

6ZLWFK FRQILJ TRV U *OREDOO\ HQDEOH

S UHPDUNLQJ
6ZLWFK FRQILJ TRV U > @ 6SHFLI\ WKH S D¢
S PDS @& PDSSLQJ ,'

6ZLWFK FRQILJ S H> @ 6SHFLI\ WKH QHZ

SULRULW\ > @ IRU WKH VHOHFWHG

6ZLWFK FRQILJ TR\» > @ 6SHFLI\ DQ S ELW

@ >@ > @ 6SHFLI\ D TXHXH YDC(

No command

6ZLWFK FRQILJ QR TR 'LVDEOH 4R6 IXQFWL

6ZLWFK FRQILJ QR TR > @ 5HVHW WKH VSHFLIL

> @ YDOXH EDFN WR WKH
YDOXH 4

6ZLWFK FRQILJ QR TR S5HVHW PDQDJHPHQW

PDQDJHPHQW SULRULW EDFN WR WKH GHIDX

6ZLWFK FRQILJ QR TR 6SHFLI\ 4R6 TXHXLQJ

PRGH VWULFW PRGH

6ZLWFK FRQILJ QR TR 5HVHW WKH TXHXH Z

ZHLIKWHG EDFN WR WKH GHIDX

6ZLWFK FRQILJ QR TR *OREDOO\ GLVDEOH

GVFS UHPDUNLQJ

6ZLWFK FRQILJ QR TR > @ 5HVHW WKH '6&3 UHF

GVFS PDS > @

WKH VSHFLILHG SUL
EDFN WR WKH GHIDX

6ZLWFK FRQILJ,GVOR

QHGVFS

SHVHW WKH QHZ '6&3
IRU WKH VHOHFWHG




, EDFN WR WKH GHI

6ZLWFK FRQILJ,GVER
GVFS

SHVHW WKH UHFHLYH
YDOXH IRU WKH VHO
PDSSLQJ ,' EDFN WR

> @

6ZLWFK FRQILJ QR TR *OREDOO\ GLVDEOH
S UHPDUNLQJ
6ZLWFK FRQILJ QR TR > @ SHVHW WKH S UH
S PDS @ WKH VSHFLILHG SUL
EDFN WR WKH GHIDX
6ZLWFK FRQILJ S H SHVHW WKH QHZ
SULRULW\ IRU WKH VHOHFWHG
,, EDEN WR WKH GHII
6ZLWFK FRQILJ QR TR > @ SHVHW WKH VSHFLIL

YDOXH EDFN WR WKH
YDOXH 4

6ZLWFK FRQILJ VKRZ 6KRZ 4R6 FRQILJXUD
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 LQWHUIDF}
LQIRUPDWLRQ
6ZLWFK FRQILJ VKRZ|>SRUW OL\ 6KRZ WKH VHOHFWH
>SRUW OLVW@ LQIRUPDWLRQ
6ZLWFK FRQILJ VKRZ 6KRZ 4R6 UHPDUNLQ

LQIRUPDWLRQ

6ZLWFK FRQILJ, GV¥FRH

6KRZ WKH '6&3 PDSS
FRQILIXUDWLRQ IRU
SULRULW\ PDSSLQJ ,

6ZLWFK FRQILJ
VKRZ

S H

6KRZ WKH S PDSS
FRQILIXUDWLRQ IRU
SULRULW\ PDSSLQJ ,

QoS & Interface command

2. Use 3interface ~command to configure a group of ports

0S setting s.

Description

6ZLWFK FRQILJ LQWH

‘ Parameter

>SRUWB(

(QWHU VHYHUDO GLVF
QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK RRQ@BL7I3257

6SHFLI\ WKH LQJUHVYV

TRV UDWH OLPLW LQJ @ 'LVDEOH

@ NESV
6ZLWFK HRQB7I3257 > 6SHFLI\ WKH HJUHVV U
TRV UDWH OLPLW HJU @ ‘'LVDEOH

@ NESV

6ZLWFK FRQILJ LI 325]
TRV XVHU SU@RULW\ >

6SHFLI\ WKH GHID X308MW
WR WKH VHOHFWHG LQ




No command ‘

6ZLWFK ARQBZ7I3257QR

‘'LVDEOH 4R6 LQJUHVYV

TRV UDWH OLPLW LQJ VHWWLQJ
6ZLWFK HRRQRB7I3257QR ‘'LVDEOH 4R6 HIJUHVV U
TRV UDWH OLPLW HJU VHWWLQJ

6ZLWFK HRBQ@BbL7I3257 |
TRV XVHU SULRULW\

SHVHW WKH XVHU SULBH
EDFEN WR WKH GHIDXO\V

JRU 4R6 FRQILIJXUDWLRQ YBb &/, ZHMDBRDIHG 6ZLWFK IRU HILC
WKH XVHUV KDYH D FOHDU XQGHUVWDQGLQJ RI WKHVH 4R6 FRP

8QGHU WKLV QHWZRUN HQYLURQGPH®W HBG6FRQILJXUBKRWOW 7D DQ
FOLHQW SRUWMYDWXKRBRABWLON SRUW RI WKH GHYLFH &OLLH QMW
GLIITHUHQW 9/%$1 3 ELW YDOXH 3RUW SRUW S HFQGL BB UB\D Q G UIHC
GLITHUHQW UDWH OLPLW LQ LQJUHVV DQG HJUHVYV

Uplink Port 25

Client Ports: 1 2 3 4 5

P-Bit 1 P-Bit 3 P-Bit 3

P-Bit O

802.1p Priority P-Bit Quege Ingress Egress Remark
Map Mapping Rate Rate
SRUW 4 'HIDXQ 'HIDXd 7KH UHVW RI 3 %L
3RUW 4 'HIDXd 'Hipxq GHIDXOW ¥YDOXH
SRUW 4
SRUW 4
SRUW 4 * *

7TDEOH



%HORZ LV WKH FRPSOHWH &/, FRPPDQGV/DE8BQDHIEGWHZ I( BW6F K

Command Purpose
STEP1 configure Enter the global configuration
mode.
Example:
(36 /3 FRQILJ
(36 /3 FRQILJ
STEP2 gos 802.1p In this example, it configures
the QoS Mode to 802.1p.
Example:
(36 /3 FRQILJ TRV S
2.
STEP3 qos queuing- mode weight In this example, it configures
Configure Egress Mode as
Example: Weight “.
(36 /3 FRQILJ TRV TXHXLQJ P
OK'!
STEP4 qos queue- weighted weighted In this example, it configures
the Queue Weighted to :
Example: 1(Q0):2(Q1):3(Q2):4(Q3):
: 5(Q4):6(Q5):7(Q6):8(Q7).
(36 /3 FRQILJ TRV TXHXH ZHL (Q4):6(Q%):7(QE):8(Q7)
2.
STEPS gos 802.1p- map 802.1p list queue _value In this example, it configures
- - the P-Bit 0 with Queue
Mapping to QO, the P-Bits 1
Example: with Queue Mapping to Q 1, the
(36 /3 FRQILJ TRV S PDS P-Bits 3 with Queue Mapping
(36 /3 FRQILJ TRV S PDS |5 Q2, and the P-Bit 5 with
(36 /3 FRQILJ TRV S PDS | Queue Mapping to Q3.
(36 /3 FRQILJ TRV S PDS
STEP6 interface port _list Specify the Port 1 that you
a would like to configure P-Bit.
Example:
(36 6 ( FRQILJ LQWHUIDFH
(36 6 ( FRQILW
STEP7 gos user- priority P-Bit In this example, it configures
P-Bit value as O for Port 1.
Example:
(36 6 ( FRQILW TRV XVHW SUL
STEP8 exit Return to the global
configuration mode.
Example:
(36 6 ( FRQILJ H[LW
(36 6 ( FRQILJ
STEP9 interface port _list Specify the Port 2 that you
- would like to configure P-Bit.
Example:
(36 6 ( FRQILJ LOQOWHUIDFH
(36 6 ( FRQILY
STEP10 qos user- priority P-Bit In this example, it configures

Example:

(36 6( FRQILU TRV XVHU SUL

P-Bit value as 1 for Port 2.



STEP11 exit Return to the global
configuration mode.
Example:
(36 6 ( FRQILD H[LW
(36 6 ( FRQILJ
STEP12 interface port _list Specify the Port 3 and Port 4
- that you would like to
Example: configure QoS Rate limit.
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQLLJ
STEP13 qos rate- limit ingress /imit_rate(kbps) In this example, it configures
- Port 3 and Port 4 with 1 OM
Example: Ingress Rate.
(36 /3 FRQLLJ TRV UDWH OLPI
2.
STEP14 qos rate- limit egress /imit_rate(kbps) In this example, it configures
- Port 3 and Port 4 with 1 OM
Example: Egress Rate.
(36 /3 FRQLLJ TRV UDWH OLPI
2.
STEP15 exit Return to the global
configuration mode.
Example:
(36 /3 FRQLLJ HIL W
(36 /3 FRQILJ
STEP16 interface port _list Specify the Port 5 that you
- would like to configure QoS
Example: Rate limit.
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQLLJ
STEP17 qos rate- limit ingress /imit_rate(kbps) In this example, it configures
- Port 5 with 1G Ingress Rate.
Example:
(36 /3 FRQLLJ TRV UDWH OLPL
2.
STEP18 qos rate- limit egress /imit_rate(kbps) In this ex_ample, it configures
Port 5 with 1G Engress Rate.
Example:
(36 /3 FRRQLI TRV UDWH OLPL
2.
STEP19 exit Return to the global
configuration mode.
Example:
(36 /3 FRQLLJ H[LW
(36 /3 FRQILJ
STEP20 exit Return to the Privileged mode.
Example:
(36 : /I3 FRQILJ H[LW
(36 . /3
STEP2L Write Save the running
configuration into the startup
Example: configuration.
(36 : /3 ZULWH

6DYH &RQILJ 6 XFFHHGHG



$IWHU FRPSOHWLQJ WKH UR6 VHWW.L@BIVZIRVMRRKVFDQ MW XH
FRPPDQGY OLVWHG EHORZ IRU FKHFENLQJ \RXU FRQILIJXUDWLRQ

Example 1,

EPS-3128-480W-LP (config)# show qos

4R6 ,QIRUPDWLRQ

4R6 ORGH S
(JUHVV ORGH ZHLJKW
"HLIJKW

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

7DJ 3ULRULW\

B N S S T S SN SN N

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

'6&3 3ULRULW\ '6&3 3ULRULW\ '6&3 3ULRULW\ '6&3 3

4 4 4 4
4 4 4 4
4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

4 4 4 4

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

ARDMDDADN
ARDMDDADDN
AADMDDADN
ARDMDDAADN



Example 2,

EPS-3128-480W-LP (config)# show vlan interface

C((( T 7DJ 9/$1 ,QWHUIDFH

'RW T 7XQQHO (WKHU7\SH [
3RUW $FFHVV YODQ 8VHU 3ULRULW\ 3RUW 9/$1 ORGH

DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

DFFHVYV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV
DFFHVV

(36 : /3 FRQILJ




Example 3,

EPS-3128-480W-LP(config)# show gos interface

4R6 SRUW ,QIRUPDWLRQ

SRUW

,QJUHVYV 5DWH /LPLWHU GLVDEOH

(JUHVV 5DWH /LPLWHU GLVDEOH

3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
SRUW

,QJUHVYV 5DWH /LPLWHU GLVDEOH

(JUHVV 5DWH /GPY WHWOH

B3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

SRUW
,QJUHVYVY 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

SRUW
,QJUHVYVY 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

SRUW
,QJUHVYV 5DWH /LPLWHU OESV
(JUHVV 5DWH /LPLWHU OESV

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
SRUW

,QJUHVV 5DWH /LPLWHU GLVDEOH

(JUHVV 5DWH /LPLWHU GLVDEOH

BUHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH

3RUW
,QJUHVYV 5DWH /LPLWHU GLVDEOH
(JUHVYV 5DWH /LPLWHU GLVDEOH

(36 : /3 FRQILJ



2.6.20 Security Command

‘KHQ D GHYLFH RQ WKH QHWZRUN LV PDOIXQFW LW @HXOORGHYS S
SURSHUO\ FRQILIJXUHG EURDGFDVW XQNQRZQ PX@®WEXDV\Y H\VQ2
SHUIRUPDQFH PD\ EH GHJUDGHG RU LQ WKH GARUPDN NDEBD®
ODQDJHG 6ZLWFK DOORZV XVHUV WR VHW D WKUHVKROGEGN QR
XQLFDVW WUDIILF RQ D SHU VZLWFK EDVLV VR DV W RPXDRWLIF B
XQNQRZQ XQLFDVW VWRUPV $Q\ EURDGFDVW XQNQRBQFIPNGWL
WKH VSHFLILHG YDOXH ZLOO WKHQ EH GURSSHG

3RUW ,VRODWLRQ LV XVHG WR VHW XS SRUWJVQFR® O X @ RPFPW QR
ZLWK D JLYHQ XSOLQN 30OHDVH QRWH WK DWW EO KK HWKRU BR L
9/$1 ZLOO EH LQYDLOG DXWRPDWLFDOO\

$V WR ODF /LPLW IXQFWLRQ LW LV WR VHW QXPEHBDR] B/H WHH\DKU
$IWHU LWWHKDHKKROG DQ\ RWKHU LQFRPLQJ 0$& DGGUHVWV\ZR.
PHFKDQLVP DBWHDVYWHMWH WKDW PDF DGGUHVYVY WDEOH ZLOO
LV HQDEOHG

Enable or disable broadcast/unknown multicast/'unknown unicast storm control, port
isolation and MAC Limit.

Security command Parameter Description

6ZLWFK FRQILJ V *OREDOO\ HQDEOH WKH 0%
OLPLW WKH VZLWFK 7KLV LV WR
WKUHVKROG ZKWKLQ ZKLFI
EH OHDUQHG $HWWKULHW KR+
RWKHU LQFRPLQJ 0%$& DGG
GURSSHG XQWLO WKH UHF
DFWLYDWHYV

6ZLWFK FRQILJ V| > ¢ 7TRVHW XS WKH WLPH LQWH
OLPLW QRWLILFDW DODUP WUDS RU V\VWHP O
LQWHUYDO > VRXUFH 0$& DGGUHVV OHD

OLPLW FRQWLQXRXVO\ 7K

EHWZHHQ DQG VHFR
6ZLWFK FRQILJ V (QDEOH SRUW LVRODWLRQ
LVRODWLRQ LVRODWLRQ LV VHW WRDBJ

FRPPXQLFDWH ZLWK HDFK
6ZLWFK FRQILJ V| >SRUWB|6SHFLI\ WKH SRUW V DV X

LVRODWLRQ XS OL DOORZHG WR FRPPXQLFDW
>SRUWBOLVW@

6ZLWFK FRQILJ V| > N@| 6SHFLI\ WKH PD[LPXP EURLE
VWRUP SURWHFWL SHU VHFRQG SSV $Q\ EU
> N@ HIFHHGLQJ WKH VSHFLILHG

EH GURSSHG

7KH SDFNHW UDWHYV WKDW
OLVWHG EHORZ




127( 7R YLHZ D OLVW RI D¢
WKDW FDQ EH VSHFLILHG \
S3VSDFHEDU  DQG WKHQ IR(
HI[DPSOH 36ZLWFK FRQILJ
SURWHFWLRQ EURDGFDVW

6ZLWFK FRQILJ V
VWRUP SURWHFWL

N@

N@

6SHFLI\ WKH PD[LPXP XQNG(
SDFNHWV SHU VHFRQG SS
PXOWLFDVW SDFNHWYV H[FH
WKUHVKROG ZLOO WKHQ E

7TKH SDFNHW UDWHV WKDW
OLVWHG EHORZ

N N N N N N N
N

NOTE: To view a list of allowable values
that can be specified you can press
Epacebar “and then followed by ® "~ For
example, 26 ZLWFK Fdeqiitystorm-
protection multicast ?

6ZLWFK FRQILJ V
VWRUP SURWHPRPWL

N@

N@

6SHFLI\ WKH PD[LPXP XQNC(
SDFNHWV SHU VHFRQG SS
XQLFDVW SDFNHWYV H[FHHC(
WKUHVKROG ZLOO WKHQ E

7TKH SDFNHW UDWHYV WKDW
OLVWHG EHORZ

N N N N N N N
N
NOTE: To view a list of allowable values
that can be specified you can press
Spacebar “and then followed by %" For
example, 36 ZLWFK Fdeqiitystorm-
protection unicast ?

6ZLWFK FRQILJ V

VWRUP SURWHFWL

WKUHVKROG LQWH
Q@

6ZLWFK FRQILJ Q
PDF OLPLW

7R VHW XS WKH WLPH LQW
DODUP WUDS RU VA\VWHP O
EURDGFDVW XQNQRZQ PXO
XQLFDVW SDFNHWV IORRG
DOORZDEOH YDOXH D@ GEHW
VHFRQGYV

No command ‘

*OREDOO\ GLVDEOH 0%& /L
VZLWEFK

6ZLWFK FRQILJ Q
PDF OLPLW QRWLII
WKUHVKROG LQWH

5HVHW WKH WLPH LQWHUY
DODUP WUDS RU V\VWHP O
GHIDXOW LI WKH QXPEHU R
DGGUHVV OHDUQHG H[FHH|
FRQWLQXRXVO\ VHFRQ

6ZLWFK FRQILJ Q]

SRUW LVRODWLRQ

'LWEOH SRUW LVRODWLRQ




6ZLWFK FRQILJ Q
SRUW L V)RSDD WY NRENF
>SRUWBOLVW @

>SRUWB

'LVDEOH WKH VSHFLILKG S
OLQN SRUW

6ZLWFK FRQILJ Q
VWRUP SURWHFWL

'LVDEOH EURDGFDVW VWR

6ZLWFK FRQILJ Q
VWRUP SURWHFWL

'LVDEOH PXOWLFDVW VWR

6ZLWFK FRQILJ Q
VWRUP SURWHFWL

'LVDEOH XQLFDVW VWRUP

6ZLWFK FRQILJ Q
VWRUP SURWHFWL
WKUHVKROG LQWH

Show command
6ZLWFK FRQILJ \V
VHEXULW\ PDF OLF

SHVHW WKH WLPH LQWHUY
DODUP WUDS RU V\VWHP O
GHIDXOW LI EURDGFDVW X
PXOWLFDVW XQNQRZQ XQL
FRQWLQXRXVO\ VHFRQ

6KRZ WKH FXUUHQW 0%$& /L
RI DOO SRUWYV

6ZLWFK FRQILJ V
VHFEXULW\ PDF OLF

>SRUWB

6KRAKMXUUHQW 0$& /LPLW
RIVSHFLILHG SRUWYV

6ZLWFK FRQILJ V
VHEXULW\ SRUW L)\

6KRZ WKH FXUUHQW SRUW
FRQILIXUDWLRQ

6ZLWFK FRQILJ V
VHEXULW\ VWRUP |

6ZLWFK FRQILJ
EURDGFDVW N

Examples of Security command |

VHFXULW\

6KRZ WKH FXUUHQW VWRU
FRQILIXUDWLRQ

6HW WKH PD[LPXP EURDGF
VHFRQG SSW WQ\ EURDGF
SDFNHWV H[FHHGLQJ WKLYV
ZLOO WKHQ EH GURSSHG

6ZLWFK FRQILJ
PXOWLFDVW N

VHFXULW\

6HW WKH PD[LPXP XQNQRZ
SDFNHWV SHU VHFRQG SS
XQNQRZQ PXOWLFDVW SDF
VSHELILHG WKUHVKROG ZL

6ZLWFK FRQILJ
XQLFDNW

VHEXULW\

6HW WKH PD[LPXP XQNQRZ
SDFNHWV SHU VHFRQG SS
XQNQRZQ XQLFDVW SDFNH
VSHFLILHG WKUHVKROG ZL

Security & Interface

Parameter

Use 3Interface “ command to configure Mac Limiter settings for security.

Description

command
6ZLWFK FRQILJ
>SRUWBOLVW@

L Q

>SRUWBOL

(QWHU VHYHUDO GLVFRQ
QXPEHUV VHSDUDWHG E\
UDQJH RI SRUWV ZLWK D
H[DPSOH RU

6ZLWFK HRRQBL7J
3257 VHFEXULW\ PLC

(QDEOH 0%& /LPLW IXQFW
VHOHFWHG SRUW V

6ZLWFK RARQBL7]
3257 VHFXULW\ PL
PD[LPXP > @

6SHFLI\ WKH QXPEHU RI
WKDW FDQ EH OHDUQHG
LV QR OLPLW RQ VSHFLIL
UDQJH RI QXPEHU WKDW
LV a




No command |
6ZLWFK RAQBL7J
3257 QR/HFXULW\ P

'LVDEOH 0%$& /LPLW IXQF
VHOHFWHG SRUW V

6ZLWFK ARQBL7J
3257 QR VHFXULW
PD[LPXP

Examples of Security command
6ZLWFK HARQILYHFXULW\ PDF O

(QDEOH 3RUW

5HVHW WKH 0$& /LPLW EI
83" LQGLFDWHYVY WKHUH
VSHFLILHG SRUWYV

a3RUW 1\
IXQFWLRQ

6ZLWFK ARQILVHFXULW\ PDF O
PD[LPXP

&RQILIXUH WKH PD[LPXP
0$& DGGUHVV WKDW FDQ
3RUW a3RUW




2.6.21 SNMP-Server Command

1. Create a SNMP community and set up detailed

Snmp-server command

‘ Parameter

configurations for this community.

‘ Description

6ZLWFK FRQILJ
VHUYHU

\

(QDEOH 6103 VHUYHU IXQF

6ZLWFK FRQILJ
VHUYHU

q

6ZLWFK FRQILJ \ >FRPPXQ| &UHDWH PRGLI\ D 6103 FRH

VHUYHU FRPPXQL) 8S WR DOSKDQXPHULF F¥

>FRPPXQLW\@ DFFHSWHG

6ZLWFK FRQILJ FR (QDEOH WKH VSHFLILHG 61

1$0( DFWLYH DFFRXQW

6ZLWFK FRQILJ FR >HVFULY (QWHU WKH GHWKMSMALR D

1$0( GHVFULSWL 6103 FRPPXQLW\ 8S WR

> HVFULSWLRQ@ DOSKDQXPHULFDO FKDUDF
DFFHWSWHG

6ZLWFK FRQILJ FR >DGPLQ | 6SHFLI\ WKH DFFHVV SUHKY |

1$0( OHYHO >DG| UR@ VSHFLILHG 6103 DFFRXQW

UR@

No command ‘

admin: 2ZQ WKH IXOO DFFHV
PDLQWDLQLQJ XVHIWWDBIPFR X
LQIRUPDWLRQ ORDGLQJ I[

rw: 5HDG "ULWH DFFH2AQS
WKH SDUWLDO DFFHVV ULJ
XVHU DFFRXQW V\VWHP L(
IDFWRU\ VHWWLQJV

ro. $OORZ WR YLHZ RQO\

'LVDEOH 6103 IXQFWLRQ

6ZLWFK FRQILJ q
VHUYHU FRPPXQLY
>SFRPPXQLW\@

>FRPPXQ

'"HOHWH WKH VSHFLILHG FH

6ZLWFK FRQILJ FR
1$0( QR DFWLYH

'LVDEOH WKH VSHFLILHG 6
DFFRXQW

6ZLWFK FRQILJ FR
1$0( QR GHVFUL/

SHPRYH WKH GHVFULSWLR(
FRPPXQLW\

6ZLWFK FRQILJ FR
1$0( QR OHYHO

6ZLWFK FRQILJ VKRZ VQPS

SHVHW WKH DFFHVV SULYL
WKH GHIDXOW 5HDG 2QO0\

6KRZ 6103 VHUYHU FRQILJ)>

6ZLWFK FRQILJ
FRPPXQLW\

VKRZ VQP¢S

6KRZ 6103 VHUYHU FRPPXQ
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ VQPS
FRPPXQLW\ >FRPPXQLW\@

6KRZ WKH VSHFLILHG 6103
FRPPXQLW\YV FRQILIJXUDW

6KRZ WKH VHOHFWHG FRPH

6ZLWFK FRQILJ FRPPXQLW\




Exit command ‘

6ZLWFK FRQILJ FRPPXQLW\

Example of Snmp-server

6ZLWFK FRQILJ VQPS VHU)
P\FRPP

SHWXUQ WR WKH JOREDO H

&UHDWH D QHZ FRPPXQLW\

HGLW WKH GHWDLOV RI WK

6ZLWFK FRQILJ FRPPXQLW\

$FWLYDWH WKH 6103 FRPP

6ZLWFK FRQILJ FRPPXQLW\
GHVFULSWLRQ UGGHSWEFRP

$GG D GHVFULSWLRQ IRU 3
FRPPXQLW\

6ZLWFK FRQILJ FRPPXQLW\

DGPLQ

6HW WKH DFFHVV SULYLOH
FRPPXQLW\ WR DGPLQ 1XO

2. Set up a SNMP trap destination.

Trap-destination command Parameter Description

No command

6ZLWFK FRQILJ Q| >
VHUYHU WUDS>GH@

@

6ZLWFK FRQILJ V| > @ 6SHFLI\ WKH LQGH[ RI 6103

WUDS GHVAWL@DWL \RX ZRXOG OLNH WR PRGLI
6103 WUDS GHVWLQDW3RQ

6ZLWFK FRQILJ WU (QDEOH WKH VSHFLILHG 61

DFWLYH GHVWLQDWLRQ

6ZLWFK FRQILJ WU >FRPPX( (QWHU WKH GHVFULSWLRQ

FRPPXQLW\ >FRPP] GHVWLQDWLRQ

6ZLWFK FRQILJ WU >%$ % & '| 6SHFLI\ 6103 VHUYHU ,3Y |

GHVWLQDWLRQ >%$|%$ % & ' ((IRU WKH VSHFLILHG WUDS

$% &' ()*+@ * +@

SHVHW WKH VSHFLILHG WU
FRQILIXUDWLRQ EDFN WR

6ZLWFK FRQILJQRU
DFWLYH

"‘LVDEOH WKH VSHFLILHG 6
GHVWLQDWLRQ

6ZLWFK FRQILJQMRU
FRPPXQLW\

'"HOHWH WKH GHVFULSWLR
GHVWLQDWLRQ

6ZLWFK FRQILJQMRU

GHVWLQDWLRQ

Show command

6ZLWFK FRQILJ V
VHUYHU WUDS GHV

'"HOHWH 6103 VHUYHU ,3Y
WKH VSHFLILHG WUDS GHYV

6KRZ DOO RI 6103 WUDS GH
FRQILIXUDWLRQV

6ZLWFK FRQILJ V| >
VHUYH WG WNULID W LE

6KRZ WKH VSHFLILHG 6103
FRQILIXUDWLRQ

6ZLWFK FRQILIJIWKB,

6ZLWFK FRQILJHWYVILD S

Examples of Trap-destination

6ZLWFK FRQILJ VQPS VHU)
GHVWLQDWLRQ

6KRZ WKH FRQILJXUDWLRQ
GHVWLQDWLRQ

Exit command ‘

SHWXUQ WR WKH JOREDO H

6SHFLI\ WKH WUDS GHVWL(
PRGLILFDWLRQ

6ZLWFK FRQILJ WUDS DF

$FWLYDWH WKH WUDS GHV




6ZLWFK FRQILJ WUDS FR| $GG WKH RVFWFRPPL WR W
GHVWLQDWLRQ
6ZLWFK FRQILJ WUDS GH 6HW 6103 VHUYHU ,3 DGGU

3 -

IRU WKLV WUDS

3. Set up SNMP trap types that will be sent.

Trap-type command Parameter

6ZLWFK FRQILJ
VHUYHU WUDS W\
IDLO _ DXWREDF
IDQ _ FROG VWDU

SRISRUW OLQN _
FRQWURO _ ZDUP
FRQVROH SRUW

IDVW UHGXQGDQF _

>DOO _ DX 6SHFLI\ D WUDS W\SH WKD
DXWR EDF D FHUWDLQ VLWXDWLRQ R
FDVH IDQ
VWDUW _ |al: $ WUDS ZLOO EH VHQW
IDVW DXWKHQWLFDWLRQ IDLOV
UHGXQGD( VXFFHHGY RU IDLOV WKH
_PDF OLP] WKH ODQDJHG 6ZLWFK SR
SRHSRUW| GRZQ FSX LVHRGBYSRIZMHRDI® L

VWRUP FR
ZDUP VWD
FRQVROH
OLQN@

' Description

RFEXUV FRQVROXSBRWRZI
DQG VR RQ

auth-fail : $ WUDS ZLOO EH VH
XQDXWKRUL]JHG XVHU DWW

auto-backup: $ WUDS ZLOO EH
WKH DXWR EDFNXS VXFFH

case-fan. $ WUDS ZLOO EH VH
RU )$1 IDLOV

cold-start: $ WUDS ZLOO EH VH
ODQDJHG 6ZLWFK ERRWYV X

cpu-load: $ WUDS ZLOO EH VH
&38 LV RYHUORDGHG

fast-redundancy : $WUDS ZLOO E
ZKHQ DQ\ VSHFLILHG UHG)
IDVW UHGXQGDQF\ LV OLQ

mac-limit: $ WUDS ZLOO EH VH
SRUW LQ ZKLFK WKH ODF /
HQDEOHG H[FHHGV WKH V|
0$8& DGGUHVYV OLPLW $QG
VHQGLQJ WKLY WUDS XSR
WKUHVKROG LQWHUYDO V
IXQFWLRQ RQFH DQ\ SRUW
VSHFLILHG VRXUFH 0%$& DA
FRQWLQXRXVO\

poe: $ WUDS ZLOO EH VHQW,
6103 VHUYHU LI WKH VSHF
VXFK DV 6\WVWHP SRZHU R
3RUW SRZHU RYHU EXGJH\
WKDW 3R( 6103 WUDS DOD
HQDEOHG




No command
6ZLWFK FRQILJ

IDLO _ DXWR EDF
VWDUW _ FSX OR
SRUW OLQN _
VWRUP FRQWURO

Show command
6ZLWFK FRQILJ

Examples of Trap-type
6ZLWFK FRQILJ

VHUYHU WUDS WK

SR] _
UHGXQGD(

FRQVROH SRUW q _PDF OLPL

>DOO0O _
DXWR EDF
FDVH IDQ
VWDUW _
IDVW

SRHSRUW
VWRUP FR
ZDUP VWD
FRQVROH

OLQN@

VKRZ VQPS

VQPS VHUY|

D X

Note: To enable POE SNMP trap alarm
message function, please refer to
Section 2.6.18 PoE command.

port-ink: $ WUDS ZLOO EH VH
LV XS RU GRZQ

storm-control: $ WUDS ZLOO EH
EURDGFDVW XQNQRZQ PX(
XQLFDVW SDFNHWYV IORRG
VHQGLQJ WKLV WUDS XSR
WKUHVKROG LQWHUYDO V
IXQFWLRQ RQFH WKHVH ST
FRQWLQXRXVO\

warm-start: $ WUDS ZLOO EH V|
ODQDJHG 6ZLWFK UHVWDU

console-port-link: $ WUDS ZLO
ZKHQ FRQVROH SRUW O
RFFXUV

6SHFLI\ D WUDS W\SH WKD
ZKHQ D FHUWDLQ VLWXDW

6KRZ WKH FXUUHQW HQDE
HDFK W\SH RI WUDS

$O00 W\SHV RI 6103 WUDSV




2.6.22 Spanning-tree Command

7KH 6SDQQLQJ 7UHH BURWRFRO 673 GHILQHBUH WHW D(MSOVQM
ZLWKLQ D PHVK QHWZRUN RI FRQQHFWHG OD\HU @O0 LGLWHNVE Q\H Y
OLQNV ZKLFK DUH QRW SDUW RI WKDW WUHH OHDWDRUN \QR)G

OXOWLSOH DFWLYH SDWKV EHWZHHQ QHWZRUN QRREBHNV FRDDOWHH
SUREOHPV )LUVW WKH 0%$& DGGUHVYV WDEOH XVHGFH\ WKH WIZR}
DGGUHVVHY DQG KHQFH WKH VDPH QHWZRUN KRVWVDDDEBIRDVAEGH
VWRUP RFFXUV 7KLV LV FDXVHG E\ EURDGFDVW SDOGRRSV¥EHWML
VZLWFKHVY $ EURDGFDVW VWRUP FDQ FRQVXPH DOO DYDLODEO

6SDQQLQJ WUHH DOORZV D QHWZRUN GHVLJQ W R RYQLFGHK ®K WS
EDFNXS SDWKV LI DQ DFWLYH OLQN IDHOWRREW KRX W KWK 1) HoHD@®)
HQDEOLQJ GLVDEOLQJ WKHVH EDFNXS OLQNYV

7R SURYLGH IDVWHU VSDQQLQJ WUHH FRQYHUJHRMX\DLRBUR
6SDQQLQJ 7UHH 3URWRFRO 5DSLG 6SDQQLQJ 7UHH JURMARK
GRXPHQW Z 5673 LV D UHILQHPHQW RI 673 | WWHWUEDRUR RLS/
FKDUDFWHULVWLFV 7KLV HVVHQWLDOO\ FUHDWH \& IH FZAKHADHG HQ
GHVLJQDWHG EULGJH SURSRVHV WR LWV QHDIJKDRBUG W R DEHWL M
RQH Rl WKH PDMRU HOHPHQWY ZKLFK DOORZ 56PH W R/ DF® L&VBH

Spanning-tree command ' Parameter ' Description
6ZLWFK FRQILJ V (QDEOH 6SDQQLQJ 7UHH 3
WUHH DJJUHJDWH( RODJJUHJDWHG SRUWYV
6ZLWFK FRQILJ V| > @ 6SHFLI\ DJJUHJDWHG SRU
WUHH DJJUHJDWH(

@
6ZLWFK FRQILJ V|> @ 6SHFLI\ DJJUHJDWHG SRU
WUHH DJJUHJDWH(
> @ 0=0, 1=16, 2=32, 3=48, 4=64, 5=80

6=96, 7=112, 8=128, 9=144, 10=160
11=176, 12=192, 13=208, 14=224,

15=240
6ZLWFK FRQILJ V (RDEOH DJJUHJDWHG SRU
WUHH DJJUHJDWH( IRUZDUGLQJ VWDWH ZKHQ

.l \RX NQRZ D SRUW LV Gl
WR DQ HQG GHYLFH WKD
5673 WKHQ VHW LW DV D
HQVXUH PD[LPXP SHUIRUH
WHOO WKH VZLWFK WR LP
IRUZDUGLQJ WUDIILF RQ
ERWKHU WU\LQJ WR HVWI
FRQQHFWLRQ 2WKHUZLV}
6ZLWFK FRQILJ V|>IRUFHGB 6HWHNIJJUHJDW H/GERRQW W
WUHH DJJUHJDWH( IRUFHGBI| SRUWV R UFRHIBW®RXMW W
>IRUFHGBWUXH _ I| DXWR@ SRUWV IRUFHGBIDOVH R
DXWR @ ODQDJHG 6ZLWFK WR GHW
VWDWXV DXWRPDWLFDOO
DJJUHJDWHG SRUWV DUH
SRLQW SRUWV IRUFHGBII




6ZLWFK FRQILJ V
WUHH GHOD\ WLPH

6SHFLI\ WKH IRUZDUG GH
VHFRQGY 7KH DOORZDEO
DQG VHFRQGYV

6ZLWFK FRQILJ V
WUHH KHOOR WLPH

6SHFLI\ WKH KHOOR LQWH
VHFRQGY 7KH DOORZDEO

WUHH SULRRJLW\ >

DQG VHFRQGYV
6ZLWFK FRQILJ V|[> @ 6SHFLI\ WKPIX®P DJH WLPH
WUHH PD[ DJ& > VHFRQGV 7KH DOORZDEO

DQG VHFRQGV
6ZLWFK FRQILJ V> @ 6SHFLI\ D SULRULW)\ YDO X

EDVLV 7KH DOORZDEOH Y
DQG

0=0, 1=4096, 2=8192, 3=12288,
4=16384, 5=20480, 6=24576, 7=28672,
8=32768, 9=36864, 10=40960,
11=45056,12=49152, 13=53248,
14=57344, 15=61440

6ZLWFK FRQILJ V
WUHH YHUVLRQ >F
QRUPDO@

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

>SFRPSDW|
QRUPDO@

6HW XS 5673 YHUVLRQ

‘compatible “ PHDQV WKDW Wk
6ZLWFK LV FRPSDWLEOH |

hormal ~ PHDQV WKDW WKH
6ZLWFK XVHV 5673

'LVDEOH 673 RQ DJJUHJD)\

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWHG SRUYV
GHIDXOW

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWHG SRUYV
WKH GHIDXOW

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

'LVDEOH DJJUHJDWHG SR
VWDWXV

6ZLWFK FRQILJ Q
WUHH DJJUHJDWH(

SHVHW DJJUHJDWHG SRUYV
SRLQW WR SRLQW SRUWYV

6ZLWFK FRQILJ Q
WUHH GHOD\ WLPH

5HVHW WKH )RUZDUG 'HO
WKH GHIDXOW

6ZLWFK FRQILJ Q
WUHH KHOOR WLPH

5HVHW WKH +HOOR 7LPH

VSDQQLQJ WUHH D

SRUW

6ZLWFK FRQILJ Q 5HVHW WKH OD[LPXP $JH

WUHH PD[ DJH GHIDXOW

6ZLWFK FRQILJ Q 5HVHW WKH SULRULW\ YD
WUHH SULRULW\ EDVLVY EDFN WR WKH GHII
6ZLWFK FRQILJ QI 5HVHW WKH 5673 YHUVLR
WUHH YHUVLRQ GHIDXOW

Show command ‘

6ZLWFK FRQILJ Vv 6KRZ 5673 VHWWLQJV RQ

VSDQQLQJ WUHH EDVLV

6ZLWFK FRQILJ Vv 6KRZ 5673 VHWWLQJV RQ

SRUWYV




6ZLWFK FRQILJ V 6KRZ HDFK LQWHUIDFHYV

VSDQQLQJ WUHH L LQFOXGLQJ SRUW VWDWH
HGJH SRUW VWDWH DQG

6ZLWFK FRQILJ V|>SRUWBO|6KRZ WKH VSHFLILHG LQMW

VSDQQLQJ WUHH L LQIRUPDWLRQ LQFOXGLQ

>SRUWBOLVW@ FRVW SULRULW\ HGJH SI
SRUW VWDWH

6ZLWFK FRQILJ V 6KRZ HDFK LQWHUIDFH D¢

VSDQQLQJ WUHH V DJJUHJDWLRQ JURXSTV V
LQIRUPDWLRQ LQFOXGLQ
SDFNHWV UHFHLYHG 567
WUDQVPLWWHG 673 SDFN
SDFNHWV WUDQVPLWWHG
&KDQJH 1RWLILFDWLRQ ¢
7&1 SDFNHWV WUDQVPLW
UHFHLYH® RIRZ® SDFNHW
UHFHLYHG

6ZLWFK FRQILJ V|>SRUWBO|6KRZ WKH VSHFLILHG LQMW

VSDQQLQJ WUHH V DJJUHJDWLRQ JURXSVY V

>SRUWBOLVW _ 0O LQIRUPDWLRQ LQFOXGLQ
SDFNHWV UHFHLYHG 567
WUDQVPLWWHG 673 SDFN
SDFNHWV WUDQVPLWWHG
&KDQJH 1RWLILFDWLRQ ¢
7&1 SDFNHWV WUDQVPLW
UHFHLYH® RIRZ® SDFNHW
UHFHLYHG

6ZLWFK FRQILJ V 6KRZ WKH FXUUHQW 5673

VSDQQLQJ WUHH V

6ZLWFK FRQILJ V|>SRUWBO|6KRZ WKH VSHFLILHG LQMW

VSDQQWUHH VWDW DJJUHJDWLRQ JURXSVY V

~ 00DJ@

6ZLWFK FRQILJ V 6KRZ WKH FXUUHQW URRYV

VSDQQLQJ WUHH R LQIRUPDWLRQ

Examples of Spanning-tree command

Description

6ZLWFK FRQILJ VSDQQLQJ V (QDEOH 6SDQQLQJ 7UHH R

SRUW SRUWYV

6ZLWFK FRQILJ VSDQQLQJ V 6HW WKH DJJUHJDWHG SR

SRUW FRVW

6ZLWFK FRQILJ VSDQQLQJ V 6HW WKH DJJUHJDWHG SR

SRUW SULRULW\

6ZLWFK FRQILJ VSDQQLQJ \\ 6HW WKH DJJUHJDWHG SR

SRUW HGJH

6ZLWFK FRQILJ VSDQQLQJ \\ 6HW WKH DJJUHJDWHG SR

SRUW S S IRUFHGBWUXH

6ZLWFK FRQILJ VSDQQLQJ \\ 6HW WKH )RUZDUG 'HOD\
VHFRQGYV

6ZLWFK FRQILJ VSDQQLQJ YV 6HW WKH +HOOR 7LPH YD

6ZLWFK FRQILJ VSDQQLQJ Y 6HW WKH OD[LPXP $JH YD

VHFRQGYV




Use 3Interface "~ command to configure a group of ports

Parameter

Bpanning Tree settings.

Description

Spanning tree & Interface
command

6ZLWFK FRQILJ LQWH

>SRUWB(

(QWHU VHYHUDO GLVF

QXPEHUV VHSDUDWHG
UDQJH RI SRUWV ZLWK
H[DPSOH RU

6ZLWFK ARQB7I3257
VSDQQLQJ WUHH

(QODEOH VSDQQLQJ WU
WKH VHOHFWHG LQWH U

6ZLWFK HR@BL7I3257

6SHFLI\ WKH SDWK FRV

6ZLWFK AMQB7J3257 ¢
VSDQQLQJ WUHH

VSDQQLQJ WUHH FR®@V @ | VHOHEWHG LQWHUIDFH
6ZLWFK ARQB7I3257 > @ 6SHFLI\ SULRULW\ YDO
VSDQQLQJ WUHH@ ULR VHOHFWHG LQWHUIDFH
0=0, 1=16, 2=32, 3=48, 4=64
5=80, 6=96, 7=112, 8=128
9=144, 10=160, 11=176,12=192
13=208, 14=224, 15=240
6ZLWFK ARQB7I3257 6HW WKH VHOHFWHG L
VSDQQLQJ WUHH HGJH SRUWYV
6ZLWFK ARQB7I3257 >IRUFHG| 6HW WKH VHOHFWHG L
VSDQQLQJ WUHH S S 3§ IRUFHGB| SRLQW WR SRLQW SRU
IRUFHGBIDVOH _ DXWI DXWR@ |DOORZ WKH ODQDJHG ¢

No command ‘

SRLQW WR SRLQW VWD
DXWR %\ GHIDXOWD \§

VHW WR SRLQW WR SR
IRUFHGBWUXH

'‘LVDEOH VSDQQLQJ WU
WK VHOHFWHG LQWHUI

6ZLWFK AMRQB7I3257
VSDQQLQJ WUHH FRVV

SHVHW WKH FRVW YDO
GHIDXOW

6ZLWFK AMRQB7I3257
VSDQQLQJ WUHH SULR

5HVHW WKH SULRULW\
GHIDXOW

6ZLWFK ARQB7J3257 R
VSDQQLQJ WUHH HGJH

SHVHW WKH VHOHFWHC(
WR QRQ HGJH SRUWYV

6ZLWFK ARQB7I3257
VSDQQLQJ WUHH S S

Show command

S5HVHW WKH VHOHFWHC
WR SRLQW WR SRLQW

WUHH LQWHUIDFH

6ZLWFK FRQILJ VKRZ 6KRZ 5673 VHWWLQJV |
WUHH VZLWFK EDVLV
6ZLWFK FRQILJ VKR/Z 6KRZ HDFK LQWHUIDFH

LQIRUPDWLRQ LQFOX(
SDWK FRVW SULRULW
DQG S S SRUW VWDWH

6ZLWFK FRQILJ VKRZ
WUHH LQWHUIDFH >SR

>SRUWB(

6KRZ WKH VHOHFWHG |
LQIRUPDWLRQ LQFOX(
SDWK FRVW SULRULW
DQG S S SRUW VWDWH

6ZLWFK FRQILJ VKRZ

WUHH VWDWLVWLF

6KRZ HDFK LQWHUIDFH
DJJUHIJDWLRQ JURXST




LQIRUPDWLRQ LQFOX(
5673 SDFNHWV UHFHLY
SDFNHWV WUDQVPLWW
UHFHLYHG 673 SDFNH
7&1 7RSRORJ\ &KDQJH
SDFENHWYV UHFHLYHG 7
WUDQVPLWHG LOOHJID
DOXRKRRZQ SDFNHWYV U

6ZLWFK FRQILJ VKR/Z
WUHH VWDWLVWLF >S

>SRUWB(
OODJ@

6KRZ WKH VHOHFWHG |
DJJUHJDWLRQ JURXSV!
LQIRUPDWLRQ LQFOX(
5673 SDEFNHWV UHFHLY
SDFNHWV WUDQSBNWW,
UHFHLYHG 673 SDENH
7&1 7RSRORJ\ &KDQJH
SDFNHWV UHFHLYHG 7
WUDQVPLWHG LOOHJID
DQ®RRZQ SDEFNHWV U

6ZLWFK FRQILJ VKR/Z 6KRZ WKH FXUUHQW 56
WUHH VWDWXYV
6ZLWFK FRQILJ VKRZ| >SRUWB({ 6KRZ WKH VHOHFWHG |

WUHH VWDWXV >SRUW

OODJ@

DJJUHIJDWLRQ JURXSV{

6ZLWFK FRQILJ VKR/Z
WUHH RYHUYLHZ

6KRZ WKH FXUUHQW U
LQIRUPDWLRQ




JRU 5673 FRQILIXUDWLRQ YLD &/, ZH WDNH WK HP BRRO/GIREZRQ J WM
(36 : /3 0DQDJHG 6ZLWFRANKBLQJ 6ZLWFK $ B6ZLWFK % DQG ¢
OHW WKH XVHUV KDYH D FOHDU XQGHUVWDQGBQGH LR IWWIKWH VR
HQYLURQPHQW 6ZLWFK $ 6ZLWFK % DQG 6DEOFK & ZHOTR BW

6ZLWFK ZLOO DXWRPDWLFDOO\ EH GHWHUPLQHG E\ WKLV QHWZ

Switch A

Switch B Port 10 Switch C

Port 9 Port 10
-

System  Max Age Hello Forward Force
Switch  Priority (Secs) Time Delay Version State  Path Cost  Priority Edge
(Secs) (Secs)
A 1RUP GHIDX GHID| GHID| GHID
B 1RUP GHIDX GHID| GHID| GHID
C 1RUP GHIDX GHID| GHID| GHID
7TDEOH

%HORZ LV WKH FRPSOHWH &/, FRPPDQGYV DSSOLH® MWRQGBRRW FK ¢
6ZLWFK % DQG 6ZLWFK & DFFRUGLQJO\

Command Purpose
STEP1 configure Enter the global configuration
mode.
Example:
(36 : /3 FRQILJ
(36 : /I3 FRQILJ
STEP2 spanning- tree priority system_priority In this example, it configures

the System Priority of Switch
A as 31°. It means the value of

Example: o
(36 - /3 FRQILJ VSDQQLQJ WUH the real priority is 4096.
2.
STEP3 spanning- tree max- age max_age_time In this example, it configures
- - the Max. Age Time of Switch A
Example: as %"
(36 : /I3 FRQILJ VSDQQL®@JIWUH
2.
STEP4 spanning- tree hello- time Aello_interval In this example, it configures the
- Hello Time of Switch Aas 31",
Example:
(36 : /I3 FRQILJ VSDQQLQJ WUH

2.



STEPS spanning- tree delay- time forward delay time In this example, it configures the
Forward Delay Time of Switch A as
4.
Example:
(36 /3 FRQILJ VSDQQLQJ WUH
2.
STEP6 spanning- tree version sto_version In this example, it configures the
= STP Version of Switch A as
3Normal .
Example:
(36 /3 FRQILJ VSDQQLQJ WUH
2.
STEP7 interface port _list Specify the Port 9 and Port 10 that
- you would like to configure to
Example: RSTP.
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQLLJ
STEP8 spanning- tree Enable spanning tree protocol on
Port 9 and Port 10.
Example:
(36 /3 FRQILJ LIVSDQQLQJ WU
2.
STEP9 spanning- tree cost path_cost In this example, it configure the
- port path cost for Port 9 and Port 10
Example: as 0.
(36 /3 FRQLLJ VSDQQLQJ WU
2.
STEP10 spanning- tree priority bridge_priority In this example, it configure the
- port priority for Port 9 and Port 10
Example: as 0. It means the value of the real
(36 /3 FRQLLJ  VSDQQLQJ wuy|Priorityls 20~
2.
STEP11 spanning- tree edge In this example, it configure Port 9
and Port 10 as the non-edge ports.
Example:
(36 /3 FRQLLJ QRVSDQQLQJ W,
2.
STEP12 spanning- tree p2p fpe In this example, it configures the
P g p<p Op type of Port 9 and Port 10 as
Example: point to point ports.
(36 : /3 FRQLLY VSDQQLQJ WU
IRUFHGBWUXH
2.
STEP13 exit Return to the global
configuration mode.
Example:
(36 /3 FRQLLJ H[LW
(36 /3 FRQILJ
STEP14 exit Return to the Privileged mode.
Example:
(36 : /3 FRQILJ H[LW
(36 . /3
STEP15 write Save the running configuration
into the startup configuration.
Example:
(36 : /3 ZULWH

6DYH &RQILJ 6 XFFHHGHG



$IWHU FRPWHBHWI @ZLWFK VHWWIBGJV IRU \RBXWZLWRRNHVDQ LVVX
WHK FRPPDQGY OLVWHG EHORZ IRU FKHFNLQJ \RXU FRQILIJXUDWL

Example 1,

EPS-3128-480W-LP (config)# show spanning-tree

5673 6ZLWFK ,QIRUPDWLRQ

6\WWHP 3ULRULW\
OD[ $JH

+HOOR 7LPH

J)RUZDUG 'HOD\

JRUFH 9HUVLRQ QRUPDO

(36 : /3 FRQILJ

Example 2,

EPS-3128-480W-LP (config)# show spanning-tree aggregated-port

5673 $JJUHIJDWHG 3RUW ,QIRUPDWLRQ

$JJUHIDWHG 6WGMWMDEOH

$JJUHIJDWHG 3DWK &RVW

$JIJUHIJDWHG 3ULRULW\

$JJUHIDWHG (GXBILVDEOH

$JJUHIJDWHG 3RLQW SRLQW IRUFHG IDOVH

(36 : /I3 FRQILJ




Example 3,

EPS-3128-480W-LP (config)# show spanning-tree interface

5673 3RUW ,QIRUPDWLRQ

3RUW 6WDWH 3IDWK &RVW SULRULW\ (GJH 3RLQ
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
HQDEOH GLVDEOH IRUFHG
HQDEOH WKWH GLVDEOH IRUFHG
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
GLVDEOH GLVDEOH IRUFHG W
(36 /3 FRQILJ
Example 4,

EPS-3128-480W-LP (config)# show spanning-tree overview

5673 RYHUYLHZ

%ULGJH ,° D E
OD[ $JH

+HOOR 7LPH

)ZG 'HOD\
7RSRORJ\6WHDG\

5RRW ' D E
5RRW 3RUW

(36 /I3 FRQILJ




Example 5,

EPS-3128-480W-LP (config)# show spanning-tree statistic




Example 6,

EPS-3128-480W-LP (config)# show spanning-tree status

5673 SRUW 6WDWXYV

(GJH 3 S 3R
3RUW 3DWK&RVW 3RUW 3RUW 3URWRFRO 5ROH
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 61
QR \HV 5673 1RQ 673 1RQ 67
3UHVV &WUO & WR H[LW RU DQ\ NH\ WR FRQWLQXH
QR \HV 5673 'LVDEOH 'LVDEOH
QR \HV 5673 'HVLIJQDWHG )RUZDU(
QR \HV 5673 1RQ 673 1RQ 67
QR \HV 5673 1RQ 673 1RQ 67
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
11$* QR QR 5673 1RQ 673 1RQ 673
(36 /3 FRQILJ




2.6.23 Switch Command

Switch command

6ZLWFK FRQILJ
) > SHUPLW@

‘ Parameter

VZL\

>SHUPLW@

Description

3HUPLW SDFNHWV IUF
UDQJLQJ IURP &

& )
6ZLWFK FRQILJ VZLV >SHUPLW@ SHUPLW SDFNHWYV [UH
) >SHUPLW@ UDQJLQJ IURP &

& )

6ZLWFK FRQILJ
>SHUPLW@

VZL\

>SHUPLW@

SHUPLW SDFNHWYV [UH
&

6ZLWFK FRQILJ

SROOLQJILQWHUYDO

6ZLWFK FRQILJ VZL\ > @ 6SHFLI\ WKH PD[LPXP
@ LQ E\WHV 7KH DOOR]
YDOXH LV EHWZHHQ
E\WHV
6ZLWFK FRQILJ VzZL\> @ 6SHFLI\ WKH QXPEHU
SROOLQJ SBRUW GDWD DFTXLVLWLRQ
6ZLWFK FRQILJ VZL\> @ 6SHFLI\ WKH WLPH LQ

8QLW VH

No command ‘

QR VJLWFK ESGX

HDFK SROOLQJ

8QGR SHUPLW SDFNH
DGGUHVV UDQJLQJ IU
& WR
& )

6ZLWFK FRQILJ

QR

VILWFK

ESGX

8QGR SHUPLW SDFNH
DGGUHVV UDQJLQJ IU
& WR
& )

6ZLWFK FRQILJ

QR

VZLWEFK

ESGX

8QGR SHUPLW SDFNH
DGGUHVYV &

6ZLWFK FRQILJ

QR

VZLWEFK

PWX

5HVHW 078 VL]H EDFN
GHIDXOW E\WHYV

6ZLWFK FRQILJ

QR

VZLWEFK

VWDW

SHVHW WKH QXPEHU
GDWD DFTXLVLWLRQ
EBPN WR WKH G8RNV

6ZLWFK FRQILJ

6ZLWFK FRQILJ

QR

VZLWEFK

VWDW

Show command ‘

VKRZ VZLWFK ES(

SAWHW WKH WLPH LQ
HDFK SROOLQJ EDFN
LQ VHFRQGYV

6KRZ WKH B6GBUHQW
FRQILIXUDWLRQ

6ZLWFK FRQILJ

VKRZ VZLWFK PW

6KRZ WKH FXUUHQW
IUDPH VL]H FRQILJXU

6ZLWFK FRQILJ

VKRZ VZLWFK VW

6KRZ WKH FXUUHQW
SROOLQJ SRUW QXPE
LQWHUYDO EHWZHHQ




Examples of Switch command ‘

6ZLWFK FRQILJ

VZLWEFK ESGX

3HUPLW SDFNHWV IUF
UDQJLQJ IURP &
& )

6ZLWFK FRQILJ

VZLWFK ESGX

3HUPLW SDFNHWV IUF
UDQJLQJ IURP &
& )

6ZLWFK FRQILJ

VZLWFK ESGX

S

SHUPLW SDFNHWYV [UH
&

6ZLWFK FRQILJ

VZLWFEFK PWX

6HW WKH PD[LPXP WU
XQLW WR E\WHV




2.6.24 Switch-info Command

1. Set up the Managed Switch § basic information, including company name, hostname,
system name, etc..

Parameter

Switch-info Command |
6ZLWFK FRQILJ
FRPSDQ\ QDPH
>FRPSDQ\BQDPH|(

>SFRPSDQ\B

' Description

(QWHU D FRPSDQ\ QDPH X
DOSKDQXPHULF FKDUDFWH
6ZLWFK

6ZLWFK FRQILJ
FSX ORDGLQJ WK

Q@

> @
8QLW

6SHFLI\ &38 ORDGLQJ WKU

6ZLWFK FRQILJ
GKFS YHQGRU LG
>GKFSBYHQGRUB

>GKFSBYH(

(QWHU WKH XVHU GHILQHG
DQ®S WR DOSKDQXPHULF
EH DFFHS@HIBVH PDNH VXU
DQ H[DFW '+&3 9HQGRU ,' Z
VSHFLILHG LQ 3YHQGRU FO
GKFSG FRQI ILOH )RU GHW
VHBSSHOQGL[ %

6ZLWFK FRQILJ
KRVW QDPH >KRWV

>SKRVWBQD|

(QWHU D QHZ KRVWQDPH )
DOSKDQXPHULF FKDUDFWH
6ZLWFK %\ GHIDXOW WKH
VKRZV WKH PRGHO QDPH R
6ZLWFK <RX FDQ FKDQJH

DVVLIJQHG KRVWQDPH SUR
LV HDV\ IRU \RX WR LGHQW
FRQILIXUDWLRQ DQG PDLQ

6ZLWFK FRQILJ
V\VWHP FRQWDF\
>V\VBFRQWDFW@

>VA\VBFRQW

(QWHU WKH FRQWDFW LQIR
DOSKDQXPHULF IRKD WEKE W H
VZLWFK

6ZLWFK FRQILJ
VIVWHP GRFDWLE
>V\VBORFDWLRQ

>V\VBORFD

(QWHU D EULHI GHVFULSW
6ZLWFK ORFDWLRQ XS WR
FKDUDFWHUV IRU WKLV 0L
WKH QDPH WKH OREFDWLR(
RQO\ IRU H[DPSOH 3 WK

6ZLWFK FRQILJ
V\VWHP QDPH >V

>V\VBQDPH

(QWHU D XQLTXH QDPH XS
DOSKDQXPHULF FKDUDFWH
6ZLWEFKH D GHVFULSWLYH ¢
WKH ODQDJHG 6ZLWFK LQ U
QHWZRUN IRU H[DPSOH 39
ODPH LV PDLQO\ XVHG IRU

No command ‘

6ZLWFK FRQILJ QR VZLWFK| 5HVHW WKH HQWHUHG FRP
WKH GHIDXOW

6ZLWFK FRQILJ QR VZLWFK| 5HVHW &38 ORDGLQJ WKUH

WKUHVKROG GHIDXOW

6ZLWFK FRQILJ QR VZLWFKG 5SHVHW WKH HQWHUHG "+&3
LQIRUPDWLRQ EDFN WR WK

6ZLWFK FRQILJ QR VZLWFK| 5HVHW WKH HQWHUHG V\V\
LQIRUPDWLRQ EDFN WR WK

6ZLWFK FRQILJ QR VZLWFK| 5HVHW WKH HQWHUHG V\V\

LQIRUPDWLRQ EDFN WR WK




6ZLWFK FRQILJ

QR VZLWEFK

SHVHW WKH HQWHUHG V\V\
LOQIRUPDWLRQ EDFN WR WK

6ZLWFK FRQILJ

6ZLWFK FRQILJ

QR VZLWEFK

Show command

VKRZ VZLWH

SHVHW WKH KRVWQDPH ED

6KRZ WKH VZLWFK UHODW H
LQFOXGLQJ FRPSDQ\ QDPH
VIVWHP ORFDWLRQ V\VWH
QDPH ILUPZDUH YHUVLRQ

6ZLWFK FRQILJ
VWDWLVWLFV

VKRZ VZLWH

Examples of Switch-info ‘

6KRZ WKH FXUUHQW &38
UDWH RI WKH VZLWEFK

HGJHVZLWEFK

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH FRPSWA&WBORRARP

WHOHFRP[\]

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH VI\VWHP FRQWD F\

LQIR#FRPSDQ\ FRP SLQIR#FRPSQD\ FRP’

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH VI\VWHP ORFDWLF
WKIORRU

6ZLWFK FRQILJ VZLWFK LQI 6HW WKH VI\VWHP QDPH ILH

EDFNERQH

6ZLWFK FRQILJ VZLWFK LQI &KDQJH WKH ODQDJHG 6ZL

LR SHGJHVZLWEFK

2.6.25 Syslog Command
Syslog command Parameter

Description

6ZLWFK FRQILJ (QDEOH WKH V\VWHP ORJ IX

6ZLWFK FRQILJ > @ 6SHFLI\ D IDFLOLW\ FRGH [/H

IDFL® L&\ VSHFLILF GHYLFH IRU FODYV
PHVVDJH SURYLGHG E\ GLIIH

6ZLWFK FRQILJ (QDEOH 7THUPLQDO KLVWRU\

ORJJLQJ W\SH WH

KLVWRU\

6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH SULPDU\ V\VWH

VHUYHU >% % & ''$ % & ' (| ,3Y ,3Y DGGUHVV

$ % &' () * +@ * +@

6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH VHFRQGDU\ V\V

VHUYHU >% % & ''$ % & ' (| ,3Y ,3Y DGGUHVV

$ % &' ()*+@ *+@

6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH WKLUG V\VWHP

VHUYHU >3%$ % & ''$ % & ' ( DGGUHVYV

$ % &' () * +@ * +@

No command

6ZLWFK FRQILJ QR V\VOR 'LVDEOH 6\VWHP ORJ IXQFW

6ZLWFK FRQILJ QR V\VOR 5HVHW WKH IDFLOLW\ FRGH
IRFDO

6ZLWFK FRQILJ QR V\VOR 'LWEOH 7HUPLQDO KLVWRU\

WHUPLQDO KLVWRU\

6ZLWFK FRQILJ QR VA\VOR '"HOHWH WKH SULPDU\ V\VWH
,3Y ,3Y DGGUHVYV

6ZLWFK FRQILJ QR VA\VOR '"HOHWH WKH VHFRQGDU\ V\\
,3Y ,3Y DGGUHVYV




6ZLWFK FRQILJ

Show command
6ZLWFK FRQILJ

QR V\VOR

VKRZ V\V

'"HOHWH WKH WKLUG V\VWHP
DGGUHVV

6KRZ WKH FXUUHQW V\VWHP

6ZLWFK FRQILJ

Examples of Syslog command
6ZLWFK FRQILJ

VKRZ OR|

VI\VORJ

6KRZ HYHQW ORJV FXUUHQW
ODQDJHG 6ZLWFK 7KHVH HY
VDYHG WR WKH VA\VWHP ORJ
VSHFLI\

(QDEOH 6\VWHP ORJ IXQFWL

6ZLWFK FRQILJ

VI\VORJ V

6HW WKH SULPDU\ VA\VWHP O
WR

6ZLWFK FRQILJ

VI\VORJ V

6HW WKH VHFRQGDU\ V\VWH
DGGUHVV WR

6ZLWFK FRQILJ

VI\VORJ V

6HW WKH WKLUG V\VWHP OR

2.6.26 Terminal Length Command

Command ' Parameter
6ZLWFK FRQILJ > @
OHQJIWK > @

No Command
6ZLWFK FRQILJ
OHQJWK

Show Command
6ZLWFK FRQILJ
WHUPLQDO

|

Description

6SHFLI\ WKH QXPEHU RI HYH
VKRZ XS HD RKWKIHPHFUHHQ |
UXQQLQJ FRIORIZIGHIDXOW FH
3VKRZ VABR@®ILJ” FRPPDQGV
VWDQGV IRU QR SDXVLQJ

SHWHW WHUPLQDO OHQJWK E

6KRZ WKH FXUUHQW FRQILJ)
OHQJWK




2.6.27 Time-range Command

7KLV FRPPDQG GHILQHYVY D WLPH LQWHUYDO WR EH DFWLY DMMWG

WR DVVLIQ ZKHQ D |XGFXMRRBRDWRDO®\ WDNHQ HIIHFW

WKH 6ZLWFK LV VIQFKURQL]JHG ZLWK 173 WLPH VHUYHU

Command

6ZLWFK FRQILJ WLH
UDQJH QDPH®@

Parameter
>WLPH UD
QDPH@

Description

SUHDWHZ WLPH UD ®JW KJ
WLPH LQWHUYDO RU HQ
PRGLI\ WKH $8§WAMLQJV

DOSKDQXPHULF FKDUDEFYV,
DFFHSWHG WLPH UDXS
DWRVW

7LPH LQWHUYDOV FDQ E¥
WKUHH W\SHV $EVROXW
SHULRGLF /LVW

Absolute: $Q DEVROXWH LQ
HQDEOH D IXQFWLRQ

Periodic.: $Q LQWHUYDO WR
IXQFWLRQ RQ D ZHHNO\ I
SHULRGLF LQWHUYDO RQ
WKH VSHFLILHG DEVROX

Periodic List: $Q LQWHUYDO V
IXQFWLRQ RQ D GDLO\ EI
OLVW LQWHUYDO RQO\ W
VSHFLILHG DEVROXWH L(

6ZLWFK FRQILJ WLPH
DEVROXWH VWDUW >
W@

>KK PP G¢(
000 \\WW@

6SHFLI\ DQ DEVROXWH V
VSHFLILF WLPH LQWHUYIL

KK KRXU
PP PLQXWH
GG GDWH
000 PRQWK MDQ IHE PDU
O DXJ VHS RFW QRY GHF
\W\\ \HDU

1R VWDUW WLPH DVVLJQ
LPPHGLDWHO\ 2QH DEVR
FDQ EH VHW DW PRVW

6ZLWFK FRQILJ WLPH
DEVROXWH HQG >KK
W@

>KK PP G¢(
000 \WW@

6SHFLI\ DQ DEVROXWH H
LQWHUYDO
H J MXQ

KK KRXU

PP PLQXWH

GG GDWH

000 PRQWK MDQ IHE PDU

%HIRU
VXUH WKDW JDWHZD\ 173 WLPH ViHé Seriver ConfigurRt@hlL J X@HHBEH EW L R C
7KH 3R( IXQFWLRQV VFKHGXOHG E\ 7LPHHQDWKH ¥LVOWHPH\



O DXJ VHS RFW QRY GHF
\\\\ \HDU

1R HQG WLPH DVVLJQHG
IXQFWLRQ FRQWLQXRXVC
HQG SRLQW FDQ EH VHW

>GD\V@

6ZLWFK FRQILJ QR
>SWLPHBUDQJHBQDPH

6ZLWFK FRQILJ WLPH >KK PP@ | 6SHFLI\ WKH ZHHNO\ VW
SHULRGLF PKK WR 6K >KK PRP\® | UHFXUULQJ WLPH LQWHU
D@ SHULRGLF LQWHUYDOV F
H J PRQ WR ZHG
K K
PP
GD\ VXQ PRQ WXH ZHG
6ZLWFK FRQIUH@DPH >KK PP@ | 6SHFLI\ D OLVW RI GD\V
SHULRGLF OLVW >KK| >KK PP@ ] SHULRGLF WLPH H J

>WLPHBUI

DPH@

ZHG WKX UL

KK KRXU
PP PLQXWH

GDM VXQ 6XQGD\ PRQ OF
WXH 7XHVGD\ ZHG :HGQ
WX7KXUVGD\ IUL )ULGD

&URVYV GD\ VHWWLQJ LV
ZRUGV WKH VHFRQG RFH
FDQ EH VHW RQ WKH IRO
3 ,

7ZR VHWV Rl SHULRGLF (
VHW DW PRVW

SHPRYH D VSHFLILHG WL

6ZLWFK FRQILJ WLPH
QR DEVROXWH VWDU
000 \\WW\@

SHPRYH WKH DEVROXWH
FRQILIXUDWLRQ IURP WK
UDQJH QDPH 8QGHU D W
XVHU PD\ DGG RQH DEVR
DQG RQH DEVROXWH HQG
8VHUV PD\ DOVR DGG WZ
UDQJHV DW PRVW XVLQJ
3HULRGLF /LVW WLPH UD

)RU H[DPSOH XVHUV PD\
7ZR 3HULRGLFV LQ WLH
2QH 3HULRGLF DQG RQ
LQ WLPH UDQJH RU
7ZR 3HULRGLF /LVWV L

6ZLWFK FRQILJ WLPFH
QR DEVROXWH HQG >
000 W\ @

5HPRYH WKH DEVROXWH
FRQILIXUDWLRQ IURP WK
UDQJH QDPH 8QGHU D W
XVHU PD\ DGG RQH DEVR
DQG RQH DEVROXWH HQG
8VHUV PD\ DOVR DGG WZ
UDQJHV DW PRVW XVLQJ




SHULRGLF /LVW WLPH UD

)RU H[DPSOH 8VHUV PD\

1. 7ZR 3HULRGLFV LQ WLH

2. 2QH 3HULRGLF DQG RQ
LQ WLPH UDQJH RU

3. 7ZR 3HULRGLF /LVWV L

6ZLWFK VKRZ WLPH

6ZLWFK FRQILJ WLPH >KK PP@® | 5 HPRYH WKH ZHHNO\ VWO
QR SHULRGLMYWKKWRHAR WR >KK PlUHFXUULQJ WLPH LQWHU
>SKK PP\@ CDAE)

6ZLWFK FRQILJ WLPH >KK PP@ | 5 HPRYH WKH SHULRGLF C
QR SHULRGLF OLVW | >KK PP@

>SKK PP@ >GD\V@ >GD\V@

Show Command

'LVSOD\ WKH WLPH UDQJH FRQILJXU

6ZLWFK VKRZ WLPH
UDQJH QDPH@

'LVSOD\ WKH VSHFLILHG WLPH UDQ,

6ZLWFK FRQILJ VKR

'LVSOD\ WKH WLPH UDQJH FRQILJXU

6ZLWFK FRQILJ VKR

>WLPH UDQJH QDPHQ@

6ZLWFK FRQILJ WLPH
DEVROXWH VWDUW

Examples of Time-range command

'LVSOD\ WKH VSHFLILHG WLPH UDQ,

6HW HIIHFWLYH WLPH UDQJH VWDU

6ZLWFK FRQILJ WLPH
DEVROXWH HQG

6HW DQ HIIHFWLYH WLPH UDQJH WK
' HGAHHAP E HUK

6ZLWFK FRQILJ WLPH
SHULRGLF PRQ W

6HW DQ HIIHFWLYH WLPH UDQJH WK
W R "HGQHVGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW
WXH ZHG WKX IUL

6HW DQ HIIHFWLYH WLPH UDQJH WK
HYHU\ ZHHNGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW
ZHG WKX IUL VDW

6HW DQ HIIHFWLYH WLPH UDQJH WK
7XHVGD\ WR 6DWXUGD\

6ZLWFK FRQILJ WLPH
SHULRGLF OLVW

WK X

6HW DQ HIIHFWLYH WLPH UDQJH WK
HYHU\ :HGQHVGD\ DQG 7KXUVGD\




2.6.28 User Command

1. Create a new login account.

User command Parameter

6ZLWFK FRQILJ
SDVVZRUG HQFU\

Description

(QDEOH 0' OHVVDJH '"LIJHVW
D ZLGHO\ XVHG FU\SWRJUDS
SURGXFLQJ D ELW E\W
WASLFDOO\ H[SUHVVHG LQ W
GLIJLW KH[DGHFLPDO QXPEH
LV GLVDEOHG

NOTE:

1. The acquired hashed password from
backup config file is not applicable for
user login on CLI/Web interface.

2. We strongly recommend not to alter off-
line Auth Method setting in backup
configure file.

3. If Auth-Method is enabled and do
firmware downgrade, users must reset
default config.

1$0( SDVVZRUG

>SDVVZRUG @

6ZLWFK FRQILJ
SDVVZRUG HQFU\

6ZLWFK FRQILJ >XVHUB( &UHDWH PRGLI\ D XVHU DFF

>XVHUBQDPH®@ DXWKRULJHG XVHU ORJLQ Q
DOSKDQXPHULF FKDUDFWHU
EH UHIJLVWHUHG

6ZLWFK FRQILJ X $FWLYDWH WKH VSHFLILHG ]

1$0( DFWLYH

6ZLWFK FRQILJ X| > GHVFUl (QWHU WKH EULHI GHVFULS\

1$0( GHVFULSWLI XVHU DFFRXQWD BSKWRXPHU

>GHVFULSWLRQ@ FKDUDFWHUYVY FDQ EH DFFHS

6ZLWFK FRQILJ X| >DGPLQ| 6SHFLI\ WKLV XVHUYV DFFH\

1$0( OHYHO >DCG UR@

u@ admin (administrator) : 2Z2Q WKH IXO
ULIJKW LQFOXGLQJ PDLQWD
VI\IVWHP LQIRUPDWLRQ ORD
HWF
rw (read & write) : 2Z2Q WKH SDUWLI
ULJKW XQDEOH WR PRGLI\ >
VI\VWHP LQI| DUWPRDRVOER QD FWR U
ro(readonly) : 5HDG 2QBRHVV SUIL

6ZLWFK FRQILJ X| >SDVVZRF (QWHU WKH SDVVZRUG XS W

No command

FKDUDFWHUV IRU WKH VSHH

'LWEOH 0' OHVVDJH 'LJHVW

6ZLWFK FRQILJ

QDPH >XVHUBQDF

>XVHUB(

'"HOHWH WKH VSHFLILHG XVH



https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

6ZLWFK FRQILJ X
1$0( QR DFWLYH

‘HDFWLYDWH WKH VHOHFWH

6ZLWFK FRQILJ X
1$0( QR GHVFUL

SHPRYH WKH FRQILIXUHGHIGH
VSHFLILHG XVHU DFFRXQW

6ZLWFK FRQILJ X
1$0( QR SDVVZR

SHPRYH WKH FRQILIJXUHSB SI
VSHFLILHG XVHU DFFRXQW

6ZLWFK FRQILJ X
1$0(

QR OHYHO
Show command
6ZLWFK FRQILJ

SHVHW WKH DFFHVV SULYLO
GHIDXOW 5HDG 2QO0O\

6KRZ XVHU DXWKHQWLFDWL

6ZLWFK FRQILJ
QDPH

/ILVW DOO XVHU DFFRXQWYV

6ZLWFK FRQILJ
QDPH >XVHUBQDF

>XVHUB(

6KRZ WKH VSHFLILF DFFRXQ

6ZLWFK FRQILJ X

1$0( VKRZ
Examples of User command
6ZLWFK FRQILJ

XVHU QD

6KRZ WKH VSHFLILF DFFRXQ

&UHDWH D QHZ ORJLQ DFFR

6ZLWFKLBPRWHU PL
PLVHQJLQHHU

VGV FUL

$GG D GHVFULSWLRQ WR WK
SPLVHULF"

6ZLWFK FRQILJ X
PLV L

V 8 U VR/IZ\RH

6HW XS D SDVVZRUG
SPLVHULF"

IRU WK

6ZLWFK FRQILJ X

VB H YRHO/ K

6HW WKLV XVHAIUDFERKQMV P |
SUHDG DQG ZULWH’




User command

2. Configure RADIUS server settings.

Parameter

6ZLWFK FRQILJ

Description
(QDEOH 5%$',86 DXWKHQWLFD

6ZLWFK FRQILJ

6SHFLI\ 5$',86 VHUYHU SRUW

Examples of User command

UDGLXV SRUW > @
6ZLWFK FRQILJ > @ 6SHFLI\ WKH UHWU\ WLPH YI
UHWU\ W@PH > QXPEHU RI WLPHV WKDW WK
ZLOO WU\ WR UHFRQQHFW L
QRW UHDFKDEOH
6ZLWFK FRQILJ >S>VHFUH\ 6SHFLI\ D VHFUHW XS WR
VHFUHW >VHFUH\ FKDUDFWHUV IRU 5%$',86 VH
NH\ LV XVHG WR YDOLGDWH
EHWZHHQ 5%$',86 VHUYHUYV
6ZLWFK FRQILJ >% % & '| 6SHFLI\ WKH SULPDU\ 5%$',86
VHUYHU >$ % & '|$ % & ' (| ,3Y ,3Y DGGUHVV
$ % &' ()*+@ * +@
6ZLWFK FRQILJ >$ % & '| 6SHFLI\ WKH VHFRQGDU\ 58%°
VHUYHU >$ % & '|$ % & ' (| ,3Y ,3Y DGGUHVV
$ % &' ()*+@ * +@
No command
6ZLWFK FRQILJ QR XVHU|'LVDEOH 5$',86 DXWKHQWLF
SHVHW WKH UDGLXV SRUW V
6ZLWFK FRQILJ QR XVHU GHIDXOW SRUW
5HVHW WKH UHWU\ WLPH VH
6ZLWFK FRQILJ QR XVHU GHIDXOW
6ZLWFK FRQILJ QR XVHU|5HPRYH WKH FRQILJXUHG VH
'HOHWH WKH ,3Y ,3Y DGGU
6ZLWFK FRQILJ QR XVHU 5$'.86 VHUYHU
'HOHWH WKH ,3Y ,3Y DGGU
6ZLWFK FRQILJ QR XVHUI it RoGDU\ 58,86 VHUYHU
Show command
6ZLWFK FRQILJ VKRZ XVH 6KRZ WKH FXUUHQW 5%$',86 H

6ZLWFK FRQILJ XVHU UD({(QDEOH 5%$',86 DXWKHQWLFD
6ZLWFK FRQILJ XVHU UD({6HW 5%$',86 VHUYHU SRUW Q)
6ZLWFK FRQILJ XVHU UD{6HW WKH UHWU\ WLPH YDOX

6ZLWFK ZLOO WU\ WR UHFRQ(

5$',86 VHUYHU LV QRW UHDH
6ZLWFK FRQILJ XVHU UD{(6HW XS D VHFUHW IRU YDOL
DEF[\]DEF FRPPXQLFDWLRQV EHWZHHQ
6ZLWFK FRQILJ XVHU UD{6HW WKH SULPDU\ 5%$',86 VH
6ZLWFK FRQILJ XVHU UD{6HW WKH VHFRQGDU\ 5%$',86

WR




User command

3. Configure TACACS server settings.

Parameter

Description

6ZLWFK FRQILJ (QDEOH 7$&%&6 DXWKHQWLF
WDFDFV
6ZLWFK FRQILJ > 6SHFLI\ 7$&%&6 VHUYHU SRU
WDFDFV WDFDFV @ GHIDXOW VHW®SRQW LV DW
@
6ZLWFK FRQILJ > @ 6SHFLI\ WKH UHWU\ WLPH YI
WDFDFV UHW@G\ W QXPEHU RI WLPHV WKDW WK
ZLOO WU\ WR UHFRQQHFW L
QRW UHDFKDEOH
6ZLWFK FRQILJ >VHFUH\Y 6SHFLI\ D VHFUHW XS WR
WDFDFV VHFUHW FKDUDFWHUYV I[IRU 7$&%&6 Vi
NH\ LV XVHG WR YDOLGDWH
EHWZHHQ 7%$&%$&6 VHUYHUYV
6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH SULPDU\ 7%$&%&
WDFDFV VHUYHU | $ % & ' (| ,3Y ,3Y DGGUHVYV
$ % &' () * +@ * +@
6ZLWFK FRQILJ >%$ % & '| 6SHFLI\ WKH VHFRQGDU\ 7%$¢§
WDFDFV VHUYHU | $ % & ' (| ,3Y ,3Y DGGUHVV
$ % &' () * +@ * +@
No command
6ZLWFK FRQILJ QR XVHU|'LVDEOH 7%$&%&6 DXWKHQWL
6ZLWFK FRQILJ QR XVHU| 5HVHW WKH WDFDFV SRUW V\
SRUW GHIDXOW SRUW
5HVHW WKH UHWU\ WLPH VH
6ZLWFK FRQILJ QR XVHU GHIDXOW
6ZLWFK FRQILJ QR XVHU| 5HPRYH WKH FRQILIJIXUHG VH
'"HOHWH WKH ,3Y ,3Y DGGU
6ZLWFK FRQILJ QR XVHU 7$8%$8&6 VHUYHU
'"HOHWH WKH ,3Y ,3Y DGGU
6ZLWFK FRQILJ QR XVHUI \, e RoGDU\ 7$&$8&6 VHUYHU
Show command
6ZLWFK FRQILJ VKRZ XVH 6KRZ WKIHUHQW 7%$&%&6 FRQI




2.6.29 VLAN Command

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/%$1 LV D QHWZRUNRMRBR
VFKHPH UDWKHU WKDQ WKH SK\WLFDO OD\RXW\ RO GFHDFROWW E R Q¥
VHIPHQWY LQWR D JURXS WKDW DSSHDUV DV D VLQWXH /@HWZ/I
LQWR GLIIHUHQW EURDGFDVW GRPDLQV $00 EURDGHDVYWHURR
6ZLWFK RQ D SDUWLFXODU 9/$1 ZLOO RQO\SRHWRUWBD®WHDBUW RP
WKDW 9/%1

9/$1 FDQ HQKDQFH SHUIRUPDQFH E\ FRQVHUVHG®X EDQGZ\L G WKL
WR VSHELILF GRPDLQV $ 9/$1 LV D FROOHPWIRRYRIQWIMHDR &R
ORFDWLRQV (QG QRGHV WKDW IUHTXHQWO\ FRPPXQLEPMWB/E1LW
QR PDWWHU ZKHUH WKH\ DUH SK\VLFDOO\ ORFIDWIRG R §1 W RK/HWX
FDQ FKDQJH WKH QHWZRUN WRSRORJ\ ZLWKRXW SK\VAIFH®HD
FRQQHFWLRQV 6WDWLRQV FDQ EH PPRYHGY QUE MOQRVIKWEK 2NV
DQG VKDUH LWV UHVRXUFHV VLPSO\ E\ FKDQJLQJ W KWR TRQURNV K
7KLV DOORZV 9/$1 WR DFFRPPRGDWH QHWZRUN ZRRNH W K FK D\Qk
IOH[LELOLW\

2.6.29.1 Port-Based VLAN

3RUW EDVHG 9/$1 FDQ HIIHEWLYHO\ VHJPHQW RQWWQBWEBRBLUC
%URDGHARUWLFDVW DQG XQNQRZQ SDFNHWV ZLOO EH GL®P/SWH S
XQFRPSOLFDWHG DQG IDLUO\ ULJLG LQ LP RQMPBGMILYVRQ D\YB
WR TXLENO\ DQG HDVLO\ VHW XS 9/$1 VR DV WR LR R OMK\HL W RH M

6LQFH VRXUFH DGGUHVVHVY RI WKH SDFNHWYV DUH OLVWH[E&E H3IWC(
EURDGFDVW PXOWLFDVW SDFNHWYV LQ HYHU\ 9/$1 WAOH YMUNDK R
UHVWULFWLRQV

2.6.29.2 802.1Q VLAN

802.1Q VLAN Concept

SRUW %DVHG 9/%$1 LV VLPSOH WR LPSO EHPHQINE BRUR XV H/ ZE YWW KLHN
7KH 4 SURWRFRO ZDV GHYHORSHG LQ RUGKIL V8 R REURYR G Ho!
9/$1 PHPEHUVKLS LQIRUPDWLRQ WR (WKHUQHW IKUHD®H VQ HWK
DGPLQLVWUDWRUYV EUHDN ODUJH VZLWFKHG QHWEHRRINGFDYW F
PXOWLFDVW WUDIILF ZLOO QRW RFFXS\ WRR PXE&H DDK DIXEHH
VHFXULW\ EHWZHHQ VHIJPHQWY RI LQWHUQDO QHWZRUNYV



Introduction to 802.1Q frame format:

| BUHDPE(6)' |'$ [6%$ | 7\SH /(1] 3%$</2%' |)&6 | 2ULJLQDO
3UHDPE(6) |'s |63 | /% 7\SH /(1 | 38</2%' )&6 T
78&, 3 & ¢ IUDP
35( 3UHDPEOH ELWV 8VHG WR V\QFKURQL]H WL
6)' 6WDUW )UDPH 't ELWV ODUNV WKH EHJLQQLQJ RI
'$ 'HVWLQDWLRQ ¢ E\WHV 7KH 0$& DGGUHVV RI WKH
6$ 6RXUFH $GGUH E\WHV 7KH 0$& DGGUHVV RI WKH
7&, 7DJ &RQWURDO E\WHV VHW WR IRU S DQG ¢
3 BULRULW\ ELWV ,QGLFDWHYV S SULRUL\
& &DQRQLFDO ,( ELW ,QGLFDWHYV LI WKH 0$RQD(
&DQRQLFDO IRUPDW (WK
9, 9/$1 ,GHQWLILH ELWV ,QGLFDWHV WKH 9/%$1
7/ 7\SH /HQJWK )LH E\WHV (WKHUQHW ,, W\SH RU

3D\ORDG
) &6

RU
JUDPH &KHFN 6

E\WHV 8VHU GDWD

E\WHV &\FOLFDO 5HGXQGDQF\ &k

Important VLAN Concepts for 802.1Q VLAN Configuration:

7TKHUH DUH WZR NH\ FRQFHSWV WR XQGHUVWDQG

Access-VLAN VSHFLILHVY WKH 9/%$1 '

untagged WUDIILF

WR WKH VZLWFK SRUW RVNK

IURP WKDW SRUW $ SRUW FDQ RQO\ EM IDPHVL

"KHQ WKH SRUW LV Acée&sl MddeU HW KIHV SRUW LACcésb Oa@tH GWIX@! OL
WR IURP WKLV SRANJASSLIWKFDDKOH &/ ®1Q,' DVVLIQIRADLY FDOOHG

Trunk-VLAN VSHFLILHVY WKH VHW RI

9/$1 ,'V WKDW D JLY®H ¥ HSRE

tagged SDFNHWV $ SRUW FDQ EH DVVLIJQHG WR P XOQVWMHH SRUKX

FRQILJX ik NIoWe
Trunk Link 7KH 9/%1

$ SRUW FDQ EH FRQILIJXUHG DV EHORZ

Access Mode :

WKH SRUWToNkPDO OW&H OLQN WR IURP DVKL'
," DVVLIQNIG LV FDOOHG

T 9/$1 PRGHYV

$FFHVV /LQNV WKH OLQN VDRJHUWRHD PRNW FRFPPWRQY W\SH RI O

V Z LW Fietwdr® libsts (such as PCs)

FRQQHFW WR WKH VZLWFK V $FFHV

JDLQ DFFHVV WR WKHHERBDIQ) QUHNW RRE@NVRANH SHU SRUW WKDW
network hosts ZLOO EH DOORZHG WR DFFHVV

W LV LPSRUWDQW WR QR WetwolkWostV KALR/Q RILFQWH GV MIRWDIQS$ F F H V
WRWDOO\ XQDZDUH RI WKH 9/$1 Dbtk hOsH GV WRS @ K B VO/RIUPWM V 71K

R

D VLQJOH EURDGFDVW GRPDLQ MXVW DV DLW K@F SHQWD 2W \

DQ\ 9/$1 LQIRUPDWLRQ RU GDWD IURP RWKHU 9/$QR LV UHPR"®
LQIRUPDWLRQ DERXW WKHP

Trunk Mode :

TUXQN /LQNV WKH OLQN WR IURP WUXQN SRUWV LVIARRQILJIX
7TKHVH W\SHV RI SRUWYV DUH XVXDOO\ IRXQG LQ FRQQMHHAWHRC
WKH DELOLW\ WR FDUU\ SDENHWYV IURP PXOWLSOH 9/$1V¥ EHF



Trunk Native Mode :

$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SBRAMBIWWY G LP X(
SDFNHWYV :KHQ \RX DVVLJQ D GHIDXOW $FFHYW 9D ®I0 WKR) W B HJ
WUDYHOV RQ WKH GHIDXOW $FFHVYV 9/$1 IRU WEHMWYDXIQR QD \
DVVXPHG WR EHORQJ WR WKLV $FFHVYV 9/$1 7KLVGBIWHYM 9/%
," IRU D 7UXQN QDWLYH 3RUW 7KH Q,DWILKYHNI FPIU U LLHN WKKQHV B/ X
WUXQN QDWLYH SRUWYV

DOT1Q-Tunnel Mode :

%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH

WKH QXPEHU RI 9/$1V WR EH VXSSRUWHG 7KH 9/$RRERBDOVHW L

WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHHUODS D¢

LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJIJQLQJ D XQLTX®IGUD(

UHVWULFW FXVWRPHU FRQILIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ

8VLQJ WKH , ((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SBRUVG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V [
GLIIHUHQW FXVWRPHUV LV VHJUHJDWHG ZLWKLQ WKH \HDWY LI
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDFNHW)\

4 WXQQHOLQ Jtunhel BdtO OKIHEQD\RX FRQILIJXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ," WKDW LV GHGLFDWHG WR WXQQHOLGH (DF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWY DOO RI WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZDR DIQW,K(DSSU
4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWIR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wl

RQH HQG LV FRQILJXUHG DV DQ , (((
WXQQHO SRUW

FXVWRPHU

Example : PortX configuration

Configuration Result

7UXQN 9/%$1
$FFHVV 9/%1
Mode = Access

3RUW; Adtess@ort
SRUWIMV LIQRUHG
SRUWWD/ LV

SRUW; Vwh@ggad SDFNHWYV 3RUW; WDNHV D]
39," LV

SRUW; UHMmtagg¢tHVSDFNHWYV RQO\

7UXQN 9/%$1

3 R U WNWDTrunk Port

$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk SRUWWD/ LV LIQRUHG
SRUW; VHQGV DQaggéddHEHEXHWY 9,' DQ
7TUXQN 9/%1 3 R U W ; Ttudk-Dative Port
$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk-native SRUWWLDY LV
SRUW; VHQGYV DQaggeédiHEHEXHWYV 9,' DQ

S3RUW; UHMmthgg¢etHVSDFNHWYV DQG DGG 39,

7UXQN 9/%1
$FFHVV 9/%1
Mode = Dotlg-tunnel

3 RUW ; Dottgfunnel Port

SRUWIWLY LIQRUHG

SRUWWD/ LV

SRUW,; MWQdggadd RUagged SDFNHWYV 9,°

SRUW; UHUntdggéd \D Qifégged SDFNHWYV DQG DG
RXWHU WDJ

4 WUXQN JISFRIHE DG
<RX DVVLJQ WKH WXQQHO SR UW QIQNHUWIRF HC



2.6.29.3 Introduction to Q- in-Q (DOT1Q-Tunnel)

TKH |, ((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VR W I¥IE U UMD PNRL @)
DG ,WV SXUSRVH LV WR H[SDQG WWBIJJLQT WEH VDU BNDJ
WKLV ZD\ D 3GRXEOH WDJJHG  IUDPH LV FUHDWIDGI L\FR ZD W RALR)
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXERXWADU JWBGJ)UD

EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHU MDY FWQWWKXSSR

9/$1 &XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRUNMWDRRG HRW
WUDIILF IURP GLIIHUHQW XVHU JURXSV COHR WHDRYHG WSKH HD G GE
QXPEHU RI DYDLODEOH 9/$1 WDJV ZKLFK DOORZ ¥HUY¥ILFEHSYRF
3URYLGHU 9/$1 WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQF
3UHDPI 6)" g ASH /(1 3g</28'| yas6 2ULJLQDO
1 6 7$* | 1] T

3UHDPI 6) ol 7s 3o 7\SH /(138</28' )&6 JUDPH

QQHU | 'RXEOH
3UHDPI 6) g éﬁWG';U_ RU & 70 7\SH /(1 3%$</2%'| )&6| WDJJHG

7&, 3 & 9 )UDPH

Double-Tagged Frame Format
$V VKRZQ EHORZ L(UOPDPSOH™ LOOXVWUDWLRQ +HDGTXDUWHU $
%UDQFK WKDW LV PLOHV DZD\ 2QH FRPPRQROQKLQOV WKRXW
WKH VDPH 9/%1 ,' RI FDOOHG & 9/$1 &XVWRPHULES/ELO®LEH HF
VHUYLFH SURYLGHUYY EDFNERQH WKHUH LV D SRVVEEREUGBGOW\ IV
HIDPSOH GXH WR WKH VDPH 9/$1 ,' XVHG 7KHUHRIRRMWLRY R
+HDGTXDUWHU WR %UDQFK WKH HDVLHVW ZD\ | RN R/KHU F DIU\
HQFDSVXODWH WKH RULJLQDO 9/$1 ZLWK D VHERQG'9U$INQRIQ
639/$1 6HUYLFH 3URYLGHU 9/$1 WKDW LV DGGHG W GDHYADZ R QN
WKHQ UHPRYHG DV GDWD H[LWV (YHQWXD®OLQFEZRWHKD WIKRIQ KW
+HDGTXDUWHU WR %YUDQFK FDQ EH GHOLY BWHG AMMFK BHOWRP |

MAN Edge Switch

MAN Service Provider
CVLANTAG 20 MANEdgeSwitch — 0.in.Q Q-in-Q
-

SP-VLAN Tag 100 + C-VLAN Tag 20
‘QULAN TAG30
CustomerAVLAN
Headquarter

C-VLANTAG 20
Customer AVLAN
e T

SP-VLAN Tag 100 + C-VLAN Tag 20
Backbone

= o or
SP-VLAN Tag 100 + C-VLAN Tag 30 Core Switch SP-VLAN Tag 100 + C-VLAN Tag 30

C-VLANTAG 30

Customer AVLAN
BRANCH 2

MAN Edge Switch

Q-in-Q Example



1. Use 3nterface "~ command to configure a group of ports

settings.

$802.1g/Port-basedVLAN

VLAN & Interface command

6ZLWFK FRQILJ
>SRUWBOLVW@

LQW

Parameter
>SRUWE

Description

(QWHU VHYHUDO GLVFR(
QXPEHUV VHSDUDWHG E
UDQJH RI SRUWV ZLWK [

HIDPSOH RU

YODQ SRUW EDVHG >

6ZLWFK ARQB7I3257
QR YODQ GRW T YOD(

6ZLWFK RRQbL7J3257 > @ 6SHFLI\ WKH VHOHFWHG
YODQ GRW T YODQ DH 9/$1 ,' 39,
@
6ZLWFK RRQbL7J3257 > @ 6SHFLI\ WKH VHOHFWHG
YODQ GRW T YODQ W 9/%$1 ,' 9.’
@
6ZLWFK HRQB7J3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH PRGH XQWDJJHG
6ZLWFK HRQB7J3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH PRGH WDJJHG
6ZLWFK HRQB7J3257 (QDEOH QDWLYH 9/%1 IR
YODQ GRW T YODQ PH WUDIILF RQ WKH VHOHF
DQG XQWDJJHG
Note : When you assign a default
Access-VLAN to the trunk-native
port, all untagged traffic travels on
the default Access-VLAN for the
trunk-native port, and all untagged
traffic is assumed to belong to this
Access-VLAN.
6ZLWFK ARQbL7I3257 6HW WKH VHOHFWHG SR
YODQ GRW T YODQ PH 4LQ PRGH 7DJJHG DQ
WXQQHO XQWDJJHG
6ZLWFK HRQB7J3257 >QDPH@ 6HW WKH VHOHFWHG SR

No command

SRUW EDVHG 9/%1

Note :

Need to create a port-based VLAN
group under the VLAN global
configuration mode before joining
it.

SHVHW WKH VHOHFWHG
WKH GHIDXOW VHWWLQJ

6ZLWFK HRRQB7I3257
QR YODQ GRW T YODC(

SHVHW WKH VHOHFWHG
9/$1 PRGH EDFN WR WKH
$FFHVV ORGH

QR YODQ SRUW EDVH

6ZLWFK RRQBL7I3257 > @ | 5SHPRYH WKH WSWHEQ NL B G

QR YODQ GRW T YODC( IURP WKH VHOHFWHG SH
@

6ZLWFK HRQB7I3257 >QDPH@ 5HPRYH WKH VHOHFWHG

VSHFLILHG SRUW EDVHGCG




2. Create/Modify an 802.1g VLAN and a management VLAN rule or create a port-based

VLAN group.

VLAN dotlg command Parameter Description

6ZLWFK FRQILJ YOD| > @ (QWHU D 9/$1 ," QXPEH

> @ D QHZ T 9/$1 RUQ@H
HILVWLQJ T 9/%1

6ZLWFK FRQILIJQMDOPIHQ| >YODQBQ| 6SHFLI\ D GHVFULSWL

>YODQBQDPH®@ FUHDWHG'9/BR[LPXQ
FKDUDFWHUYV

6ZLWFK FRQILJ YO®| >SRUWBO| 7R DVVLJQ XSOLQN SR

OLQN SRUW >SRUWBZC IRUP D SRUW EDVHG 9
ZLWK DOO RWKHU GRZ
VHSDUDWHO\ VR DV W
GRZQOLQN SRUWYV IUR
HIFHSW IURP XSOLQN

6ZLWFK FRQILJ YOD (QDEOH WKH SRUW LV
,IWKH SRUW LVRODWL
S(QDEOHG”™ WKE@RERUW
FRPPXQLFDWH ZLWK H

6ZLWFK FRQILJ YOD| > @ (QWHU WKH PDQDJHPH

PDQDJHPHQW YODQ >

E[[))SIEH]\?\E)@QVylvuingilW_ >SRUWBO| 6SHFLI\ WKH PDQDJHP
QXPEHU

>DFFHVYV | 6SHFLI\ ZKHWKHU WKH
_ WUXQN | SRUW LV LQ WUXQN R

%runk “mode: 6 HW WKH VH
SRUWV WR WDJJHG
3access "'mode: 6HW WKH V
SRUWV WR XQWDJJHG
%runk-native “mode: 6 HW WK
VHOHFWHG SRUWV WR
XQWDJJHG

6ZLWFK FRQILJ YOD| >QDPH@ 6SHFLI\ D GHVFULSWL

>QDPH@ SRUW EDVHG 9/%1 \RX
FUHDWH PDJ[LPXQ F

6ZLWFK FRQILJ YOD| > [:;<=@ &RQILIJXUH RXWHU 9/9%

HWKHUW\SH > [:;<=@

6ZLWFK FRQILJQPO QO

SDQJH a))))

No command

SHPRYH WKH GHVFUL
WKH VSHFLILHG 9/8%1 ,

WXQQHO HWKHUW\SH

6ZLWFK FRQILJ QR ¥Y>QDPH@ '"HOHWH WKH VSHFLILH
EDVHG >QDPH@ 9/%1
6ZLWFK FRQILJ QR Y 5HVHW RXWHU 9/%$1 V

WR WKH GHIDXOW VHYV

XSOLQN SRUW >SRUW

6ZLWFK FRQILJ QR Y > @ 5HPRYH WKH VSHFLILH
YODQ > @ IURP WKH 7UXQN 9/$1
6ZLWFK FRQILJ QR ) 5HPRYH WKH VSHFLILH

IRU SRUW 9/%$1 LVROD




6ZLWFK FRQILJ QR Y
Show command
6ZLWFK FRQILJ VKR

‘'LVDEOH SRUW LVROD

6KRZ ,((( T 9/$1 WL

6ZLWFK FRQILJWRYQ

6KRZ WKH PHPEHUVKL
WKLV 9/%$1 '

LOQOWHUIDFH >SRUWBO

6ZLWFK FRQILJ VKR 6KRZ DOO SRUWVY 9/8%
LOQWHUIDFH DQG 9/%$1 PRGH
6ZLWFK FRQILJ VKR|>SRUWBO| 6KRZ WKH VHOHFWHG

DVVLIJQPHQW DQG 9/$

LVRODWLRQ

Exit command
6ZLWFK FRQILIHYOWAQ

Examples of Port-based VLAN
6ZLWFK FRQILJ

6ZLWFK FRQILJ VKR 6KRZ SRUW EDVHG 9/
EDVHG
6ZLWFK FRQILJ VKR 6KRZ WKH VWDWXYV RI

YODQ SRUW EL

DQG WKH XS OLQN SR
IRU SRUW 9/$1 LVROD

SHWXUQ WR *OREDO 4
PRGH

&UHDWH D SRUW EDVH
30.7B2IILFH’

6ZLWFK FRQILJ
PDQDJHPHQW SRUW

YODQ PDQDJHF

PRGH DF

6HW 9/$1 WR PDQDJH
XQWDJJHG DQG SRU\
PDQDJHPHQW SRUWYV

3. Set up VLAN ID translation (or VLAN mapping).

Parameter

VLAN Mapping command
6ZLWFK FRQILJ

YOD

Description

(QDEOH 9/$1 7UDQVOD
JOREDOO\

6ZLWFK FRQILJ YOD

QDPH >QDPH@ LQWHU

>SRUWBQXPEHU® RU
@ PDSSHS YL®

>QDPH@

6SHFLI\ D GHVFULSWL
9/$1 PDSSLQJ UXOH 8
DOSKDQXPHULF FKDUI
DFFHSWHG

>SSRUWBOQ

6SHFLI\ RQH SMWBXIQWIUS
XVHG IRU WKH 9/%$1 '
Note )RU PRUH GHWDLQ
SRUW VHWREL{QR X/6.29

6SHFELI\ WKH RULJLQD
HQWHULQJ WKH VZLWI
FXVWRPHU QHWZRUN
WUDQVODWLRQ 9DOLG

6SHFLI\ WKH SUHIHUW
WKH DVVLIJQHG RULJL
WUDQVODWHG 9DOLG




No command

6ZLWFK FRQILJ QR ) 'LWDEOH 9/$1 7UDQVOD
JOREDOO\

6ZLWFK FRQILJ QR Y >QDPH@ | 5HPRYH WKH VSHFLIL

QDPH >QDPH@ UXOH E\ QDPH IURP W

PDSSLQJ UXOH WDEO

Show command

6ZLWFK FRQILJ VKR 6KRZ WKH EXUUHQW 9
PDSSLQJ 7UDQVODWLRQ FRQIL
YRU T 9/$1 FRQILJXUDWLRQ YLD &/, ZH ZL O O DEPSRORMWWW R VKD ¥

XVHUV UHDOL]H WKH FRPPDQGYV ZH PHQWLRQHG DERYH

Example 1,

'H ZLOO FRQILJXUH (3/8 ODQDJIJHG 6ZLWFK YLD &/, GWMXH 7DEOH

Name

6DOH\ 7UXQN '"HIDXOW

5 7TUXQN QD

64% $FFHVV 1%

30( $FFHVV 1%

7TDEOH

1. Create 802.1q VLAN IDs.
(36 . /3 FRQILJ LOQWHUI (QWHU SRUW WR SRUW
(36 . /3 FRQLULJ YODQ ¢ 6HW SRUW WR SRUW ¢qV
YODQ WUXQN YODQ 9," WR DQG
(36 . /3 FRQLULJ YObDQ d 6HW WKH VHOHFWHG SRU
YODQ PRGH WUXQN WDJJHG
(36 /3 RQILD H[LW ([LW FXUUHQW SRUWYV LQ|
(36 : /3 FRQILJ LOQWHU (QWHU SRUW WR fV LQY
(36 . /3 FRQLUJ YODQ ¢ 6HW SRUW WR SRUW ¢qV
YODQ DFFHVV YODQ 39, WR
(36 . /3 FRQLUJ YODQ ¢ 6HW SRUW WR SRUW 9§V
YODQ WUXQN YODQ 9," WR DQG
(36 . /3 FRQLUJ YObQ d 6HW WKH VHOHFWHG SRU
YODQ PRGH WUXQN QDWLYH ORGH WDJJHG DQG XQWD
(36 : /3 FRQLLJ H[LW ([LW FXUUHQW SRUWYV LQ|




(36 /3 FRQILJ LOQWHU (QWHU SRUW WR SRUW
(36 /3 FRQLLJ YODQ ¢ 6HW SRUW WR SRUW ¢(V
YODQ DFFHVV YODQ 39,' WR

(36 /3 FRQLLJ YODQ d 6HW WKH VHOHFWHG SRU
YODQ PRGH DFFHVYV XQWDJJHG

(36 /3 FRQLULJ H[LW ([LW FXUUHQW SRUWYV LQ]
(36 /I3 FRQILJ LQWHUI (QWHU SRUW WR SRUW
(36 : /3 FRQLULJ YODQ ¢ 6HW SRUW WR SRUW 1V
YODQ DFFHVV YODAQ 39," WR

(36 : /3 FRQLULJ YODQ 4 6HW WKH VHOHFWHG SRU
YODQ PRGH DFFHVV XQWDJJIHG

(36 /3 FRQLULJ H[LW ([LW FXUUHQW SRUWYV LQ]
2. Modify 802.1q VLAN IDs fhames.

(36 /13 FRQILJ YODQ ¢ (QWHU 9/%1

(36 /3 FRQILJ YOQRPH 6SHFLI\ 36DOHV" DV WKH
6DOHV

(36 /3 FRQILJ YOBRR W/ ([LW 9/%1

(36 /3 FRQILJ YODQ ¢ (QWHU 9/%1

(36 /3 FRQILJ YORQ@PH| 6SHFLI\ 36DOHV" DV WKH
6DOHV

(36 /13 FRQILJ YOBQLW | ([LW 9/%1

(36 /13 FRQILJ YODQ ¢ (QWHU 9/%1

(36 /I3 FRQILJ YOR@PH| 6SHFLI\ "'5'" DV WKH QDPH
5]

(36 /I3 FRQILJ YOBIQLW | ([LW 9/%1

(36 /I3 FRQILJ YODQ ¢ (QWHU 9/3%1

(36 /I3 FRQILJ YOR@PH| 6SHFLI\ "'5'"" DV WKH QDPH
5]

(36 /I3 FRQILJ YOBIQLW | ([LW 9/%1

(36 /I3 FRQILJ YODQ ¢ (QWHU 9/3%1

(36 /3 FRQILJ YOR@PH| 6SHFLI\ ‘5" DV WKH QDPH
5I

(36 /13 FRQILJ YOBQLW | ([LW 9/%1

(36 /13 FRQILJ YODQ ¢ (QWHU 9/3%1

(36 /3 FRQILJ YOR@PH| 6SHFLI\ "64%$° DV WKH QDHF
649%

(36 /13 FRQILJ YOBQLW | ([LW 9/%1

(36 /3 FRQILJ YODQ | (QWHU 9/$1

(36 /13 FRQILJ YOQRPH 6SHFLI\ "30(" DV WKH QDP
30(

(36 /13 FRQILJ YOPRW| ([LW 9/%1




Example 2,

'H ZLOO FRQILIJXUH WZR VHWS RD@BIHG 6ZLWFK LQFOXGLQJ

(

/13 DQG (36 /3 YLD &/, bv WKH7DEOH OLVWHG
Access-VLAN Trunk-VLAN EtherType
(PVID) (VID)
'RW T WX
TUXQN
'RW T WX
'‘RW T WX
7TDEOH
%HORZ LV WKH FRPSOHWH &/, FRPPDQGV DISS®PQUWVRE MVR/ XH(BWKH V
FRPPDQMGR/ (36 013
Command Purpose
STEP1 configure Enter the global configuration
mode.
Example:
(36 : /3 FRQILJ
(36 . I3 RQILJ
STEP2 vlan dotlg- tunnel ethertype OxWXxyz In this example, it configures the

dotlg-tunnel ethertype value as
3 .

Example:
(36 : /I3 FRQILJ YODQ GRW T W)
2.
STEP3 interface port /st Specify Port 1 that you would
- like to configure it as dotlg-
tunnel port.
Example:
(36 : /I3 FRQILJ LQWHUIDFH
(36 : /3 FRQULJ
STEP4 vian dotlg- vlan access- vian vian_id In this example, it configures
- Access-VLAN ID 3 “to Port 1.
Example:
(36 : /3 FRQLLJ YODQ GRW T YO
YODQ
2.
STEPS vlan dotlg- vlan mode dot1qg-tunnel Configure 3 R UWVLAN mode
as %dotlg-tunnel " mode.
Example:
(36 : /3 FRQLLJ YODQ GRW T YO
GRW T WXQQHO
2.
STEP6 exit Return to the global
configuration mode.
Example:
(36 : /3 FRQLULJ H[LW
(36 : /3 FRQILJ
STEP7 interface port_list Specify Port 2 that you would

Example:
(36 : /13 FRQILJ LQWHUIDFH

(36 © /3 FRQLLJ

like to configure

it as Trunk port.



STEP8 vlan dotlg- vian trunk- vian vian id In this example, it configures
- Trunk-VLAN ID 3 “to Port 2.
Example:
(36 /3 FRQLLJ YODQ GRW T YO
2.
STEP9 v lan dotlqg- vlan mode #runk Configure Port 2 VLAN mode
as 3Trunk “~mode.
Example:
(36 /3 FRQLLJ YODQ GRW T YO
WUXQN
2.
STEP10 no vian dotlqg- vian trunk- vian vian_id Remove the Trunk-VLAN ID 3 °~
- from Port 2.
Example:
(36 /3 FRQLLJ QRYODQ GRW T Y
YODQ
2.
STEP10 exit Return to the global
configuration mode.
Example:
(36 /3 FRQULJ H[LW
(36 /3 FRQILJ
STEP11 interface port _list Specify Port 3 that you would
- like to configure it as Dot1g-
Tunnel port.
Example:
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQULJ
STEP12 vlan dotlg- vilan access- vlan vian_id In this example, it configures
- Access-VLAN ID 2 “to Port 3.
Example:
(36 /3 FRQLLJ YODQ GRW T YO
YODQ
2.
STEP13 vlan dotlg- vlan mode dotig-tunnel Configure Port 3 VLAN mode
as 3dotlg-tunnel ~mode.
Example:
EPS-3128-480W-LP FRQLLJ YODQ GRW T YO
GRW T WXQQHO
2.
STEP14 exit Return to the global
configuration mode.
Example:
(36 /3 FRQULJ H[LW
(36 /3 FRQILJ
STEP15 interface port _list Specify Port 4 that you would

Example:
(36 /3 FRQILJ LQWHUIDFH
(36 /3 FRQLLJ

like to configure it as dotlqg-
tunnel port.



STEP16

vlan dotlqg- vilan access- vian vian_id

Example:

(36 : /3 FRQLLJ YODQ GRW T YO

YODQ
2

In this example, it configures
Access-VLAN ID 32 “to Port 4.

STEP17

vlan dotlq- vlan mode dot1g-tunnel

Example:

EPS-3128-480W-LP FRQULJ YODQ GRW T YO

GRW T WXQQHO
2.

Configure Port 4 VLAN mode
as 3dotlg-tunnel ~mode.

STEP18

exit

Example:

(36 © /3 FROQULJ H[LW
(36 : /3 FRQILJ

Return to the global
configuration mode.

STEP19

exit

Example:

(36 © /3 FRQILJ H[LW
(36 . /3

Return to the Privileged mode.

STEP20

write

Example:
(36 : /3 ZULWH
6DYH &RQILJ 6XFFHHGHG

Save the running configuration
into the startup configuration.




$IWHU FRPSOHWLQJ WKH 9/(85 VHWWLQIWARWRARNKWDQ MW/ XH
FRPPDQGY OLVWHG EHORZ IRU FKHFENLQJ \RXU FRQILIJXUDWLRQ

Example 1,

EPS-3128-480W-LP (config)# show vlan interface

» ((( T 7DJ 9/%$1 ,QWHUIDFH

'RW T 7XQQHO (WKHU7\SH [
S3RUW $FFHVV YODQ 8VHU 3ULRULW\ 3RUW 9/$1 ORGH 7UX

GRW T WXQQHO
WUXQN

GRW T WXQQHO
GRW T WXQQHO

DFFHVYV
DFFHVV
DFFHVYV
DFFHVV
(36 : /I3 FRQILJ
Example 2,

EPS-3128-480W-LP (config)# show vlan

L ((( T 9/$1 7TDEOH

&38 9/%1 ,°
ODQDJHPHQW 3ULRULW\

8 XQWDJJHG SRUW 7 WDJJHG SRUW ' GRW T WXQQHO SR
9/$1 1DPH 9/%1 & 38
'"HIDXOWB9/%$1 8888 88888888 88888888 8888 9

9/%1 ‘7
9/%1 '

(36 : /3 FRQILJ




2.6.30 Interface Comma nd

8VH SLQWHUIDFH” FRPPDQG WR VHW XS FRQILIJIXUDWURQVYHRRIVH"
SRUWYV

1. Entering interface numbers.

Command Parameter  Description

6ZLWFK FRQILJ LQV >SRUWB (QWHU VHYHUDO SRUW QX

>SRUWBOLVW@ FRPPDV RU D UDQJH RI SR
YRU H[DPSOH RU

Note : You need to enter interface numbers first before issuing below 2-18 commands.

2. Enable port auto-negotiation.

Command ‘ Parameter  Description

6ZLWFK HRRQB7I3257 6HW WKH VHOHFWHG LQWH

DXWR QHIJRWLDWLR( QHIJRWLDWLRQ :KHQ DXW
HQDEOHG VSHHG FRQILJX
LIQRUHG

No command

6ZLWFK HRRQB7I3257 5HVHW DXWR QHJRWLDWLEF

QR DXWR QHJRWLDW GHIDXOW O0DQXDO

3. Set up link aggregation or port-trunking.

Command Parameter Description
6ZLWFK RRQBb7I3257 6HW WKH VHOHFWHG LQWH
FKDQQHO JURXS ODH DJJUHIJDWHG YLD /$&3

Note : At lease 2 ports but not more
than 8 ports can be aggregated.

6ZLWFK ARQB7I3257 | > @ 6SHFLI\ D NH\ WR WKH VHC
FKDQQHO JURXS O®@F DXWR

6ZLWFK ARQB7I3257 6SHFLI\ WKH VHOHFWHG L
QFEKDQQHO JURXS O /$&3 UROH

6ZLWFK ARQ@B7J3257 | >SDFWLYH 6SHFLI\ WKH VHOHFWHG L ¢
FKDQQHO JURXS ODF /$&3 UROH

6ZLWFK ARQB7J3257 | >JURXSB| 6SHFLI\ WKH VHOHFWHG L«
FKDQQHO JURXS WU; WUXQNLQJ JURXS

>JURXSBQDPH®@
Notel : At lease 2 ports b ut not more
than 8 ports can be aggregated.

Note2 : Ports cannot be in LACP and
port-trunking mode at the same time.

Note3 : A port-trunking group need to
created before assigning ports to it.
(See Section 2.6.6 Schannel-group )




No command

6ZLWFK ARQB7I3257
QR FKDQQHO JURXS

'LVDEOH /$&3 RQ WKH VHO

6ZLWFK ARQB7I3257
QEKDBQURXS WUXQI

SHPRYH WKH VHOHFWHG S
DJJUHIJDWLRQ JURXS

4. Set up port description.

Command

6ZLWFK HRQB7I3257
GHVFULSWLRQ >GHYV

|

No command
6ZLWFK HARQB7I3257

QR GHVFULSWLRQ

Parameter

>GHVFU

(QWHU WKH GHVFULSWLRQ

Description

SRUW V 8S WR FKDUDF

DFFHSWHG

&OHDU WKH SRUW GHVFUL
SRUWYV

5. Set up port duplex mode.

|

Command

6ZLWFK ARQB7I3257
GXSOH[ >IX00@

No command

6ZLWFK ARQB7)3257
QR GXSOH]

Parameter

>IXO00@| &RQILIXUH WKHDSRIUW G X 9

Description

&RQILIXUH WKHDBYRIUW G X §

Notel : 1- 28 copper ports can be
configured as half duplex.

Note2 : Auto-negotiation needs to be
disabled before configuring duplex
mode.

6. Enable flow control operation.

Command

6ZLWFK RRQ@BL7I3257
IORZFRQWURO

No command

6ZLWFK HRQB7I3257
QR IORZFRQWURO

‘ Parameter

Description

(ODEOH IORZ FRQWURO R(
SRUW V

'LVDEOH
SRUW V

IORZ FRQWURO R




7. Setup DHCP snooping/relay sub-commands

Command Parameter

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ F

(QDEOH WKH VHOHFWHG L

Descripti on

2SWLRQ '+&3Y 2SWLR(
DJHQW JOREDOO\

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F

(ODEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
&LUFXLW ,G

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ F
IRUPDWWHG

(QDEOH )RUPDWWHG 2SWL
2SWLRQ &LUFXLW ,G IRU
LQWHUIDFHYV

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ F
>SFLUFXLWBLG@

>FLUFXI

6SHFLI\ WKH 9/$1 DQG SRU
D 9/$1 ," LQ WKH UDQJH
%HVLGHV \RX FDQ FRQIL]{
WR EH D VWULQJ RI XS WR

6ZLWFK ARQB7I3257
LS GKFS VQRRSLQJ \

(QDEOH WKH VHOHPBWH &3L
2SWLRQ '+&3Y 2SWLRQ(Q

6ZLWFK HRQB7I3257
LS GKFS VQRRSLQJ \

6ZLWFK HRQBL7I3257
QR LS GKFS VQRRSL{

No command

(QDEOH WKH VHOHFWHG L
'+&3 '+&3Y VHUYHU WUXYV

Note : A port / ports cannot be
configured as option 82 trust and
server trust at the same time.

'LVDEOH WKH VHOHFWHG L
2SWLRQ '+&3Y 2SWLRQ
DIJHQW

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL{

5HVHW WKH VHOHFWHG LQ
'+&3 2SWLRQ '+&3Y 2S
WUXVW SRUWYV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRSL{

SHVHW WKH VHOHFWHG LQ
'+&3 '+&3Y VHUYHU WUXYV

6ZLWFK HRQB7I3257
QR LS GKFS VQRRWSL{

"LVDEOH WKH VHOHFWHG |
2SWLRQ '+&3Y 2SWLRQ
&LUEBLW

6ZLWFK ARQB7I3257
QR LS GKFS VQRRSL{

&OHDU '"+&3 2SWLRQ "+

&LUFXLW ,G

6ZLWFK ARQB7I3257
QRS GKFS VQRRSLQ\

IRUPDWWHG

'LWEOH )RUPDWWHG 2SWL
2SWLRQ &LUFXLW ,G IRU
LOQWHUIDFHYV




8. Setup IGMP snooping/MLD sub-commands

Command Parameter

6ZLWFK RRQBbL7J
3257 LS LIPS ILQ

| (QDEOH ,*03 ILOWHU IRU W

Description

6ZLWFK RRQBL7J
3257 LS LJPS ILO
>SURILOHBQDPH®@

>SURILOHB

$VVLIQ WKH VHOHFWHG SR
SURILOH

Note : Need to create an IGMP filter
profile first under the igmp global

configuration mode before assigni  ng it.

6ZLWFK HRRQBL7] > @ 6SHFLI\ WKH PD[LPXP JURX
3257 LS LIPS PD| PXOWLFDVW VWUHDPV WR
JURXSV @
6ZLWFK HRQB7) L|>()* + _ &UHDWH VSHFLI\ D VWDDQWBLH
LJPS VWDWLF PXd () *+ , -./)VSHFLILHG 9/$1 HQWU\ WR
>()*+ _ () *+, -
YODQ > @ Note: Only one port could be assigned
at a time.
> @ 6SHFDB/S$1 ,°

6ZLWFK HRRQBbL7]
3257 QR LS LJPS

‘'LVDE®X8 ILOWHU IRU WKH

LQWHUIDFHYV

6ZLWFK ARBQBL7J
3257 QR LS LJPS
SURILOH >SURILO

>SURILOHB

SHPRYH WKH VSHFLILHG SU
VHOHFWHG SRUWYV

6ZLWFK HRRQBbL7]
3257 QR LS LJPS
JURXSV

SHVHW WKH PD[LPXP QXPE
VWUHDPV EDFN WR WKH G}
FKDQQHOV

6ZLWFK ARQBZI Q
LS LJPS VWDWLF |
>()*+ _ () +, -
YODQ > @

>() 7+

()*+!"

SHPRYH WKLV VWDWLF PXC(C

Note: Only one port could be set at a
time.

5HMRWYM WKH VSHFLILHG 9/%$1




9. Setup IP source guard

Command Parameter Description

VRXUFHJXDUG VWD
> % & ' _ % N & ' (
YODQ > @

6ZLWFK ARQBL7] >GKFS _ IL] 6SHFLI\ WKH DXWKRUL]JHG
3257 LS VRXUFHJ) HLWKHU '+&3 ,BURIL[WEH VH
_IL[HG LS @ SRUWYV
dhcp: '+&3 VHUYHU DVVLJIQV
fixed IP: 2QO\ 6WDWLF ,3 &U
WDEOH ILUVW
6ZLWFK ARQBZ] LS >$ % & ' $GG D VWDWLF ,3Y ,3Y D

$ % & "' () *

DGGUHVYV WDEOH

Note: Only one port could be assigned
at a time.

6ZLWFK HRRQBL7J
3257 QR LS VRXUI

No command

6SHFLI\ 9/%$1 '

Note : Static IP can only be configured
When IP sourceguard is set to fixed-ip.

' 5HVHW ,3 VRXUFHJXD W®/K|
GHIDXOW XQOLPLWHG

unlimited: 1RQ /LPLWHG $OOHF
VWDWLF' +& DDQEVHGB 7KL
WKH GHIDXOW VHWWLQJ

10.Enable loop-detection per port.

Command

6ZLWFK RRQ@BL7I3257
ORRS GHWHFWLRQ

6ZLWFK HRQB7I3257
ORRS GHWHFWLRQ

Parameter ‘ Description

No command

(QDEOH /RRS '"HWHFWLRQ
VHOHFWHG SRUW V

‘'LVDEOH /RRS "HWHFWLRQ
VHOHFWHG SRUW V

11.Configure MAC table learning and static MAC table.

Command Parameter

6ZLWFK RRQ@BYJ PD
DGGUHVYVY WDEOH V|

>[0 [0 [T [0 [ [fT@ YO
@

>[0 00 [T [0 II

Description

6SHFLI\ D 0$& DGGUHVV W
HQWU\

Note: Only one port could be set at a
time.

6SHFLI\ WKH 9/$1 ZKHUH W
WKH '"HVWLQDWLRQ 0%$& DC
IRUZDUGHG WR WKH VHOH

6ZLWFK HRRQBL7]
3257 PDF OHDUQL|

(QDEOH 0$& OHDUQLQJ I1X(
VHOHFWHG SRUW V




No command

PDF DGGUHVV WDE(
>[[@[p[ ([ [[ [[ [[@ YOU

6ZLWFK RRQBZ) QR >[[ [[ [[ [T [I

SHPRYH WKH VSHFLILHG O]
WKH 0$& DGGUHVVY WDEOH

Note: Only one port could be set at a
time.

5HPRYH WKH 9/$1 WR ZKLH
0$& EHORQJV

6ZLWFK HRRQbL7]
3257 QR PDF OHDLU

'LVDEOH 0%$& OHDUQLQJ IX
VHOHFWHG SRUW V

12.Configure media type.

Command ‘ Parameter ‘ Description

PHGLD W\SH >VIS@

No command

6ZLWFK RRBQBL/I3257 (
PHGLD W\SH

6ZLWFK HRQB7I3257 >VIS@

&RQILIXUH WKH PHGLD W\
SRUW V DV 6)3

Note : Port 25-28 can be configured as
SFP.

&RQILIXUH WKH PHGLD W\
SRUW V DV FRSSHU

13.Configure QoS rate limit.

Command Parameter | Description

&RQILIX hgteWKBDWH OLPLW

6ZLWFK RRQBLI3257 | >

No command

6ZLWFK HRQB7I3257
QR TRV UDWH OLPLW

TRV UDWH OLPLW LQ @ .ESV WR OESV 'LVDE
@

6ZLWFK RRQBLI3257 | > &RQILIXEdtes KHDWH OLPLW

TRV UDWH OLPLW HJ @ .ESV WR OESV 'LVDE

|®

'LVDEOH 4R6 LQJUHVYV UDW

6ZLWFK HRQB7I3257
QR TRV UDWH OLPLW

'LVDEOH 4R6 HIJUHVYV UDWH




14.Shutdown interface.

Command

6ZLWFK RRQ@bBL/I3257

VKXWGRZQ

QR VKXWGRZQ

6ZLWFK HRQB7I3257

Parameter  Description

‘'LVDEOH

No command

(QDEOH WKH VHOHFWHG L

WKH VHOHFWHG [

15.Configure RSTP parameters per port.

Command ‘ Parameter Description

6ZLWFK RRBQBL7J (QDEOH VSDQQL(
3257 VSDQQLQJ W SURWRFRO RQ W

LOQWHUIDFHYV

6ZLWFK RRQBL7] > @ 6SHFLI\ WKH SDW
3257 VSDQQLQJ W RQ WKH VHOHFW
> @

6ZLWFK HRQBL7I > @ 6SHFLI\ SULRULW

3257
> @

VSDQQLQJ W

WKH VHOHFWHG

0=0, 1=16, 2=32, 3=48,
4=64, 5=80, 6=96, 7=112,
8=128, 9=144, 10=160,
11=176,12=192, 13=208,
14=224, 15=240

6ZLWFK RRQBLJ
3257 VSDQQLQJ W

6HW WKH VHOHF\
WR HGJH SRUWYV

6ZLWFK ARQBL7J
3257 VSDQQLQJ W
>IRUFHGBWUXH _ IR

>IRUFHGBWUXH_IR

6ZLWFK RARQBL7J
3257 QR VSDQQLQ

No command

6HW WKH VHOHF\
WR QRQ SRLQW V
IRUFHGBIDOVH
ODQDJHG 6ZLWFK
SRLQW WR SRLQ\
DXWRPDWLFDOO)
GHIDXOW SK\DUR
VHW WR SRLQW V
IRUFHGBWUXH

'LVDEOH VSDQQL
SURWRFRO RQ W
LOQWHUIDFHYV

6ZLWFK RRQBJ
3257 QR VSDQOQLQ
FRVW

SHVHW WKH FRVYV
WR WKH GHIDXOYV

6ZLWFK ARQBL7]
3257 QR/SDQQLQJ V
SULRULW\

SHVHW WKH SULR
EDFN WR WKH GH

6ZLWFK RRBQBJ
3257 QR VSDQOQLQ
HGJH

SHVHW WKH VHO}
LQWHUIDFHYV EDH
HGJH SRUWYV




6ZLWFK ARBQEL7]
3257 QR VSDQQLQ

SHVHW WKH VHOF
LQWHUIDFHYV EDH
SRLOQW SRUWV I}

16.Set up port speed.

Command

6ZLWFK RARQB7I3257
VSHHG > @

6ZLWFK HRQB7I3257
QR VSHHG

Parameter

>

Description

&RQILIXUH WKH SRUW VSH
OESV RU O0ESV

Notel: Speed can only be configured
when auto-negotiation is disabled.

Note2: Fiber ports cannot be
configured as 10Mbps.

Note3: Copper ports cannot be
configured as 10 00Mbps.

No comma nd

SHVHW WKH SRUW VSHHG
GHIDXOW

17.Set up VLAN parameters per port.

Command

6ZLWFK RBRBQB7I3257

YODQ GRW T YODQ D
@

>

‘ Parameter

Q@

Description

6SHFLI\ WKH VHOHFWHG S
39,

6ZLWFK ARQB7I3257
YODQ GRW T YODQ W
@

Q@

6SHFLI\ WKH VHOHFWHG S
39,

6ZLWFK HRQB7I3257
YODQ GRW T YODQ P

6HW WKH VHOHFWHG SRUYV
XQWDJJIHG

6ZLWFK ARQB7I3257
YODQ GRW T YODQ P

6HW WKH VHOHFWHG SRUYV
WDJJHG

6ZLWFK ARQB7I3257
YODQ GRW T YODQ P
QDWLYH

(QDEOH QDWLYH 9/$1 IRU
RQ WKH VHOHFWHG SRUW
XQWDJJHG

Note : When you assign a default
Access-VLAN to the trunk-native port,
all untagged traffic travels on the
default Access-VLAN for the trunk-
native port, and all untagged traffic is
assumed to belong to this Access-
VLAN.




6ZLWFK HRRQ@bLI3257
YODQ SRUW EDVHG >

6ZLWFK ARQB7I3257
QR YODQ GRW T YOD

>QDPH@ 6HW WKH VHOHFWHG SRUYV

No command

EDVHG 9/%1

Note : Need to create a port-based
VLAN group under the VLAN global
configuration mode before joining it.

SHVHW WKH VHOHFWHG SR
WKH GHIDXOW VHWWLQJ

6ZLWFK HRQB7I3257
QR YODQ GRW T YGD

Q@

5HPRYH WKH WSHEQNLBI/G 1
WKH VHOHFWHG SRUWYV

6ZLWFK HRQB7I3257
QR YODQ GRW T YOD

SHVHW WKH VHOHFWHG SR
PRGH EDFN WR WKH GHIDX
ORGH

6ZLWFK ARQB7I3257
QR YODQ SRUW EDVH

>QDPH@ 5HPRYH WKH VHOHFWHG S

VSHFLILHG SRUW EDVHG 9

18.Set up MAC Limit.

Description

Command Parameter

6ZLWFK HRRQBL7J
3257 VHFXULW\ PD

SRUW V

3257 VHFXULW\ PD
PD[LPXP > @

No Command

6ZLWFK RRQBL7]
3257 QR VHFXULW\

6ZLWFK HRRQBL7J >

BSHFLI\ WKH QXPEHU RI 0%
FDQ EH OHDUQHG 3  LQGL
OLPLW RQ VSHFLILHG SRU\
QXPEHU WKDW FDQ EH FROQ

'LVDEOH 0$& /LPLW IXQFWL
SRUW V

6ZLWFK ARQBL7J
3257 QR VHFXULW\
PD[LPXP

5HVHW WKH 0$%$& /LPLW EDF
873" LQGLFDWHYVY WKHUH L
VSHFLILHG SRUWYV




2.6.31 Show interface statistics Command

7KH FRPPRQRPVGKRZ LQWHUIDFELVEOMLWYWLFRUW WUDIILF VWDW]
VWDWLVWLFVY DQG SRUW DQDO\VLV KLVWRU\HRFW0QREHD X\&R® H.LIWX
PRGH 7KLV FRPPDQG LV XVHIXO IRU QHWZRUN D@\PH QN K M WHHW K
FRQGLWLRQV RI HDFK SRUW WUDIILF

Command

Description

Parameters

6ZLWFK FRQILJ VKR/Z 6KRZ WKH RYHUDOO L
FRQILIXUDWLRQV
6ZLWFK FRQILJ VKRZ >SRUWB(JQ 6KRZ LQWHUIDFH FRQ
>SRUWBOLVW@ VHOHFWHG SRUWYV
6ZLWFK FRQILJ VKR/Z 'LVSOD\ SDFENHWYV DQL

VWDWLVWLFVY DQDO\V

IRU HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

>SRUWB(

'LVSOD\ SDFNHWYV DQE
VHOHFWHG SRUWYV

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

'LVSOD\ SDFENHWYV DQL
HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFVY DQDO\V

>SRUWB(

'LVSOD\ SDFNHWYV DQ[
WKH VHOHFWHG SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV FOHDU

&OHDU DOO VWDWLVW,

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV FOHDU 3

>SRUWBC

&OHDU VWDWLVWLFV
VHOHFWHG SRUWYV

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

'LVSOD\ HUURU SDFNH
HYHQWYV IRU HDFK S

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

>SRUWBC

'LVSOD\ HUURU SDFNH
HYHQWV IRU WKH VH

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

'LVSOD\ HUURU SDFNH
UDWHV IRU HDFK SR

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV HUURU

>SRUWBC

'LVSOD\ HUURU SDFNH
UDWHV IRU WKH VHO

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

'LVSOD\ WUDIILF VWD
HDFK SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

>SRUWB(

'LVSOD\ WUDIILF VWD
WKH VHOHFWHG SRUW

6ZLWFK FRQILJ VKR/Z
VWDWLVWLFV WUDIILH

'LVSOD\ WUDIILF VWD
HDFK SRUW

6ZLWFK FRQILJ VKR/Z

VWDWLVWLFV WUDIILH

>SRUWB(

'LVSOD\ WUDIILF VWD
WKH VHOHFWHG SRUW




2.6.32 Show sfp Command

KHQ \RX VOLGH LQ 6)3 WUDQVFHLYHU GHWDLOHGYLGIRAHGFPEWLR
LVVXLQJ WKLV FRPPDQG

Command Description

'LVSOD\ 6)3 LQIRUPDWIR
VSHHG RI WUDQVPLVVLR
WUDQVPLVVLRQ YHOGHRU
YHQGRU 61

6KRZ WKH VOLGH LQ 6)3
6ZLWFK FRQILJ VKRZ VIS VW WHPSHUDMWAKXUDHY SRZHU 1
5: SRZHU DQG YROWDJH

6ZLWFK FRQILJ VKRZ VIS LQ

2.6.33 Show running-config & start- up-config & default-config
Command

Command Parameters Description

6ZLWFK FRQILJ VKRZ 6KRZ WKH GLIIHUHQF
UXQQLQJ FRQILJIJXUDV
GHIDXOW FRQILJXUDYV
6ZLWFK FRQILJ VKRZ|>VWULQJ(6SHFLI\ WKH NH\ZRUG
LOFOXGH >VWULQJ@ WKH PDWFKHG LQIRU
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILIXUDWLRQ

6ZLWFK FRQILJ VKRZ BKRZ WKH IXO0 UXQQ
IXOO0 FRQILIXUDWLRQ FXU
ODQJHG 6ZLWFK 30H
\RX PXVW VDYH WKH
FRQILIXUDWLRQ LQW
IODVK EHIRUH UHERR
UHVWDUWLQJ WKH GH
6ZLWFK FRQILJ VKRZ|>VWULQJ(6SHFLI\ WKH NH\ZRUG
IXO0 LQFOXGH >VWUL( WKH PDWFKHG LQIRU
IXO0 UXQQLQJ FRQIL
6ZLWFK FRQILJ VKRZ| >SRUWBO| 6KRZ WKH UXQQLQJ F

LOQWHUIDFH >SRUWBOL FXUUHQWO\ XVHG LQ

6ZLWRK)I WKH WKH VS
6ZLWFK FRQILJ VKRZ 6SHFLI\ WKH NH\ZRUG
LQWHUIDFH >SRUWBOL WKH PDWFKHG LQIRU

UXQQLQJ FRQILIXUDYV
VSHFLILF SRUW V




6ZLWFK FRQILJ XXRZ 6KRZ WKH GLITHUHQF
FRQILJ VWDUWXS FRQILJXUD
GHIDXOW FRQILJXUDYV
6ZLWFK FRQILJ XXRZ|>VWULQJ({6SHFLI\ WKH NH\ZRUG
FRQILJ LQFOXGH >VWU WKH PDWFKHG LQIRWK
GLIIHUHQFH EHWZHH(
FRQILIXUDWLRQ DQG
FRQILIXUDWLRQ

6ZLWFK FRQILJ XXRZ 'LVSOD\ WKH V\VWHP
FRQILJ IX0O VWRUHG LQ )ODVK
6ZLWFK FRQILJ XXRZ|>VWULQJ(6SHFLI\ WKH NH\ZRUG
FRQILJ IXOO LQFOXGH WKH PDWFKHG LQIRU
IXOO VWDUWXS FRQI
6ZLWFK FRQILJ VKRZ 'LVSOD\ WKH V\VWHP

FRQILIXUDWLRQ
6ZLWFK FRQILJ VKRZ|>VWULQJ(6SHFLI\ WKH NH\ZRUG
LQFOXGH >VWULQJ@ WKH PDWFKHG LQIRWK
VI\VWHP IDFWRU\ GHII
FRQILIXUDWLRQ

2.6.34 Show ARP Command

Command ‘ Description

6ZLWFK VKRZ DUS 6KRZ DUS LQIRUPDWLRAQ
6ZLWFK FRQILJ VKRZ DUS 6KRZ DUS LQIRUPDWLRQ




3. SNMP NETWORK MANAGEMENT

7KH 6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO &IRG WKDMWQIDB
WKH H[FKDQJH RI PDQDJHPHQW LQIRUPDWLRQ STHWZ HRH QW® H W7
SURWRFRO VXLWH 6103 HQDEOHV QHWZRUN DGPLQDRVW U DVORSU I
VROYH QHWZRUN SUREOHPV DQG SODQ IRU QHWZRUN JURZWK

6103 FRQWIVRMOORZLQJ NH\ FRPSRQHQWYV

Managed device LV D QHWZRUN QRGH WKDW FRQWDLQV 6103 DGHQV
VWRUH PDQDJHPHQW LQIRUPDWLRQ DQG PDNHMHOG KML QI IRIWRB
ODQDJHG GHYLFH FDQ EH VZLWFKHV +XE HWF

MIB ODQDJHPHQW ,QIRUPDWLRQ %DVH GHILQHYVHNKRI AR CPHD\Q |
GHYLFH 7KHVH 0,% HQWULHYV FDQ EH HLWKH$ @WHi D8 KRHQ ®\\V R/UH RJ |
LV UHDG RQO\ YDULDEOHYV 7KH 3RUW 6WDWH DQDEPEGHRDQGVD |
DGPLQLVWUDWRU FDQ QRW RQO\ UHDG EXW DOVR VHW LWV YDO

SNMP Agent LV D PDQDJHPHQW PRGXOH UHVLGHV LQ WKH PDHDJ
6103 ODQDJHU UHTXHVW

SNMP Manager/NMS H[HFXWHV DSSOLFDWLRQV WKDW PRQLWRU DQG
SURYLGH WKH EXON RI WKH SURFHVVLQJ DQG PHPRU\QHWZRXI
PDQDJHPHQW 6103 0DQDJHU LV RIWHQ FRPSRYM & VED\EHRQ VDRSS
SURJUDP VXFK OLNH +3 2SHQ9LHZ

7TRWDOO\ W\SHV RI RSHUDWLRQV DUH XVHGHBHWRHHKD @183 W
LQIRUPDWLRQ 7KHVH RSHUDWLRQV DOO XVH WKH 8'3 ,3 SURW

GET: 7KLV FRPPDQG LV XVHG E\ DQ 6103 ODQDJHYLWHYV P R & HWRLU
ODQDJHU H[DPLQHV GLIIHUHQW YDULDEOHYV WKDW DUH PDLQWDI

GET Next: 7KLV FRPPDQG SURYLGHV WUDYHUVDO RSHUDWLRRQ WR)
VHTXHQWLDOO\ JIDWKHU LQIRUPDWLRQ LQ YDULDEOH WDEOHV \

SET: 7LV FRPPDQG LV XVHG E\ DQ 6103 ODQDJHU WR7RKRQWBR (
FKDQJHV WKH YDOXHV RI YDULDEOHYVY VWRUHG ZLWKLQ PDQDJHC

Trap: 7UDS LV XVHG E\ WKH PDQDJHG GHYLFH WR U HHS/RHOQW DWRC
6103 ODQDJHU :KHQ FHUWDLQ W\SHV RI HYHQWW®Y RHRXEJ D DWRIDG
WKH 6103 ODQDJHU

7KH V\VWHP EXLOW LQ PDQDJHPHQW PRGXOH D\ VR/NNS SFRUWYW
WKH 0,% ILOH EHIRUH XVLQJ WKH 6103 EDVAG7T®BRHWZRUNCAHD QD R
RU GLVNHWWH WKDW DFFRPSDQLHV WKH V\VWHP 7K®3IEOMHGC
FRPSLOHU FDQ UHDG

S3OHDVH UHIHU WR WKH DSSURSULDWH GRFXPHQW /W HRW MR B PV
0,%



4. WEB MANAGEMENT

<RX FDQ PDQDJH WKH 0D QIVHE BBZR YWWHKUY HIRZHYHU \RX PXVW IL
, 3 DGGUHVV WR WKH ODQDJHG 6ZLWFK EHIRUWWIGRQ (RII \DRY\ 760 B
XVLQJ WKH |ILEMHQVBDERWHWR/UXVLQJI D 5- FDEOHWWRXYHLOQ BRHRFMC
WKH ODQDJHG 6ZLWFK DQG VHW XS WKH ,3 D&E UHDWQD IRG W KIHWMI
EH UHDFKHG ZLWK WKH GRIDXOW1 3 RGGEBIQWRDQJH WKH ,3 D
VZLWFK WR WKH GHYV LNetw@k RighBigemBritV PUH QR LWV

,QLWDDPMEH EURZVHU BQ/G 1pZUSKO0M WR H@WHUODQDJIHG 6ZLWFK V\\
\RX JDLQ WKH DFFHVV WKH IROORZLGD VR 1LIQB XWQWRE BIHIDXD
XVHUQ®@mMHA DQG NHHS WKH DGPLQLVWUDWRBUGHDYX2RU G RLISO @
UHTXLUHG LWR WRBLPDLQ VFUHHQ SDJH

Login

» Please login
Enter Administrator Name !

Enter Administrator Password :

Login

$IWHU \RX ORIJLQ\WKHFMFVHHD ZLWK WKH ODLQ OHQX ZLOO VKR
OHQX LQ WKH :HE ODQDJHPHQW DUH VLPLODU WR DNIKIRPHHQEHVFU

2Q WKH WRS VLGH LW VKRZV WKH I[URQW SRKIHEQRV WBEHID QP
FRUUHVSRQGLQJ /(X KRSRUKHZQAOMNGLYSOD\ LQ JUHHQ RU RUDQJ
VSHG DV WR WKH OLQN GRZQ SRUWV WKHLS73(RUZE)BOSRH VG ZU:
GLIIHUHQW PRGXOH LPDJH RQ LWL VERQZANEOHDG BAHER BIR WGMD UN D
ZKLWH PRGXOH LPRE)IBRKWRZAQ D PRGXOH H[LVWV

$GGLWLRQDOO\ WKHUH DUH FOLFNLQJ IXQFWLRQV RQ® SRUMK/RU F
SDQHO LWIXJIZLOO GLUHFWOrt Qdifigusation R WMKBSDJH EHORQJLQJ WR
SRUW

,Q WKLV SRUW FRQILIJXUDWLRQ ZHESDJH LW WN\RZE S\RKHVEDR U
GHWDLOV DERXW WKANFVOR@PYRUWHIBEROWRXUDWLRQ?

7KHUH SAw HD QR&fresh WZR TXLFN EXWWRQV EHORZ WKLV IURQW
SURYLGHG IRU WKBQX@HZ WHRWWILYHYV SHUPDQHQWO\ LQWR ROD\
XSGDWH WKH ODWHVW VWDWXV RI WKH VZLWFK
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#{1J System Utility
[} Save Configuration DHCP/DHCPV6 Vendor ID (SRR PR AN
() Resel System Model Name EPS-3128-480W-LP
[y Logout
Current Boot Image Image-1
Configured Boot Image Image-1
Image-1 Version 1.00.0P
Image-2 Version 1.00.01
M/B Version A02
Serial Number 3BD918510000263 Date Code 20180507

W BSIEICE All Active

LOK|

,Q WKH 0ODLQ OHQX RIXUHUHKQEWLRQV LQFOXGLQJ 6\VWHP ,QIRU
3R( 4XLFN &RQWURO 1HWZRUN ODQDJHPHQW 6ZLPMEXN 0BZDW
ORQLWRU 3R(60RWHWRSWLOLW)\ 6DYH &RQILIXUDWLRQ B5HVHW
‘H ZLOO UHVSHFWLYHO\ GHVFULEH WKHLU VXE IXQFWLRQV LQ W

System Information: 1DPH WKH ODQDJHG 6ZLWFK VSHELI\ WKH ORFDV
YHUVLRQ RI LQIRUPDWLRQ

User Authenticaton: 9LHZ WKH UHJLVWHUHG XVHU OLVW $GG D QHZ
PoE Quick Control: 7R HQDEOH 3R( VLPSO\ TXLFNO\ E\ SRUW

Network Management: 6HW XS RU YLHZ WKH ODQDJHG 6ZLWFK{V ,3 DC
LQIRUPDWLRQ UHTXLUHG IRU QHWZRUN PDQDJHPHQW DSSOLFI

Switch Management: 6 HW XS WKH VZLWFK SRUW FRQILIJXUDWLRQ 9/%
IXQFWLRQV

PoE Management: 6HW XS WKH SRZHU VXSSO\ PHWKRG IRU 3'V FRQQ
6ZLWFK DQG 3R( DODUP FRQILIJXUDWLRQ

Switch Monitor:  9LHZ WKH RSHUDWLRQ VWDWXV DQG WUDIILF VWDW

PoE Monitor: 9LHZ WKH FXUUHQW SRZHU VXSSO\ VWDWXV LQFOXG
DQG HDFK 73 SRUWY{V 3RZHU : 9ROWDJH 9 &XUUHQW P$ 3°

System Utility: 3LQJ GR WKH ILUPZDUH XSJUDGH ORDG WKH IDFWR



» Save Configuraton:. 6DYH DOO FKDQJHV WR WKH V\VWHP
., Reset System: 5HVHW WKH ODQDJHG 6ZLWFK

, Logout: /RJ RXW WKH PDQDJHPHQW LQWHUIDFH



4.1 System Information

6 H O Bystédm Information [URP MdiKMenu DQG WKHQ WKH IROORZLQJ VFUHI

System Information

Company Name ‘Connection Technology Systems

System Object ID .1.3.6.1.4.1.9304.100.31284

w EPS-3128-480W-LP
w 18F-6.N0.79,Sec.1.Xintai 5th Rd. Xizhi Dist.,Taiwan
W EPS-3128-480W-LP
(ModelName  |[EEEEPEREIINES
M EPS-3128-480W-LP
EXETE :oo- 15510000262
upTime  |EEIREERE

FAN State [FURRiIYE

Date Code 20180507

| OK|

Company Name: (QWHU D FRPSDQ\ QDPH IRU WKLV 0DQDJHG 6ZLWFK
System Object ID: 'LVSOD\ WKH SUHGHILQHG 6\VWHP 2,°

System Contactt (QWHU WKH FRQWDFW LQIRUPDWLRQ IRU WKLV 0DQD
System Name: (QWHU D GHVFULSWLYH VI\VWHP QDPH IRU WKLV 0DQD.
System Location: (QWHU D EULHI ORFDWLRQ GHVFULSWLRQ IRU WKLYV
DHCP/DHCPvV6 Vendor ID: 9HQGRU &ODVV ,GHQWLILHU WKDW LV XVHG |
IXQFWLRQ (QWHU WKH XVHU GHILQHG '+&3QXHPOIERB F'KDUDF WH
DFFHSWB®BDVH PDNH VXUH \RX KDYH DQ H[DFW '+&3 9HBGRWRD,
SYHRGEODVVHV GKFSBXEPRQI ILOH )RU GHWBSGHGGIQIRUPDWLRQ
Model Name: 'LVSOD\ WKH \BBRBG OF@DP H

Host Name: (QWHU WKH\WBR®XEWP H



Current BootImage: 7KH LPDJH WKDW LV F*FKMHGHQWO\ EHLQJ
Configured Boot Image: 7KH LPDJH \RX ZRXOG OLNH WR XVH DIWHU UHE
Image-1 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG LQ
Image-2 Version: 'LVSOD\ WKH ILUPZDUH YHUVLRQ LPDJH XVHG LQ
M/B Version: 'LVSOD\ WKH PDLQ ERDUG YHUVLRQ

Serial Number: 'LVSOD\ WKH VHULDO QXPEHU RI WKLV ODQDJHG 6ZLW
Date Code: 'LVSOD\ WKH GDWH FRGH RI WKH 0ODQDJHG 6ZLWFK ILUP.
Up Time: 'LVSOD\ WKH XS WLPH VLQFH ODVW UHVWDUWLQJ

Local Time: 'LVSOD\ WKH ORFDO WLPH RI WKH V\VWHP

FAN State: 'LVSOD\ WKH VWDWXV RI )$1 DQG )$1

Power: 'LVSOD\ WKH LQVWDOODWLRQ VWDWXV WKHEMUSH RI SRZH



4.2 User Authentication

7R SUHYHQW DQ\ XQDXWKRUL]J]HG RSHUDWLRQWGRWR\ RBHHULIW
ODQDJHG 6ZLWFK 8VHUV ZKR ZRXOG OLNH W HRIS3H WIRWHU WIBKW
DFFRXQW ILUVW

7R YLHZ RU FKDQJH FXUUHQW Us¢dAWhAnkcHtidiG XWRIR WakiicdH BW G
WKHQ WKH IROORZLQJ VFUHHQ SDJH VKRZV XS

User Authentication

Password Encryption |JiBEE:1e]=1

Note Il
When configure Password Encryption option to disabled , all existing password will be clear.
Note to configure user password again otherwise all user password will be empty.

LOK. |

Password Encryption: 3XO0OO GRZQ W WhssRétdQBEOiciggtion WR GLVDEOH RU HC
OHVVDJH 'LJHVW $OJRUZILWKP\ XWHIGV FU\SWRJUDSKLF KDVK IXQ

E\WH KDVK YDOXH W\SLFDOO\ H[SUHVVHG GKF WO OXPED W
GHIDXOW VHWWLQJ LV GLVDEOHG

admin

 New || Edit | Delete | RADIUS/TACACS Configuration |

&OINeW WR DGG D QHZ XVHU DQG WKHQ WKH IR® WA Q JXWHUHHE
UHJLVWHUHG

&OIEAN WR PRGLI\ D UHJLVWHUHG XVHUfV VHWWLQJV
& O IDeldte WR UHPRYH WKH VHOHFWHG UHJLVWHUHG XVHU IURP W

& O IRANIUS/TACACS Configuraton IRU DXWKHQWLFDWLRQ VHWWLQJ YLD !
GHWDLOV RQ WKHVH VHWWLQJYV SOHDVH UHIHU WR 6HFWLRQ


https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal

User Authentication

(il Al e EVEBEe| 2/ 1/10

Account State Disabled

User Name

Password

Retype Password

Description

Console Level Read Only v

Current/Total/Max Users: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG X
Tota: 7KLV VKRZV WKH DPRXQW RI WRWDO XVHUV ZKR KDYH L

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU UHJL

Account State: (QDEOH RU GLVDEOH WKLV XVHU DFFRXQW

User Name: 6SHFLI\ WKH DXWKRUL]JHG XVHU ORJLQF FIK®HJ D&FSISV MRV
DFFHSWHG

Password: (QWHU WKH GHVLUHG XVHU SDVVZRUG 8S WR DFBBSWDBG
Retype Password: (QWHU WKH SDVVZRUG DJDLQ IRU GRXEOH FKHFENLQ

Description: (QWHU D XQLTXH GHMXYVHLUW IBBOQWIRU WIOSKDQXPHULF F
DFFHSWHG 7KLV LV PDLQO\ XVHG IRU UHIHUHQFH RQO\

Console Level:. 6 HOHFW WKH GHVLUHG SULYLOHJH OHYHO WRKUH WSKKHD
GRZQ PHQX 7KUHH RSHUDWLRQ OHYHOV RI SHGY&GDIHMNHKDUH DYL

Administrator : 2Z2Q WKH IXOO DFFHVV ULJKW 7KH XVHU FDQ PDI
VI\VWHP LQIRUPDWLRQ ORDG WKIHQD WMRRRQ GHIDXOW VHWW]

Read & Write: 2ZQ WKH SDUWLDO B PHWNUQLRDEOW WR PRGLI\ XV
VI\VWHP LQIRUPDWLRQ DQG LWHPV XQGHU 6\VWHP 8WLOLW\

Read Only: $OORZ WR YLHZ RQO\

NOTE:

1. To prevent incautious operations, users cannot delete their own account, modify their
own user name and change their own account state.

2. The acquired hashed password from backup config file is not applicable for user login
on CLI/Web interface.



https://tw.dictionary.yahoo.com/dictionary?p=maintain

3. We strongly recommend not to alter off-line Auth Method setting in backup configure file.
4. If Auth-Method is enabled and do firmware downgrade, users must reset default config.

4.2.1 RADIUS/TACACS Configuration

& O IRANIUS/TACACS Configuraton LQ WKH 8VHU $XWKHQWLFDWLRQ ZHESLEL
VFUHHQ SDJH DSSHDUYV

RADIUS/TACACS Configuration

Authentication (0T By

RADIUS

RADIUS Secret Key default

RADIUS Port :1812 ' (1025-655395)
RADIUS Retry Times 0|

RADIUS Server IP/IPv6 Address 0.0.0.0
2nd RADIUS Server IP/IPv6 Address (J{eXsKeXs]

TACACS

TACACS Secret Key default '7

TACACS Port :4'9 (49,1025-65535)
TACACS Retry Times 0v]

TACACS Server IP/IPv6 Address 0.0.0.0
2nd TACACS Server IP/IPv6 Address |{0XoXely

| OK |

Authentication: )UR P RMtkéitication SXOO GRZQ PHQX \RADRBS@RBKRRVH
TACACS RSWLRQ WR UHVSHFWLYHO\ HQDE GRHY B & $\&6H @ W LG IDWIDLEFOH )
DXWKHQWLFDW IDis&pledM R\EW IVRH@ HEFERP WKLV PHQX



: KH ®ADIUS Authenticaton LV VHOHFWHG WKH XVHU ORJLQ ZLOO EH X!
5$',86 VHUYHU V

NOTE: For advanced RADIUS Server setup, please refer to APPENDIX A RU WKH
5$',86 UHDGPH W[W" ILOH RQ WKH GLVF SURYLGHG ZLWE

RADIUS Secret Key default

RADIUS Port 1812 | (1025-65535)

RADIUS Retry Times 10 v |

RADIUS Server IP/IPv6 Address 0000

2nd RADIUS Server IP/IPv6 Address ‘,0'0-0-0

RADIUS SecretKey: 7KH ZRUG WR HQFU\SW GDWD RI EHLQJ VHQW WR !
RADIUS Port: 7KH 5%$',86 VHUYLFH SRUW RQ 5%$',86 VHUYHU

RADIUS Retry Times: 7LPHV RI WU\LQJ WR UHFRQQHFW LI WKH 5%$',68 V
RADIUS Server IPv4/IPv6 Address: ,3Y ,3Y DGGUHVV RI WKH SULPDU\ 5%',8
2nd RADIUS Server IPv4/IPv6 Address:  ,3Y ,3Y DGGUHVV RI WKH VHFRQGDU!

: KH QACACS Authenticaton LV VHOWKWHG/HU ORJLQ ZLOO EH XSRQ WKF
7$&%$&6 VHUYHU V

TACACS

TACACS Secret Key defa‘ult

TACACS Port 49 | (49,1025-65535)

TACACS Retry Times [07]

TACACS Server IP/IPv6 Address  (ISIRfely

2nd TACACS Server IP/IPv6 Address |(JUXtKSR0)

TACACS SecretKey: 7KH ZRUG WR HQFU\SW GDWD RI EHLQJ VHQW WR
TACACS Port: 7KH 7$&%$&6 VHUYLFH SRUW RQ 7$&%$&6 VHUYHU

TACACS Retry Times: 7LPHV RI WU\LQJ WR UHFRQQHFW LI WKH 7%$&%$&6



TACACS Server IPv4/IPv6 Address: ,3Y ,3Y DGGUHVV RI WKH SULPDU\ 7%$&$

2nd TACACS Server IPv4/IPv6 Address:  ,3Y ,3Y DGGUHVV RI WKH VHFRQGDU



4.3 PoE Quick Control

7KLV IXQFWLRQ LV WR VLPSO\ DQG TXLFNO HB®ERBEQuitk Rahtr& LV D E
IURP MakitMenu DQG WKHQ WKH IROORZLQJ YR U HMKQH SIDXUHN K K R ZWHX\
SOHDVH UHIHU WR:BRIF®RRQIJXUDWLRQ’

PoE Quick Control

Total PoE Power Consumption ({SRV{1{A}

Current(mA)

Total POE Power Consumption: 9LHZ RQO\ ILHOG WRDW YRR AW WXHBG HR@WW |
VZLWFK LQ ZzDWW DQG SHUFHQWDJH

Port: 7TKH QXPEHU RI HDFK 73 SRUW

Power(W): 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRZHOJ LQ ZDWW XVH
Voltage(V): 9LHZ RQO\ ILHOG WKDW VKRZV WKH YROWDJH XVHG RQ L
Current(mA): 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQWWQ\PLOO
Link Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW RWB FHURQYUMW

PoE State: 'LVSOD\ WKH FXUUHQW 3R( VWDWXV RI D SRUW QD) GREBW
E\ FOLFNLQJ WKH FRUUHVSRQGLQJ GURS GRZQ OLVW

Note: In case PoE function under PoE Quick Control does not work, please also refer to Section
4.6.1 PoE Configuration "to enable PoE function globally.




4.4 Network Management

,Q RUGHU WR HQDEOH QHWZRUN PDQDJHPH@WQRWWXRUNOBRQ ULHIX
UHTXLUHG 7R GR WK LNetwério Manbigenieat

IROORZLQJ VFUHHQ SDJH DSSHDUYV

1B R B HAdihHVenu

EPS-3128-480W-LP Network Configuration
[} System Information

-3 User Authentication 9@ onable IPVA

-3 PoE Quick Control

MAC Address 00:06:19:29:F8:EE

(]

+(1 Switch Management

{1 PoE Management
-1 Switch Monitor IPv4 DHCP Auto Recycle Port

EEEEEEEE
-3 Save Configuration -.-----.
EE R

e I o |

o B o |

-] Reset System
3 Logout

IPv4 DHCP Auto Recycle |JinJi=1o]l=1s I

SE="INetwork Management
-3 Network Configuration Configuration Type |[NERNE e Current State
[ System Service Configuratior :
0 RS232/Telnet/Console Conﬁg IP Address 192.168.0.1 192.168.0.1
-3 Time Server Configuration  [ERANRE VRN 255 255 255.0 255 255 255.0
- Time Range
-3 Device Community M 0.0.0.0 0.0.0.0
-3 Trap Destination
A S ot [1Pva DR Rocyele |
[ Syslog Configuration PV DHGE Raevee |Recycle

DQG WKHQ

Settings changed, still not saved. .....-..

[471[4all4allonllosllonll0all04]

Network Configuration:. 6HW XS WKH UHTXLUHG ,3 FRQILIJXUDWLRQ RI
System Service Configuration : (QDEOH RU GLVDEOH WKH VSHFLILHG QHYV

RS232/Telnet/Console Configuration: 9LHZ WKH 56 VHULDO SRUW VHWWI
DQ&@RQVROH VHUYLFHV

Time Server Configuration. 6HW XS WKH WLPH VHUYHUYV FRQILJXUDWL!

Time Range: 6HW XS WKH WRP3H (I WBHRZHIVOV XSSO\ RYHU (WKHUQHYV
GHYLFHV

Device Community: 9LHZ WKH UHJLVWHUHG 6103 FRPPXQLW\ QDPH O
QDPH RU UHPRYH DQ H[LVWLQJ FRPPXQLW\ QDPH

Trap Destination. 9LHZ WKH UHJLVWHUHG 6103 WUDS GHVWLQDWLRC
RU UHPRYH DQ H[LVWLQJ WUDS GHVWLQDWLRQ

Trap Configuration:. 9LHZ WKH ODQDJHG 6ZLWFK WUDS FRQILIJKBDIWEI!
WUDS

Syslog Configuration: 6HW XS WKH 0DO DWWHPSW /RJ VHUYHUTV FRQ



4.4.1 Network Configuration

& OLFN WK Netrd@RN\AoRfiQuration |TURP Wekudrk Management PHQX DQG WKHC(
IROORZLQJ VFUHHQ SDJH DSSHDUYV

¢ enable IPv4

MAC Address 00:06:19:29:F8:EE

W Manual v Current State
m 192168 0.1 192.168.0.1
m 255 255 255 0 255 255 255 0
M 0.0.00 0000

Enable IPv4: &OLFN WIKER [EQHBENRGWE RV WR HQDEOH ,3Y IXQFWLRQ |
6ZLWFK

MAC Address: 7KLV YLHZ RQO\ ILHOG VKRZV WKH XQLTXH DQ
DVVLIQHG WR WKH ODQDJHG VZLWFK <RX FDOQWRE IFEKGQHM \

Configuration Type: 7KHUH DUH WZR FRQILJXUDWLRQ W\SHV WKDW
GRZQ PHIEP D Q Glanual ' KHOHCP" LV VHOHFWHG DQG IDDOYR
DYDLODEOH RQ WKH QHWZRUN WKH ODQDWKE fZ DWGBK EV®Q
'+&3 VHUYHHnual! LV VHOMFWHBG QHHG WR VSHFLI\ WKH ,3 DG
DQG&DWHZD\

IP Address: (QWHU WKH XQLTXH ,3 DGGUHVV Rl WKLV 0 D®HDIDK®
,3 DGGUHVV RU VSHFLI\ D QHZ RQH ZKHQ WK \RIAVFXD W LR
DGGUHVV GRHV QRW PDWFK XS ZLWK \RXU QHWZRUN 7KH

Subnet Mask: 6 SHFLI\ WKH VXEQHW PDVN 7TKH GHIDXOW WXEQ
, QWHUQHW DGGUHVY FODVVHY DUH DV IROORZV

x &ODVV $
X &0ODVV %
X &0DVV &

Gateway: 6 SHFLI\ WKH ,3 DGGUHVV RI D JDWHZD\ RU D WRIXW]
GHOLYHU\ RI WKH ,3 SDFNHWV VHQW E\ WKH ORQWHE G I6&Z DV
ODQDJHG 6ZLWFK DQG WKH QHWZRUN PDQDJHWHRWNWWIUNV K
7KH GHIDXOW YDOXH RI WKLV SDUDPHWHU LV DQ& KN
QHWZRUN PDQDJHPHQW VWDWLRQ DQG ODQDJHG 6ZLWFK DL

Current State: 7KLV YLHZ RQO\ ILHOG VKRZV FXUUHQWO\ DVVL
PDQXDO 6XEQHWDOMNEAD RI WKH ODQDJHG 6ZLWFK



IPv4 DHCP Recycle: & OLFRe®@Q: PDQXD®&3 5HOHDVH SDFNHWV DQG 'L\
ZLOO EH VHQW WR '+&3 VHUYHU $QG LW ZLOOHDVINJDR) , 3 KSRV
WKDW WKLV SDUIMMM\PIKN VNMWAXIVOI QG ZLOO QRW EH VDYHG L
ODQDJHG 6ZLWFK

NOTE: Need to choose 3'+ & 3 as the configuration type before running this function.

IPv4 DHCP Auto Recycle: (QDEOH RU GLVDEOH ,3Y '+&3 $XWR 5HF\FOH |

IPv4 DHCP Auto Recycle Port: (QDEOH ,3Y '+&3 $XWR 5HF\FOH IXQFWLRQ |
2Q0\ ZKHQ RQH RI WKHVH VSHFLILF OLQN XB5Q5R UBYIWDW AW F K & !
SHOHDVH SDFNHWYV DQG 'LVFRYHU SDFNHWYV ZLOO HH, 8 H®G WRY
IURP '+&3 VHUYHU DJDLQ

enable |IPv6

Auto-configuration Enabled v Current State

IPv6 Link-local Address/Prefix length fe80::206:19ff fe12:ac2c/64

IPv6 Global Address/Prefix length ;:,“64

IPv6 Gateway

DHCPv6 Enable force mode v |

Rapid Commit ¢
DHCPv6 unique identifier(DUID)

Enable IPv6: & OLFN WKH FKHFNEEREIPE IWRMEMQREOH ,3Y IXQFWLRQ R
6ZLWEFK

Auto-configuration : (QDEOH $XWR FRQILIJXUDWLRQ IRU WKH 0DQ
DGGUHVYVY DXWRPDWLFDOO\ RU GLVDEOH LW IRU PDQXDO FR



IPv6 Link-local Address/Prefix length: 7KH ODQDJHG 6ZLWFK ZLOO IRUP L
IURP LWV 0%$& DGGUHVY DQG WKH OLQN ORFDXWWHQJ WKH
LQWR WKH OHIWPRVW ELWYV DQG WKH 0$&WBE GULHXW PLRY (8 E
WKHUH DUH DQ\ ELWYV OHIW LQ EHWZHHQ WKRVH DUH VHW

IPv6 Global Address/Prefix length : 7KLV LV GRQH LQ WKH VDPH IDVKL
DGGUHVV EXW LQVWHDG RI WKH OLQN ORPDCS SOHHIF E(N WKL
DQG SXW LW WRIJHWKHU ZLWK LWV LGHQWLILHU ZKLFRNVE\ G
IPv6 Gateway: 6 SHFLI\ WKH ,3 DGGUHVV RI D JDWHZD\ RU D URXV
GHOLYHU\ RI WKH ,3 SDFNHWV VHQW E\ WKH O0RQUWHAE X KHA QW
ODQDJHG 6ZLWFK DQG WKH QHWZRUN PDQDJHWHKQ WNWWIOUN\F
DHCPv6: (QDEOH RU GLVDEOH '+&3Y IXQFWLRQ

Disable: 'LVDEOH '"+&3Y

Enable automode : &RQILIJXUH "+&3Y IXQFWLRQ LQ DXWR PRG

Enable force mode: & RQILJXUH "+&3Y IXQFWLRQ LQ IRUFH PRC

Rapid Commit: & KHFN WR HQDEOH 5DSLG &RPPLW ZKLFK DOORZYV
WZR PHVVDJH H[FKDQJH WR FRQILJXUH FOLH®WYVD UHD W KAKUW ¢

DHCPv6 unique identifier (DUID): 9LHZ RQO\ ILHOG VKRZV 7KH '+&3 8
l8’l

Current State: 7KLV 9LHZ RQO\ ILHOG VKRZV ¥FXDGEQMNOMX [EVVL
FRQILIXUDWLR@ @& RAHEZPOD Rl WKH ODQDJHG 6ZLWEFK

IP Source Binding:

Source Binding state |JIBIEE1/=e R4

IP/IPV6 Address

1 Disabled v | [/0.0.0.0
2 Disabled v | 1/0.0.0.0
3 Disabled v | |/0.0.0.0
4 Disabled v | 1/0.0.0.0
5 Disabled v | 1/0.0.0.0
6 Disabled v | |/0.0.0.0
7 Disabled v | 1/0.0.0.0
8 Disabled v | /0.0.0.0
9 Disabled v | [/0.0.0.0
10 Disabled v | 1/0.0.0.0
11 Disabled v | |/0.0.0.0
12 Disabled v | 1/0.0.0.0




Source Binding state: *OREDOO\ HQDEOH RU GLVDEOH ,3 VRXUFH ELQGI
State: 'LVDEOH RU HQDEOH WKH DVVLIQHG ,3 DGGUHVV WR Ut

IPv4/IPv6 Address: 6SHFLI\ WKH ,3 DGGUHVV IRU VRXUFH ELQGLQJ

NOTE: This Managed Switch also supports auto-provisioning function that enables DHCP
clients to automatically download the latest Firmware and configuration image from the
server. For information about how to set up a DHCP server, please refer to APPENDIX B.




4.4.2 System Service Configuration

& OLFN WKS$ister8 BebhviR&@Configuration
W K H

IlURP Me&vbrk Management

IROORZLQJ VFUHHQ SDJH DSSHDUYV

| OK |

System Service Configuration

Telnet Service

SSH Service
SNMP Service

Web Service

Console Service [[ISENC R

Enabled v

Disabled v

Enabled v

Enabled ~

Telnet Service:

SSH Service:

SNMP Service:

PHQX®QG WKH

7R HQDEOH RU GLVDEOH WKH 7THOQHW ODQDJHPHQW
7R HQDEOH RU GLVDEOH WKH 66+ ODQDJHPHQW VHUYL|

7R HQDEOH RU GLVDEOH WKH 6103 ODQDJHPHQW VHU"®

Web Service: 7R HQDEOH RU GLVDEOH WKH :HE ODQDJHPHQW VHUYLF

Console Service:

4.4.3 RS232/Telnet/Console Configuration

&OLFN WKRSEBIWhdQonsole Configuration
IROORZLQJ VFUHHQ SDJH DSSHDUYV

DQG WKHQ WKH

RS232/Telnet/Console Configuration

Baud Rate

9600bps

Stop Bits 1

Parity Check None

Word Length 8

Flow Control None

Telnet Port 23

System Time Out 1300

(1-1440) Seconds *

Web Time Out 20

(1-1440) Minutes

Console Login Fail Retry Times (j&

: (1-10) number of retries

Console Login Fail Block Time |§i]

(1-120) Minutes

I[URP Mekudrk Management

7R HQDEOH RU GLVDEOH WKH &RQVROH ODQDJHPHQV

PHQX



Baud Rate: ESV 56 VHWWLQJ YLHZ RQO\ ILHOG
Stop Bits: 56 VHWWLQJ YLHZ RQO\ILHOG

Parity Check: 1RQH 56 VHWWLQJ YLHZ RQO\ ILHOG
Word Length: 56 VHWWLQJ YLHZ RQO\ILHOG

Flow Control: 1RQH 56 VHWWLQJ YLHZ RQO\ ILHOG

Telnet Port: 6 SHFLI\ WKH GHVLUHG 7&3 SRUW QXPEHU IRU MIBHS RHW®
QXPEHU RI WKH 7THOQHW LV

System Time Outt 6 SHFLI\ WKH GHVLUHG WLPH WKDW WKH ODQDJHG 6
GLVFRQQHFWLQJ DQ LOQDFWRYH FB R RM®H WHH O QHW WARQ/GY RU P

Unitt 6SHFLI\ WKH X3ydteimt TiR&JOMY KEDUDPHWHU

Web Time Out: 6 SHELI\ WKH GHVLUHG WLPH WKDW WKH ODQDJHG 6ZL
DQ LQDFWLYH ZHEOVBWDRQ OH PLQXWHYV

Console Login Fail Retry Times: 6SHFLI\ WKH GHVLUHG WLPHV WKDW WKH C
WKH XVHU WR UHWU\ WR ORJLQ WKH V\VWHP YLD FRQVROH LI W

Console Login Fail Block Time: 6SHFLI\ WKH GHVLUHG WH&H LIWWIKWZ WK® XQ
WKH FRQVROH IRUWKH D¥FV¥ >XORKIQDWHG UHWULHYV WLPHV H[FHHG
Console Login Fail Retry Times SDUDPHWHU



4.4.4 Time Server Configuration

&OLFN WKHNR Sewdr EQnfiguration |1URP Mékvbrk Management PHQX DQG WKH
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Time Server Configuration

Time Synchronization Disabled v
Time Server IP/IPv6 Address 0.0.0.0

2nd Time Server IP/IPv6 Address |J{eXtReRY]
Synchronization Interval 24 Hour v

Daylight Saving Time Disabled v

OK |

NOTE:The offset of start time and end time should be greater than 1 hour, or the effect is unpredictable.

Time Synchronizaton:. 7RHQDEOH RU GLVDEOH WKH WLPH VI\QFKURQL]DV
Time Server IPv4/IPv6 Address: 6HW XS WKH ,3 DGGUHVV RI WKH ILUVW 17
2nd Time Server IPv4/IPv6 Address: 6HW XS WKH ,3 DGGUHVV RI WKH VHFR
KHQ WKH ILUVW 173 WLPH VHUYHU LV GRZQ WKARFDODQ IR I8
VHFRQGDU\ 173 WLPH VHUYHU

Synchronization Interval: 6HW XS WKH WLPH LQWHUYDO WR VI\QFKURQL]F
Time Zone:. 6HOHFW WKH DSSURSULDWH WLPH JRQH IURP WKH SXOO
Daylight Saving Time: ,QFOXIGMHEH ~ SUHF XU DI DWHKUHH RSWLRQV WR
GLVDEOH WKH GD\OLJKW VIDW LADN\ WL RBH WX\QFON LIRRQU HW5 D\WLPH KF
WLPH WR EH KRXU V DKHDG LQ WKH PRUQLQJ

Daylight Saving Time Date Start : ,IWKH 3 GDWH"™ RSWLRQ LV VHOHRMVHIEER 'L
WKH SXOO0O GRZQ PHQX WR VHOHFW WKH VWDUW GDWH RI GD\OL.

Daylight Saving Time Date End : ,| WKH 3 GDWH"™ RSWLRQ LV VHOHFWHG LQ '
SXO0O0 GRZQ PHQX WR VHOHFW WKH HQG GDWH RI GD\OLJKW VDY

Daylight Saving Time Recurring Star: , ] WKH SUHFXUULQJ" RSWLRQ LV VHOHF
7LPH FOLFN WKH SXOO GRZQ PHQX WR VHOHFWLWEHMVUPHRXUULQ

Daylight Saving Time Recurring End: , I WKH BUHFXUULQJ" RSWLRQ LV VHO
7LPH FOLFN WKH SXOO GRZQ PHQX WR VHOHND YWRH WHFMUULQ

NOTE: SNTP is used to get the time from those NTP servers. It is recommended that the
time server is in the same LAN with the Managed Switch or at least not too far away. In
this way, the time will be more accurate.




4.4.5 Time Range

7KLV FRPPDQG GHILQHVY D WLPH LQWHUYDO WR EH DFWLYDOWQ®&/
WR DVVLIQ ZKHQ D |IXQFXWRBRDWRDODO®\ WDNHQ HIIHFW %HIRU
VXUH WKDW JDWHZD\ 173 WLPH ViHé Seriver ConfiguRi@hL J X@HHBEH EWW L R C
. T7KH 3R( IXQFWLRQV VFKHGXOHG E\ 7LPH 5D+ W \X\WHOP BEML R
6ZLWFK LV VI\QFKURQL]HG ZLWK 173 WLPH VHUYHU

Time Range

[ Edit | Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

| Edit || Delete |

7KLV WDEOH GLVSOD\V WKH RYHUYLHZ RI HDWK FFHR Q OLQ XV G DAL |
XS

Name: 'LVSOD\ WKH QDPH Rl WKH VSHFLILF WLPH UDQJH
Time Range: 'LVSOD\ WKH WLPH LQWHUYDOV \RX VHW XS IRU WKH V!
&OIEBIN DQG WKHQ WKH IROORZLQJ VWHNKNHE ISHU HVD 8 § HIDQUNVHIRYID O

& O IDelte WR UHPRYH D VSHFLILHG WLPH UDQJH DQG LWV VHWWL



Time Range

e e [ono oo veor [ |

Absolute JAN ~ Reset |

End JAN v Reset

Periodic
| New |

| Reset || Delete |

Periodic List
| New |

-W [Hour _[Minuto |
00 00 00 00

| Reset || Delete |

| OK || Cancel |

Name: 6SHFLI\ D QDPH WR WKH WLPH LQWHUYDO 8S MWRFFB®WKDBG(

Absolute: 6SHFLI\ DQ DEVROXWH VWDUW WLPH RU HQIX@WAWHRIR U, @
WLPH LOQOWHUYDO VHWXS WKH YDOLG UDQJH RI HDFK SDUDPHWF

Hou U Minute: Date:

Month: -$1 )(% 0$5 $35 0$< -81 -8/ $8* 6(3 2&7 129 '(&

Year:

Note: No start time assigned refers to start immediately. One absolute start time can be set at

most. No end time assigned refers to run a function continuously. One absolute end time can be
set at most.

Periodic: & O INeW EHOMRedodic \RX FDQ VHH D OLVW IRU WKH 3HULRGLF
WLPH LQWBYRDOXOFEWLRQ RQ D ZHHNO\ EDVLV 7KH 3HRWN RZG MK
VSHFLILHG DEVROXWH WLPH LQWHUYDO 6SHFKH RWHNO\ QLHA)
SBHULRGLF LQWHUYDO VHWWLQN&v ZH KD@rEddic VB HL @\ EIO QANFIHY W C

SHULRGLF LQWHUYDOV FDQ EH VHW XS DW PRV G, @ DMQKHV RW
SDUDPHWHU LV DV IROORZV

Hour: Minute:

Days(7days : LQFOXGLQJ ORQGD\ ORQ 7XHVGD\ 7XH "HGQHV
7TKXUVGD\ 7KX )ULGD\ )UL 6DWXUGD\ 6DW 6XQGD\ 6XQ



Periodic Lis t: & O INEW E H O Refiodic List \RX FDQ VHH D OLVW IRU WKH 3
VHWWLQJV 6SHFLI\ D WLPH LQWHUYDO

| R UHB BWRL RIG DF WLLRD LR,
WDNHV HIITHFW ZLWKLQ VSHFLILHG DEVROXWZHHGQWR U YSHU LRSHF
RWKHU OLVW

IRU WKH 3HULRGLF /LVW LQWINewWY BI®ONREMItVIsQJV Z
DJDLQ LI QHFHVVDU\ ,Q WKLV WLPH LQWHUYDO WHDWX S8R Q\CKRZ VY [

Hour: Minute :

Days(7 days): ORQGD\ ORQ 7XHVGD\ 7XH

"HGQHVGD\ :HG 7K
JULGD\ )UL ©6DWXUGD\ 6DW

6XQGD\ 6XQ

&URVYVY GD\ VHWWLQJ LV IHDVLEOH ,Q RWKHU ZRUGHWWWKK®M WKHR
IROORZLQJ GD\ H J 3 ’

Note: Two sets of periodic list intervals can be set up at most.

8QGHU D WLPH UDQJH XVHU PD\ DGG RQH DEVROWWMRHVIWD P\R W
8VHUV PD\ DOVR DGG WZR RSWLRQDO WLPH UDQJHV DWUDRMWM X

JRU H[DPSOH WKH XVHU PD\ VHW
7ZR SHUURD L\WNVPH UDQJH RU

2QH 3HULRGLF DQG RQEWIHAH RGQFHL\RW LQ
7ZR 3HULRQUWPFPWLRMW WD QJH



4.4.6 Device Community

&OLFN WKDevRsSGBhRWQity | URP Neétvbtk Management PHQX® QG WKHQ WKH |
VFUHHQ SDJH DSSHDUV

Device Community

public Default_Account

admin Default_Account

' New || Edit || Delete |

&OINeN WR DGG D QHZ FRPPXQLW\ DQG WKHQ WKWV I RICEOWRHRLIORIH YV |
&RPPXQLWLHY FDQ EH FUHDWHG

EOIEANWRRGMWK FXUUHQW FRPPXQLW\ VHWWLQJV

& O IDeldte WR UHPRYH D UHJLVWHUHG FRPPXQLW\

Device Community

Current/Total/Max Agents |[SI2Z&10)
Account State Disabled v |

Com

SNMP Level Read Only v

| OK

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG F
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG FRPF

Max Agents: 7KLV VKRZV WKH PD[LPXP FRPPXQLWLHY DUH DYDL!
PD[LPXP QXPEHU LV

Account State: (QDEOH RU GLVDEOH WKLV &RPPXQLW\ $FFRXQW



Community: 6SHFLI\ WKH DXWKRUL]HG 6103 FRPPXQLW)\ Q DJDH WKSUW

Description: (QWHU D XQLTXH GHVFULSWLRQ IRU WKLV FRPPXQLW\ C
FKDUDFWHUVY FDQ EH DFFHSWHG 7KLV LV PDLQO\ IRU UHIHUHQ

SNMP Level: &OLFN WKH SXOWRGREQHFMQWKH GHVLUHG SULYLOHJH

NOTE: When the community browses the Managed Switch without proper access right,
the Managed Switch will not respond. For example, if a community only has Read & Write
privilege, then it cannot browse the Managed Switch § Mser table.




4.4.7 Trap Destination

&OLFN WKHaRB#MbaRED |URP Mékvbark Management PHQX QG WKHQ WKH |
VFUHHQ SDJH DSSHDUYV

Trap Destination

VDlsabIed v 0 0.0.0

2 Disabled v 10.0.0.0
3 Disabled v/{(0.0.0.0
4 Disabled v |(/0.0.0.0
5 Disabled v||/0.0.0.0
6 Disabled v ||/0.0.0.0
7 Disabled v |{(0.0.0.0
8 Disabled v |(/0.0.0.0
9 Disabled v ||/0.0.0.0

10  ([Disabled v |(/0.0.0.0

LOK|

State: (QDEOH RU GLVDEOH WKH IXQFWLRQ RI VHQGLQJ WUDS WR

Destination:. (QWHU WKH VSHFLILF ,3 DGGUHVV RI WKH QHWZRUN PD(
WKH WUDS

Community: (QWHU WKH GHVFULSWLRQ IRU WKH VSHFLILHG WUDS G



4.4.8 Trap Configuration

&GN WKH R&WdanRgQration |1URP Neétwbtk Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Trap Configuration

Cold Start Trap Enabled v
Warm Start Trap Enabled v |

Authentication Failure Trap |Enabled v
Port Link Up/Down Trap Enabled v
Fan Trap 'Enabled v |
CPU Loading Trap Enabled v |
Auto Backup Trap Enabled |
Storm Control Trap 'Enabled v |
MAC Limiter Trap Enabled |
Console Port Link Up/Down Trap [ e Ra

Fast Redundancy Trap |Enabled v

(0K

Cold Start Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFKGVRZYWE B
LV WXUQHG RQ

Warm Start Trap: (QDEOH RU GLVDEOH WKH 0DQDWH® S6 ZIKWMBRK WKR1 DI
6ZLWFK UHVWDUWYV

Authentication Failure Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWF
IDLOXUH WUDS DIWHU DQ\ XQDXWKRUL]J]HG XVHUV DWWHPSW WR

Port Link Up/Down Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK W
WUDS

Fan Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VHQG D W

CPU Loading Trap: (QDEOH RU GLVDEOH WKH ODQDJHG MNHVIBEK WR VHC(
RYHUORDGHG

Auto Backup Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VHC
VXFFHHGV RU IDLOV



Storm Control Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VH

XQNQRZQ PXOWLFDVW XQNQRZQ XQLFDVW SDFNHWVSIP®RXH$ Q C

QRWLILFDWLRQ WKUHVKROG LQWHUYDO VHWXS RI 6&/RUP &RQW
FRQWLQXRXVO\

MAC Limiter Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLWFK WR VHQ
WKH ODF /LPLW IXQFWLRQ LV HQDEOHG H[FHHGV WRG G/ E§WFZLIOHX

VHQGLQJ WKLV WUDS XSRQ WKH QRWLILFDWLRQ WK UHYKER®G LQC
SRUW H[FHHGV WKH VSHFLILHG VRXUFH 0$& DGGUHVV OLPLW FR

Console Port Link Up/Down Trap: (QDEOH RU GLVDEOH WKH ODQDJHG 6ZLYV
FRQVROH SRUW OLQN XS OLQN GRZQ RFFEXUV

Fast Redundancy Trap; (QDEOH RU GLVDEOH WKH ODQDJHG 3R( (WKHUQ
ZKHQ DQ\ VSHFLILHG UHGXQGDQF\ SRUW LQ IDVW UHGXQGDQF\



4.4.9 Syslog Configuration

&OLFN WK ISysh& WdnfgQration IURP Wetudrk Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Syslog Configuration

Log Server Disabled

SNTP Status Disabled

Facility Local O v

Log Server 1 IP/IPv6 |J{eRVKRY
Log Server 2 IP/IPv6 |[{S0XeNs

Log Server 3 IP/IPv6 |JlOXSXIRY

Terminal History | Disabled

oK

'KHQ '+&3 VQRRSLQJ ILOWHUV XQDXWKRUL]JHG H &BOSMWNRBW R¢
DOORZ WKH ODQDJHG 6ZLWFK WR VHQG HYHQW QRWLILFDWLRQ

Log Serverr (@QDEOH RU GDh@MEOHPBW ORJ IXQFWLRQ
SNTP Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 6173 VHUYHU VWD

Facility: 6SHFLI\ D IDFLOLW\ FRGH /RFDO a/RFDO WR D VSHFLIL]
PHVVDJH SURYLGHG E\ GLITHUHQW GHYLFHYV

Log Server 1 IPv4/IPv6: 6 SHFLI\ WKH GHIDXOW /RJ VHUYHU ,3Y ,3Y DGG

Log Server 2 IPv4/IPv6: 6 SHFLI\ WKH VRFREGDHUYU ,3Y ,3Y DGGUHVV K
/IR 6HUYHU LV GRZQ WKH ODQDJHG 6ZLWFK ZLORUDWWRWP® WRF M

Log Server 3 IPv4/IPv6: 6SHFLI\ WKH WKLUG /RJ VHUYHU ,3Y ,3Y RODGG!
6HUYHU LV GRZQ WKH ODQDJHG 6ZLWFK ZLOO IRUWWRDWAFRD Y

Logging Type: (QDEOH RU GLVDEOH ZKHWKHU WKH ORJ RIGWR RRMP D
BHUYHU a



4.5 Switch Management

,Q RUGHU WR PDQDJH WKH ODQDJHG VZLWFKXQ W LRRBQW-F NK SV K H TI.
Switch Management IURP MakkiHlenu DQG WKHQ VHYHUDO RSWLRQV DQG
IRU \RXU VHOHFWLRQ

EPS-3128-480W-LP -~ Switch Configuration
[ System Information

-3 User Authentication
3 PoE Quick Control Maximum Frame Size 19600 Bytes (1518-9600)

#L1 Network Management MAC Address Aging Time |JE[8 (0-172800)Secs
=S witch Management
.[} Switch Configuration Statistics Polling Port 12 (1-28)Units
~.[3 Port Configuration
=1 Link Aggregation
#-1 Rapid Spanning Tree

Statistics Polling Interval (J{s[8] 1-600(1/10 Sec)

=1 802.1X Configuration Layer 2 Control Protocol

@ ":] MAC Address Manageme 0180C200000X Filter Out ¥
={1 VLAN Configuration eI d| | No Filter Out v
#=-L1 QoS Configuration

=1 IGMP/MLD Snooping 0180C2000010 |JENGREICIHON IR
[y Static Multicast Configurat

[y Port Mirroring OK

#-1 Security Configuration
.3 ACL Configuration

~.[3 Layer 2 Protocol Tunnelin
[ LLDP Configuration

[ Loop Detection

[} Fast Redundancy

1. Switch Configuration:. 6HW XS IUDPEGMUWHNY OHDUQLQJ HWF
2. Port Configuration: (QDERU GLVDEOH SRUW VSHHG IORZ FRQWURO
3. Link Aggregation. 6HW XS SRUW WUXQN DQG /$&3 SRUW FRQILJXUDYV

4. Rapid Spanning Tree : 6HW XS 5673 VZLWFK VHWWLQJV DJJUHJDWHG
VHWWLQJV HWF

5. 802.1X Configuration:. 6HW XS WKH ; VIVWHP SRUW $GPLQ VWDWH
6. MAC Address Management: 6 HW XS 0$& DGGUHVV HQDEOH RU GLVDEO!
7. VLAN Configuration:. 6HW XS 9/$1 PRGH DQG 9/$1 FRQILIJXUDWLRQ

8. QoS Configuration: 6 HW XS WKH SULRULW\DIQMWRXRQJ UDWH OLPLW

9. IGMP/MLD Snooping: &RQILJXUH ,*03 0/' 6QRRSLQJ SDUDPHWHUYV

10. Static Multicast Configuration: 7R FUHDWH HGLW RU GHOHWH 6WDWLF O
11.Port Mirroring: 6 HW XS WDUJHW SRUW PLUURUV VRXUFH SRUW WR |

12.Security Configuration: 6HW XS '+&3 6QRRSLQJ '+&3 2SWLRQ '+&3Y
DIHQW SRUWWRREDAMRIRMMURO 0$& OLPLWHU VWDWLF ,3Y 3



13.Access Control List (ACL) Configuraton : 6HW XS DFFHVV FRQWURO HQWULH

14.Layer 2 Protocol Tunneling (L2PT) Configuraton : (QDEOH RU GLVDEOH / 37 1XC
XDPFFHSWDEOHUSB38Y IRQHULF %ULGJH 3'8 7XQQHOLQJ

15.LLDP Configuration: (QDEOH RU GLVDEOH //'3 RQ SRUWYV DQG VHW XS&

16.Loop Detection Configuration: (QDEOH RU GLVDEOH /RRS "HWHFWLRQ [IX(
'"HWHFWLRQ FRQILIJXUDWLRQ

17.Fast Redundancy: 6 HW XS )DVW 5LQJ Y DQG &KDLQ FRQILIXUDWLRQ

4.5.1 Switch Configuration

&OLFN WK HwIRE WdnRyQration IURP \WBWteh Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Switch Configuration

Maximum Frame Size 9600 Bytes (1518-9600)

MAC Address Aging Time 300 (0-172800)Secs

Statistics Polling Port 12 (1-28)Units

Statistics Polling Interval |j{sle] 1-600(1/10 Sec)

Layer 2 Control Protocol

Maximum Frame Size: 6SHFLI\ WKH PD[LPXP IUDPH VL]H EHWZHHQ
GHIDXOW PD[LPXP IUDPH VL]H LV E\WHV

MAC Address Aging Time: 6SHFLI\ 0$& $GGUHVYV DJLQJ WLPH EHWZHHQ
8" PHDQV WKDW 0%$& DGGUHVVHV ZLOO QHYHU DJH RXW

Statistics Polling Port: 6 SHFLI\ WKH QXPEHU RI SRUWV IRU GDWD DFTXL'
Statistics Polling Interval: 6 SHFLI\ WKH WLPH LQWHUYDO LQ VHFRQGV

)RU PRUH GHWDLOV RQ WKH GDWD VWDWLVWLFYG\RX P WHKLYU
PDQXDO


http://192.168.0.1/cgi-bin/webctrl.cgi?action=layer2protocoltunnel_page

Layer 2 Control Protocol:

0180C200000X: 6HOHFW HLWKHU 31R )LOWHU 2XW" RU 3)LOWHU 2
SDFNHWV IURP WKH DGGUHVV UDQJLQJ IURP) ZL&®&O EH WRR
OXOWLFDVW 0$& DGGUHVVHV IURP & WR &/H E) D

SURWRFROV 7KH SXUSRVH IRU HDFK PXOWLFDVW D

0180C200002X: 6HOHFW HLWKHU 31R )LOWHU 2XW" RU 3)LOWHU 2

SDFNHWV IURP WKH DGGUHVY UDQJLQJ IURP) ZL&®O EH WRR
OXOWLFDVW DGGUHVVHV IURP & WR & QU H
*$53 UHVSHFWLYHO\

0180C2000010: 6HOHFW HLWKHU 21R )LOWHU 2XW" RU 3)LOWHU 2>
SPNHWYV [ URP WKH DGGUHVV & ZLOO EH GURSSHG

4.5.2 Port Configuration

&OLFN WKPriRCOMIquRidn IURP SwKdH Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUYV

Port Configuration

Port Number Port1 v

Port State Enabled ~

Preferred Media Type |IRSlsEig

Port Type Auto-Negotiation v

Port Speed 1000Mbps

Full v

Disabled ~

Description

OK |

Port Number: &OLFN WKH SXOO GRZQ PHQX WR VHOHFW WKH SRUW C
Port State: (QDEOH RU GLVDEOH WKH FXUUHQW SRUW VWDWH

Preferred Media Type: 6HOHFW FRSSHU RU ILEHU DV WKH SUHIHUUHG P}
Port Type: 6HOHFW $XWR 1HJRWLDWLRQ RU ODQXDO PRGH DV WKH
Port Speed: :KHQ \RX VHOHFW 30DQXDO" DV SRUW W\SHVNURRX VHOLQY \
VSHHG OESV OESV RI 73 SRUW V RU OESY :KOE® VYRR IVHLC
S$XWR 1HIJRWLDWLRQ" DV SRUWWHNGIH ULRHV7 ZLOFROUWXWRPDWLFED (

RWKHU DQG FKRRVH WKH KLJKHVW SHUIRUPDQQRH WHODMHFWP LA
1HJRWLDWLRQ" DV SRUW WKSHHWBDQVEPHVYVERQW §HHG LV OES\



Duplex: ,Q 73 SRUWV ZLWK O0ESV OESV SRUW VYHERBUMWYW\BHO MF
IXUWKHU VSHFLI\ WKH FXUUHQW RSHUDWLRQVKIS GRUMRBGH |XO(

Flow Control: (QDEOH RU GLVDEOH WKH IORZ FRQWURO

Description: (QWHU D XQLTXH GHVFULSWLRQ IRU WKH SRUW E&S5 WR
DFFHGWH

4.5.3 Link Aggregation

/ILQN DJJUHIJDWLRQ LV DQ LQH[SHQVLYH ZD\ WZXHWHWUXNS VDK B W}
PXFK PRUH GDWD WKDQ DQ\ RQH VLQJOH SRUWOPW LGHYH FH UR B/
EX\LQJ QHZ KDUGZDUH

YRU PRVW EDFNERQH LQVWDOODWLRQV LW LV ERRBRQFWRDLQ
LQLWLDOO\ QHFHVVDU\ HYHQ LI WKHUH LV QR QPP H&ILLNWH-\§H
WDNHQ EHFDXVH ODERU FRVWV DUH KLJKHU W KH[QV WIX HF FIROVAV LF
IXWXUH ODERU FRVWV LI QHWZRUNLQJ QHHGVWKD XV RILVQKHD
FDEOHV WR LQFUHDVH EDFNERQH VSHHGV ZLWK OLWWOH RU QR

7KLV ODQDJHG VZLWFK VXSSRUWYV O L @Purt Dradid) HIQ @&/ LR QLDHR.G H
Aggregation Control Protocol (LACP) XVLQJ WKH ,((( DG VWDQGDUG 7K
GHYLFHV WR FRPPXQLFDWH VLPXOWDQHRXVO\ RW WREORZURO D
VLQJOH GHYLFH WR RFFXS\ DOO DYDLODEOH EDFNERQH FDSDFL

& O ILKNAggregation IROGHU I|SWRdh Makagement PHRDQG WKHQ WKUHH RS
WKLV IROGHU ZLOO EH GLVSOD\HG

EPS-3128-480W-LP Distribution Rule
-3 System Information

3 User Authentication

.3 PoE Quick Control Source IP Address Disabled
#-J Network Management Destination IP Address Disabled v
T JDS ngv?tmagggggﬁg:ion Source L4 PORT Disabled v

-3 Port Configuration Destination L4 PORT Disabled v

B"'Jm'e Source MAC Address Disabled
(3 Port Trunking Destination MAC Address |zl Ry
{3 LACP Port Configuratic

#-_1 Rapid Spanning Tree OK || Cancel |

=1 802.1X Configuration -

#- 1 MAC Address Manageme

#-1 VLAN Configuration

=1 QoS Configuration
#-1 IGMP/MLD Snooping
[ Static Multicast Configurat

-3 Port Mirroring

1. Distribution Rule: &RQILIJIXUH WKH GLVWULEXWLRQ UXOH RI 3RUW 71
2. Port Trunking: &UHDWH HGLW RU GHOHWH SRUW WUXQNLQJ JURXS

3. LACP Port Configuration: 6HW XS WKH FRQILIJIXUDWLRQ RI /$&3 RQ DOC



4.5.3.1 Distribution Rule

&OLFN WKDistRhbatwiLR{@ |URP MhK Hggregation PHQXVKH IROORZLQJ VFL
DSSHDUV

Distribution Rule

Source |P Address Disabled
Destination IP Address Disabled
Source L4 PORT Disabled
Destination L4 PORT Disabled
Source MAC Address Disabled

Destination MAC Address |JiiSE1s]= R

| OK || Cancel |

7KHUH DUH VL[ UXOHV RIITHUHG IRU \RX WR VHW XS SDFNHWYV DF
Source IP Address: (QDEOH RU GLVDEOH SDFNHW3DBEFFARHMNMWL QJ WR VRX
Destination IP Address: (QDEOH RU GLVDEOH SDFNHWV BEFRRGGHW] WR
Source L4 Port: (QDEOH RU GLVDEOH SDFNHWYVY DFFRUGLQJ WR VRXUF
Destination L4 Port : (QDEOH RU GLVDEOH SDFNHWV DFFRUGLQJ WR 'HV
Source MAC Address: (QDEOH RU GLVDEOH SDFNHWYV DFFRUGLQJ WR VI

Destination MAC Address: (QDEOH RU GLVDEOH SDFNHWV DFFRUGLQJ WR

4.5.3.2 Port Trunk ing

&OLFN WKRortR&INKihdR QU RP MhKAbgregation PHQX DQG WKHQ WKH IROOF
SDJH DSSHDUYV

Port Trunking

[ o 1 [2[ [+ [ 7] [ [ 1o 1 2] 1o 4] ] 1] 7 1] 1] 021 2 2[4 ) 20 70

| Edit || New || Delete |




7KH ODQDJHG 6ZLWFK DOORZVWUMUNL QRIERRKBWRIXS FRQVLVW)\
OLQNV SRUWYV

&OINeW WR DGG D QHZ WUXQNLQJ JURXS DQG WKHQ WKH IROORZ
&OIEBIN WR PRGLI\ D UHJLVWHUHG WUXQNLQJ JURXSYTV VHWWLQJ\

& O IDete WR UHPRYH D VSHFLILHG UHJLVWHUHG WUXQNLQJ JURX

Port Trunking

0
Port Members ..-.....
I
oooooooo

Please check the following two points before setting:
1. The Port Members are "Full Duplex".

2. The Port Members have the same speed.

 OK |

Current/Total/Max Group s: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG J
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG JUR)>

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU UHJL

Group Name: 6SHFLI\ WKH WUXQNLQJ JIDRXSKDRORAHMBEFWAKDUDFWHU'

Port Members: 6 HOHFW SRUWV WKDW EHORQJ WR WKH VSHFKHLH&O
EHORZ LQ PLQG ZKHQ DVVLJIQLQJ SRUWV WR D WUXQNLQJ JURXH

OXVW KDYH WR SRUWYV LQ HDFK WUXQNLQJ JURXS
(DFK SRUW FDQ RQO\ EH JURXSHG LQ RQH JURXS

I WKH SRUW LV DOUHDG\ HQDEOHG L@ RS &H 3RIRX SHR® D.Q XRJ



&OIOKND QG U H WhK Biggregaion P HQ X

NOTE: All trunking ports in the group must be members of the same VLAN, and their
Spanning Tree Protocol (STP) status and QoS default priority configurations must be
identical. Port locking, port mirroring and 802.1X cannot be enabled on the trunk group.
Furthermore, the LACP aggregated links must all be of the same speed and should be
configured as full duplex.

4.5.3.3 LACP Port Configuration

7KH ODQDJHG 6ZLWFK VXSSRUWV G\QDPLF /LQN /$&BUHZPOMWIKR C
VSHELILHG LQ ,((( DG 6WDWLF WUXQNNMN KB ®HDW RE R W © @)L
,Q RWKHU ZRUGV /$&3 FRQILJXUHG SRUWV FDQ DXWQRPDIMWLK D
FRQILIXUHG SRUWV RQ RWKHU GHYLFHV SR WD QRBRWKH XD D]
DV /$&3 DV ORQJ DV WKH\ DUH QRW DOUHDG\ FRRIRXNWNGRDVI
GHYLFHV DUH DOVR FRQILJXUHG DV /$&3 W KH COHDQALIFHMG Z& LAV B
WUXQN OLQN EHWZHHQ WKHP ,I1 DQ /$&3 WUWRUWV FRQOWVLRWYX HU
SODFHG LQ D VWDQGE\ PRGH 6KRXOG RQH OLOQWDDRGEW KR WA
DXWRPDWLFDOO\ EH DFWLYDWHG WR UHSODFH LW

& OLFN WKUACR PWtICRQiguration |1URP MhK Aggregaton PHQX DQG WKHQ WK
SDJH LV VKRZQ EHORZ W LV QHFHYBDHUDQY® ABHRW HX SWEZRWKS WH
SXO0O GRZQ PHQX Rl 6HOHFW 6HWWLQJ IRUWMARHB BDHS&3IQD\WHEBL
$JIJUHIDWLRQ JURXS )RU PRUH GHWDLOV RQ R\KOIRVHLYB VWV RU
WKLV VHFWLRQ

LACP Port Configuration

SLiwg il | KeyValue »

KeyValue |
Port KeyValue | Role

b J2 I3 Je s Jo 7 Js |
o o Jfo o e o e o




Configure Key Value:

6HOHFW 3. H\ 9DOXH" I[URP WKH SXOO GRZQ PHQX RI 6HOHFW 6HYV

LACP Port Configuration

Select Setting ||IEEWEICR
Port KeyValue

| OK |

SRUWYV LQ DQ DJJUHIJDWHG OLQN JURXS PXVWRUGHU WKR D/VD® R Z
MRLQ DQ DJJUHIJDWHG JURXS WKH SRUW NHXRXYN EH FRIHMWHW R

EHWZHHQ DQG "KHQ NH\ YDOXH LV VPABMWRD O GWKWHH SR BWWN
6ZLWFK

Configure Port Role:

6HOHFW 35ROH" IURP WKH SXOO GRZQ PHQX RI 6H GIKDIVE @ H @&/ WOLR]
RU SDVVLYH RU GLVDEOHG RQ HDFK SRUW

LACP Port Configuration

Select Setting (JIRE v

Port Role

TR R R [ R R A R
|Disable v |
1

XN OO I (AN N I

Disable v Disable v Disable v Disable ~

14
22

| OK|




Disable "PortRole: 'LVDEOH /$&3 RQ VSHFLILHG SRUW V

sActive ~ Port Role: $FWLYH /$&3 SRUWV DUH FDSDEOH RI SURFHVVL
IUDPHV 7KLV DOORZV /$&3 FRPSOLDQW GHYLFHV W B JWR KH. D)
PD\ EH FKDQJHG G\QDPLFDOO\ DV UHTXLUHGWR, @ KPDWGHUDW RD XY
SRUW JURXS WKDW LV WR DGG RU UHPRYH SARKHNSYDIW PFW X BIW
PXVW GHVLJQDWH /$&3 SRUWYV DV DFWLYH %RWK GHYLFHV PXYV

%Passive ~ Port Role: /$&3 SRUWV WKDW DUH GHVLJQDWHG DV SDVVL
FRQWURO IUDPHV ,Q RUGHU WR DOORZ WKH OLQNRDBNSR BKDDUN
G\QDPLFDOO\ RQH HQG RI WKH FRQQHFWLRQ PXVW KDYH 3DFWL

4.5.4 Rapid Spanning Tree

7KH 6SDQQLQJ 7UHH 3URWRFRO 673 GHILQHBUHD WKW D(MSO/QD
ZLWKLQ D PHVK QHWZRUN Rl FRQQHFWHG OD\HU @GOG LGLIHIVE Q\H Y
OLQNV ZKLFK DUH QRW SDUW RI WKDW WUHH OHDWWORUN \QRG B

OXOWLSOH DFWLYH SDWKV EHWZHHQ QHWZRUHN @QRREIAW AFRDKDMW H
SUREOHPV )LUVW WKH 0$& DGGUHVV WDEOH XWIHEG B\ WKKIHWDZALH
DGGUHVVHV DQG KHQFH WKH VDPH QHWZRUN KRFRRWYYEG DUHUWRHDHK
VWRUP RFFXUV 7KLV LV FDXVHG E\ EURDGFDVW SDFRRISVYHMZLI
VZLWFKHV $ EURDGFDVW VWRUP FDQ FRQVXPH DOO DYDLODEO

6SDQQLQJ WUHH DOORZV D QHWZRUN GHVLJQ WRUR®FEGMNKGHXWS
EDFNXS SDWKV LI DQ DFWLYH OLQN IDL®RRBMN RRIXW KMKGIHG BQ
HQDEOLQJ GLVDEOLQJ WKHVH EDFNXS OLQNYV

7R SURYLGH IDVWHU VSDQQLQJ WUHH FRQYHUJHEFHX\WLWRU R!
6SDQQLQJ 7UHH 3URWRFRO b5DSLG 6SDQQLQJ 7UHH 3JURMWRKEF
GRFXPHQW Z 5673 LV D UHILQHPHQW RI 6 R3 IWKWHBHEVRBHRS
FKDUDFWHULVWLFV 7KLV HVVHQWLDOO\ FUHDWH \6 IH FADKHDHS HQ
GHVLIQDWHG EULGJH SURSRVHV WR LWV QHDIKDPRBUG WR DEZHW M/
RQH RI WKH PDMRU HOHPHQWY ZKLFK DOORZV 56FBWWKDDEX ERAY F

&OLFN WKRapiR §péndibg Tree |TURP SWKAH Management PHQXO QG WKHQ W
RSWLRQV ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG DV IROOR?Z

EPS-3128-480W-LP RSTP Switch Settings

[y System Information
[} User Authentication
System Priority |IEeYA{:R

.3 PoE Quick Control
Hello Time 1 Secs (1-10)

#(1 Network Management
Forward Delay (j Secs (4-30)

=3 Switch Management
Force Version |JNlelfik v

[} Switch Configuration

[y Port Configuration

®-1 Link Aggregation

23

. .[3 RSTP Switch Settings
[ RSTP Aggregated Port OK

- ~[3 RSTP Physical Port Se

=1 802.1X Configuration

#-1 MAC Address Manageme

#-1 VLAN Configuration

#-1 QoS Configuration




1. RSTP Switch Settings: 6HW XS WKH V\VWHP SULRULW\ PD[ $JH KHOO
DQG IRUFH YHUVLRQ

2. RSTP Aggregated Port Settings: 6HW XS WKH 5673 VWDWH SDWK BRQ/GN
SRLQW WR SRLQW VHWWLQJ RI DJJUHJD)

3. RSTP Physical Port Settings: 6HW XS WKH 5673 VWDWH SDWK FRVW SU
SRLQW WR SRLQW VHWWLQJ RI HDFK SK\VL

4.5.4.1 RSTP Switch Settings

& OLFN W KRETR SWiteh=settings 1UR P RapiddSpanning Tree PHQX DQG WKHQ WEK
IROORZLQJ VFUHHQ SDJH DSSHDUV

RSTP Switch Settings

System Priority (IERIGER

Hello Time 1 Secs (1-10)

Forward Delay |Jg Secs (4-30)

Force Version |§idldintl v

OK

System Priority: (DFK LQWHUIDFH LV DVVRFLDWHG ZLWK D S®UMWD KXX
VZLWFK KDV D UHODWLYH SULRULW\ DQG FRRAWNVWYWWS D W KK \LN G
SDFNHW 7KH ORZHVW FRVW SDWK LV DOZD\V XN MHRGX XKDOHHV ¥ X0 |
EULGJHY DQG LQWHUIDFHV WKHQ \RX PD\ QHHG WR ® GM X VRW WX

7KH ODQDJHG 6ZLWFK ZLWK WKH ORZHVW SUERUGWH Z7/IKOHO UERHR W/t
WKH 3 FHQWUDO”™ EULGJH LQ WKH VSDQQLQJ WUHH

Max Age: ,I| DQRWKHU VZLWFK LQ WKH VSDQQLQBWRNHWGIRHVDQ® R
RI WLPH LW LV DVVXPHG WR EH GLVFRQQHFWHG 7KH GHIDXOW

Hello Time: 3HULRGLFDOO\ D KHOOR SDFNHW LV VHQW RXW BYMAK]KH
WKDW DUH XVHG WR FRPPXQLFDWH LQIRUPRWLWRHDHEQWWUW K% U
$UHD 1HWZRUN

Forward Delay: ,W LV WKH WLPH VSHQW LQ HDFK /LVWHQLQJ DQG /F
VWDWH LV HQWHUHG 7KLV GHOD\ REFFXUV ZKHQ D QHZ EULGJH |

Force Version: 6HW DQG VKRZ WKH 5673 SURWRFRO WR ERPSDHAGL EXX
FRPSDWLEOH ZLWK 673



4.5.4.2 RSTP Aggregated Port Settings

& OLFN WKRETR AYYlegat@d Port Settings |URP RépidHSpanning Tree PHQX DQG W
WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

RSTP Aggregated Port Settings

State Disable +

Path Cost (0-200000000) |jg

Priority 16

Edge Disable ~

Point to Point Forced False -

OK

State: (QDEOH RU GLVDEOH FRQILIJIXUHG WUXQNLQJ JURXSV LQ 56

Path Cost: 7KLV SDUDPHWHU LV XVHG E\ WKH 5673 WR @QHGHIMULALHQ
TKHUHIRUH ORZHU YDOXHV VKRXOG EH DVVLJQBGDWK R UKHW L
DVVLIQHG WR SRUWV ZLWK VORZHU PHGLD 3 PHDQV DXWR JHC(

Priority: & KRRVH D YDOXH EHWZHHQ DQG WR QAMWHWEBHHS WL R

SULRULW\ ZLOO GHVLIJQDWH WKH LQWHUIDFIPEMR IRHIZRWEVSD!
SULRULW\

Edge: ,1 \RX NQRZ D SRUW LV GLUHFWO\ FRQQHBDWH & XG5 FWWHEET
VHW LW DV DQ HGJH SRUW WR HQVXUH PD[WKRXPVZHWIRU MR E R

VWDUW IRUZDUGLQJ WUDIILF RQ WKH SRUW DQG QRW ERWKKHILE IV
WXUQ LW RII

Point to Point:

Forced True: LQGLFDWHWBRERMWQOWE 3 VKDUHG OLQN 3 3 SRUW)
SRUWYV KRZHYHU WKH\ DUH UHVWULFWHG LQ SWXH[W 6 BL® L
HGJH SRUWV 3 3 SRUWV WUDQVLW WR D IRUZDUGLQJ VWDW

Forced False: WKH SRUW FDQQRW KDYH 3 3 VWDWXYV

Autoo DOORZV WKH SRUW WR KDYH 3 3 VWDWXV ZKIH@HKMWMH3J 3¢
VWDWXV ZHUH WUXH I WKH SRUW FDQQRW PDRQW D NVQI RMKA
KDOI GXSOH[ RSHUDWLRQ WKH 3 3 VWDWXV FRDHHYHWR F
7KH GHIDXOW VHWWLQJ IRU WKLY SDUDPHWHU LV WUXH



4.5.4.3 RSTP Physical Port Settings

&OLFN WKRSTR PhydidalI@ort Settings

IROORZLQJ VFUHHQ SDJH DSSHDUYV

Configure Port State:

6HOHFW 36WDWH"

RSTP Physical Port Settings

SRR | State v

Port State

0 [ e e o

LOK]|

|URP RépiddSpanning Tree PHQX DQG WKH

I[IURP WKH SXO0O GRZQ PHQX RI 6HOHFW 6HWW|

7KLY DOORZV SRUWV WR EH HQDEOHG RU GLVDEOHGHVKRQ G-lOQ.F
SRUW QXPEHU 5673 ZLOO EH HQDEOHG

Configure Port Path Cost:

6HOHFW 33DWK &RVW’™ I[URP WKH SXOO GRZQ PHQX RI

6HOHFW 6l

RSTP Physical Port Settings

Select Setting (BRGNS

Port Path Cost(0-200000000)




7KLV VHBWKHXSDWK FRVW RI HDFK SRUW 7KH GHIDXQAW D'WIDE FH R\
SDWK FRVW

Configure Port Priority:

6HOHFW 33ULRULW\" [URP WKH SXOO GRZQ PHQX RI 6HOHFW 6HYV

RSTP Physical Port Settings

Select Setting | SR
Port Priority

[ S

128 ~ 128 v 128 v | 128 v
|OK|
<RX FDQ FKRRVH 3RUW 3ULRULW\ YDOXH EHWZHHQ DQG 7K

Configure Port Edge:

6HOHFW 3(GJH" IURP WKH SXOO GRZQ PHQX RI 6HOHFW 6HWWLQ.

RSTP Physical Port Settings

Select Setting (JIe6r v

Port Edge




6HW WKH SRUW WR *HQDEOHG RU :GLVDEOHG  :KMORROAIFQLGCR
QXPEHU 3RUW (GJH ZLOO EH HQDEOHG

Configure Port Point2point:

6HOHFW 33RLQW SRLQW ™ I[URP WKH SXOO GRZQ PHQX RI 6HOHFW

RSTP Physical Port Settings

STl | Point2point v

Port Point2point
EN R R [ RN RN EA CRR
9 Jo  Jn iz fi  Ju s Ji ]

A (N Y P R I N

Forced True ~ Forced True ~ Forced True v

|Forced True ~

6HW XS WKH 3RLQW WR 3RLQW VHWWLQJ RI HORKIBRUW 7KH GH



4.5.5 802.1X Configuration

TKH -, ((( . VWDQGDUG SURYLGHV D SRUW EDVG® G XQMKMHEZGRW NF
SURWRFRO WKDW SUHYHQWV XQDXWKRUL]JHG & BIK LIFFHAH VIVR E CFHR
SRUWV %HIRUH VHUYLFHV DUH PDGH DYDLODEOHH®R ¥ ONKDW \D
FRPSODLQW VKRXOG VXFFHVVIXOO\ DXWKHQWLFDWH ZLWK WKH

, QLWLDOO\ SRUWV DUH LQ WKH DXWKRUL]JHG VWDWH FZOWAK @
DOORZHG WR SDVV WKURXJK H[FHSW ; SQWWHRRRIORW UVI VK F
WKH DXWKHQWLFDWLRQ VHUYHU WUDIILF ITURP ,FOXMXWHD WD DIV
SRUWYVY UHPDLQ LQ XQDXWKRUL]JHG VWDWH EXW UHWULHV FDQ E

&OLFN WKB8D2/IXO0erifiguraton I1TURP WhKieth Management PHQX DQG WKHQ
RSWLRQV ZLOO EH GLVSOD\HG DV IROORZV

EPS-3128-480W-LP -~ 802.1X System Configuration
-[3 System Information

-3 User Authentication

0y PoE Quick Control Enable
=1 Network Management RADIUS IP 0.0.00
=3 Switch Management

[} Switch Configuration RADIUS Secret
-3 Port Configuration

= Link Aggregation
#-_1 Rapid Spanning Tree Reauthentication Period |J{§]y 1-3600(Second)

=R=§302_1X Configuration| A
() 802 1X System Seting |tk 10 1-255(Second)

[} 802.1X Port Admin Sta
[y 802.1X Port Reauthent | OK |

# {1 MAC Address Manageme
=1 VLAN Configuration
E
E

Reauthentication Enabled

+{] QoS Configuration

71 |GMP/MLD Snooping
-.[3 Static Multicast Configurat

-3 Port Mirroring

1. 802.1X System Settings: 6HW XS V\VWHP ' 5$',86 ,3 5%$',86 6HFUHW
SHDXWKHQWLF DUWALHRRXW DQG VR RQ

2. 802.1X Port Admin State: 6 HWWIKSH SRUW DXWKRUL]J]DWLRQ VWDWH

3. 802.1X Port Reauthenticate: 6 HW XS WKH SRUW UHDWHQWLFDWLRQ



4.5.5.1 System Configuration

&OLFN WKBO2R$ WstB@ Settings IURP B0KIX Configuraion IROGHU DQG WK
IROORZLQJ VFUHHQ SDJH DSSHDUYV

802.1X System Configuration

Enable

RADIUS IP 0.000

RADIUS Secret

Reauthentication Enabled

Reauthentication Period |js]e; 1-3600(Second)

EAP Timeout 10 1-255(Second)

' OK
Enable: (QDEOH RU GLVDEOH : RQ WKH 0DQDJHG 06ZQDVIRKG 6BKZH §
DFWV DV D SUR[\ EHWZHHQ WKH ;s HQOOWOHGBWHRIHYMWUNE G W

WKH ODQDJHG 6ZLWFK UHTXHVWYV LGHQWLMHQLILAWWRKDWLRQIR
WKH DXWKHQWLFDWLRQ VHUYHU DQG UHOD\V WKH UHVSRQVH V

RADIUSIP: 6SHFEH',86 SXWKHQWHBIWURIGGUHVYV

RADIUS Secret: 7KH LGHQWLILFDWLRQ QXPEHU DVVLIQHG WR HDFK 5.
ZKLFK WKH FOLHQW VKDUHV D VHFUHW

Reauthentication Enabled: (QDEOH RU GLVDEOH 5HDXWKHQWLFDWLRQ

Reauthentication Period(seconds): 6SHFLI\ D SHEKRVGHQWLFDWLRQ WLPH WI
DXWKHQWLFDWHYV ZLWK WKH DXWKHQWLFDWLRQ VHUYHU

EAP Timeout(seconds): 6SHFLI\ WKH WLPH YDOXH LQ VHFRQGV WKDW W
D UHVSRQVH IURP WKH DXWKHQWLFDWLRQ VHUYHU WR DQ DXWE



45.5.2 802.1X Port Admin State

&OLFN WKB8D2R)$ RoitRA@min State 1URP 80KIX Configuration PHQX DQG WKH(
IROORZLQJ VFUHHQ SDJH DSSHDUYV

802.1X Port Admin State

R CE R (R CE R A R

T

| roparss |

e ECH N (N N (N N

Authorized v Authorized v Authorized v Authorized v
OK

Admin state: ,QFOXGH $XWKRUL]JHG 8QDXWKRUL]J]HG DQG ¥»3WKRH SRIJ
DXWKRUL]DWLRQ VW[DWHK VRUWD WBHFKVSERHW-ULEHG DV EHORZ

Authorized: 7KLV IRUFHV WKH ODQDJHG 6ZLWFK WR JUDQW DFF

DZDUH RU [ XQDZDUH 1R DXWKHQWLFDWLBRRROMfFBERDQJBR
VHW WR 3$XWKRUL]JHG”

Unauthorized: 7KLV IRUFHV WKH ODQDJHG 6ZLWFK WR GHQ\ DFFFL
DZDUH RU ;s XQDZDUH

Auto: 7KLV UHTXLUHYV ; DZDUH FOLHQWYV WR EH DWHNUKYRHWL
$FFHVVHV IURP FOLHQWY WKDW DUH QRW y DZDUH ZLOO


http://192.168.0.1/cgi-bin/webctrl.cgi?action=dot1xsetting_page
http://192.168.0.1/cgi-bin/webctrl.cgi?action=dot1xsetting_page

45.5.3 802.1X Port Reauthenticate

&OLFN WK3802RX Wit R€authenticate |URP 8UXIEX Configuraton PHQX DQG WKH!
IROORZLQJ VFUHHQ SDJH DSSHDUYV

802.1X Port Reauthenticate
L EE I
2]l 5] 5]

o] 9]
llllllll

LOK|

%\ FOLFNLQJ RQ VRKWKAFKHRNPRVSRQGLQWISRW Wy @)Q{FREHNKHQWLF
VHOHFWHG SRUWYV ULJKW QRZ :KHQ HQDEOBGE HVKHQMX WRKRHHGALLL
\RX FOLBKN BXVWAWR Q



4.5.6 MAC Address Management

& OLFN W KMAGQ R@IGY3 WManagement [IURP 8wWKdH Management PHQX DQG WKH(
IROORZLQJ VFUHHQ SDJH DSSHDUYV

EPS-3128-480W-LP - MAC Table Learning

[y System Information
3 User Authentication

3 PoE Quick Control
=43 Switch Management

3 Switch Configuration
3 Port Configuration
®-1 Link Aggregation
=1 Rapid Spanning Tree
#-1 802.1X Configuration

EE=NMAC Address Management
-3 MAC Table Learning

[y Static MAC Table Configu Auto v Auto v Auto v Auto v
#-1 VLAN Configuration ~
#-1 QoS Configuration | OK |

#-1 IGMP/MLD Snooping

(3 Static Multicast Configuratiol
3 Port Mirroring

#-1 Security Configuration

3 ACL Configuration

3 Layer 2 Protocol Tunneling (
3 LLDP Configuration

3 Loop Detection

3 Fast Redundancy

1. MAC Table Learning: 7R HQDEOH RU GLVDEOH OHDUQLQJ 0%& DGGUH\

2. Static MAC Table Configuraton:. 7R FUHDWH RU GHOHWH 6WDWLF 0$& 7DI

4.5.6.1 MAC Table Learning

&OLFN WKMARBWd R&ning |URP MACHJddress Management PHQX DQG WKH:«
IROORZLQJ VFUHHQ SDJH DSSHDUV

MAC Table Learning

O S O O A N S R
——

R I R O

v




Auto: (QDEOH SRUW 0%$& DGGUHVYVY OHDUQLQJ

Disabled: 'LVDEOH SRUW 0%$& DGGUHVYV OHDUQLQJ



4.5.6.2 Static MAC Table Configuration

& OLFN WK &tatik SWRC Rdple Configuration 1URP MACHAddress Management P HQ X
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Static MAC Table Configuration

MAC Address Forwarding Port

| New || Delete |

NOTE: The Managed Switch only supports switch-based MAC security and does not
support port-based MAC security. The Managed Switch can support up to 128 entries of
MAC security list.

&OINEM WR DGG D QHZ 0$& DGGUHVV HQWLW\ DQG WKHQ WKH IRO

& O IDelkte WR UHPRYH D 0$& DGGUHVYV HQWU\

Static MAC Table Configuration

Current/Total/Max Agents |[EREWPAS

MAC Address 00:00:00:00:00:00

VID 0

Forwarding Port Port1 ~

Current/Total/Max: 7KH QXPEHU RI FXUUHQW WRWDO DQG PD[LPXP 0%¢

MAC Address: 6SHFLI\ D GHVWLQDWLRQ 0$& DGGUHVYVY LQ WKH SDFNt
IRUPDW

VID: 6SHFLI\ WKH 9/$1 ZKHUH WKH SDFNHWV ZLWK WKH DHMMLE D W

Forwarding Port: ,I WKH LQFRPLQJ SDFNHW KDV WKH VDPH GHVWLQDYV
VSHFLILHG LQ 9," LW ZLOO EH IRUZDUGHG WR WKH VHOHFWHG ¢



4.5.7 VLAN Configuration

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/%$1 LV D QHWZRUNRMRBR
VFKHPH UDWKHU WKDQ WKH SK\WLFDO OD\RXW\ RO GFHDFROWW E R Q¥
VHIPHQWY LQWR D JURXS WKDW DSSHDUV DV D VLQWGXH /@HWZ/I
LQWR GLIIHUHQW EURDGFDVW GRPDLQV $00 EURDGHDVYWHURR
6ZLWFK RQ D SDUWLFXODU 9/$1 ZLOO RQO\SRHWRUWBD®WHDBUW RP
WKDW 9/%1

9/$1 FDQ HQKDQFH SHUIRUPDQFH E\ FRQVHUVHG®X EDQGZ\L G WKL
WR VSHELILF GRPDLQV $ 9/$1 LV D FROOHPWIRRYRIQWIMHDR &R
ORFDWLRQV (QG QRGHV WKDW IUHTXHQWO\ FRPP X QL PHVH $aL W
QR PDWWHU ZKHUH WKH\ DUH SK\VLFDOO\ ORFIDWIRG R §1 W R/HWX
FDQ FKDQJH WKH QHWZRUN WRSRORJ\ ZLWKRXW SK\VAIFH®HD
FRQQHFWLRQV 6WDWLRQV FDQ EH pPRYHGT QUE DWQRVEIKWK QV8Y
DQG VKDUH LWV UHVRXUFHV VLPSO\ E\ FKDQJLQJ W KWR TRQURNV K
7KLV DOORZV 9/$1 WR DFFRPPRGDWH QHWZRUN ZRRNH W K FK D\Qk
IOH[LELOLW\

4.5.7.1 Port-Based VLAN

3RUW EDVHG 9/$1 FDQ HIIHFWLYHO\ VHJPHQW RQWWQBWERLUC
%URDGHARUWLEDVW DQG XQNQRZQ SDFNHWV ZLOO EH GLP/SWHS
XQFRPSOLFDWHG DQG IDLUO\ ULJLG LQ LP RQMPBGMIMYVRQ D\YB
WR TXLFNO\ DQG HDVLO\ VHW XS 9/$1 VR DV WR LR R OMK\HL W RQH M

7KH IROORZLQJ VFUHHQ SDJH DS $brDBasedAKAN) RR)X HF KB RWUAN K H
Configuration PHQX DQG W KGOQJigurel DANFW X QFWLRQ

Configure Port Based VLAN

-IIlll@II@IEIIIIIIIIEHEEHEEHEW

Note: When you enable Port Isolation, Port Based VLAN is automatically invalid.

| New || Edit |

6LQFH VRXUFH DGGUHVVHV RI WKH SDFNHWYV DUH OLVWH[E&E HSMC(
EURDGFDVW PXOWLFDVW SDFNHWYV LQ HYHU\ 9/$1 WZAOH PMUNDK R
UHVWULFWLRQV

&OINeWM WR DGG D QHA/WSDQG WKHQ WKH IROORZLQJ VFUHHQ SD

8V Hdit WR PRGLI\ WKH FXUUHQW 9/$1 VHWWLQJ



Configure Port Based VLAN

Current/Total/Max |pAEIPL:]

Port Number

‘H-'B-&
E=N

| OK]|

Current/Total/Max: 7KH QXPEHU RI FXUUHQW WRWDO DQG PD[LPXf 3R
Name: 8VH WKH GHIDXOW QDPH RU VSHFLI\ D QDPH IRU \RXU 3RUW

Port Number : %\ FOLFNLQJ RQ WKH FKHFNER[ RI WKH FRWUW KB RWH3ILH
SRUWY EHORQJ WR WKH VSHFLILHG 3RUW %DVHG 9/%1

4.5.7.2 802.1Q VLAN
802.1Q VLAN Concept

SRUW %DVHG 9/%$1 LV VLPSOH WR LPSO EPHQINE BRUR XV H/ ZE WW KLHN
7KH 4 SURWRFRO ZDV GHYHORSHG LQ RUWGKILW V¥R RREURYR G Ho!
9/$1 PHPEHUVKLS LQIRUPDWLRQ WR (WKHUQHW I[KUHHD®H VONHWK
DGPLQLVWUDWRUYVY EUHDN ODUJH VZLWFKHG QHWEHRRINGFDYW F
PXOWLFDVW WUDIILF ZLOO QRW RFFXS\ WRR PXE&H DDK DIXEHH
VHFXULW\ EHWZHHQ VHIJPHQWY RI LQWHUQDO QHWZRUNYV

Introduction to 802.1Q Frame Format:

| BUHDPE(6)' ['$ [6%$ | 7\SH /(1] 3%</2%$' |)&6 | 2ULJLQDO

3UHDPE(6) |'s |63 | /% 7\SH /(1 | 38</2%' )&6 T
78&, 3 & IUDP

35( 3UHDPEOH ELWV 8VHG WR VI\QFKURQL]H WL

6)' 6WDUW JUDPH 'Fr ELWV  ODUNV WKH EHJLQQLQJ RI
'$ 'HVWLQDWLRQ ¢ E\WHV 7KH 0$& DGGUHVV RI WKH
6$ B6RXUFH $GGUH E\WHV 7KH 0$& DGGUHVV RI WKH
7&, 7DJ &RQWURO E\WHV VHW WR IR U S DQG ¢
3 3ULRULW\ ELWYV ,QGLFDWHYV S SULRUL\
& &DQRQLFDO ,( ELW ,QGLFDWHV LI WKH 0$RQD(



&DQRQLFDO IRUPDW (WK

9," 9/$1 ,GHQWLILH ELWV ,QGLFDWHV WKH 9/%$1
7/ 7\SH /[HQJWK )LH E\WHV (WKHUQHW ,, W\SH RU
3D\ORDG RU E\WHV 8VHU GDWD

)&6 )J)UDPH &KHFN 6 E\WHV &\FOLFDO 5HGXQGDQF\ &k
Important VLAN Concepts for 802.1Q VLAN Configuration:
7TKHUH DUH WZR NH\ FRQFHSWV WR XQGHUVWDQG

Access-VLAN VSHFLILHV WKH 9/$1 K3MWRRIWKMHKNWLWEOO DVVLJIQ
untagged WUDIILF ITURP WKDW SRUW $ SRUW FDQ RQO\ EWILIPHVL
"KHQ WKH SRUW LV Acée&sl MddeU HW KIHV SRUW LAccésb 6@tH GWIX@! OL
WR IURP WKLV SRANJCASSULIMKFDODKOHH &/ $1Q,' DVVLIQIRADLY FDOOHG

Trunk-VLAN VSHELILHV WKH VHW RI 9/$1 ,'V WKDW D JLY® ¥ -s@QRE
tagged SDFNHWV $ SRUW FDQ EH DVVLJQHG WR PXOWLRBHRUX
FRQILJXUdtk Nbe WKH SRUW TronkPPBro OWGHDOLQN WR IURP WKL
Trunk Link 7KH 9/$1 ,' DVVLJQNIG LV FDOOHG

$ SRUW FDQ EH FRQILJXUHG DV EHORZ T 9/$1 PRGHYV

Access Mode :
$FFHVV /LQNV WKH OLQN WR IURP DFFHVV SRUWYV DUHIWKH
V Z L W Fietwdr® idsts (such as PCs) FRQQHFW WR WKH VZLWFK V $FFHV

JDLQ DFFHVV WR WKH ORFDO QHWZEARIINVLAN FRHQU LISIXKW\KRheR/QKOD V¥
network hosts ZLOO EH DOORZHG WR DFFHVV

W LV LPSRUWDQW WR QR WeétolkWostV KALR/Q RRILFQWH GV MMIRWDQS$ F F H V
WRWDOO\ XQDZDUH RI WKH 9/$1 DafwotkhosH GVWIRS W K B VO/RIPWM V 71K
RI D VLQJOH EURDGFDVW GRPDLQ MXVW DV LXW KQB SHOWD ZW \
DQ\ 9/$1 LQIRUPDWLRQ RU GDWD IURP RWKHU 9/$1V LV UHPR"
LQIRUPDWLRQ DERXW WKHP

Trunk Mode :

7TUXQN /LOQNV WKH OLQN WR IURP WUXQN SRUWV LV FRQILJX
7KHVH W\SHV RI SRUWYV DUH XVXDOO\ IRXQG LQ FRQQMXAW HR C
WKH DELOLW\ WR FDUU\ SDFEFNHWV IURP PXOWLSOH 9/%$1V EHF

Trunk Native Mode :

$7UXQN QDWLYH SRUW FDQ FDUU\ XQWDJJHG SBPMBIWWE LP X(
SDFNHWV :KHQ \RX DVVLJQ D GHIDXOW $FFHYW 9D ®10 WKR) W B HJ
WUDYHOV RQ WKH GHIDXOW $FFHVV 9/%$1 IRU WEHWYDXIQR Q\D\
DVVXPHG WR EHORQJ WR MKNVV$FFHNWWVI9$31LYV UHIHUUHG WR
," IRU D 7TUXQN QDWLYH 3RUW 7KH Q,DWILKYCHN9 FPIU U LRV WKIQHV D/ X
WUXQN QDWLYH SRUWYV

DOT1Q-Tunnel Mode :

%XVLQHVV FXVWRPHUV RI VHUYLFH SURYLGHUV RIWHQ KDYH

WKH QXPEHU RI1 9/$1V WR EH VXSSRUWHG 7KH 9/$RRERBDOVHW L

WKH VDPH VHUYLFH SURYLGHU QHWZRUN PLJKW RYHUODS D¢

LQIUDVWUXFWXUH PLJKW EH PL[HG $VVLJQLQJ D XQLTXBGJD (

UHVWULFW FXVWRPHU FRQILIJIXUDWLRQV DQG FRXOG HDVLO\
4 VSHFLILFDWLRQ



8VLQJ WKH , ((( 4 WXQQHOLQJ IHDWXUH VHUYLFH SBRUNG
FXVWRPHUV ZKR KDYH PXOWLSOH 9/$1V &XVWRPHU 9/$1 ,'V [
GLIIHUHQW FXVWRPHUV LV VHJUHJDWHG ZLWKLQ WKH HDUWY L]
WR EH LQ WKH VDPH 9/$1 8VLQJ ,((( 4 WXQQHOLQJ H[SDQ
9/$1L®/$1 KLHUDUFK\ DQG UHWDJJLQJ WKH WDJJHG SDFNHW\

4 WXQQHOL Q Jtuniel B®tO OKIHEQD\R X FRQILIJXUH WXQQHOLQJ \R
SRUW WR D 9/$1 ," WKDW LV GHGLFDWHG WR WXQQHOILGH (DF
SURYLGHU 9/$1 ,' EXW WKDW 9/$1 ,' VXSSRUWYV DOO RI WKH F

&XVWRPHU WUDIILF WDJJHG LQ WKH QRUPDO ZD\ ZLWK(DSSUF
4 WUXQN SRUW RQ WKH FXVWRPHU GHYLFH DQG LQWIR D V
VZLWFK 7KH OLQN EHWZHHQ WKH FXVWRPHU GHYLFH DQG Wi

RQH HQG LV FRQILJXUHG DV DQ , (((
WXQQHO SRUW

FXVWRPHU

Example : PortX configuration

Configuration Result

7UXQN 9/%$1
$FFHVV 9/%1
Mode = Access

3RUW; Adtess@ort

SRUWIMV LIQRUHG

SRUWWD/ LV

SRUW; vuh@ggad SDFNHWYV 3RUW; WDNHV D]
39," LV

SRUW; UHMmtagg¢tHVSDFNHWYV RQO\

7UXQN 9/%$1

3 R UW ; Ttuwk Port

$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk SRUWWD/ LV LIQRUHG
SRUW; VHQGV DQaggeddHEHEXHWY 9,' DQ
7TUXQN 9/%1 3 R U W ; Ttudk-Dative Port
$FFHVYV 9/%1 SRUWIN WYV DQG
Mode = Trunk-native SRUWWLDY LV
SRUW; VHQGYV DQaggeédiHEHEXHWYV 9,' DQ

S3RUW; UHMmtaggetHVSDFNHWYV DQG DGG 39,

7TUXQN 9/%1
$FFHVV 9/%1
Mode = Dotlg-tunnel

3 RUW ; Dottgfunnel Port

SRUWINMV LIQRUHG

SRUWWIDY LV

SRUW; WhRdgadd RTagged SDFNHWYV 9,'

3RUW; UHUnthggeédd VD QTleégged SDFNHWYV DQG DG
RXWHU WDJ

4 WUXQN JISFRIHE DG
<RX DVVLJQ WKH WXQQHO SR UW QIQNXHUWIRF HC



4.5.7.3 Introduction to Q- in-Q (DOT1Q-Tunnel)

7KH |, ((( 4 GRXEOH WDJJLQJ 9/$1 LV D@VRWBIEU UG PNL @)
DG ,WV SXUSRVH LV WR H[SDQG WKIHJJLQJT W/isH VS QHAK BiDJ.
WKLV ZD\ D 3GRXEOH WDJJHG  IUDPH LV FUHDWIDGI L\FR ZD W KR
SURYLGHU QHWZRUN $V VKRZQ EHORZ LQ 3'RXERXWADUJINBJI)UD

EHWZHHQ VRXUFH GHVWLQDWLRQ DQG LQQHU MDY FWQWWKXSSR

9/$1 &XVWRPHU 9/$1 RYHU OHWUR $UHD 1HWZRODNYD VWLR® HQW
WUDIILF IURP GLIIHUHQW XVHU JURXSV COHR WHDRYHG WSKH HD G GE
QXPEHU RI DYDLODEOH 9/$1 WDJV ZKLFK DOORZ ¥ HUY¥ILFEHHSVYRF
3URYLGHU 9/$1 WDJ SHU FXVWRPHU RYHU WKH OHWUR (WKHUQF
3UHDPI 6)" g ASH /(1 3g</28'| yas6 2ULJLQDO
1 6 7$* | 1] T

3UHDPI 6) ol 7s 3o 7\SH /(138</28' )&6 JUDPH

QQHU | 'RXEOH
3UHDPI 6) g éﬁWG';U_ RU & 70 7\SH /(1 3%$</2%'| )&6| WDJJHG

7&, 3 & 9 )UDPH

Double-Tagged Frame Format
$V VKRZQ EHORZ L(UOPDPSOH™ LOOXVWUDWLRQ +HDGTXDUWHU $
%UDQFK WKDW LV PLOHV DZD\ 2QH FRPPRQROQKLQOV WKRXW
WKH VDPH 9/%1 ,' RI FDOOHG & 9/$1 &XVWRPHULE/ELO®LEH HF
VHUYLFH SURYLGHUYY EDFNERQH WKHUH LV D SRVVEEREUGBGOW\ IV
HIDPSOH GXH WR WKH VDPH 9/$1 ,' XVHG 7KHUHRRRHW LR R
+HDGTXDUWHU WR %UDQFK WKH HDVLHVW ZD\ IRWRWPKH VDLV
HQFDSVXODWH WKH RULJLQDO 9/$1 ZLWK D VHERQG'9U$INQRIQ
639/$1 6HUYLFH 3URYLGHU 9/$1 WKDW LV DGGHGGHW B\D @ BWHZAR
WKHQ UHPRYHG DV GDWD H[LWV (YHQWXDG®OLQFERWHKD WIKRIQ KW
+HDGTXDUWHU WR %YUDQFK FDQ EH GHOLY BWHG AMMFK BHOWRP |

MAN Edge Switch

MAN Service Provider
Q-in-Q Q-in-Q

SP-VLANTag 100 + C-VLAN Tag 20
Backbone or
Core Switch SP-VLANTag 100+ C-VLAN Tag 30

C-VLANTAG 20
Customer AVLAN
‘ BRANCH 1

‘C-VLAN TAG20(  MANEdge Switch

, SP-VLAN Tag 100 + C-VLAN Tag 20
‘c-vuw TAG30
Customer AVLAN
Headquarter

or
SP-VLAN Tag 100 + C-VLAN Tag 30

C-VLANTAG 30

Customer AVLAN
BRANCH 2

MAN Edge Switch

Q-in-Q Example



4.5.7.4 |EEE 802.1q Tag VLAN

7

VLAN Configuration

KH IROORZLQJ VFUHHQ SDJH DS SEEE B02.19KTHQVIARX PFRKGRHRVH R P W

PHQX DQG W KHAN Widr@aebF WK Q FW LR Q

EPS-3128-480W-LP

-3 System Information
[} User Authentication
-3 PoE Quick Control
=1 Network Management
=3 Switch Management

[} Switch Configuration
-[3 Port Configuration

71 Link Aggregation
+-1 Rapid Spanning Tree

71 MAC Address Management

e
E
#-{1 802.1X Configuration
e
:

=43 VLAN Configuration

=1 Port Based VLAN

SRSWIEEE 802.1g Tag VLAN
[ Trunk VLAN table

[} VLAN Interface
- [ Management VLAN
[ VLAN Translation Configur

#-{J QoS Configuration
& IGMP/MLD Snooping

..} Static Multicast Configuration
-3 Port Mirroring

~ VLAN Interface

Dot1g-Tunnel EtherType |JEkI0] | (0000-FFFF)

Port1 | ACCESS

v

Accoss vin (PVID)
1 1 '

Port2 ||ACCESS

(1

)

Port3 | ACCESS

1

"

Port4 | ACCESS

1

JiL

Portd || ACCESS

Port6 | ACCESS

Port7 ||/ACCESS

Port8 | ACCESS

Port9 | ACCESS

Port10 || ACCESS

1.

2. VLAN Interface : 7R VHW/XB5E PRGH DQG FUHDWH

Trunk VLAN table: 7R FUHDWH

PRGLI\ RU UHPRYH

4 7DJ 9/$1 VH\

4 9/$1 RQ WKH VF

3. ManagementVLAN: 7R VHW XS PDQDJHPHQW 9/$1 DQG PDQDJHPHQW



4.5.7.4.1 Trunk VLAN Table

7KH IROORZLQJ VFUHHQ SDJH DwsWBNtgblel \RX FKRRVH

Trunk VLAN table

vuawame o [1]2] s s o] 7 a[lo o] 1 [12][1a]a [ 15 0] 7] 9] 20] 21 2] 20 as] 25 [0 a7 20 ceu]
Default VLAN [1 |V |V |V |V |V|VIVIVIVIV |V |V |V IV IV |V |V IV |V IV IV IV IV |V |V |V |V |V |V
V :Member - :Not Member

| New || Edit || Delete |

When CPU VLAN is changed, the port VLAN ID of all member ports in the new CPU VLAN will be changed to CPU's VID.

&OINEM WR DGG D QHZ 9/$1 DQG WKHQ WKH IROORZLQJ VFUHHQ ¢
&OIEANWR PRGLI\ WKH VHOHFWHG , ((( 4 7DJ 9/$1 VHWWLQJ

&ODEte WR UHPRYH DQ H[LVWLQJ 9/$1 \RX VHOHFW

Configure VLAN

Current/Total/Max VLANS (PR FpAeL:t:

VLAN ID 0 | (1-4094)

VLAN Name

Port Number

VLAN Members
Port Number

VLAN Members
Port Number
VLAN Members
Port Number
VLAN Members

V :Member - :Not Member

| OK]|

VLANID: 9LHZ RQO\ ILHOG VKRZV WKH 9/%$1 ," Rl WKLV 9/$1 JURXS
VLAN Name: 8VH WKH GHIDXOW QDPH RU VSHFLI\ D 9/$1 QDPH

VLAN Members: ,I \RX FKHFN WKH SRUWV LW GHQRWHV WKDN®HWIKIH H
9/$1 JURXS



45.7.4.2 VLAN Interface

7KH IROORZLQJ VFUHHQ SDJH L8 IHterfdde LI \RX FKRRVH

VLAN Interface

9100 (OOOO-FFFF)l
Port
Port1 |/ACCESS + |1 1
Port2 | /ACCESS Ll Ik 1
Port3 |/ ACCESS « |1 1
Port4 ||/ACCESS v |1 1
Port5 ||/ACCESS * |1 1
Port6 ||ACCESS Sl ik 1
Port7 ||/ACCESS * |1 1
Ports |/ACCESS Sl iE 1
Portd |/ACCESS * |1 1
Port10 || ACCESS Sl IE 1
Port11 || ACCESS + |1 1
Port12 | ACCESS Sl Ik 1
Port13 | [ACCESS Sl IE 1
Port14 || ACCESS Sl Ik 1
Port15 | [ACCESS Ll IE 1
Port16 || ACCESS Sl Ik 1
Port17 || ACCESS Sl Ik 1
Port18 || ACCESS Sl ik 1
Port19 || ACCESS v (|1 1
Port20 || ACCESS Ll Ik 1
Port21 || ACCESS vl 1
Port22 || ACCESS Sl E 1
Port23 | [ACCESS vl 1
Port24 || ACCESS Sl ik 1
Port25 | |ACCESS v [l 1
Port26 || ACCESS * |1 1
Port27 || ACCESS ik 1
Port28 || ACCESS Sl E 1

LK

Dotlg-Tunnel EtherType : &RQILJXUH RXWHU 9/$1 V HWKHUW\SH 5DQ.
Mode: 3X0OO GRZQ W KWbde LIV WOLE DIIGHVHOHFW WKH DSSURSULDWH
EHKDYLRU RI HDFK PRGH LV OLVWHG DV WKH IROORZLQJ WDEOF
Access: 6HW WKH VHCRWRANHHDBFFRIVW RRGH XQWDJJHG
Trunk: 6HW WKH VHOHFWHG SRUW WR WKH WUXQN PRGH WDJ
Trunk-Native: (QDEOH QDWLYH 9/$1 IRU XQWDJJHG WUDIILE RQ W

DOT1Q-Tunnel: 6HW WKH VHOHFWHG SRUW WR WKH GRW G WXQQ|!



Mode

Access

Port Behavior
5HFHLYH XQWDJJHG SDFNHWV RQO\ "'U

6HQG XQWDJJHG SDFNHWV RQO\

Trunk

5HFHLYH WDJJHG SDFNHWV RQO\ 'URS

6HQG WDJJHG SDFENHWYV RQO\

Trunk Native

SHFHLYH ERWK ] 8QWDJJHG SDFNHWYV

DQG WDJJHG SD| 7DJJHG SDFENHWV 6WI

'KHQ VHQGLQJ SDFNHWV 39, DQG 9,' Z
1 39, DQG 9,' DUH WKH VDPH 39,' ZLO
1 39, DQG 9,' DUH GLIIHUHQW WKH SD
9, ZLOO EH VHQW

DOT1Q-Tunnel

SHFHLOYWDIDI DQG XQWDJ SDFENHWYV

6HQG WKH SDFNHWV ZLWK WKH RXWHU

Access-VLAN (PVID) : 6SHFLI\ WKH VHOHFWHG SRUWVY $FFHVV 9/%$1 '

Trunk-VLAN : 6SHFLI\ WKH VHOHFWHG SRUWVY 7UXQN 9/%$1 '

4.5.7.4.3 Management VLAN

7KH IROORZLQJ VFUHHQ SDJH Das&EnketWVLAN \RX FKRRVH

Management VLAN

Management VLAN
CPU VLAN ID |lK

VLAN Mode Access
Management Port

R BN R E R

OK || Cancel |

CPUVLANID: 6SHFLI\ DQ H[LVWLQJ 9/%1 ,'

VLAN Mode: 6 HOHFW WKH 9/$1 PRGH IRU WKLV ODQDJHPHQW 9/%$1

Management Port: &OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSRQGLQJ

EHFRPH ODQDJHPHQW SRUWYV

3

C

~



4.5.7.5 VLAN Translation Configuration

%HVLGHVY WKH DIRUHPHQWLRQHG ZD\V RI FUHDWLQWUKE/SYVD @\
9/$1V LV WR FRQILIXWUDQY$ODWLRQ RU 9/$1 PDSSLQJ RQ WU
FXVWRPHU QHWZRUN WR PDS WKH RULJLQDO7RIUSRXJ K RV KMKH 9W
WUDQVODWLRQ LW ZLOO VDYH PXFK HIIRUW LQ PDVVLYH (WKHL

3DFNHWV HQWHULQJ WKH WUXQN SRUW DUH R S K BQSWRE WUWDQ
WKH RULJLQDO 9/$1 ,',RIDVWNSSPBPRHPMWUR GHSOR\PHQW 9/$1 |
XVHU QHWZRUNYHADXVH MHWMH 9/$1 ,' LV PDSSHG WR WKH WUDQ
IRUZDUGLQJ RSHUDWLRQV RQ WEHUORQPHBGZBWIKWWK HD MMDJH |
9/$1 LQIRUPDWLRQ UDWKHU WKDQ WKH RULJLQDO 9/$1 LQIRUPD

VLAN Translation Configuration

VW RIS ELleilll | Disabled v

oK

DET et

New || Edit || Delete

VLAN Translation : (QDEOH ROKIBYDEIDQVODWLRQ I XQFWKLRYDRYQ B HGOI®R
9/$1 7TUDQVODWLRQ IXQFWLRQ WKH QHZ VHOMWHLORJY ZLOO EH WI

&OINeM WR DGG D QHZ 9/$1 PDSSLQJ UXOH DQG WKH@WKH IROOF

&OLEHIN WR PRGLI\ WKH FRQILIJXUDWLRQ RI WKH VHOHFR/® GV R H
FKHFNER[ RI WKH FRUUHVSRQGLQJ UXOH

&OLbeéte WR UHPRYH DQ H[LVWLQJ 9/%$1 P D RSQMNWXKIH UBKIH NEB RF OR
FRUUHVSRQGLQJ UXOH 7R UHPRYH DOO UXOH\ SRR JKDEOMHJ WD\
FDQ FOLFN RQ WKH WRS FKHFNER[ RI WKLW VWHMNE O HWW RHF KCRQRG/ F
Delete



Add VLAN Translation

Occupied/Max Entry |JoE%

Port Port1 ~

Original VID 1

PR R

Occupied/Max Entry: 9LHZ RQO\ ILHOG

Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO 9/$1 PDSSLQJ U
FUHDWHG

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU 9/%1
QXPEHU LV

Entry: 9LHZ RQOVKLNOWXKRZYVY WKH QXPEHU RI 9/$1 PDSGEQBHNWNBE W

Name: 6SHFLI\ D QDPH IRU WKH 9/$1 PD®®ISKDQXOHUBE MKRDUDFWH
DFFHSWHG

Portt 6SHFLI\ RQH SUBXBWUHRUW XVHG IRU WKH 9/%$1 ," WUDQVODW
SRUW VHWWLQJV 65 6GWDLRIY UHRIHYIWRWHUIDFH"

Original VID: 6SHFLI\ WKH RULJHQW/® WLRLW WKH VZLWFK IURP WKH FX
9/$1 ,' WUDQVODWLRQ 9DOLG UDQJH

Mapped VID: 6 SHFLI\ WKH SUWHIHUWKDBW WKH DVVLIJQHG RULJLQDO 9,
9DOLG UDQJH

NOTE:

1. Different Mapped VIDs cannot be assigned to the trunk port with the same original VID.
2. Different original VIDs belonging to the specific port cannot be translated into the same
Mapped VID.

&OLBKNSURYLGHG IRU DGGLQJ HGLWLQJ 9/$1 PDSSLQJ WXBHHM®
LPPHGLODOWNOHIQWU\N ZLOO EH OLVWHG RQ WKH 9/$1 PDSSLQJ UXC



4.5.8 QoS Configuration

1HWZRUN WUDIILF LV DOZD\V XQSUHGLFWDEOH DQ & \WKWHH & QLOA
EHVW HIIRUW WUDIILF GHOLYHU\ 7R RYHUFRPH WKLW BEKIE®DQA
WKURXJKRXW WKH QHWZRUN 7KLV HQVXUHV WKDWRQM®BHERLINI

FULWHULD DQG UHFHLYHV SUHIHUHQWLDO WUHDWPHQWYV

4R HQDEOHV \RX WR DVVLJQ YDULRXV JUDGHV RII QHWZRLAN VX
PXOWL PHGLD YLGHR SURWRFRO VSHFLILF WLRW S WKH FLQR!
SDFNHWV LQ WKH ODQDJHG 62ZL\WdSK CorfigucaEioh WK R P | REMEH U

Management PHQX DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV IROGHU

EPS-3128-480W-LP - QoS Priority Configuration
[y System Information
[ User Authentication

[ PoE Quick Control QoS Priority:

J Network Management Disable.

=43 Switch Management
[ Switch Configuration

Strict v

[y Port Configuration 1|16 1132 .64 11128
#-1 Link Aggregation Qo v |
+( Rapid Spanning Tree
QO v |

+1 MAC Address Manageme
+-1 VLAN Configuration

=R=N(Q0S Configuratio
! ) QoS Priority

[3 QoS Rate Limit

#-3 |GMP/MLD Snooping
[y Static Multicast Configurat

[ Port Mirroring

#-1 Security Configuration
3 ACL Configuration
-3 Layer 2 Protocol Tunnelini Port Priority

[y LLDP Configuration _

[y Loop Detection AL T g
.3 Fast Redundancy Port Priority |J{0]

# {1 PoE Management -

B
B
#-1 802.1X Configuration
s
B
E

1. QoS Priority : 7R VHW XS HDFK SRUWYV 4R6 GHIDXOW FODVV 3ULRI

"HLIKWHG DQG 5HPDUNLQJ

2. QoS Rate Limit: 7R FRQILIJXUH HDFK BREWHRY V GIDMKN V

4.5.8.1 QoS Priority

6HOHFW WR0WE RiSrityL RER P @8 Bonfiguraton PHQX DQG WKHQ WKH
SDJH DSSHDUYV

IROC

QoS Priority Configuration

QoS Priority:

Priority Mode
Queue Mode

802_1p Priority Map

DSCP Priority Map

Queue Weight(Q0:Q1:Q2:Q3:Q4:Q5:Q6:Q7) || 2 114 18 |:]16 =132 ;164 |:1128

Disable v

Strict v

O QO ~
DSCP(0) ~ Qo v




Priority Mode : 6HOHFW WKH 4R6 SULRULW\ PRGH RI WKH ODQDJHG 6Z
IEEE 802.1p: , ((( S PRGH XWLOLJHV S ELWV LQ 9/$1 WDJ IRU
DSCP: '6&3 PRGH XWLOL]JHV 726 ILHOG LQ ,3Y KHDGHU IRU GL
Disable: 'LVDEOH 4R6

Queue Mode: 6 SHFLI\ WKH TXHXH PRGH DV 6WULFW RU :HLJKW

Stric: 7KLV LQGLFDWHYV WKDW VHUYLFHV WR WKH HJUHVV TXF
DQG DOO WUDIILF ZLWK KMYKIBDQ \SRILWWHW\ ITYNYWHEHIRUH OR
VHUYLFHG

Weight: :HLJKWHG 5RXQG 5RELQ VKDUHV EDQGZLGWK DW WKH
ZHLIKWYV IRU TXHXHVHONKURXJK UHVSHFH

Queue Weight: 6SHFLI\ WKH 4XHXH ZHLJKW IRU HDFK 4XHXH
802.1p Priority Map : $VVLJIQ DQ S YDOXH a RI GLITHUHQW OHYHC

DSCP Priority Map : $VVLJQ D '6&3 YDORH &LIIHUHQW OHYHOV WR WK

User Priority:

User Priority'

o 1
e [

E: |
voirron [N

7TKHUH DUH HLJKW SULRULW\ OHYHOV WKDW \RX FDROQAFKRR WHK MV [
OLVWHG RSWLRQV IRU &R6 &ODVV RI 6HUYLFH SULRULW\ WDJ "

7KH GHIDXOW S VHWWLQJY DUH VKRZQ LQ WKH IROORZLQJ W

SULRULW| QRUR ORZ ORZ QRUP| PHGLX OHGLX +LJK KLJ¥
S 9DC




Remarking:
Remarking:
802.1p Remarking

New-802.1p

802.1p Remarking Map

DSCP Remarking
New-DSCP
DSCP(D)

DSCP(0)

DSCP Remarking Map [ 3 ﬁ DSCP(D) 3 'DSCP(D) v
EEEE) 5 'DSCP(D) v
' DSCP(0) 7 DSCP(0) v

Note: Remarking rule won't affect priority map rule.

| OK|

Configure 802.1p Remarking:

& KHBMR2.1p Remarking WR HQDEOH

802.1p Remarking

302 10 Remarking e -

7KLV DOORZV \RX WR HQDEOH RU GLVDEOH 35 H HOPXOOWN VGHWIR U
GLVDEOHG

Configure DSCP Remarking:

& KH BSICP Remarking WR HQDEOH

DSCP Remarking

,DSCP(U) DSCP(D)
DSCP Remarking Map | . ||Dscr(m) fS 'DSCP(0) v
| |[pscr) 5 | |lbsce@ v
'DSCP(0) 7 | |/pscP@) v |

7KLY DOORZV \RX WR HQDEOH RU GLVDEOH '6&3 UHRWWNIQQJLNRU
GLVDEOHG



4.5.8.2 QoS Rate Limit

BHOHFW W KQdS RStEVILIRIQ |URP QoSH onfiguraon PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

Configure Ingress Rate:

Ingress Rate (500-1000000 Kbits/Sec 0:Disable)

P [
0 0 0 0 e 0 0 0 |

b [ |
0 |[lo o |0 1[0 /|lo 0 /o0

0 10 0 /o 1[0 1[0 0 1[0 |
0 : 0 | 0 | 0 |

7KLY DOORZV XVHUV WR VSHFLI\ HDFKKBRHUWHVVLYEPXIQE EDQG £
6SHFLI\LQJ 3" LV WR GLVDEOH WKLV IXQFWLRQ

Configure Egress Rate:

Egress Rate (500-1000000 Kbits/Sec 0:Disable)

XS S S [T ) —

7KLY DOORZV XVHUV WR VSHFLI\ HDFK SRUWITV RZMEREKEQGGEHRQGE
6SHFLI\LQJ 3" LV WR GLVDEOH WKLV IXQFWLRQ



4.5.9 IGMP/MLD Snooping

7KH ,QWHUQHW *URXS ODQDJHPHQW 3URWRFRO ,*03 WR/ ADGRP]
WKH PHPEHUVKLS Rl ,QWHUQHW 3URWRFRO PXOWLFDVOAGMDRME
PXOWLFDVW URXWHUV WR HVWDEOLVK PXOWLFDVW JW@W S \PHKH
VXSSRUWLQJ DFWLYLWLHY VXFK DV RQOLQH VWUHDPLQJ YLGHF

, 03 6QRRSLQJ LV WKH SURFHVV RI OLVWHQLQJ WR ,*OKHWVQDPHF
LV D IHDWXUH WKDW DOORZV WKH VZLWFK WR SOHM@Y HR\WLWYV F
URXWHUV E\ SURFHVVLQJ WKH OD\HU SDFNHWV WKDW ,*03 SDF

‘KHQ ,*03 VQRRSLQJ LV HQDEOHG LQ D VZLWFK L \MDZAMHMD VKR
FRQQHFWHG WR WKH VZLWFK DQG PXOWLFDVW URXWHQV,*D® W
UHSRUW IRU D JLYHQ PXOWLFDVW JURXS IURP RUKR QW P EAHKH W
PXOWLFDVW OLVW IRU WKDW JURXS :KHQ WKH VZLWFK KHRPV L
WKH WDEOH HQWU\

, 03 VQRRSLQJ FDQ UHGXFH PXOWLFDVW WUD IEIDRQ BJAR-RS WW U KMP-
DSSOLFDWLRQV UXQ PRUH HIITHFWLYHO\ $ VZLWRK XPVA@QW LED3/ W
WR WKH KRVWV LQ WKDW WUDIILF 7KLV UHGXFWLRQ R PV ONWKLF
VZLWFK DW WKH FRVW RI QHHGLQJ DGGLWLRQDO PHPPRWO\VR/
GHFUHDVHV WKH ZRUNORDG DW WKH HQG KRVWYV VL QFH MX®MH U
UHFHLYH DQG ILOWHU DOO WKH PXOWLFDVW WUDIILF JHQHUDW |

OXOWLFDVW /LVWHQHU 'LVFRYHU\ 0/' LV D FRMHSRQRQW RBWKN
0/" LV XVHG E\ ,3Y URXWHUV IRU GLVFRYHULQJ PKIONG. FOD-\DW OH
OLNH ,*03 LV XVHG LQ ,3Y

6HOHFW WIEBMPINRD Sriedping | U R P SiitthiManagement PHQX DQG WKHQ ILY
ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG




1. IGMP/MLD Configure: 7R HQDEOH RU GLVDEOH ,*03 0/'" 6QRRSLQJ ,*0
8QUHIJLVWHUHG ,30& )ORRGLQJ DQG VHW XS URXWHU SRUWYV

2. IGMP/MLD VLAN ID Configuration. 7R VHW XS WKH DELOLW\ RI ,*03 0/' VQ
TXHU\LQJ ZLWK 9/%1

3. IPMC Segment: 7R FUHDWH HGLW RU GHOHWH ,30& VHIJPHQW
4. IPMC Profile: 7R FUHDWH HGLW RU GHOHWH ,30& SURILOH

5. IGMP Filtering: 7R HQDEOH RU GLVDEOH ,*03 ILOWHU DQG FRQILJXL

4.5.9.1 IGMP/MLD Configure

6HOHFW WKGVRRMLWY ICRrfigure  TURP YéKIPMLD Snooping PHQX DQG WKHH¢
IROORZLQJ VFUHHQ SDJH DSSHDUYV

IGMP/MLD Snooping: :KHQ HQDEOHG WKH ODQDJHG 6ZLWFK ZLOO PRQ
GHWHUPLQH ZWIRFKFKIRYW\WY XOWLFDVW WUDIILF

IGMPV3/MLDV2 Snooping: :KHQ HQDEOHG WKH ODQDJHG 6ZLWFK ZLOO |
GHWHUPLQH ZWIRFKKFKIRYW\W XOWLEDVW WUDIILE 7KLV LV IRU ,*03



Unregistered IPMC Flooding: 6HW IRUZDUGLQJ PRGH IRU XQUHJLVWHUH
WUDIILF 7KH WUDIILF ZLOO IORRG ZKHQ HRIRUQZBDGWKR REZBRMAMYU
RQO\ ZKHQ GLVDEOHG

Query Interval: 7KH 4XHU\ ,QWHUYDO LV XVHG WR VHW WKH WLWPH E
HQWULHV EHWZHHQ a VHFRQGYV DUH RQBRIHG 'MBRR@GYI

Query Response Interval: 7KLV GHWHUPLQHV WKH PD[LPXP DPRXQW RI W
DQ ,*03 UHVSRQVH UHSRUW 'HIDXOW YDOXH 2QH 8QLW \%

Fast Leave: 7KH )DVW /HDYH RSWLRQ PD\ EH HQDEOHGWKUL\G D\OIERY
LQWHUIDFH WR EH LIQRUHG ZLWKRXW VHQGIOQ \HRNWADEDHHRELT L |

Router Port: :KHQ SRUWYVY DUH FRQQHFWHG WR WKH ,*03 DGPLQL\
FKHENHG

4.5.9.2 IGMP/MLD VLAN ID Configuration

6HOHFW W IGMPRVER/VIRAR ID Configuration |URP MYMRAMLD Snooping PHQX DQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH ZLWK WKH UXEQLR®@V9R$1,
DSSHDUV

Snooping: :KHQ HQDEOHG WKH SRUW LQ 9/$1 ZLOO P RQHWAL X WE
WR UHFHLYH WKH PXOWLFDVW WUDIILF

Queryingg :KHQ HQDEOHG WKH SRUW LQ 9/$1 FDQ VHUYB8VD¥OMKH
DVNLQJ KRVWV ZKHWKHU WKH\ ZRXOG OLNH WR UHFHLYH PXOW|I



4.5.9.3 IPMC Segment

6HOHFW WIKRMCRE8IMETR QUR P INMAAMLD Snooping PHQX DQGKWRIOQRZLQJ
VFUHHQ SDUWKHIFWRILIXUDWLRQ RI ,30& 6HJPHQW ,' 1DPH DQG

ID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWHUHG '
SegmentName: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLV\
IP Range: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWHUI
&OINeW WR UHJLVWHU D QHZ ,30& 6HIPHQW DQG WKHQ WKH IROO
&OIEAN WR PRGLI\ WKH VHOHFWH® WI0OQIJ&FHIPHQW

& O IDEte WR UHPRYMHVWLQJ ,30& 6HIJIPHQW UHJLVWUDWLRQ

Current/Total/Max Agents: 9LHZ RQO\ ILHOG

Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG ,:

y N

Tota: 7KLV VKRZV WKHAWRP R XUHN IRMIWHUHG ,30& 6HIJPHQWYV

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH MKPU 3
QXPEHU LV

ID: 6SHFLI\ D QXPEHU IURP a IRU D QHZ ,'



Segment Name: (QWHU DQ LGHQWLILFDWLRQ QDPH 7KLV ILHOG LV O

IP Range: 6SHFLI\ WKH PXOWLFDVW ,3 UDQJH IRU WKH UHJLR/RVH
a

4.5.9.4 IPMC Profile

6HOHFW WHKPVEREWHERIQURP WMKMMPMLD Snooping PHQX DQG WKHQ WKH
VFUHHQ SDJH ZLWK WKH FRQILIJXUDWLRQ RI ,30& 3URILOH DSSH

Profile Name: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVW
SegmentID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW UHJLVWH
&OINeW WR UHJLVWHU D QHZ ,30& 3URILOH DQG WKHQ WKH IROOF
&OIEBIN WR PRGLI\ WKH ,30& B3URILOH VHWWLQJV

& O Dete WR UHPRYH D FXUUHQW ,30& 3URILOH UHJLVWUDWLRQ

Current/Total/Max Agents: 9LHZ RQO\ ILHOG

Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG ¢

y N

Total: 7KLV VKRZV WKH DPRXQW RI WRWDO ,30& 3URILOHV WK

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRXPEBH&
LV



Profile Name: (QWHU DQ LGHQWLILFDWLRQ QDPH 7KLV ILHOG LV OLF

SegmentID: 6SHFLI\ WKH VHIPHQW ," WKDW LV UHJLVWHUHG LQ ,30¢

4.5.9.5 IGMP Filtering

BHOHFW W HGMARBIMiIDR QURP W@MRMLD Snooping PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUYV

IGMP Filter: 7KLV RSWLRQ PD\ JOREDOO\ HQDEOH RU GLVD¥EWHQWH
S'LVDEOHG”

Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU WKDW LV
Channel Limit: 6SHFLI\ WKH PD[LPXP WUDQVSRUW PXOWLFDVW VWUH
Enable: 7R HQDEOH HDHFI3 SROWHVYLQJ IXQFWLRQ 7KH GHIDXOW VH

IPMC Profile: ,Q ,*0BOWHULQJ LW RQO\ DOORZV LQIRUPDWLRGDNEHF
WKURXJK 7KH ILHOG IRU ,30& 3URILOH QD PRWARfolild RRPSW KRIQH Q W



4.5.10 Static Multicast Configuration

6HOHFW W KtdticRMulithdR Qonfiguration I[URP 8WKdH Management PHQX DQG Wtk
WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

IPv4/IPv6 Address: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VRX
VID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH VSHFLILHG 9/%$1 ," IRU FX
Forwarding port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH IRUZDUGLQJ SRL

&OINeW WR UHJLVWHU D QHZ 6 WDWLF OXOWLFDVW FRQILIJXUDWLF
DSSHDUV

& GEdit WRRGLI\ VWDWLF PXOWLFDVW FRQILIJIXUDWLRQ VHWWLQJ}®

& O IDelte WR UHPRYH D FXUUHQW 6WDWLF OXOWLFDVW FRQILJXULI

Current/Total/Max Agents: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG V
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG VWD)

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU VWD\
GHIDXOW PD[LPXP QXPEHU LV



IPv4/IPv6 Address: 6SHFLI\ WKH PXOWLFDVW VWUHDP VRXUFH ,3Y ,3Y
VLAN: 6SHFLI\ D 9/$1 ,' IRU PXOWLFDVW VWUHDP

Forwarding portt 6 HOHFW D SRUW QXPEHU IRU PXOWLFDVW VWUHDP II

4.5.11 Port Mirroring

,Q RUGHU WR DOORZ WKH WDUJHW SIRQENQ WHROPLWU R Ul W KHR DR XK
R S WRdrR Mirroring TURP ®BWiKddi Management PHQX DQG WKHQ WKH IROORZ
DSSHDUV

Source Portt 6 HOHFW WKH SUHIHUUHG VRXUFH SRUW V |RU PLWKRU
FRUUHVSRQGLQJ SRUW QXPEHU 3OHDVH QRWHBHWKSRUWKHHD QR

VRXUFH SRUW

Target Portt & KRRVH IURP SRUWRUWRLY®PEWH  IURP WKH SXOO GRZQ
WDUJHRWGBIRMWDEOH WKH SRUW PLUURULQJ IXQFWLRQ



4.5.12 Security Configuration

,Q WKLV VHEFWLRQ VHYHUDO /D\HU VHFXULW\ PHFKBERUVWV O
\RXU ODQDJHG 6ZLWFK /D\HU DWWDFNV D UHGW YILFAHD @/&\D &/DIX\Q
FRQQHFWHG WR WKH QHWZRUN )RU H[DPSOH XMWV KIRX € B HEH VDD G
E\ DQ DWWDFNHU %\ GHIDXOW PRVW VHFEXULGY6ZXQFWKLRON DX
WR SUHYHQW \RXU QHWZRUN IURP PDOLFLRXV DWRXDRNRY VHW
DSSURSULDWH VHEXULW\ FRQILIXUDWLRQV 7KLV UMPWLRR SWHR

\RXU QHWZRUN IURP XQDXWKRUL]JHG DFFHVV WR D QHXIUBBRN H
VXFK DV 6RXUFH ,3 6SRRILQJ DQG $53 6SRRILQJ

6HOHFW W KéturitR Géntiguration I[URP SWikcH Management PHQX DQG WKHC
RSWLRQV ZLWKLQ WKLV IROGHU ZLOO EH GLVSOD\HG

1. DHCP Opt82/DHCPv6 Opt37 Settings: 7R HQDEOH RU GLVDEOH '+&3 2SWLR
DQG 2SWLRQ IRU '+&3Y UHOD\ DJHQW JOREDO VHWWLQJ D

2. DHCP Opt82 Configuration: 6HW XS VXERSWLRQV VXFK DV &LUFXLW ,' D

3. DHCP Snooping: &XVWRRWUIISOWHULQJ VHWWLQJ



. PPPoE Configuration:. 6HW XS WKH 333R( ,$ WUXVW SRUW V IRU VHFX
. IP Source Guard Settings: &XVWRFHFRHUN '+&3 VQRRSLQJ VHWWLQJ

. Portlsolaton: 6HW XS SRUWfV FRPPXQLFDWLRQ DYDLODELOLW\ Wk
JLYHQ XSOLQN

. Static IPv4/IPv6 Table Configuraton:. 7R FUHDWH VWDWLF ,3Y ,3Y WDEOH
VHWWLQJ

. Storm Contro: 7R SUHYHQW WKH ODQDJHG 6ZLWFK IURP XQLFDVW

. MAC Limiters: 6HW XS 0$& $GGUHVV OLPLW



4.5.12.1 DHCP Option 82/DHCPV6 Option 37 Settings

7KH ODQDJHG 6ZLWFK FDQ DGG LQIRUPDW L R&3 DUE-RTXM WINKH W IR DX\
'+&3 VHUYHU E\ DGGLQJ 5HOD\ $JHQW ,QIRUPDQ@WREDWKRYQ H
VRXUFH RI WKH UHTXHVWYV 7KH '+&3 VHUYHU FDQ WR® QWE&U)
LQIRUPDWLRQ 7KH IHDWXUH Rl '+&3 5HOD\ $JHQW ,QIRRQ® DMR. |
2SWLRQ ILHOG WKDW LV LQ WKH '+&3 KHDGHUV RI FOLHQW '+

Configure Opt82/Opt37 Port Setting:

6HOHFW W KBHCR SOptioR B2 / DHCPv6 Option 37 Settings I[URP \8dCiity
Configuration PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHD

Relay Agent: 7R JOREDOO\ HQDEOH RU GLVDEOH '+&3 2SWLRRHQ 5H
HQDEOHG 5HOD\ $JHQW ,QIRUPDWLRQ RSWLRQ LWHQVIRRUWEB GG
FOLHQW RULJLQDWHG '+&3 SDFNHWV WR D '+&3 VHUYHUQ W H
,QIRUPDWLRQ RSWLRQ PD\ XVH WKH ,QIRUPDRURRWWHRU LESOI
DVVLIQPHQW SROLFLHV 6ZLWFK RU 5RXWHU DV WKH '"+&3 UHOI
DSSHQGV WKH FLUFXLW ;' UHPRWH ," LQWR WKHQQRSVMIEBRD@ G |
IRUZDUGY WKH UHTXHVW PHVVDJH WR '"+&3 VHUYHU



Opt82 Port:
Enable (check): $GG $JHQW LQIRUPDWLRQ

Disable (uncheck): )RUZDUG

Opt82 Trust Port: &OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSR QGRWW VS
WR EHFRPH WUXVW SRUWV 7KH WUXVWHG SRUWYV ZLOO QRW GL

)RU H[DPSOH

A DHCP request is from Port 1 that is marked as both Opt82 port and trust port.

$ ,I D'"+&3 UHTXHVW LV ZLWK 2SW $JHQW DQHG3JBRMWLRK DL@® \
% ,I D '+&3 UHTXHVW LV ZLWKRXW 2SW $JHQW GQ6RUWBK ZRQ D
2SW $IJHQW LQIRUPDWLRQ DQG IRUZDUG LW



A DHCP request is from Port 2 that is marked as Opt82 port.

$ ,1 D '+&3 UHTXHVW LV ZLWK 2SW $JHQW LQIRUP DML ®URGS V
EHFDXVH LW LV QRW PDUNHG DV D WUXVW SRUW

% ,1 D '+&3 UHTXHVW LV ZLWKRXW 2SW $JHQW L @ZRWPIKWZ RGO DI
2SW $JHQW LQIRUPDWLRQ DQG WKHQ IRUZDUG LW

4.5.12.2 DHCP Option 82 Configuration

7KH ODQDJHG 6ZLWFK DGGV WKH RSWLRQ HRQQLRWRBWHRWYHNVQW
UHTXHVW ,Q JHQHUDO WKH VZLWFK 0%$& DG GUHYRUMK HGUHHPARLW L
PRG SRUW RU VQPS LILQGH[ DUH LQFOXGHG LQFW®WRHLBRSWH RUXH

,' DQG FLUFXLWHCP OptB2 Ednfiguration [URP BesuHty Configuration DQG WKHF
IROORZHGRVEFH DSSHDU

Circuit ID Suboption : 7KLV VXERSWLRQ PD\ EH DGGHG E\ '+&3 UHOD
VZLWFKHG RU SHUPDQHQW FLUFXLWV W HQFRGUWNXDW DJURR) \X
'+&3 FOMMRMUYHU SDFNHW ZDV UHFHLYHG W LV LQWHQGHG |

UHVSRQVHV EDFN WR WKH SURSHU FLUFXLW 6HUY HWY SHL\DXWH
DVVLIQPHQW SROLFLHV

Remote ID Suboption: 7KLV VXERSWLRQ PD\ EH DGGHG E\ '+&3 UHOD
VZLWFKHG RU SHUPDQHQW FLUFXLWYV DQG KDAWHH KCRIDWFW DHL. iRV W
'+&3 VHUYHUV PD\ XVH WKLV RSWLRQ WR VHOHFW KWW DR RIVWH\
VXEVFULEHU PRGHPVY 7KH UHOD\ DJHQW PD\ XVH VRKLWKIH HQJE
&LUFXLW ," ILHOG WR VHOHFW WKH FLUFXLW RQ ZKLFK WR IRUZ

&OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSRQGLRIXEYIRUIN W@ K FFERJ



&OLFN RQ WKH FKHFNER[ WR DGG WKH &LUFMW' ,SIMVASHW QG R ¢
KLGH WKH &LUFXLW ;" W\SH DQG OHQJWK RI WKH &LUFXLW ,'" SD|

6SHFLI\ WKH 9/$1 DQG SRUW LGHQWLILHU XVLQJ DoYHNSLGHV Q\RX
FRQILIXUH WKH FLUFXLW ," WR EH D VWULQJ RLUKRXMAR ,' LRAKDV
LGHQWLILHU WKH NMRbmRdWRI ZKLFK LV

DHCP Opt82 Remote-ID Enable: &OLFN RQ WKH FKHFNER[ WR HQDEOH 5HPF
XQFKHFN WR GLVDEOH LW



DHCP Opt82 Remote-ID: <RX FDQ FRQILIJXUH WKH UHPRWH ," WR EWVD V
7KH GHIDXOW UHPRWH ,' LV WKH VZLWFK 0%$& DGGUHVYV

DHCP Opt82 Remote-ID Formatted: &OLFN RQ WKH FKHFNER[ WR DGG WKI
OHQJWK RI WKH 5HPRWH ," SDFNHW RU XQFKHFOHWRWK (RH W K H
, SDFNHW 7KH GHIDXOW VHWWLQJ LV FKHFNHG



4.5.12.3 DHCP Snooping

6HOHFW W RHCRSWORRQIURP SéduHty Configuration PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUYV

DHCP/DHCPV6 Snooping: (QDEOH RU GLVDEOH '+&3 '+&3Y 6QRRSLQJ IXC

Default DHCP Initiated Time: 6 3HFLI\ WKH WLPH YDOXH a 6HFRQGV WK
UHFHLYHG

Default DHCP Leased Time: 6SHFLI\ SDFNHWVY H[SLUHG WLPH a 6F

DHCP Server Trust Port: 6SHFLI\ GHVLIJQDWHG SRUW WR EH 7UXVW 3RUW
'+&3 VHUXRHKHFN DQ\ SRUW ER[ WR HQDEOH LW

DHCP Server TrustIP: $IWHU HQDEOLQJ 7UXVW 3RUW \RX PD\ DGGLWLR
LGHQWLILFDWLRQ RI '+&3 VHUYHU &OLFN GURSGRAIQFRHQXUBRYY
DGGUHVYV



4.5.12.4 PPPoE Configuration

2Q0\ 333R( MNIJDHNUHWV FRPLQJ |JPWRXAMBWRSRUW V DUH DOORZF
RWKHUZLVH WKRVH SDFNHWYV ZLOO EPPPGR)edfybir&ion6 HO R PWW WH
Security Configuraton PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH L

PPPOE-IA globally Enable: (QDEOH RU GLVDEOH 333R( ,$ IXQFWLRQ JORE|
FKHFNER[ LQ EDFN RI LW \RX FDQ HQDEOH LW

NOTE: Need to select one port as PPPoE-IA trust port at least before activating this
function.

PPPoE-IAtrustport: %9 FOLFNLQJ RQ WKH FKHFNER[ RI WKH FRUUHVSRCQ
GHVLIJQDWHG SRUW $SWWRWM SBRBRY V WKDW FDQ JLYH \RX 3RIIH

4.5.12.5 IP Source Guard Settings

6HOHFW W IRHoRr&VEURdBettings | UR P SédUkty Configuraton PHQX DQG WKH!
IROORZLQJ VFUHHQ SDJH DSSHDUYV




Source Guard: 7R VSHFLI\ WKH DXWKRUL]J]HG DFFHVV W\SH IRU HDFK
DYDLODEOH

Unlimited: 1RQ /LPLWHG $0OORZD @E®REXKDWW DWILHG, 33
DHCP: '+&3 DVVLJQHG ,3 DGGUHVV RQO\
Fix-IP: 2QO\ VWDWLF ,3 <RX PXVW FUHDWHS&i PWdbe ,3 WDEOH |
Configuraton ITRU IXUWKHU LQIRUPDWLRQ
4.5.12.6 Port Isolation
7KLV LV XVHG WR VHW XS SRUWYV FRPPERQFRQQR @ RPPXIQFBL

JLYHQ XSOLQN 3OHDVH QRWH WKDW QIDW®HGS RWK\H L3ROMD W DN
EH LQYDLOG DXWRPDWLFDOO\

Port Isolation Enable: (QDEOH RU GLVDEOH SRUW LVRODWLRQ IXQFWLR
WKH SRUOWWRHDRXQLFDWH ZLWK HDFK RWKHU

Uplink Port Members: %\ FOLFNLQJ RQ WKH FKHFNER[ RI WKH FRUUHVSI
WKH SRUWY DV XSOLQNV WKDW DUH DOORZHG WRJHBPFPAHXLWHHK W |



4.5.12.7 Static IPv4/IPv6 Table Configuration

6HOHFW W RtaticREY¥RV8 Qable Configuration |1 UR P $eédutty Configuration P HQ X
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

7KLV VWDWLF ,3 DGGUHVV DQG 3RUW PDSSLQJ WDEOH VKRZV Wi
IPv4/IPv6 Address: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW VWD
VLANID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 9/%$1 '

Portt 9LHZ RQO\ ILHOG WKDW VKRZV WKH FRQQHFWLRQ SRUW QXF
&OINeEMW WR UHJLVWHU D QHZ 6WDWLF ,3 DGGUHVYV DQG WKHQ WK
&OIEAN WR PRGLI\6WDWLF ,3 7TDEOH VHWWLQJV

8V Belete WR UHPRYH D FXUUHQW 6WDWLF ,3 DGGUHVYV

Current/Total/Max Users: 9LHZ RQO\ ILHOG
Current: 7KLV VKRZV WKH QXPEHU RI FXUUHQW UHJLVWHUHG 6
Total: 7KLV VKRZV WKH DPRXQW RI WRWDO UHJLVWHUHG 6WD\
Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOH IRU 6WDV
IPv4/IPv6 address: 6SHFLI\ DQ ,3Y ,3Y DGGUHVV WKDW \RX DFFHSW
VLANID: 6SHFLI\ WKH 9/%$1 ,° PHDQV ZLWKRXW 9/%$1 ,'

Portt 6SHFLI\ WKH FRPPXQLFDWLRQ SRUW QXPEHU SRUW a



4.5.12.7.1 Configure DHCP Snooping

'KHQ \RX ZRXOG OLNH WR XVH '"+&3 6QRRSLQJ IXQFWRR QVR RHO)DHA
D FOLHQW WR UHFHLYH DQ ,3 I[URP "+&3 VHUYHU

6WHS 6HOHFW HDFK SRUWTYV ,3 W\SH

6HOHFW 38QOLPLWHG ™ RU 3+&3°

Step 2. Enable DHCP Snooping

Step 3. Connect your clients to the Managed Switch

$IWHU \RX FRPSOHWH 6WHS FRQQB FMG\RXIUWHFE&L KWWYV WRAARL M
D '+&3 5HTXHVW RXW WR '+&3 6HUYHU VRRQ DIWKHHIQWE&H3 8HEWH
UHVSRQGV ZLWK D '+&3 $&. PHVVDJH WKDW FRQWDARXYYILOKDDN
LQIRUPDWLRQ WKH ,3 FRQILIXUDWLRQ SURFHVV LV FRPSOHWH

, \RX FRQQHFW FOLHQWYVY WR WKH ODQDJHG 6ZLWBIK HEBIVRIUGILWF

\RXU FOLHQWY DQG WKHQ FRQQHFW \RX D FDLG QWRY HQ B BEADKH VO IO
FRQYHUVDWLRQV ZLWK '+&3 VHUYHU



4.5.12.8 Storm Control

6HOHFW W KidrmnRCGowWrblR QU R P 8é&uHty Configuraton PHQX WR VHW XS VWF
SDUDPHWHUYV IRU SRUWYV DQG WKHQ WKH IROORZLQJ VFUHHQ SI

'KHQ D GHYLFH RQ WKH QHWZRUN LV PDOIXQFW LW @HQORGHYES
SURSHUO\ FRQILJXUHG EURDGFDVW XQNQRZQ PX®WEXDV\@ HWZ
SHUIRUPDQFH PD\ EH GHJUDGHG RU LQ WKHRUPMN NDEBDQ
ODQDJHG 6ZLWFK DOORZV XVHUV WR VHW D WKUHVKROGBGN QR
XQLFDVW WUDIILF RQ D SHU VZLWFK EDVLV VR DV WRPSORM FAB\
XQNQRZQ XQLFDVW VWRUPV $Q\ EURDGFDVW XQNQRBQFIPNGWL
WKH VSHFLILHG YDOXH ZLOO WKHQ EH GURSSHG

7TKUHH RSWLRQV RI I[UDPH WUDIILF DUH SURYLGHG WR DOORZ X\

Unknown Unicast Rate: (QDEOH RU GLVDEOH XQNQRZQ 8QLFDVW WUDIIL
8QLFDVW 5DWH SDFNHW SHU VHFRQG SSV N N N N
N N N N N N FDQ EH FKRVHQ PHROPXWKLY SXOO GR

Unkown Multicast Rate: (QDEOH RU GLVDEOH 8QNRZQ OXOWLFDVW WUDI
OXOWLFDVW 5DWH SDFNHW SHU VHFRQG SSV N N N N
N N N N N N FDQ EH FKRERQ PUHRPXWKLV SXOO

Broadcast Rate: (QDEOH RU GLVDEOH %YURDGFDVW WUDIILF FRQWURO
VHFRQG SSV NN N NN N NN N
N FDQ EH FKRVHQ IURP WKLV SXOO GRZQ PHQX

Threshold Interval for Notificaton : 7R VHW XS WKH WLPH LQWHUYDO RI VHQ ¢
VA\VWHP ORJ LI EURDGFDVW XQNQRZQ PXOWLFDVW XQNQRZQ XQI



45.12.9 MAC Limiters

7KLV LV WR VHW QXPEHU R{ PKK O$& KORBOSGJ YW KIDR EH OHBEWVMQH
WKUHVKROG DQ\ RWKHU LQFRPLQJ 0$& DGGUMKHWV¥ RZRNOGP BHKC
DFWLYDOMWHDWH QRWH WKDW PDF DGGUHVYV WDEOH ZLOO EGHHUD YV

6HOHFW W KMACRBWMELISR QU RP BeBurty Configuration PHQX WR VHW XS 0%
SDUDPHWHUYV IRU SRUWYV DQG WKHQ WKH IROORZLQJ VFUHHQ SI

MAC Limitt *OREDOO\ HQDEOH WKH 0$& /LPLW IXQFWLRQ RUWHKHIUV Z 1
SRUW VHWWLQJVY DV VKRZQ EHORZ

Threshold Interval for Notification: 7R VHW XS WKH WLPH LQWHUYDO RI VHQ¢
VA\VWHP ORJ LI WKH QXPEHU RI VRXUFH 0%$& DGGUHXV@HDUQHG

Portt 7KH QXPEHU RI HDFK SRUW

Enable: & BN RQ WKH FKHFNER[ Rl WKH FRUUH VS RUKGIL Q¥&S/R. B WWQ X®
RQ WKH VSHFLILF SRUW V 30HDVH QRWH WKDW ISR KW (PIDF /DBIG
IXQFWLRQ LV HQDEOHG

Limit: 6SHFLI\ WKH PD[LPXP QXPEHU RI VRXUFH 0$& DG UGCQGNVNVDWIK
WKHUH LV QR OLPLW RQ VSHFLILHG SRUWYV 7KH UBQJH RI QXPE



4.5.13 Access Control List (ACL) Configuration

&UHDWLQJ DQ DFFHVV FRQWURO OLVW DOORW W\WRHDVFWRVGHQL
RU SHUIRUP WDVNV RQ WKH QHWZRUN , Q WKGLYBQDXGIKBV6RBEWE®
QXPEHUV WR SHUPLW RU GHQ\ DFWLRQV

6HOHFW W RCEL Gbfijurdtidap | URP SWKcH Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV




7KLV LV WKH RYHUYLHZ RI $&/ VWDWXV
RuleIlD: 7KH LGHQWLILFDWLRQ QXPEHU IRU HDFK UXOH
Status: 7KH FXUUHQW VWDWXV IRU HDFK UXOH

&OLEHEN WR PRGLI\ VHWWLQJV RI WKH VSHFLILHG USDHH DBRSES MK
& O DEte WR UHPRYH D UXOH Ré&reshL XXR KGGOWH MWKH ODWHVW VW

RuleID: 6SHFRDWWXOH ,' $ SRUW FDQ RQO\ XVH RQH UXOH ,' KRZHYH
PDQ\ SRUWYV

Status: 9LHZ RQO\ ILHOG VKRZV WKH VWDWXV RI WKLV UXOH
Ingress Port: 6 HOHFW 3$Q\" RU VSHFLI\ D SRUW QXPEHU DV WKH LQJ
EtherType: 6HOHFW 3$Q\" RU VSHFLI\ DQ (WKHUQHW W\SH YDOXH

VLANID: 6HOHFW 3$Q\" RU VSHFLI\ D 9/%$1 ,°



Source MAC: 6HOHFW 3$Q\" RU VSHFLI\ D VRXUFH 0$& DGGUHVYV
Destination MAC: 6 HOHFW 3$Q\" RU VSHFLI\ D GHVWLQDWLRQ 0%$& DGG
TOS/Traffic Class: 6 HOHFW 3$Q\" RU VSHFLI\ D 726 7UDIILF FODVV
Protocol/Next Header: 6SHFLI\ ,3Y SURWRFRO DQG ,3Y QH[W KHDGHU
IPv4 Source IP: 6HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 6RXUFH ,3 DGGUHV\
IPv4 DestinationIP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 'HVWLQDWLRQ ,3
IPv6Source IP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 6RXUFH ,3 DGGUHVYV
IPv6 DestinationIP: 6 HOHFW 3$Q\" RU VSHFLI\ DQ ,3Y 'HVWLQDWLRQ ,3

TCP/UDP Source Port: 6HOHFW 3$Q\" WR ILOWHU IUDPHV IURP DQ\ VRXU
QXPEHU

TCP/UDP Destination Port: 6 FOHFW 3$Q\" WR ILOWHU IUDPHV ERXQG IRU D
DGHVWLQDWLR® SRUW QXPEH

Action. 'HQ\ RU SHUPLW WKH DFWLRQ

Mirror/Redirect Port Number: 6SHFLI\ D SRUW QXPEHU WKDW \RX ZRXOG O
OLUURU 5HGLUHFW

Rate Limiter: &RQILJXUH WKH UDWH OLPLWHU 9DOLG 5DQJH



4.5.14 Layer 2 Protocol Tunnel Configuration

6HOHFW W HKayeRS Wdided@ Tunneling Configuration I[URP Bhitdh Management
PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

L2PT (Layer 2 protocol tunneling) DOORZV /D\HU SURWRFRO GDWD XC
&'3 &LVFR 'LVFRYHU\ 3URWRFRO /[1'3 ITLQN /D\HU 'LVFRVUHUWB\

SURWRFRO 973 90DQ 7UXQNLQJ 3URWRFRO /$&3 /ILQN $JJUH
$JJUHIJDWLRQ 3URWRFRO DQG 8'/' 8QLGLUHFW L RMQKUR XLIKND' HQW



'LWKRXW / 37 WKH KDQGOLQJ RI WKH 3$BY¥ QAIQQOWRIIHD 8 R P®ILLIC
VSDQQLQJ WUHH URRWYV |IRU WKH FXVWRPHU VZLWRRBYQ 7RG W
FXVWRPHU VZLWFKHYVY D JHQHULF VFKHPH WR WXQURVOR %R CB\8 "]
7KLV SURFHVV LV UHIHUUHG WR DV *HQHULF %ULGJH 3'8 7XQQH

*0637 SURYLGHVY D VFDODEOH DSSURDFK WR 3'8 W XDK}H Q'18QJ LE)\
LQJUHVV HGJH VZLW PKW DGV WIKGHJ WKHP LQ KDUGZDUH $0O0O
SURYLGHU QHWZRUN WUHDW WKHVH HQFDSVXJDWGE& GV KPP MAR D/
HQG 7KH HJUHVV HGJH VZLWFK OLVWHQV IRU WKHVH V SHWIKHM®
WKH\ DUH WKHQ IRUZDUGHG RXW RI WKH WXQQHO

7KH HQFDSVXODWLRQ LQYROYHV WKH UHZULWLQJ R& WIKGIGEHWYW
WKH 3'8 $Q LQJUHVV HGJH VZLWFK UHZULWHYV WKH GHVWRQ DN L
/ID\HU WXQQHO SRUW ZLWK WKH GHVLUHG PXOWLFDVW DGGUH)

Layer 2 Protocol Tunneling : (QDEOH RU GLVDEOH WKH /D\HU 3URWRFRO

Destination MAC Address : 6SHFLI\ D 0$& DGGUHWYHIRUGHMBQYHG 'HIDXOW
& &' &'

Class of Service : 7TKHUH DUH HLJKW SULRULW\ OHYHOV a WKDW \RX
SDFNHWV 6SHFLI\ WKH SUHIHUUHG SULRULW\ ELAM H BOXB XDW/ Y3

3

CDP, LLDP, STP, VTP, LACP, PAgP, UDLD: &RQILJXUH WKH /D\HU SRUW DV

WXQQHO SRUW E\ FOLFNLQJBRBY WKKHFR ERH V5R&\GBIREBIRQ HU X U
DOO SRUWV ZLWK WKH VDPH 3'8 DW D WLPH MXVW EQGIL SR KRWY WH



4.5.15 LLDP Configuration

[1'3 VWDQGV IRU /LQN /D\HU 'LVFRYHU\ 3URWRHROZR DK UWXQ X VH
QHWZRUN GHYLFHV WR VHQG LQIRUPDWLRQ DERKWHW KGIHPYWLHOW
QHWZRUN %\ XVLQJ //'S WZR GHYLFHV UXQQLQJ GLIIHUHQW
LQIRUPDWLRQ DERXW HDFK RWKHU $ VHW RIHDWWERUE XWMVF B\
DWWULEXWHY FRQWDLQ W\SH OHQJWK DQGWRDDXH /@M YV RHUW B WQ
SRUW GHVFULSWLRQ V\VWHP QDPH V\VWHP GHYVARUQWWLR®U HAX\

EH VHQW DQG UHFHLYHG RQ WKLV ODQDJHG 6ZLMRK BN & W S/DE H
DQG VHQG WKH 7/9

6HOHFW WKIHDR Soifigir&ion [IURP WWteh Management PHQX DQG WKHC
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Port Number : &OLFN RQ WKH FKHFNER[ Rl FRUUHVSRQGLQQFRRRRD Q
WKH VSHFLILF SRUW V

Receiver Hold-Time (TTL): (QWHU WKH DPRXQW RI WLPH IRU UHFHLYHI
ODQDJHG 6ZLWFK ZLOO NHHS WKH LQIRUPDWLRQHWH®R®W El WKF
VSHFLI\ KHUH EHIRUH GLVFDUGLQJ LW

Sending LLDP Packet Interval: (QWHU WKH WLPH LQWHUYDO IRU XSGDWHG



Sending LLDP Packets Per Discover : (QWHU WKH DPRXQW RI SDFNHWV VHQW

Selection of LLDP TLVs to send: //'3 XVHV D VHW RI DWWULEXWHV WR GL
7TKHVH DWWULEXWHYV FRQWDLQ W\SH OHQJWKHMQUG & DAORX 1D \G AM
VXFK DV SRUW GHVFULSWLRQ V\VWHP QDPH V\VW DR BEIHH\PRHUL
DGGUHVYV FDQ EH VHQW IURP WKLY ODQDJHG 6ZLWFK



4.5.16 Loop Detection Configuration

,Q D UHDO QHWZRUN LW LV SRVVLEOH WKH SHRSOH PLVFR@QHF
D ZRUVW FDVH WKH QHWZRUN LV RXW RI VHUYLFH WKHRKBHWNKMH
/IRRS "HWHFWLRQ IXQFWLRQ RI WKH V\VWHP WR SUHYHQW WKH \

$IWHU D SURSHU VHWWLQJ RI /RRS '"HWHFWLRQ |IRQFBNLRHU L\WRIGH
VHQGLQJ ORRS GHWHFWLRQ SDFNHW 2QFH WKH V\VRHRVUHOHLLE
FODLPHG WKDW LW GHWHFWY ORRS FRQGLWLRRWLK®WY WKH V\V

VEORFNV WKH UHOHYDQW SRUW VDR G UWHYHR WXEW B DIGEF W W\ SV V
QHWZRUN DGPLQLVWUDWRU ,Q RWKHU ZRUGV WKH VORBREP V
SRURZHYHU WKH VI\VWHP ZLOO SURFHVV WKH /RRS UHWHEYHLG
ROWKH KGRI W

W VORZO\ EOLQNV WKH /(' Rl ORRSHG SRUW LQ RUDQJH

W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFEHW WR GHW

KHQ WKH VA\VWHP GRHVY QRW UHFHLYH DQ\ ORRS BBG WH FW®R QRLQ] >Sl
Looped port unlock-interval 7KH VA\VWHP FODLPV WKH ORRS FRQGLWLRQ (
WDNHV WKH IROORZLQJ DFWLRQV

Y WMQEORFNV WKH UHD R RWK®M®W ZRUBYV WKH VI\VWHP QRUPDOO\ IF
UHOHYDQW SRUW
W VWRSV VORZO\ EOLQNLQJ WKH /(" R ORRSHG SRUW LQ RUL
, W SHULRGLFDOO\ VHQGY ORRS GHWHFWLRQ SDFHW WR GHW

Note: Under loop condition, the LED of looped port continues to slowly blink orange even the
connected network cable is unplugged out of looped port.

7R VHW XS /RRS 'HWHEFWLRQ I|XQ Ea RefectidhHIDMiFuvation K HI URFSRAV MRKQ
Switch Management PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH D




Loop Detection Enable : & KHFN WR HQDEOH WKH /RRS '"HWHFWLRQ IXQFW
GHIDXOW VHWWLQJ LV GLVDEOHG

Detection Interval: 7KLV LV WKH WLPH LQWHUYDO LQ VHFRQGV WKDW
GHWHFWLRQ SDFNHWV WR GHWHFW WKH SUHVHQFHPRIVORRSHG
VHFRQGY 7KH GHIDXOW VHWWLQJ LV VHFRQGYV

Looped port unlock-interval: 7KLV LV WKH WLPH LOQWRGNWE A WUWKKHHYLV W
ORRS FRAGLWHBRBRORFNYV WKH ORRSHG SRUW LI LW GRHV QRW UL
GXULQJ WKH FRQILIXUHEGEHKROBRENNLQYWHYPDO FDQ EH VHW IUR
GHIDXOW VHWWLQJ LV PLQXWHYV

Note:

1. Be aware that Looped port unlock-interval converted into seconds should be greater than or
equal to Detection Interval seconds multiplied by 10. The fu0 §s a magic number which is for the
system to claims the loop detection disappears when the system does not receive the loop-
detection packet from itself at least 10 times. In general, it can be summarized by a formula below:

tooped port unlock-interval = ¢ 10* 3Detection Interval 3
2. When a port is detected as a looped port, the system keeps the looped port in blocking status

until loop situation is gone. In other words, the system stops forwarding all the traffic via the looped
port. However, the system will process the loop-detection packet received on the looped port.

AIVLAN: &KHFN $00 9/$1 ER[ WR HQDEOH ORRS GHWHRKWHRQL  QVE(
VLAN Interface X Q GHEB802.1qg Tag VLAN S5HIHWBWMARNVLR O

NOTE: When All VLAN checkbox is checked, it invalidates the configured Specific 9/$ 1.

Specific VLAN: 6 HW XS ORRS GHWHFWLRQ RQ VSHFLILHG 9/%$1 7KH PI
WR VHWYV

NOTE: The configured Specific 9/$ 1 takes effect when All VLAN check-box is unchecked.

PortNo.: &OLFN RQ WKH FKHFNER[ RI WKH FRUUHVSRQGEQ/LBRUW
IXQFWLRQ RQ WKH VSHFLILF SRUW V

NOTE: Loop Detection and RSTP (Rapid Spanning Tree Protocol) is not allowed to be enabled on
the same port at the same time.




4.5.17 Fast Redundancy Configuration

%HVLGHV 5673 DQG 5LQJ 'HWHFWLRQ DV ZH SUHPHRNXVRN &H&
SURSULHWDU\ IDVW UHGXQGDQF\ RQ \RXU QHW ZRUN DZIDA.Q \KWM Q E
DYRLG WKH RFFXUUHQFH Rl QHWZRUN ORRS® FLOG MMRPHDS/ \DHIWHZ
UHOLDELOLW\ RI WKH QHWZRUN :LWK WKHV N HWHWRRYNW N6 X
ORRSV LQ D QHWZRUN WR SURYLGH D EDFNXS GDWD W UDMLVRQ \R
GDPDJH RI WKH FDEOHV %\ PHDQV RI W IQHWEZRYRUWHERA HH D \D
\RX FDQ EH WRWDOO\ I[UHH IURP DQ\ ORW\Q WHRAOOWLIQYJ W K R PF VK
FRQQHFW

&761V IDVW UHG X Q G-BsHing 8 YPD&EaiH VW ZR UHGXQGDQF\ SURWRFR(
\RX WR FRQILJIJXUH ULQJVv FKDLQV RU uLQJ FKDLQ DW PF

S3OHDVH QRWH WKDW DOO VZLWFKHVY RQ WKM ¥DWHK WIKGJIVROLP i KE
FRQILIXUHG XVLQ@HWXGGCGYVMHFN SURWRFRO ZKHQ FRQILIJXULQJ D
DUH QRW DOORZHG WR XVH VZLWFKHV ZLWK GLQ H)HYW 5EDQDAEYXG
&KDLQ SURWWRKRQWKH VDPH ULQJ RU FKDLQ

,Q WKH IROORZLQJ WDEOH LW OLVWV WKH GDIQOHUIKQRW RPRQV
HYDOXDWLRQ ZKHQ HPSOR\LQJ QHWZRUN UHGXQGDQF\ RQ \RXU

Ring Detection Fast Ring v2

Topology 5LQJ

VHFRQC
Rec.overy PV PV IRU FRSSH 8S WR \GH
Time PV
IRU ILEHU

7R FRQILIXUH WKHREBKWLEL QDVYW UHG X QG D Q Fast RedundahcyV K H RAPS W
W Kswilitch Management PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH

&OINeWM WR DGG D QHZ IDVW UHGXQGDQF\ DQG WKHQ UK M/ RR ODHR\
RI IDVW UHGXQGDQF\ FDQ EH FUHDWHG

&OIEHEIN WR PRGLI\ WKH FRQILIXUDWLRQ RI WKH VHRERPWKIH HBON WV
RI WKH FRUUHVSRQGLQJ HQWU\



&ODelte WR UHPRYH DQ H[LVWLQJ IDVW UHGXQGDQEW IFUGRLFF MLKHJ
WKH FKHENER[ Rl WKH FRUUHVSRQGLQJ HQWU\




4.5.17.1 Fast Ring v2 Protocol

)DVW 5LQJ Y SWKRWRHARBU YHUVLRQ RI RXU 5LQJ 'HWHFWRAQ

UHGXQGDQF\ DQG DFKLHYH D IDVW UHFRYHU\ SYMPRH  VERNW RIQHV
5LQJ '"HWHFWLRQ )DVW 5LQJ Y SURWRFRO PDQXB®ORIV\8 KR LQLH
WR LGHQWLI\ ZKLFK VHIJPHQW LQ WKH UHG XQ @®EQ W KHLID D OW R/
EORFN SDFNHWV IURP WUDYHOLQJ WKURXJK DQ\ RI WKH QHWZR

,Q WKH HYHQW WKDW RQH EUDQFK RI WHKNW LRY JWXLH FRH\QZHRAUM
DXWRPDWLFDOO\ UHDGMXVWV WKH ULQJ VR WKDWFWKIE $FDQW F
W Kdéinmunication ZLWK WKH UHVW RlI WKH QHWZRUN

,Q WKH IROORZLQJ VXEVHFWLRQ ZH ZLO®HJHEOWHE KRZ WIKMJIEL
)DVW 5LQJ Y UHGXQGDQF\ SURWRFRO

Occupied/Max Entry: 9LHZ RQO\ ILHOG
Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO IDVW UHGXQGD

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOHRRU IDVW
QXPEHU LV

Enty: 9LHZ RQO\ ILHOG 7KLV VKRZV WKH QKRE W RXOUDHIWY BG X Q
ID: 7KH JURXS ,' RUWGKQGISP\JURXS ,'V FDQ EH VXSSRUWHG
Description: 7KH GHVFULSWLRQ RI WKH JURXS

Protocol: ,QFOXGH 3)DVW 5LQJ Y ~ DQG 3&KDLQ" WZR UHGXQGDQF\ ¢
Y ULQJ UHGXQGDQF\ SXORotGeRZQ Q\GK AKARIR@EKGR2 DV WKH SURWR
WKH IDVW UHGXQGDQF\ \RX FRQILJXUH

Enable: (QDEOH RU GLVDEOH WKH ULQJ \RX FRQILJXUH



Role: 3XOO GRZQ WRtlePMRXORVLIQ WKH UROH RI WKH ODQDJHG 3R
ODVWHU ZKHQ )DVW 5LQJ Y SURWRFRO LV FKRVHQ

Master: $ UROH SRVVHVVHV WKH DELOLW\ RI EORFNLQJDRW WRE
EORFNHG VHIJPHQW LV WKH VHIPHQW WKDW FRQ®&@HDONVVWER W

Slave: $ UROH SRVVHVVHV WKH DELOLW\ RI IRUZDUGLQJ SDFNH

1st Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG 3R( VZLWF
UHGXQGDQW SRUW Diddtle XOW YDOXH LV

2nd Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG 3R( VZLWF
VHFRQGDU\ UHGXQGDQW dIrsabw 'HIDXOW YDOXH LV

&OLIHKN WKH QHZ VHWWLQJYV ZLOO EH WDNHQ HIIHPWHGB PRIG LVID KW
UHGXQGDQF\ WDEOH



4.5.17.1.1 Configure a Ring Example using the Fast Ring v2 Protocol

yLJ )DVW 5LQJ Y ([DPSOH 'LDJUDP

7KH DERYH WRSRORJ\ RIWHQ RFFXUV XVLQJ WKH )DVMH5LQJ Y ¢
IROORZLQJ WDEOH

Switch ID Role Redundancy Port | Physical Port
\Y
6ZLWFHK Master 32§HH((33>)<(%2%(Q?' gﬁgw
6ZLWFK 60DYH 32'22'((33);%2%%' gigw
6ZLWFK 60DYH 3&%2?(%2%% ggngv
6ZLWFK 60ODYH Qﬁ’gﬂgi%gg%* ggngv
7DEOH )DVW 5LQJ Y &RQILJXUDWLRQ

7KH VFHQDULR LV GHVFULEHG DV EHORZ
‘'LVDEOH '+&3 FOLHQW DQG VHW SURSHU VWDWLF ,3 DGGUHVYV
6ZLWFK LV 6ZLWFK LV 6ZLWBKQGLYV
6ZLWFK LV
2Q 6ZLWFK a GLVDEOH VSDQQLQJ WUHH SURWRFRO WR DYR



-XVW IROORZ WKH SURFHGXUEW @& H\NEWIHO/ WHE RW UIIRQAWWRSFRQI L.
XVLQJ WKH )D\SW BWRFRO

Step 1: Set up the Fast Ring v2 configuration on Switch 1.

1-1. &RQQBFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

1-2. /RIQAQQWR WKH 6ZLWS&HKich DaagedhentWhRast Redundancy IRU WKH )DVW
Y FRQILIXUDWLN@ EXOWF R QVWDRDVWH BMW@H Y

1-3. 3 OHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3/
3(QDEOH" (QDEOHG 35ROH’ ODVWHU 3 VW 5HGXQGDQF\ 3R
SRUW’ SRUOK ZKFHOQ FNRPSOHWLQJ WKH )DVW 5LQJ Y FRQILJX

Step 2: Set up the Fast Ring v2 configuration on Switch 2, 3 & 4.
2-1. &ERQQBIFRWPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQ

22. /RLQAQWR WKH 6ZLWFK SwitEhQ/@nd@néR >JFRstR&undancy | R U
WKH )DVW 5LQJ Y FRQILBMUBWWRR Q& W RE RUMBIMDE Y

2-3. 30HDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3,
3(QDEOH’ (QDEOHG 35ROH° B60ODYH 3 VW 5{GEMGEQGQDQFR 3Y
3RUW OFRQKFHN FRPSOHWLQJ WKH )DVW 5LQJ Y FRQILJXUDW



NOTE: To avoid the occurrence of loop, please do not connect Switch 1, 2, 3 & 4 together
in the ring topology before the end of Fast Ring v2 configuration.

Step 3: Follow the configuration to connect the Switch 1, 2, 3 & 4 together to establish the
Fast Ring v2 application.



4.5.17.2 Chain Protocol

&767V &KDLQ LV DQ DGYDQFHG VRIWZDUH WHFKQRORJ\ WWD W R L
EXLOG DQ\ W\SH Rl UHGXQGDQW QHWZRUN WRSRRRHU W DOVR
PV IRU XS WR VZLWEKHV LI DW DQ\ WIORH D VHIJPHQW RI WK

‘KHQ HPSOR\LQJ D &KDLQ LQ \RXU QHWZRQMNJIHE X ZILUWAMWK HB QG H)
WKHQ VLPSO\ OLQN WKAKI/IZR WROWQRWKKUQHW QHWZRUN $00
IDOOEWR WKUHH SDUWYV

$ +HDG VZLWEFK
$ 7DLO VZLWEFK
OHPEHU VZLWFKHYV

7KH +HDG SRUW RI WKH +HDG VZLWFK XVXDOO\ DFXKWDIDY WKH
SRUW RI WKH 7DLO VZLWFK DFWV DV WKH EORFMH®ISEUWKHKHAHD
ZLOO EH LPPHGLDWHO\ DFWLYDWHG IRU WKH GDWD WUDQVIHUU

7KH &KQDHGXQGDQF\ SURWRFROURNEBEG DHVWSRBONWEZLWK D FRPSO
QHWZRUN XVHV D PXOWL ULQJ DUFKLWHFWXUH &7610KKEIOMH M
VFDODEOH WRSRORJLHV ZLWK D IDVW PHGLD UHFRYHU\ WLPH

,Q WKH IROORZLQJ VXEVHFWLRQ ZH ZLOO H[SODLQ KRR IWKXUHD
E\ WKH &KDLQ UHGXQGDQF\ SURWRFRO




Occupied/Max Entry: 9LHZ RQO\ ILHOG
Occupied: 7KLV VKRZV WKH DPRXQW RI WRWDO IDVW UHGXQGD

Max: 7KLV VKRZV WKH PD[LPXP QXPEHU DYDLODEOHRRU IDVW
QXPEHU LV

Entryy 9LHZ RQOVKILNOWKRZY WKH QXPEHU RVIXVID \LW EDREGUHREBMHIGE \

ID: 7KH JURXS ,' RUWBKQOIBIMIJURXS ,'V FDQ EH VXSSRUWHG
Description: 7KH GHVFULSWLRQ RI WKH JURXS

Protocol: ,QFOXGH 3)DVW 5LQJ Y~ DQG *&KDLQ " WZR UHGXQGDQF\ S
UHGXQGDQF\ SXO00 GR&@@oW BRI ® FE®EMV DYV WKH SURWRFRO IRU
UHGXQGDQF\ \RX FRQILJXUH

Enable: (QDEOH RU GLVDEOH WKH FKDLQ \RX FRQILJXUH

Port Number of 1st Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG ¢
DFWHG DV WKH ILUVW UHGXQ®bBaRl®&W SRUW 'HIDXOW YDOXH LV

Role of 1st Redundancy Port : , Q F Oble@dH Member DQ@él WKUHH W\SHV RI UROHYV

Port Number of 2nd Redundancy Port: 6SHFLI\ ZKLFK SRUW RI WKH ODQDJHG
DFWHG DV WKH VHFRQGDU\ UHGX@@Ed@&@W SRUW 'HIDXOW YDOXH

Role of 2nd Redundancy Port: 9LHZ RQOY QDMetWter UROH LV DOORZHG

&OIOKNWKH QHZ VHWWLQJV ZLOO EH WDNHQ HIITHFW LWKHGIDDAWH
UHGXQGDQF\ WDEOH



4.5.17.2.1 Configure a Chain Example using the Chain Protocol

)L &KDLQ ([DPSOH 'LDJUDP

7KH DERYH WRSRORJ\ RIWHQ RFFXUV XVLQJ WKH &KODQR Z3 QR W\RD

Switch ID | Redundancy Port Physical Port Port Role
67LWE VWEHGXQGDQ 3RUW Head
Q65EHGXQGDQ| 3SRUW OHPEHU
67LWE VWEHGXQGDQ 3RUW OHPEHU
QC5EHGXQGDQ| 3RUW OHPEHU
67LWE VWSHGXQGDQ 3RUW Tall
R65EHGXQGDQ 3RUW OHPEHU
7DEOH &KDLQ &RQILIJXUDWLRQ

7KH VFHQDULR LV GHVFULEHG DV EHORZ
'LVDEOH '+&3 FOLHQW DQG VHW SURSHU VWDWLF ,3 DGGUHVYV
6ZLWFK LV 6ZLWFK LV DQG 6ZLWEFK
2Q 6ZLWFK a GLVDEOH VSDQQLQJ WUHH SURWRFRO WR DYR



-XVW IROORZ WKH SURFHGXUHNMVOWLHWSV HQ VEHORZIN LR KODMIERS B R QL
XVLQJ WKH &KDLQ SURWRFRO

Step 1: Set up the Chain configuration on Switch 1.

1-1. &RQQBFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

1-2. /RLQAQWR WKH 6ZLWS8&Wich DapdgedhéntWiast Redundancy |IRU WKH FKDL
FRQILIXUDWER@GVKEHXWWRQ WR FUHDWH D FKDLQ

1-3. 3OHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3
(QDEOHG 3 VW 5HGXQGDQF\ 3RUW 3RUW 1XPEHU" 3RUW
S QGBHGXQGDQF\ 3BRUW  3RUW 1)XOKEHAKHQ BRPWOHWOQBNNVKH |
FRQILIXUDWLRQ IRU 6ZLWEFK

Step 2: Set up the Chain configuration on Switch 2.

2-1. &ERQQBIFRPSXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

2-2. IRLQAQWR WKH 6ZLWFK Swikc BariageMént FRasWRedundancy |IRU WKH
FKDLQ FRQILJXUDMEWREXVEWRENWRKAUHDWH D FKDLQ

2-3. 3SOHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3
(QDEOHWGBHGXQGDQF\ SRUW 3RUW VXBRHEGNMIO GBRAAVWBRUW  5RH
OHPEHU Q&BHGXQGDQF\ 3SRUW 3RUW 1XOKEHKHQ BRBPWOHWOQB
FKDLQ FRQILIJXUDWLRQ IRU 6ZLWFK



Step 3: Set up the Chain ¢ onfiguration on Switch 3.

3-1. &ERQQBIFRWP SXWHU WR 6ZLWFK GLUHFWO\ GR QRW FRQQHFW

3-2. /RLQ LQWR WKH 6ZLWF Bwitch QaBade@anR> Badt ReBundancy |IRU WKH
FKDLQ FRQILIGUPWMEWREKWWRQ WR FUHDWH D FKDLQ

3-3. 3SOHDVH UHIHU WR HDFK FROXPQ SDUDPHWHU EHORZ VHW 3
(QDEOHWBHGXQGDQF\ SRUW 3RUW VYXRHHEGNMIO GBRAAVWBRUW  5R

SQEBHGXQGDQF\ SRUW SRUW 1XO0KEHKHQ BRBWOHWOQBNVKH |

FRQILIXUDWLRQ IRU 6ZLWFK

NOTE: To avoid the occurrence of loop, please do not connect Switch 1, 2, & 3 together in
the chain topology before the end of Chain configuration.




Step 4: Follow the configuration to connect the Switch 1, 2, & 3 together to establish Chain
application.



4.6 PoE Management

3R( 3RZHU 2YHU (WKHUQHW LV WKH WHFKQROHRFDWKDMWD \D DG D
SRZHU VXSSOLHU 7\SLFDOO\ D 3R( VZLWFK L\QHWZROWRNHIGR D \
WUDQVPLVVLRQ DQG VXSSO\V HOHFWULFLW)\ PMRVB'WYV ®DRDHNTBHC §
SRUWV 3'V FDQ EH LQVWDOOHG ZKHUHYHU WXRIZJHULWRX USH F DK
QHHG QRW EH SUHVHQW DW SRZHUHG GHYLFHV ORF DWILDRYD JHIGL
3R( 6ZLWFK HYHQ VXSSRUWV WLPH EDVHG R KH®H SIEEHML FHOM D
GHVLUHG WR EH DXWRPDWLFDOO\ SRZHUHEX BDH G RRY\F RRIXXHX
PRUH HIILFLHQW SRZHU PDQDJHPHQW

7R VHW XS 3R( FORJENMaNagémeiR QG RP MakiiMenu DQG WKHQ WZR RSW
EH GLVSOD\HG IRU \RXU VHOHFWLRQ

1. PoE Configuraton: 6HW XS WKH SRZHU VXSSO\ PHWKRG IRU 3'V FRQ
6ZLWFK

2. PoE Alarm Configuraton : (QDEOH RU GLVDEOH WKH 3R( DODUP PH
HYHQWO/RVORJ ZKHQ WKH V\VWHP SRZHU XVDJH LV R¥SRZHVUKIH
RYHU WKH EXGJHW



4.6.1 PoE Configuration

6HOHFW W IRE R@WJw&RIQW |URP RUK Management PHQX DQG WKHQ WKH
VFUHHQ SDJH DSSHDUV

PoE: (QDEOH RU GLVDEOH 3R( IXQFWLRQ JOREDOO

Budget Mode: 7KH ODQDJHG 3R( 6ZLWFK RIITHUV WZR RSWLR QWY OLK
SRZHU VXSSO\ RYHU (WKHUQHW EXGJHW PRGH IRU 3'V LS RZHDNN

Class: 6 XSSO\ WKH SRZHU RYHU (WKHUQHW ZLWK MLKHF®DAH/UG K

Fixed: 6 XSSO\ WKH SRZHU RYHU (WKHUQHW ZLWK WXWH B RZHIW K E
EXGJHW SDUDPHWHU



Total Budget: 9LHZ RQO\ ILHOG ,W VKRZV WKH WRWDO SRZHU EXGJH
PRGHO RU ZDWWYV IRU WKH : PRGHO WAHKDWWF K IFQDJ B G R3YR(G(W

Alarm Threshold: 6HW XS WKH SRZHU XVDJH DODUP WKUHVKROG LQ S|
DOWKH GHIDXOW YDOXH LV

POE (By port): (QDEOH RU GLVDEOH 3R( IRU D SRUW LQGLYLGXDOO\ E
IXQFWLRQ VIQFKURQL]JHV ZLWK WKH 3R( 6WDWH IXQFWLRQ XQGF

Power Device Name: 6SHFLI\ D QDPH WR WKH 3' FRQQRBWHG ZLWK HDF

Priority : $VVLIJQ WKH SULRULW\ WR WKH VSHFLILHKUSWRUSNGO\ , IWWKK
VXSSOLHG E\ WKH 73 SRUW ZRXOG EH FXWHROREDVHG RQ WKH S|

Low: WQGLFDWHYVY WKH SRUW V ZLWK WKLV SULRULRN ZLOO

High: WQGLFDWHV WKH SRUW V ZLWK WKLV SULRULWRWZW®O
DVVLIQHG ZLWK WKH 3/RZ" SULRULW\ JHW SRZHU FXW RII

Critical: ,W LQGLFDWHV WKH SRUW VWK IODK W ISIRW WU\ RW RWAHAN.

NOTE: Power will be cut off upon the order of port number (Port4 4Port3 APort2 Aortl) if
ports are assigned with the same priority. For example, in case Port2 and Port4
are both the low-priority ports, power supplied by Port4 will be cut off earlier than
Port2.

Budget: 6HW XS WKH 3R( EXGJHW LQ ZDWW 9DOLG UDQOB\ ZKHQZ\W
EXGJHW PRGH LV FRQILIJXUHG DV ")L[HG  PRGHV 8QIGH G M\ B ) G &/O\
PRGHLWROXPIYILNZ RQO\ ILHOG WKDW VKRZV 3$XWR"~

Schedule Time Range: $VVLJQ 3R( VFKHGXOH D WLPH UDQJH ,W GHILQF
WLPH LQWHUYDO WKH SRUW VKRXOG IROORZ 2QH WHW RI WLPH

Schedule: 2Q RU RIlI 3R( VFKHG XOWSIKRWAWHR B® UR/U



4.6.2 PoE Alarm Configuration

PoE Alarm LV WR DFWLYDWH RU GHDFWLYDWH WKH 3R(LIYERURIIP
6103 WUDS HYHQWORJ DQG V\VORJ WKUHH PHWKRRGYV AKR Q IRV
WKH V\VWHP SRZHU XVDJH LV RYHU WKH FRQILIJXQHGRMNODUY R/
FRQILIXUHG EXGJIJHW

SNMP Trap: (QDEOH RU GLVDEOH WKH 3R( DODUP PHVVDJHW IMWR6WGQ
VSHFLILHG 6103 VHUYHU LI WKH VSHFLILHG 3R (RNWARQWHR/UWXKKR (
SRZHU RYHU EXGJHW RFFXUV

Eventlog: (QDEOH RU GLVDEOH WKH 3R( DODUP PHVVDJH Y LWDMWYYHQ
WKH VSHFLILHG 3R( HYHQWYV VXFK DV 6\VWHP SR ZWH &E REF HWWRRH

Syslog: (QDEOH RU GLVDEOH WKH 3R( DODUP PHVVDJH YHDVNQWDR
WKH VSHFLILHG ORJ VHUYHU LI WKH WYMMRLSREZ BIRJ( RHYYHHW WY U/hH
SRZHU RYHU EXGJHW RFFXUV

System power over threshold: 9LHZ RQO\WWDGGV WKDW WKH DODUP PHVYV
JHQHUDWHG ZKHQ WRWDO SRZHU XVDJH RQ WKRQYALUWBK H[FHH

Port power over budget: 9LHZ RQO\ ILHOG ,W VWDQGV WKDW WKH DODU
ZKHQ WKH SRZHU VXSSO\ RQ D SRUW HWFWHHGY LWV EXGJHW \RX



4.7 Switch Monitor

Switch Monitor DOORZV XVHUV WR PRQLWRU WKH UHDO WLPHALRFKU
8VHUV PD\ PRQLWRU WKH SRUW OLQN XS VWDWX¥W RU WUDJQ
SXUSRVHV 6HO H BwWitch\WMoOHitol R OWGRHU MaikiHMenu DQG WKHQ VHYHUDO
IROGHUV ZLOO EH GLVSOD\HG IRU \RXU VHOHFWLRQ

1. CPU & Memory Statistics: ODQXDOO\ RU DXWRPDWLFDOO\ XSGDWHK) &WL
YLHZ WKHP

2. Switch Port Sta us: 9LHZ FXUUHQW SRUW PHBWF W\SH SRUW VWDWH
3. Port Traffic Statistics: 9LHZ HDFKMBRBWY DQG E\WHVH®H PH Y BHEY/IRW LR (

4. Port Packet Error Statistics: 9LHZ HDFK SRUWTV WUDIILF FRQGLWLRQ R
IUDJPHQW -DEEHU HWF

5. Port Packet Analysis Statistics: 9LHZ HDFK SRUWYV WUDIILF DQDO\VLV R
IUDPHV RI OXOWLFDVW DQG %YURDGFDVW HWEF

6. IEEE802.1q VLAN Table: 9LHZ WKH , ((( T 9/$1 7DEOH RI WKH 0DQDJl
7. ARP Table: 9LHZ WKH OLVW RI DOO HQWULHYV RI PDSSLQJ DQ ,3 D¢

8. LACP Monitor: 9LHZ WKH /$&3 SRUW VWDWXV DQG VWDWLVWLFV



9. RSTP Monitor: 9LHZ 5673 9/$1 %ULGJH 3RUW 6WDWXV DQG 6WDWL

10.802.1X Monitor: 9LHZ SRUW VWDWXV DQG 6WDWLVWLFYV

11.IGMP/MLD Monitor: 9LHZ RQO\ ILHOG WKDW VKRZV ,*03 VWDWXYV DQC

12.SFP Information : 9LHZ WKH FXUUHQW SRUWYV 6)3 LQIRUPDWLRQ H
HWF 6)3 SRUW VWDWH VKRZV FXUUHQW '0, 'LDJQRVWLF PRC(
7, %LDV HWEF

13.DHCP Snooping : 9LHZ WKH '+&3 OHDUQLQJ WDEOH HWF

14.MAC Limiters Status: 9LHZ WKH VWDWXV Rl 0$& OLPLWLQJ FRQILJXUL

15.MAC Address Table: /LVW FXUUHQW B¥& HDARQHG/E\ WKH ODQDJHG 671

16.Layer 2 Protocol Tunneling Status: 9LHZ WKH VWDWH RI /ID\HU SURWRFR
WKHLU HQFDSVXODWLRQ DQG GHFDSVXODWLRQ FRXQWHUYV RI

17.LLDP Status: 9LHZ WKH 7/9 LQIRUPDWLRQ VHQW E\ WKH FRQQHFW|
18.Loop Detection Status: 9LHZ WKH /RRS '"HWHFWLRQ VWDWXV RI HDFK

19.Fast Redundancy Status: 9LHZ WKH FXUUHQW )DVW 5LQJ Y DQG &KDL(



4.7.1 CPU and Memory Statistics

CPU & Memory Statistcs LV WR PDQXDOO\ RU DXWRPDWLFDOO\ XSGDW|
& O LEANU & Memory Statistcs ~ DQG WKH IROORZLQJ VFUHHQ DSSHDUV

Refresh Page Interval: $XWRPDWLFDOO\ XSGDWHV VWDWLVWLFV RI &38
LQ VHFRQGY 30OHDVH QRWH WKDW WKH YDOXH \RX\DH/ ID@QGLRL®
QRW EH VDYHG LQWR WKH FRQILIXUDWLRQ ILCHOR)Q R¥K iEH GBS OH
WKH QH[W V\VWHP ERRW XS

Start Auto Update: & O LSfakt Auto Update = WR DFWLYDWH DXWR XSGDWH

Stop Auto Update: & O L$tdp Auto Update ~ WR GHDFWLYDWH DXWR XSGDWH
Update: & O lWUpdate WR UHIUHVK WKH ODWHVW VWDWLVWLFV RI &38 (

CPU Loading Threshold(1/100): 6SHFLI\ &38 ORDGLQJ WKUHVKROGQIMOLG
VHF

Load Averages *1min:. 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ (
Load Averages *5min: 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ C

Load Averages *15min: 7KH DYHUDJH DFWLYH WDVNV SHUFHQWDJH LQ



Total Memory: ,W VKRZV WKH HQWLUH PHPRU\ LQ NLORE\WHYV

Memory Use: 7KH PHPRU\ LQ NLORE\WHV WKDW LV LQ XVH

Memory Free: 7KH PHPRU\ LQ NLORE\WHV WKDW LV LGOH

Memory Buffers: 7KH PHPRU\ LQ NLORE\WHV WHPSRUDULO\ VWRUHG L
FRPSXWHU WR EH DEOH WR IRFXV RQ RWKHU PDBEMWHWUY DVWR-SELS R
FRQVWDQWO\ IRFXV RQ WKH GDWD XQWLO WKH GHYLFH LV GRQ}
Memory Cached: 7KH PHPRU\ LQ NLORE\WHV VWRUHG LQ D FDFKH DUF

DFFHVVHG IDVWHU LQ WKH IXWXUH 7KH GDWD FDQ EH UHRR LM
VRXUFH RULJLQ



4.7.2 Switch Port Stat us

,Q RUGHU WR YLHZ WKH UHDO WLPH SRUW \SwiohAPXrY Statl ug/ KBHREPD C
W kswitch Monitor  PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DS

Port Number: 7KH QXPEHU RI WKH SRUW
Media Type: 7KH PHGLD W\SH RI WKRWBRUW HLWKHU

Port State: 7KLV VKRZV HDFK SRUWYTV VWDW B @RE R K QRID/Q NEWHIRGE (
YRUZDUGLQJ

Disabled: $ SRUW LQ WKLV VWDWH GRHV QRW SDUWLFLSDWH
6SDQQLQJ 7UHH $OJRULWKP DQG 3URWRFRO LI DQ\

Blocking: $ 3RUW LQ WKLV VWDWH GRHV QRW SDUWLFLSDWH
GXSOLFDWLRQ DULVLQJ IURP PXOWLSOH SDWKV H[LVWLQJ L

Learning $ SRUW LQ WKLV VWDWH SUHSDUHV WR SDUWLFL
WHPSRUDULO\ GLVDEOHG LQ RUGHU WR SUHYHQW WIHPIRA
/$1 GXULQJ WKH OLIHWLPH RI WKLV VWDW I JH\G W¥IH FOIXFOWLIY
/IHDUQLQJ LV HQDEOHG WR DOORZ LQIRUPDWUWRQDW R QE R UX
UHGXFH WKH QXPEHU RI IUDPHV WKDW DUH XQQHFHVVDULO



Forwardng $ SRUW LQ WKLV VWDWH SDUWLFLSDWHYV LQ IUDPH
ZKHQ SRUW VWDWH LV IRUZDUGLQJ

Link State 7KH FXUUHQW OLQN VWDWXV RI WKH SRUW HLWKHU XS
Speed (Mbps): 7KH FXUUHQW RSHUDWEZRQFKSFHHG RH GRUW D

Duplex: 7KH FXUUHQW RSHUDWLRQ 'XSOH[ PRGH RI WKH SRUW HL\
Flow Contro: 7KH FXUUHQW VWDWH RI JORZ &RQWURO HLWKHU RQ F

Description: 'LVSOD\ WKH SRUW GHVFULSWLRQ \RX VHW XS LQ 3RUW



4.7.3 Port Traffic Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH SRUW WUD I HMuUNM W&t LVW
Statistics |URP SWHKcH Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

Selectt & KRRVH WKH ZD\ RI UHSUHVHQWLQJ 3RUW 7UDIIQXx 6\W\WDNWH
S5DWH” RU 3(YHQW™ RSWLRQ FDQ EH FKRVHQ

Bytes Received 7RWDO E\WHV UHFHLYHG IURP HDFK SRUW

Frames Received: 7RWDO IUDPHV UHFHLYHG IURP HDFK SRUW

Received Utilizaton: 7KH UDWLR RI HDFK SRUW UHFHLYLQJ WUDIILF DQ
Bytes Sent: 7TKAWRWDO E\WHV VHQW IURP FXUUHQW SRUW

Frames Sent: 7/KH WRWDO IUDPHV VHQW IURP FXUUHQW SRUW

Sent Utilization:. 7KH UDWHBR RHQW WUDIILF WR WKH WRWDO EDQGZLG
Total Bytes: 7TRWDO E\WHV RI UHFHLYLQJ DQG VHQGLQJ IURP FXUUH:
Total Utilization: 7KH UDWLR RI UHDO UHFHLYHG DQG VHQW WBRUWR V

Clear Al: $00 SRUW V FRX@WHOUHBEDQE BAHW EDEN\WRH JHWRRSWLRQ L
|URJRlect SXOO GRZQ PHQX



4.7.4 Port Packet Error Statistics

Port Packet Error Statistics PRGH FRXQWHUV DOORZ XVHUV WR YLHZ WE
6ZLWFK 7KH HYHQW PRGH FRXQWHUV DUH FODOFRXQOWHIG XZLYQ R
FOHDUHG PoétH@dWdt \Brror Statistics I[URP WiKi¢h Monitor PHQX DQG WKHC(
IROORZLQJ VFUHHQ SDJH DSSHDUYV

Selectt & KRRWKH zD\ RI UHSUHVHQWLQJ WKH 3RUW 3DFNHWHQXRL
(LWKHU 35DWH” RU 3(YHQW™ RSWLRQ FDQ EH FKRVHQ

RX CRC/Align Error: &5& $0LJQ (UURU IUDPHV UHFHLYHG
RX Undersize Frames: 8QGHUVL]H IUDPHV UHFHLYHG

RX Fragments Frames: )UDJPHQWYV IUDPHV UHFHLYHG

RX Jabber Frames: -DEEHU IUDPHV UHFHLYHG

RX Oversize Frames: 2YHUVL]H IUDPHV UHFHLYHG

RX Dropped Frames: 'URS IUDPHV UHFHLYHG

TX Collision: (DFK SRUWY{V &ROOLVLRQ IUDPHYV

TX Dropped Frames: '"URS IUDPHV VHQW

Total Errors : 7TRWDO HUURU IUDPHV UHFHLYHG

ClearAll. 7KLV ZLOO FOHDU DOO SRUW V FRXQWHU(YBQXH W B QGRK}
FKRVHQSEBR RS XOO GRZQ PHQX



4.7.5 Port Packet Analysis Statistics

Port Packet Analysis Statistics PRGH FRXQWHUYV DOORZ XVHUV WR YLHZ
WKH ODQDJHG 6ZLWFK 7TKH HYHQW PRGH FRX@QDMWHAW W DRJHH WR D
ZDV UHVHW RU F @érPddieéd Analiys3 Btatistics |UR P SWKCH Monitor PHQRQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Selectt & KRRVH WKH ZD\ Rl UHSUHVHQWLQJ 3RUW 3D¥0EVE RO PN
(LWKHU 35DWH” RU 3(YHQW ~ RSWLRQ FDQ EH FKRVHQ

RX Frames 64 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 65-127 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 128-255 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 256-511 Bytes: E\WHV IUDPHV UHFHLYHG

RX Frames 512-1023 Bytes: E\WHV I[UDPHV UHFHLYHG

RX Frames 1024-1518 Bytes: E\WHV IUDPHV UHFHLYHG
RX Frames 1519-MAX Bytes: 2YHU E\WHV I[UDPHV UHFHLYHG

RX Multicast Frames: *RRG PXOWLFDVW IUDPHV UHFHLYHG
TX Multicast Frames : *RRG PXOWLFDVW SDFNHWYV VHQW
RX Broadcast Frames : *RRG EURDGFDVW IUDPHV UHFHLYHG

TX Broadcast Frames : *RRG EURDGFDVW SDFNHWV VHQW



Clear All: 7KLV ZLOO FOHDU DOO SRUWYV FRXQWHU YDOXHV DQG E
FKRVHQSEB®RFES XOO GRZQ PHQX

4.7.6 IEEE 802.1g VLAN Table

6 H O HEEE\802.1qg VLAN Table |U R P SWictHMonitor PHQX DQG WKHQ WKH IROOF
SDJH DSSHDUV

VLAN Name: 9LHZ R@\WKDW VKRZV WKH 9/$1 QDPH

VID: 9LHZ RIR@\WKDW VKRZV WKH 9,'



4.7.7 ARP Table

$GGUHVY 5HVROXWLRQ 3URWRFRO $53 D FRPPXQVUYDWR RXQ 0!
$GGUHVVY WKDW FDQ EH LGHQWLARA GableQ | WK SFiKMMORIION PaHHDXH F
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJHLWSGIHDWY D) Q& H QW UY |
, 3 DGGUHVYVY WR D XQLTXH 0%$& DGGUHVV

IP Address: 9LHZ RIGB@\WKDW VKRZV WKH ,3 DGGUHVV EHORQJV WR W
ODQDJHG 6ZLWFK

MAC Address: 9LHZ RI®\WKDW VKRZV WKH 0$& DGGUHVYV PDSSHG E\
FRQQHFWLQJ WR 0DQDJHG 6ZLWFK

Refresh: & O Réfldsh WR XSGDWH WKH $53 WDEOH

4.7.8 LACP Monitor

& O L F NABGPKMonitor IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV




4.7.8.1 LACP Port Status

LACP Port Status DOORZV XVHUV WR YLHZ D OLVW RI DOQAC®&BrtSR U\
Status |URP M&RHmonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SI

,Q WKLV SDJH \RX FDQ ILQG WKH IROORZLQJ LQIRUPDWLRQ DEF
Port Number: 7KH QXPEHU RI WKH SRUW

LACP Operational State : 7KH FXUUHQW RSHUDWLRQDO VWDWH RI /$&3
Key: 7KH FXUUHQW RSHUDWLRQDO NH\ IRU WKH /$&3 JURXS

AggriD: 7KH ,' Rl WKH /$&3 JURXS

'Q /$&3 PRGH OLQN DJJUHJDWLRQ FRQWURO SURWRFROQGD®.
LQIRUPDWLRQ DPRQJ /$&3 HQDEOHG GHYLFHV RUWHW K$& B RWV
/$&3'8V WR QRWLI\ WKH UHPRWH V\VWHP Rl LWV V\GG@URVA$&SH
/$&3 SULRULW\ SRUW QXPEHU DQG RSHUDWLRQDB MHP RSSHR ¥ \V
FRPSDUHV WKH UHFHLYHG LQIRUPDWLRQ ZLWKSWRKMW V. QVR UG BDWH
SRUWY WKDW FDQ RSHUDWH DV VHOHFWHG SRUWE® DIKLWHPEQR
WKH VWDWHY Rl WKH UHODWHG SRUWV ZKHQ DJBROHDBWR®DS



DVVLJQV HDFK SRUW DQ RSHUDWLRQDO NH\ EDQGGRRIQH W WK/
FRQILIXUDWLRQV ,Q DQ /$&3 DJJUHJDWLRQ JURXSBW LRIYD G RLH/
PDQXDO RU VWDWLF /$&3 DJJUHJDWLRQ WKH VHOHFWHG SRUW\
Partner ID: 7KH ,' 0$& DGGUHVV RI WKH SDUWQHU SRUW

Partner Port: 7KH FRUUHVSRQGLQJ SRUW QXPEHUV WKDW FRQQHFW



4.7.8.2 LACP Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH /$&3 VWDWLVWLHEXCR WD\
Statistics |URP Mi&RHMonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

Portt 7KH SRUW WKDW /$&3 SDFNHWV /$&3'8 DUH WUDQVPLWWHG
LACP Transmitted: 7KH FXUUHQW /$&3 SDFNHWV WUDQVPLWWHG IURP
LACP Received: 7KH FXUUHQW /$&3 SDFRAWKW BREUMLYHG IUR

llegal Received: 7KH FXUUHQW ,00HJDO SDFNHWYV UHFHLYHG IURP W]
Unknown Received: 7KH FXUUHQW XQNQRZQ SDFNHWV UHFHLYHG IURP
Clear EXW WCheg Qonters ILH&OGHDU WKH VWDWLVWLFV RI WKH FRUUH

Clear All: &OHDU WKH VWDWLVWLFV RI DOO SRUWYV



4.7.9 RSTP Monitor

& O L F RSWAMbnitor IROGHU DQG WKHQ WKUHH RSWLRQV ZLWKLQ WKI

4.7.9.1 RSTP Bridge Overview

RSTP Bridge Overview DOORZV XVHUV WR YLHZ D OLVW Rl 5673 EULHI

WRSRORJ\ VWDW X6 HDORFW BRIge Overview |IURP REKPMMonitor PHQX DQG
WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

,Q WKLV ZHESDJH \RX FDQ ILQG WKH IROORBRZ4HQJ LQIRUPDWLRQ

Update: 8SGDWH WKH FXUUHQW VWDWXYV

BridgeID: 5673 %ULGJH ,'" RI WKH ODQDJHG 6ZLWFK

Max Age: OD[ $JH VHWWLQJ RI WKH ODQDJHG 6ZLWEFK

Hello Time: +HOOR 7LPH VHWWLQJ RI WKH ODQDJHG 6ZLWFK

Forward Delay: 7KH ODQDJHG 6ZLWFKYV VHWWLQJ RI )RUZDUG '"HOD\

Topology: 7KH VWDWH RI WKH WRSRORJ\



RootID: 'LVSOD\ WKLV ODQDJHG 6ZLWFKYfV 5RRW '

Rootport: 'LVSOD\ WKLV ODQDJHG 6ZLWFKTV 5RRW 3RUW 1XPEHU

4.7.9.2 RSTP Port Status

RSTP Port Status DOORZV XVHUV WR YLHZ D OLVW RI DOMSIBPBItSRU
Status |URP REKMMonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SEC

,Q WKLV ZHESDJH \RX FDQ ILQG WKH IROORXLQJ LQIRUPDWLRQ
Port Number: 7KH QXPEHU RI WKH SRUW
PathCost: 7KH 3IDWK &RVW RI WKH SRUW

Edge Port: 3<HV”™ LV GLVSOD\HG LI WKH SRUW LV WKNWOGY BR W/ ¢
QRW UHFHLYH %3'8



P2pPort: 3<HV® LV GLVSOD\HG LI WKH SRUW OLQN LV FRQQHFWHG "
Protocol: 'LVSOD\ 5673 RU 673
Role: 'LVSOD\ WKH 5ROH RI WKH SRUW QRQ 673 IRUZDUGLQJ RU

Port State: 'LVSOD\ WKH VWDWH RI WKH SRUW QRQ 673 IRUZDUGLC

4.7.9.3 RSTP Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH 5673 VWDWLVMAHHRSTW WD
Statistics |URP RBKMHMonitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

Port Number: 7KH QXPEHU RI WKH SRUW
RSTP Transmitted: 7KH WRWDO WUDQVPLWWHG 5673 SDFNHWYV IURP F)

STP Transmitted: 7KH WRWDO WUDQVPLWWHG 673 SDFNHWYV IURP FXU



TCN Transmitted: 7KH WRWDO WUDQVPLWWHG 7&1 7RSRORJ\ &KDQJH
SRUW

RSTP Received: 7KH WRWDO UHFHLYHG 5673 SDFNHWYV IURP FXUUHQV
STP Received: 7KH WRWDO UHFHLYHG 673 SDFNHWV IURP FXUUHQW ¢
TCN Received: 7KH WRWDO UHFHLYHG 7&1 SDFNHWV IURP FXUUHQW
llegal Received: 7KH WRWDO UHFHLYHG LOOHJDO SDFNHWV IURP FXU

Unknown Received: 7KH WRWDO UHFHLYHG XQNQRZQ SDFNHWYV IURP F



4.7.10 802.1X Monitor

& O L FMOMK MNonitor IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKLV

4.7.10.1 802.1X Port Status

802.1X Port Status DOORZV XVHUV WR YLHZ D OLVW RI DO®02.1X Pos R UW
Status IURP ®DRI Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHH
ZHESDJH \RX FDQ ILQG WKH IROORZLQJ LQIRUPDWLRQ DERXW
Portt 7KH QXPEHU Rl WKH SRUW

Port State: 'LVSOD\ WKH QXPEHU RI WKH SRUW [ OLQN VWDWH /L

Last Source: 'LVSOD\ WKH 0$& DGGUHVV RI WKH SRUWfV ODVW 6RXU

LastID: 'LVSOD\ WKH XVHUQDPH RI WKH SRUWfVY ODVW ORJLQ



4.7.10.2 802.1X Statistics

,Q RUGHU WR YLHZ WKH UHDO WLPH ; SRUVE 2ALW B W LS HW W
Statistics |URP 8UXI Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ




4.7.11 IGMP/MLD Monitor

& O L F NGMPAMALD Monitor ITREA DQG WKHQ IRXU RSWLRQV ZLWKLQ WKLV

4.7.11.1 IGMP Snooping Status

IGMP Snooping Status DOORZV XVHUV WR YLHZ D OLVW RI ,*03 TXHULH
DV 9/$1 ,' 4XHULHU DQG 4XHULHV 7UDQ YV PKDAGNR SnéodifrgHStalud G S D
lURP I&NBAMLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJ

Update: & O lWpddte WR XSGDWH WKH ,*03 VQRRSLQJ VWDWXYV

VLANID: 9," RI WKH VSHFLILF 9/%$1

7KH ,*03 TXHULHU SHULRGLFDOO\ VHQGYV ,*03 JH@HUNO TXHULH
WKH ORFDO VXEQHW WR ILQG RXW ZKHWKHU DFWLYHW XOWLFDYV



8SRQ UHFHLYLQJ DQ ,*03 JHQHUDO TXHU\ WKH ODQOOH®R &AWV |
9/$1 H[FHSW WKH UHFHLYLQJ SRUW

Querier: 7KH VWDWH Rl ,*03 TXHULHU LQ WKH 9/%$1

Queries Transmitted: 7KH WRWDO ,*03 JHQHUDO TXHULHV WUDQVPLWW|
Queries Received: 7KH WRWDO UHFHLYHG ,*03 JHQHUDO TXHULHV IURI
vl Reports: ,*03 9HUVLRQ UHSRUWYV

v2 Reports: ,*03 9HUVLRQ UHSRUWYV

v3 Reports: ,*03 9HUVLRQ UHSRUWYV

v2 Leaves: ,*03 9HUVLRQ OHDYHV

4.7.11.2 IGMP Group Table

,Q RUGHU WR YLHZ WKH UHDO WLPH ,*03 PXOWLRMWAK J\ERI& 8 FW
Group Table TURP NYNMBAMLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFU

Update: & O Upddte WR XSGDWH WKH ,*03 JURXS WDEOH
VLANID: 9," RI WKH VSHFLILF 9/%1
Group: 7KH PXOWLFDVW ,3 DGGUHVV RI ,*03 TXHULHU

Port: 7KH SRUW V JURXSHG LQ WKH VSHFLILF PXOWLFDVW JURXS



4.7.11.3 MLD Snooping Status

MLD Snooping Status DOORZV XVHUV WR YLHZ D OLVW RI 0/' TXHUVHVY
9/$1 ,' 4XHULHU DQG 4XHULHV 7UDQVPLWWEXGSHbpmY StétksG ISJORAPN H

W KGMP/MLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH C

Update: & O Wpddte WR XSGDWH WKH 0/' VQRRSLQJ VWDWXV

VLANID: 9," RI WKH VSHFLILF 9/%$1
Querierr 7KH VWDWH Rl 0/" TXHULHU LQ WKH 9/%$1

Queries Transmitted: 7KH WRWDO DPRXQW RI 0/" JHQHUDO TXHUQHV W
KRVWYV

Queries Received: 7KH WRWDO DPRZEQWJIRIQUKNBHLYKHULHY IURP 0/' TX
vl Reports: 7KH WRWDO DPRXQW RI UHFHLYHG 0/"' 9HUVLRQ UHSRU
v2 Reports: 7KH WRWDO DPRXQW RI UHFHLYHG 0/"' 9HUVLRQ UHSRU

Done: 7TKH WRWDO DPRXQW RI UHFHLYHG 0/' 9HUVLRQ GRQH SDFI

4.7.11.4 MLD Group Table

,Q RUGHU WR YLHZ WKH UHDO WLPH 0/'" PXOW L FALWWAF KI UREDOS HFW
Group Table TURP NYNMBAMLD Monitor PHQX DQG WKHQ WKH IROORZLQJ VFU




Update: & OUpddte WR XSGDWH WKH 0/' JURXS WDEOH
VLANID: 9," RI WKH VSHFLILF 9/%1
Group: 7KH PXOWLFDVW ,3 DGGUHVV RI 0/" TXHULHU

Port: 7KH SRUW V JURXSHG LQ WKH VSHFLILF PXOWLFDVW JURXS



4.7.12 SFP Information

& O L FH$F® Ikformation IROGHU DQG WKHQ WZR RSWLRQV ZLWKLQ WKL

4.7.12.1 SFP Port Info

SFP Port Inffo GLVSOD\V HDFK SRUWfV VOLGH LQ 6)3 7UDQVFHLYF
WUDQVPMMKRHRQAVWDQFH RIYWQGRVPIDPAH RYOHQGRU 31 YHORPRU €
Port Info | URW ISP Informaton PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

Port: 7KH QXPEHU RI WKH SRUW
Speed: 'DWD UDWH RI WKH VOLGH LQ 6)3 7TUDQVFHLYHU

Distance: 7UDQVPLGENVYROQQFH RI WKH VOLGH LQ 6)3 7TUDQVFHLYHU

Vendor Name: 9HQGRU QDPH RI WKH VOLGH LQ 6)3 7TUDQVFHLYHU



Vendor PN: 9HQGRU 31 RI WKH VOLGH LQ 6)3 7UDQVFHLYHU

Vendor SN: 9HQGRU 61 RI WKH VOLGH LQ 6)3 7UDQVFHLYHU

4.7.12.2 SFP Port State

SFP Port State GLVSOD\V HDFK SRUWfV VOLGH LQ 6)3 7UDQVFHLY
GHWHFWHG WHPSHUDWXUH YROS¥FP Pbit State % ILDR/P W Mforn@atiod H F W
PHOQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUYV

Port: 7KH QXPEHU RI WKH 6)3 PRGXOH VOLGH LQ SRUW

Temperature (C): 7KH RSHUDWLRQ WHPSHUDWXUH RI VOLGH LQ 6)3 PR
Voltage (V): 7KH RSHUDWLRQ YROWDJH RI VOLGH LQ 6)3 PRGXOH FXL
TX Bias (mA): 7KH RSHUDWLRQ FXUUHQW RI VOLGH LQ 6)3 PRGXOH F.
TX Power (dbm): 7KH RSWLFDO WUDQVPLVVLRQ SRZHU RI VOLGH LQ 6]

RX Power (dbm): 7KH RSWLFDO UHFHLYLQJ SRZHU RI VOLGH LQ 6)3 PF




4.7.13 DCHP Snooping

DHCP Snooping GLVSOD\V WKH ODQDJHG 6ZLWFKY{V '+RBCB QReéepadg. QJ V
RSWLRQVKWRd Monitor PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SI

Update: & O IUpddte WRSGDWH WKH '+&3 VQRRSLQJ WDEOH

CliPortt 9LHZ RQO\ ILHOG WKDW VKRZV ZKHUH WKH '+&3 FOLHQW E
SrvPortt 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW ZKHUH WKH ,3 L
VID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 9/$1 ,' Rl WKH FOLHQW S
CliiPAddr: 9LHZ RQO\ ILHOG WKDW VKRZV FOLHQW ,3 DGGUHVYV
CliMAC Addr: 9LHZ RQO\ ILHOG WKDW VKRZV FOLHQW 0$& DGGUHVYV
SrvIPAddr: 9LHZ RQO\) ILHOG WKDW VKRZV '+&3 VHUYHU ,3 DGGUHV)\

TimeLeft: 9LHZ RQO\ ILHOG WKDW VKRZV '+&3 FOLHQW OHDVH WLPH



4.7.14 MAC Limiters Status

MAC Limiters Status GLVSOD\V WKH YDOLG RIH&D FIKP IS\R UBNIABNNDME W
Status RSWLRQ BwikeRMotdd PHQX DQG WKHQ WKH IROORZLQJ VFUHI

Update: & OUpddte WR XSGDWH WKH 0$& /LPLWHUV VWDWXV
Port: 7KH QXPEHU RI HDFK SRUW
Limit: 7KH 0$& DGGUHVV WKUHVKROG FRQILIJXUHG

Current: 7KH FXUUHQW QXPEHU RI 0$& DGGUHVVHV WKDW KDYH EH|



4.7.15 MAC Address Table

MAC Address Table GLVSOD\V 0$&8HVGKHNHYNG ZKHQ 0$& $G GUHMVE CHX
6 H O MAQVAddress Table RSWLRQ |8Wdh Moritetr PHQX DQG WKHQ WKH IRO
SDJH DSSHDUV

7KH WDEOH DERYH VKRZV WKH 0$& DGGUHVVHV OHDDIQMEKIURP

&OlSeNch WR XSGDWH WKH 0$& $G G UHAMNStatdMATH/LBN Rort Qist FMLY @ J

FRQGLWLRQVWPRIQWGH VRHDW QHG 0$& DGG UeV MAOWIBE\ R'\SH/DOLIHRFQV LQR F
Sorthy SXOO GRZQ PHQX

&OLGidr ORFDWHG LQAW KR QRZWRRQ WR FOHDU DOO 0$& DGGUH

WDEOH ZlkaF OIRFHNDWHG L QP Kist FROBLWLRQ WR FOHDKMVVRKIHWOKI
VSHFLILHG SRUW V

& O lAddNto Static WR WUDRQQIHRLF 0$& DG OQYVAWWDMWLGWR & DGGUHVYV

7R YLHZ WKH WKH 0%$& DGGUHYVRNXVPWK E¢iHPrevieu®© HBXU Q th& W R
PRYH WR WKH ILUVW SUHYLRXV QH[W ODVW SDKH BRDOME&OEW HUWMI
JR WR WKH GHVLUHG SDJH



4.7.16 Layer 2 Protocol Tunneling Status

Layer 2 Protocol Tunneling Status GLVSOmBW\WWDWH RI HDFK /D\HU SURWREF
DQG HDFK 3'81TV HQFDSVXODWLRQ DV ZHOGHDW&EHT PratdcolO D W L
Tunneling Status RSWLRQ |8véh MoKitdr PHQX DQG WKHQ WKH IROORZ
DSSHDUV

&OlUpdate WR XSGDWH WKH /D\HU 3URWRFRO 7XQQHOLQJ 6WDW X

Clear EXW WCR& AQognters ILHOGHDU WKH HQFDSVXODWLRQ DQG GHFD¢
3'8 RWKH FRUUHVSRQGLQJ SRUW

Clear All: &OHDU DOO SRUWVY HQFDSVXODWLRQ DQG GHFDSVXODW|



4.7.17 LLDP Status

6 H O HbWStatus | UR P SiitCkHMonitor PHQX DQG WKHQ WKH IROORZLQJ V

& O Wpdite WR XSGDWH WKH //'3 6WDWXV WDEOH
LocalPortt 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU RQ ZI

ChassisID: 9LHZ RQO\ ILHOG WKDW VKRZV WKH 0%$& DGGUHVV RI WK
DGGUHVV RI WKH QHLJKERULQJ GHYLFH

Remote Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW QXPEHU RI W
System Name: 9LHZ RQO\ ILHOG WKDW VKRZV WKH V\VWHP QDPH DGY
Port Description: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW GHVFULSW
System Capabilites: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FDSDELOLW\ R

Management Address (1~5) : 9LHZ RQO\ ILHOG WKDW VKRZV WKH ,3 DGGUH
GHYLFH



4.7.18 Loop Detection Status

6 H O Hoep\Detection Status | U R P SiitCkMonitor PHQX DQG WKHQ WKH IROOR:
DSSHDUV

Status: 9LHZ R@®\WKDW VKRZV WKH ORRS VWDWXV RI HDFK SRUW

Lock Cause: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FDXVH ZK\ WKH SRL



4.7.19 Fast Redundancy Status
Fast Redundancy 7DE@H VSOD\V WKH VWDWXV RI WKH FRQ DQBWHKIHGL |

UHGXQGDQF\ SHHas\RedubdaxyHEiatus |IURP SWKcH Monitor PHQX DQG WKH
IROORZLQJ VFUHHQ SDJH DSSHDUYV

& O IRefkesh WR XSGDWH WKH )DVW 5HGXQGDQF\ 6WDWXV WDEOH

Entryy 9LHZ RQOVKLNOMXKRZYV WKH QXPEAMUUHGKOEFRXDQF\ \RX FRQILJ:
Group ID: 9LHZ RQOVKILNOWXKKREAVRKS ,'" RIHNDWKUHGXQGDQF\ \RX FRQ
Description: 9LHZ RQO\ ILHO KX MEKIVWUWLISRVAMREY RI HDFK JURXS \RX FR

Enable: 9LHZ RGI®@\WKDW VKRZV WKH HQDEOHG RID\GW VDHE®XREGDWY BV
FRQILIXUHG

Protocol: 9LHZ RQO\ ILHOG WKDW VKRZV WKH UHGXQDDWEXRGMWYRF
\RX FRQILIXUHG

Role: 9LHZ RQO\ ILHOG WKDW VKRZV WKH UROH WKQWDWM&A 0ODQDJ
UHGXQGDQF\ \RX FRQILIJXUHG ZKHQ WKH 3)DVWO5YRR 27K FHQ RWKRII
3&KDLQ" SURWRFRO LV FKRVHQ

Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FRIOXFGDLAP\ VR WRKY
,Q FOMealtdy Break D B@nalFalik W\SHV Rl VWDWH (DFK VWDWH LV GH\

Healthy: ,\WQGLFDWHV WKDW WKH HRGXOFBEWDIQREY RV WK H) R\ O

Break: ,WQGLFDWHV WKDW WHGXQGDOREHFRQUQNMMVLRQ REFXUV
LWV EDFNXS OLQN LV DFWLYDWHG WR WUDQVPLW WKH GDW

Signal Fall: ,\W LQGLFDWHY WKDW WKH IDLOXUH RI IDVW UWHNGRKQ

LWVHOI DQG LWV EDFNXS OLQN LV DFWLYDWHG WR WUDQVP
1st Redundancy Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUW RQ@WWKI
ILUVW UHGXQGDQW SRUW

2nd Redundancy Port: 9LHZ RQO\ ILHOG WKDW VKRZV WKH SRUWDRQ WK
WKH VHFRQGDU\ UHGXQGDQW SRU



Role of 1st/2nd Redundancy Port: 9LHZ RQO\WHKR¥XEY WKH UROH +HDG OHI

WKWWH SRUW DFWLQJ DV WKH ILUVS\ODHMFRABOQUW KIHH&KQ GQ GW RS

W ZLOO VAKRHQ WKH )DVW 5LQJ Y SURWRFRO LV FKRVHQ

Status of 1 st/2nd Redundancy Port : 9LHZ RGO\ WLKRZV WKH FRQQHFWLRQ V)

WKDW DFWV DV WKH ILUVW VHFR Qrmwatding HEo¢kKe6 D@WnkSdRwhW , QF

W\SHV RI SRUW VWDWH (DFK VWDWH LV GHVFULEHG DV EHORZ
Forwarding : , WQGLFDWHYVY WKDW WKH SRUW FRQQHFWLRQ RI WK|
Blocked: ,\W LQGLFDWHY WKDW WKH SRUW LV FRQQHFWHG WR I

Linkdown : ,\WQGLFDWHV WKDW QR SRUW FRQQHFWLRQ HL[VWYV



4.8 PoE Monitor

PoE Monitor DOVR DOORZV \RX WR PRQLWRU WKH UHDO WMWXH3ROG
PoE Monitor TURP MakKienu DQG WdE@tus RSWLRQ ZLOO EH GLVSOD\HG

4.8.1 PoE Status

7KH IROORZLQJ VFUHHQ SDJH DSSHDUVPaEKSth@s\ R ¥ RFFKARYEWHH WKH |
Monitor PHQ X

Total PoE Power Consumption: 9LHZ RQO\ ILHOG WDW YRR AV @WAKVHXA RIQPQ
WKH VZLWFK LQ ZzDWW DQG WKH SHUFHQWDJH

Portt 9LHZ RQO\ ILHOG WKDW VKRZV WKH QXPEHU RI HDFK 73 SRU
Power(W): 9LHZ RQO@O&VIKMHW VKRZV WKH SRZHU LQ ZDWON LV XVHG RQ
Voltage(V): 9LHZ RQO\ ILHOG WKDW VKRZV WKH YRDWDJH LV XVHG R
Current(mA): 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQWQ®LO0O
Class: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FODVV RI 3’

Link Status: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW RWRB FHURQM

PoE State: 9LHZ RQO\ ILHOG WKDW VKRZV WKH FXUUHQW 3R( VWDW?



4.9 System Utility

System Utility DOORZV XVHUV WR HDVLO\ RSHUDWH D QQ RDSyQ&MD L Q
Utility TURP MaKiMenu DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSt

1. Ping: 3LQJ FDQ KHOS \RX WHVW WKH QHWZRUN FRRQQWFWLDQ®&
KRVW <RX FDQ DOVR VSHFLI\ FRXQW V WLPHRXW DQG VL]H R

2. EventLog: (YHQW ORJ FDQ NHHAVONHAFRWRRIHYHQWYV VXEFK DV
FROG VWDUW OLQN XS GRZQ XVHU ORJLQ ORJMRXW &BWFYHUN
LV $ ZLWK %RRW 520 YHUVLRQ $ RU ODWHI2ZONHVINRAQ,L VR
WKDQ WKH RQH PHQWLRQHG DERYH DOO HYHQW® RUOWHER R W

3. HTTP/FTP/TFTP Upgrade: 7KLWOORZV XVHUV WR XSGDWH WKH ODWEF
FRQILIXUDWLRQ RU UHVWRUH SUHYLRXV FRQILIXUDWLRQ WR

4. Load Factory Settings : /RDG )DFWRU\ 6HWWLQJ ZLOO VHW WKH FRQIL
EDFN WR WKH IDFWRU\ GHIDXOW VHWWLQJV HWWHWHYZ W  GNHHNI

GHIDXOW DV ZHOO

5. Load Factory Settings Except Network Configuration: 6HOHFWLQJ WKLV IXQF)
UHVWRUH WKH FRQILIXUDWLRQ RI WKH 0DQDJHGHMWWWEKVW RRI
WKLV ZLOO QRW UHVHW WKH ,3 DQG *DWHZD\ DGGUHVVHV WR

6. Auto-Backup Configuration. 3HULRGLFDOO\ HIHFXWH WKH DXWRPDWLF
FRQILJXUDWLRQ ILOHVY EDVHG RQ WKH JLYHQ WLPH \RX VHW X



4.9.1 Ping

Png FDQ KHOS \RX WHVW WKH QHWZRUN FRQQHFWDRYGWW K VKE
6 H O FiflgM U R P Syster Utility PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ

(QWHU WKH ,3Y ,3Y DGGUHVV RI WKH KRV DRX ZR$6 6 LO\L NRXW

DQG VL]H RI WKH 3L QStai DW R HMAWAD U/D IWFNH StapQ W BSRORWHKY. V' BIUQ J
SURFHVYV

4.9.2 Event Log

Eventlog NHHSV D UHFRUG RI VZLWFK UHODWHG LQIRUARMNWDRSQ DL

VR RQ TQpaNKIHKHO QL VEWKH DEEUHYLDWLRQLKI W,KQH RODUBPEDUMHLYR @ W L R C
DQ& LV WKH DEEUHYLDWLRQ RI 3(UURU

6HOBWWLog |URP Syiam Utility PHQX DQG WKHQ WKH IROORZLQJ VFL
HYHQW ORJV ZLOO EH FOHDUHG ZKHQ V\VWHP UHVHW RFFXUYV




& O ICHedr Al WR FOHDU WKH UHFRUG RI DOO HYHQW ORJV



4.9.3 HTTP Upgrade

8VHUV PD\ VDYH RU UHVWRUH WKHLU FRQILJXUDHNTW QpHrQl& XS
I[URP SyHdrh Utility PHQX DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH [

7KH UHODWHG SDUDPRHIWKH GERYAUXIMWMMWERQ XSGDWH LV DV IRO¢

Config Type:

7KHUH DUH WKUHH W\SHV RI WKH FRQILJXUDWLURDQIE G5B/ DIXD (
FRQILJ

Running-config: % DFN XS WKH GDWD \RXJfUH SURFHVVLQJ
Default-confi g0 % DFN XS WKH GDWD VDPH DV IDFWRU\ VHW

Start-up-config: % DFN XS WKH GDWD VDPH DV ODVW VDYHG

Device Configuration to Local File: &OB&ckup WR EHJLQ GRZQORDG WKH FR
\RXU 3&

Restore: & O Ckdd¥se Fle WR VHOHFW WKH GHVLJQDRe¢s$idee GDWD DQG \
7KH UHODWHG SDUDPHWHU GHVFULSWLRQ RI WKH ILUPZDUH XS
Upgrade Image Option : 3XOO GRZQ WKH OLVW WR FKRRVH WKH LPDJF

Select File: & O ICRdbse Fle WR VHOHFW WKH GHVLWHIGJILOH DQG WKH



4.9.4 FTP/TFTP Upgrade

7KH ODQDJHG 6ZLWFK KDV ERWK EXLOW LQ 7)Y"\8D¥QCGR Y7 HFOWR
FRQILIXUDWLRQ DQG XS GHYHPRWKHLUggldde) R @ R B BYyHdrh Utillity PHQX
DQG WKHQ WKH IROORZLQJ VFUHHQ SDJH DSSHDUV

Protoco. 6HOHFW WKH SUHIHUUHG SURWRFRO HLWKHU )73 RU 7)7:2
File Type: 6HOHFW WKH W\SH RI ILOH WR SURFHVV HLWKHU )LUPZD

Config Type : &KRRVH WKH W\SH Rl WKH FRQILIXUDWLRQ PR®H WKDW
35XQQLQJ PRHIDLYOW FRQILISFRWQFBWDUW

Server IPv4/IPv6 Address: (QWHU WKH VSHFLILF ,3Y ,3Y DGGUHVV RI WK
User Name: (QWHU WKH VSHFLILF XVHUQDPH WR DFFHVV WKH )73 IL
Password: (QWHU WKH VSHFLILF SDVVZRUG WR DFFHVV WKH )73 ILC
File Location:. (QWHU WKH VIHFEIOH GDAVHK ZLWKLQ WKH )73 7)73 ILOH
& O LWpNate WR VWDUW WKH GRZXQ@RPKLSHWREAGWV |UBPNVWHEBE@VYHW
SURJUH\EHZLVEGOGXULQJ ILOH WUDQVIHU 2QFH FRPSOHWHGOD ¢
SRXS WR UHPLQG WKH XVHU

&OWPNWR VWDUW WKH XSORDG SURFHVV D® % UDQNEVYAWWWL QUOFHU
EHGLVS@WGBWXULQJ ILOH WUDQVIHU 2QFH FRPSOHWHG ®RSURF HW
UHPLQG XVHUV



4.9.5 Load Factory Settings

Load Factory Settng ZLOO VHW DOO WKH FRQILIJIXUDWLRQV RI WHKH O
GHIDXOW VHWWLQJV LQFOXGLQJ WHkad Fatoby(@ettingd W.WVZ B V DI G U Al
QHWZRUN DGPLQLVWUDWRUY ZRXOG OLNH WR UH FRQ@LWRUPRDW
DOO FKDQJHV HIIHFWLYH DIWHU /RDG )DFWRU\ 6HWWLQJ

6 H O HdadlVFactory Setting ITURP 8y#di Utllity PHQX DQG WKHQ WKH IROORZ
DSSHDUV

&OIOKNWR VWDUW ORDGLQJ IDFWRU\ VHWWLQJV

4.9.6 Load Factory Settings Except Network Configuration

Load Factory Settings Except Network Configuration ZLOO VHW DOO WKH FRQI
ODQDJHG 6ZLWFK EDFN WR WKH IDFWRU\ GHIWXHEW\ \CHINGW IHY INH V-
UHVWRUH WR WKH, WO/F WHRW\ >GVHDXI@D WKHQ QHWZRUN DGPLQLVWUI

VI\VWHP 35(027(/<” EHFDXVH FRQYHQWLRQDO )DFWRWWALIQVRWE I
GHIDXOW DQG ORVH DOO QHWZRUN FRQQHFWLRQV

6 H O Hoad\Factory Setting Except Network Configuration |URP Siskert Utility PHQX WK
IROORZLQJ VFUHHQ SDJH VKRZV XS

&OIOKNRVWDUW ORDGLQJ IDFWRU\ VHWWLQJVY H[FHSW QHWZRUN



4.9.7 Auto-Backup Configuration

,Q (36 /3 WKH |IRUH PHIQORWp&&dlel GO GFGP/TFTP Upgrade I XQFWLRQV
RITHUHG IRU WKH XVHUV WR GR WKH PDQXRPODRRNXS$BWWHE D\
F KR RV HAuW-Kagkup configuration IXQFWLRQLWR FONKSVR XWRPDWLFDOO\ L
W LV XVHIXO WR SUHYHQW WKH ORVV RI XNMNHUJHW LW &R GHb DKM
KHOS GR WKH ILOH FRPSDULVRQ LI DQ\ HGUHIRUFRINFXUA3 BOHDWIH
HQDEOHG DV ZHOO LQ RUGHU WR REWDLQ WKH FRUUHFW ORFDC

7R LQLWLDWH WKLV I|IXAQuABadRUp Centigdratiernd  VIHRUGRHP FBygkem Utility P HQ X
WKH IROORZLQJ VFUHHQ SDJH VKRZV XS

Auto Backup: (QDEOH 'LVDEOH WKH DXWR EDFN&SRIXQFWMLRWYLIRY W&
GHYLFH

Backup Time: 6 HWSNVKH WLPH ZKHQ WKH EDFNXS RI WKH VWDUW XS F
GDVYRU WKH V\VWHP

Protocol: (LWKRAHM RU 7)73 VHUYHU FDQ EH VHOHFWHG WR EDBNXS W
File Type: 'LVSOD\ WKH W\SH RI ILOHV WKDW ZLOO EH EDFNHG XS
Server IPv4/IPv6 Address: 6 HW XS WKH ,3Y ,3Y DGGUHVV RI )73 7)73 VHL

User Name and Password: ,QSXW WKH UHTXLUHG XVHUQDPH DV ZHOO DV
)73 LV FKRVHQ LQ WKH 3URWRFRO ILHOG



File Directory: $VVLKPEWFN XS SDWK ZKHUH WKH VWDUW XS FRQILJXU
)73 RU 7)73 VHUYHU

File Name: 7TKHLOHQDPH DVVLIJQHG WR WKH DXWR EDFNXRIFRQIHQXD!
JHQHUDWHG DXWRPDWLFDOO\ LV DV IROORZYV

ip address_Device Name_Date.txt

IRU H[DPSOH (36 B :
/3B W[ W

Backup State: 'LVSOD\ WKH VWDWXV RI WKH DXWR EDFNXS \RX H[HFX



4.10 Save Configuration

,Q RUGHU WR VDYH WKH FRQILIXUDWLRQ SHUPDQUHDAWLRQ XLUH\
UHVHWWLQJ WKH 0DQD $&ave Cofigwtakidd 6B RMHAMYWKH WKH ODLQ OHQX
IROORZLQJ VFUHHQ SDJH DSSHDUYV

&OIOKNWR VDYH WKH FRQILIXUDWLRQ $O0OWHS8aD WXLIYFHND EXWW RQ C
RQAWK WRISIKW VLGH RI WKH ZHESDJH ZKLFK KDV WKIDWDRRB IXQF

4.11 Reset System

7R UHERRW WKH V\VW HRBset Sgsté VIIU R/ MHAEWODLQ OHQX DQG WKHFH
VFUHHQ SDJH DUSSHDWKH SXOO G REW CPrifigdiéd Boot Image \RX FDQ
FKRRVH WKH GHVLUHG LPDJH IRU WKH QH[W V\VWHP UHERRW LI

& O ISEt\NNext bootup Image WFKDQJH WKH LPDJH LQWR WKH QHZ ERRW X
& O IReibbot WUHVWDUW WKH ODQDJHG 6ZLWFK



APPENDIX A: Free RADIUS readme

7KH DGYDQFHG 5%',86 6H WRAPDIUS AuthantkeBiohRULY GHVFULEHG DV EHO

'KHQ IUHH 5%',86 FOLHQW LV HQDEOHG RQ WKH GHYLFH

2Q WKH VHUYHU VLGH LW d@tibhbG¥ampR S XK\ GAHKLL WV KLHDaddbU H F WA
DQG PRGLI\ WKHVH uskr U Hligntslconfl V. D Qdictionary ZKLFK DUH RC
GLVF VKLSSHG ZLWK WKLV SURGXFW

3OHDVH XVH DQ\ WH[W HGLWLQJ VRIWZDUH H J 1RWIH@ED &R WR

,Q WK His¢isO H

6HW XS XVHU QDPH SDVVZRUG DQG RWKHU DWWULEXW

, Q W K Hlidritchinf

6HW WKH YDOLG UDQJH RI 5%$',86 FOLHQW ,3 DGGUHVV

,Q W K Hictibiauy
$GG WKLV IROORZLQJ OLQH

$INCLUDE dictionary.sample



APPENDIX B: Set Up DHCP Auto-Provisioning

1HWZRUNLQJ GHYLFHV VXFK DV VZLWFKHV RU JDWHZRBRYY DOLONR
\RX WR DXWRPDWLFDOO\ XSJUDGH ILUPZDUH Y9 G%HR R UH X\UD/W
'+&3 6HUYHU IRU DXWR XSJUDGH RI ILUPZDUHNB QX WFR QVKHXOD'
6ZLWFK WKDW \RX SXUFKDVHG FDQ VXSSRUW '+&XUXW R @& ROY
SURYLVLRQLQJ SURFHVV DUH GHVFULEHG EHORZ IRU \RXU UHIH

A. Setup Procedures
JROORZ WKH VWHSV EHORZ WR VHW XS $XWR 3URLYAN LIRTG QHQH
FRS\ Rl FRQILJXUDWLRQ ILOH

Step 1. Set up Environment

'+&3 $XWR SURYLVLRQLQJ HQDEOHG SURGXFWV WKREBWRRKQSXU
ZRUN DV D '+&3 FOLHQW 7R PDNH DXWR SURYLVIQRHHG® WRKGEW
,6& '+&3 VHUYHU )LOH VHUYHU 7)73 RU )73 DQIOWEKH RWZ IDWEK\
QHWZRUN WRSRDRJ\ H[DPSO

,6& '+&3 6HU
7)73 )73 6HU

7KH ODQDJHG 6ZLW 7KH ODQDJHG €

7RSRORJ\ ([DPSOH



Step 2. Set up Auto Provision Server

z Update DHCP Client

ILQX[ JHGRUD VXSSRUWYV 3\ XP" IXQFWLRQ EY&SHFDXEWQYW)LXYM
LVVXLQJ 3\XP LQVWDOO GKFOLHQW" FRPPDQG

z Install DHCP Server

, VV HR\XP LQVWDOO GKFS™ FRPPDQG WR LQVWDOO '+&3 VHUYHU



z Copy dhcpd.conf to /etc/dhcp/ directory

&RS\ GKFSG FRQI! ILOH SURYLGHG E\ WKH YHQGRU WR HWF GKF

3OHDVH QRWH WKDW HDFK YHQGRU KDWWXHEHULILRRZQJZDD\DWR GXlU
ILOH SURYLGHG E\ WKH YHQGRU

z Enable and run DHCP service

_%

&KRRVH GKFSG
(QDEOH '+&3 VHUYLFH
6WDUW UXQQLQJ '+&3 VHUYLFH

NOTE: DHCP service can also be enabled by CLI. Issue #dhcpd " command to enable DHCP
service.



Step 3. Modify dhcpd.conf file
z Open dhcpd.conf file in /etc/dhcp/ directory

'RXEOH FOLFN GKFSG FRQI SODFHG LQ HWF GKFS GLUHFWRU\ \



z Modify dhcpd.conf file

7KH IROORZLQJ PDUNHG DUHDV LQ GKFSG FRI \MKDW FDRU E HZ P
QHWZRUNLQJ HQYLURQPHQW

'"HILQH '+&3 GHIDXOW DQG PD[LPXP OHDVH WLPH LQ VHFRQGYV

'"HIDXOW OHDVH WLPH ,I D FOLHQW GRHV QRW UHTXHVW D
DVVLIQ D GHIDXOW OHDVH WLPH YDOXH

OD[LPXP OHDVH WLPH 7KLV LV WKH PD[LPXP OOO®DWK RRW

'"HILQH VXEQHW VXEQHW PDVN ,3 UDQJH EURDGFDVWWGGUF
DGGUHVV

ODS D KRVWY{V 0$& DGGUHVYV WR D IL[HG ,3 DGGUHVV

O0DS D KRVWYV 0$& DGGUHVV WR D IL[HG ,3 DGGUHVV 8VH WK
WR3 DGGUHVV ELQGLQJV



7KLV YDOXH LV FRQILIXUDEOH DQG FDQ EH GHILQHG E\ XVHU
6SHFLI\ WKH SURWRFRO XVHG 3URWRFRO )73 3URWRFRO
6SHFLI\ WKH )733mWG 6BV YV

/RIJLQ 7)73 VHUYHU DQRQ\PRXVO\ 7)73 GRHV QRW UHTXLUH D
6SHFLI\ )73 6HUYHU ORJLQ QDPH DQG SDVVZRUG

6SHFLI\ WKH SURGXFW PRGHO QDPH

6SHFLI\ WKH ILUPZDUH ILOHQDPH

6SHFLI\ WKH 0' IRU ILUPZDUH LPDJH

6SHFLI\ WKH FRQILJXUDWLRQ ILOHQDPH

6SHFLI\ WKH 0' IRU FRQILJXUDWLRQ ILOH

NOTE 1: The text beginning with a pound sign (#) will be ignored by the DHCP server. For
example, in the figure shown above, firmware-file-name HS-0600-provision_2.bin “and firmware-
md>5 (line 5 & 6 from the bottom) will be ignored. If you want DHCP server to process these two
lines, remove pound signs in the initial of each line.

NOTE 2: You can use either free software program or Linux default md5sum function to get MD5
checksum for firmware image and configuration file.



z Restart DHCP service




(YHU\ WLPH ZKHQ \RX PRGLI\ GKFSG FRQI ILOH '"+%8B YMIULOYQABB P
FRPPDQG WR GLVDEOH '+&3 VHUYLFH DQG WKHQ "H\&\3X\HH UGKLFFSHIG ~

Step 4. Backup a Configuration File

%HIRUH SUHSDULQJ D FRQILJXUDWLRQ ILOH LQ 7)JBQHIBWUYH
FRQILIXUDWLRQHYH®H,3\D@BWHWR [URPVLKEBPHQW 7KLV LV EHED
$XWR SURYLVLRQLQJ LV UXQQLQJ XQGHU '+&3 CPHRGN XSO R D GHK
QHWZRUN W\SH RWKHU WKDQ '+&3 PRGH WKKDBRY® EGRDGHFIE WR C
WR '+&3 ZKHQ SURYLVLRQLQJ DQG LW UHVXOWV LQKB' GRINYRAK
UHERRW HQGOHVYV

,Q RUGHU IRU \RXU ODQDJHG 6ZLWFK WR UHWUL®YMH 7W K A3FRHUWY
SOHDVH PDNH VXUH WKH ILOHQDPH RI \RX[WRFRQ\LWXWHDWILRH) DM
VSHFLILH@hcpdxonfQ )RU H[DPSOH LI WKH FRQILIXUDWLRQ LPD
GKFSG FRQI LV SPHWDILOH” WKH FRQILJXUDW MWRR) PRHDA BI | LIOHH (DI

Step 5. Place a copy of Firmware and Configuration File in TFTP/FT P

7KH 7)73 )73 )LOH VHUYHU VKRXOG LQFOXGH WKH IROORZLQJ LV
J)LUPZDUH LPDJH 7KLV ILOH LV SURYLGHG E\ WKH YHQGRU
&RQILIXUDWLRQ ILOH 7KLV ILOH LV JHQHUDOO\ FUHDWHG E\
8VHU DFFRXQW IRU \RXU GHYLFH )RU )73 VHUYHU RQO\



B. Auto-Provisioning Process

7KLV VZLWFKLQJ GHYLFH LV VHWWLQJ
SURFHGXUHYVY DUH DV IROORZV

7KH ,6& '+&3 VHUYHU ZLOO UHFRJQL]H WKH, 3G B & GRH ¥ Y HHH Ht
DQG LW ZLOO WHOO WKH GHYLFH KRZ WR JHW D QHZ ILUPZDU
7KH GHYLFH ZLOO FRPSDUH WKH ILUPZDUH D QG&BRRS WILRID W

WLPH ZKHQ LW FRPPXQLFDWHV ZLWK '+&3 VHUYHU
1 0' FRGH LV GLIIHUHQW WKH GHYLFH ZLO OLWKUHIWX RIU DIKRE

ZLOO QRW EH DFWLYDWHG ULJKW DIWHU
, I WKH 8UJHQF\ %LW LV VHW WKH GHYLFHIZUPODEH BHVHRNQ M

LPPHGLDWHO\
7KH GHYLFH ZLOO UHWU\ IRU WLPHV LI WK DLQW LIOV JIIHWNFWR U

'+&3 $&. SDFNHW DJDLQ

I[UHH WKURXIK\D XS RUX




APPENDIX C: VLAN Application Note

Overview

$ 9LUWXDO /RFDO $UHD 1HWZRUN 9/$1 LV D QHWZRUNRMRBR
VFKHPH LQVWHDG RI WKAVFBR\EHF ROHGDWRXWRPELQH DQ\ FROOH]I
LQWR D JURXS WKDW DSSHDUV DV D VLQJOH /$1 VR D®WRR QLR
EURDGFDVW GRPDLQV $00O EURDGFDVW PXOWLFDWW®LWHRXKG RXX
SDUWLFXODU 9/$1 ZLOO RQO\ EH IRUZDUGHG WR WKH VWDWLRQ

*HQHUDOO\ HQG QRGHV WKDW IUHTXHQWO\ FRPPKX® LWBWMHKHAL
9/$1 UHJDUGOHVV Rl ZKHUH WKH\ DUH SK\VLFDOOHRQ WEHVQRFD
HQKDQFH SHUIRUPDQFH E\ FRQVHUYLQJ EDQGEZPGW KQD Q/BUDR 9.\
GRPDLQV $QRWKHU EHQHILW RI 9/$1 LWWEZERDW WRS RD Q JK KL QUi
PRYLQJ VWDWLRQV RU FKDQJLQJ FDEOH FRQQHFW HRIQY/$ & \\DIQ/E
WKXV FRPPXQLFDWH ZLWK LWV PHPEHUV DQG VKDUH LUNMNV QUSIVF
VHWWLQJV IURP RQH 9/$1 WR DQRWKHU 9/$1 DKM DBWRRV N /F
FKDQJHV DQG DGGLWLRQV ZLWK WKH XWPRVW IOH[LELOLW\

7KH ODQDJHG 6ZLWFK VXSSRUWYV 3RUW EDVH@(9/%$1 4L R SVDHIPRGX
WDJJLQJ PHFKDQLVP WKDW HQDEOHV WKH VZLWFKEUWR @51 HU HC
ILHOG %HVLGHV WKH ODQDJHG 6ZLWFK DOVR SURWYIKGHYV 4GRX
GRXEOH WDJJLQJ 9/$1 LV DQVRUUHIHUVUWDBFWMRQ , ((( DG , W
HISDQG WKH 4 9/$1 VSDFH E\ WDJJLQJ WAKH, Q Q@QKILLV VEDJ J HC
WDJJHG® IUDPH LV FUHDWHG VR DV WR VHSDUDWH FXQVWHMWMWRZARHIN
ORUHRYHU WKH DGGLWLRQ RI GRXEOH WDJJH®WXSIDOHHE QQ FW/IBL
ZKLFK DOORZ VHUYLFH SURYLGHUV WR XVH D VLQJOH B3VWRP HE
RYHU WKH OHWUR (WKHUQHW QHWZRUN

'KLOH WKLV DSSOLFDWLRQ QRWH FDQ QRML.F®Y HWUK D ODRIH WSKRH
ODQDJHG 6ZLWFK LW GRHV SURYLGH WKH PRVW FRRRER®RNY
VLWXDWLRQV ,Q SDUWLFXODU WKLV DSSOLFDWISR® \QR\RHKS OB
LPSOHPHQW 3RUW %DVHG 9/$1 'DWD 9/$1 ODQDJHFGIOQNE19/$W D
E\WVWHS FRQILIXUDWLRQ LQVWUXFWLRQV XVLQJX&/  WKHN HHHE[ D P
DUH DOVR H[SODLQHG ([DPSOHV GHVFULEHG EHORZ LQFOXGH

I. Port-Based VLAN CLI WEB
Il. Data VLAN CLI WEB
I1l. Management VLAN CLI WEB
V. Q-in-Q CLI WEB




|. Port-Based VLAN

3RUW %DVHG 9/$1 LV XQFRPSOLFDWHG LQ LPSRUR H®GPDYLR\Y UD
ZLVK WR TXLFNO\ DQG HDVLO\ VHW XS 9/$1V S\DRE Nl M R/® DRAQH WAKKHH. |
,Q WKH QHWZRUN GLDJUDP SURYLGHG EHORZ WKH QHWFZRUW D
VHSDUDWH WUDIILF EDVHG RQ WKH IROORZLQJ GHVLJQ FRQGLW

X 6ZLWFK LV XVHG LQ WKH ODUNHWLQJ '"HSDUWP HRW AMMRWS BI&R\

RWKHU ZRUNVWDWLRQV 6ZLWFK DOVR FRQQHFWYV WR 3RUW
X &OLHQW 3&V LQ WKH ODUNHWLQJ '"HSDUWPHQW FDQ DFFHVV W
6ZLWFK LV XVHG LQ WKH 5" '"THSDUWPHQW WR SURWM RH @MW
ZRUNVWDWLRQV 6ZLWFK DOVR FRQQHFWV WR 3RUW LQ OD
&OLHQW 3&V LQ WKH 5" '"HSDUWPHQW FDQ DFFHVV WKH 6HUYH
&OLHQW 3&V LQ WKH ODUNHWLQJ DQG 5' '"HSDUWPHQW FDQ DF

x

X X

SRUW %DVHG 9/$1 1HWZRUN 'LDJUDP

%DVHG RQ GHVLIJQ FRQGLWLRQV GHVFULEHG DER)YBH S/XUPW DELLV
LQ WKH WDEOH EHORZ

VLAN Name Member ports

ODUNHWLQJ

5 1




CLI Configuration:

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R (SWH>enable

Password:
PRGH SWH# config
SWH(config)#
2. &UHDWH SRUW E DV SWH(config)# vlanport - based Marketing
3 ’ OK l
ODUNHWQ®J SWH(config)# vlan port - based RD
OK!
3. HOHFW SRUW SWH(config)# interface 1,21,23,48
FRQILJXUH SWH(config -if -1,21,23,48)#

4., $VVLIQ WKH SRUWY SWH(config -if -1,21,23,48)# vlan port - based

EDVHG 9/$1 30DUNH Yarketing

5. SHWXUQ WR *ORED| SWH(config -if -1,21,23,48)# exit
SWH(config)# interface 2,22,23,48
" RDGQHG i QV(\/3 RV||:_I F(QD (I?-I |F|_\AJ SWH(config - if -2,22,23,48)#
6. $VVLJQ WKH SRUWYSWH(config -if -2,2223,48)#  vianport -based RD
EDVHG 9551 3 OK !

7. SHWXUQ WR *ORED| SWH(config -if -2,22,23,48)# exit
SWH(config ) # show vlan port - based
:: 58 IHL 3 E)( 8 SGV g S S]&/\lj ) When you enable Port Isolation, Port Based VLAN

is automatically invalid.
PHPEHUVKLS

Port Based VLAN :

Name Port Member

Default_ VLAN 1- 48,CPU
Marketing 1,21,23,48
RD 2,22,23,48

Note: By default, all ports are member ports of the
Default_VLAN. Before removing the Deafult_VLAN from the VLAN

table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may

disconnect your management PC to the Managed Switch
immediately when you enter the command.

Web Management Configuration:

1. 6HOHFW 3&RQILIJXUH 9/$1° RSWLRQ LQ 3RUW %DVHG 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!3RUW %DVHG 9/$1



2. &0LFN 31HZ" WR DG ®BaBedyHAN3RUW
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!3RUW %DVHG 9/%$1

3. AddPort1,21,23and 48 LQ D JURXS DQG QDPH LW WR 3S0DUNHWLQJ"
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!3RUW %DVHG 9/%1



&OLFN 32.” WR DSSO\ WKH VHWWLQJV

4, &OLFN 31HZ" WR DG @aBedHAN3RUW
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!3RUW %DVHG 9/%$1




5. AddPort2,22,23and 48 LQ D JURXS DQG QDPH LW WR 35"
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJIXUDWLRQ!3RUW %DVHG 9/%$1

&OLFN 32." WR DSSO\ WKH VHWWLQJV

6. Check Port-Based VLAN settings.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJIXUDWLRQ!3RUW %DVHG 9/%$1

NOTE: By default, all ports are member ports of the Default_VLAN. Before removing the

Deafult_ VLAN from the VLAN table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may disconnect your management PC to
the Managed Switch immediately when you enter the command.

Treatments of packets:

1. Auntagged packet arrives at Port 1

8QWDJIJHG SDFNHWV UHFHLYHG RQ WKH ODQMINMQGVERIWX ZIKOW
WKLY H[DPSOH WKH ODQDJHG 6ZLWFK ZLOO ORENMHDW WRR U3R
IRUZDUG XQWDJJHG SDFNHWV WR PHPEHU SRUW DQG



2. Auntagged packet arrives at Port 2
8QWDJIJHG SDFENHWYVY UHFHLYHG RQ WKH ODQWIKQGQVGWREZIWHK ZKOUO

WKLV H[DPSOH WKH ODQDJHG 6ZLWFK ZLOO ORENHDW WERR U3IR
IRUZDUG XQWDJJHG SDFNHWV WR PHPEHU SRUW DQG

3. Atagged packet with any permissible VID arrives at Port 1
7/DJJHG SDFNHWYV UHFHLYHG RQ WKH 0DQDJHMG 6 ZH &/ F KKAHLCHO REH

HIDPSOH WKH ODQDJHG 6ZLWFK ZLOO ORRN MHWIRKBRBRWW B@G
WDJJHG SDFNHWV WR PHPEHU SRUW DQG

4. Atagged packet with any permissible VID arrives at Port 2
7DJJHG SDFNHWYV UHFHLYHG RQ WKH 0DQDJMWGE 6§ ZH &/ F KKALWLHI REH

HIDPSOH WKH ODQDJHG 6ZLWFK ZLOO ORRN MHWIRKBRBRWW B@GC
WDJJHG SDFNHWV WR PHPEHU SRUW DQG



ll. Data VLAN

,Q QHWZRUNLQJ HQYLURQPHQW 9/$1V FD Q@ N DAWWD | MICFU LROHV PR\G
QHWZRUN WUDIILF FDUULHG LQ D 9/$1 FRXOG EMUNRLFHD BGVE BV
,Q SUDFWLFH LW LV FRPPRQ WR VHSDUDWH YRALIF MV D Q @ LED\Q)YOR
HPDLOV 'DWD WUDIILF RQO\ FDUULHV XVHU JHQHJHIBNVWE BV XMH I
DQG XVXDOO\ XQWDJJHG ZKHQ UHFHLYHG RQ WKH ODQDJHG 62ZL'

,Q WKH QHWZRUN GLDJUDP SURYLGHG LW GHSEZPWWYY \BRVSD @J
D UHPRWH QHWZRUN 7KXV LW VHQGV RXWH%Q8ZD WG VB FEN-H \
&DUULHU (WKHUQHW )RU WKLV H[DPSOH ,((( H4G W\DR) J RQZ P b ¢
IURP WKH ODQDJHG 6ZLWFK WR WKH GHVWLQDWLRQ 3&

'‘DWD 9/$1 1HWZRUN 'LDJUDP

CLI Configuration:

6BWHSYV « &ERPPDQGV«

1. (QWHU *OREDO &R (SWH>enable

Password:
PRGH SWH# config

SWH(config)#

2. &UHDWH 9/%1 DQ SWH(config)# interface 1,48

3RUW DQG ¥R WOWS 1 SWH(config -if -1,48)# vlandotlq -vlantrunk -vlan
11

OK!!
SWH(config -vlan -11)# exit

3. 1DPH 9/%1 W R 'D\ SWH(config)# vlandotlg -vlan1l
SWH(config -vlan -11)# name DataVLAN

OK'!
SWH(config -vlan -11)# exit
4. 6KRZ FXUUHQWO\ H FOS 3148- 1A(config)# show vlan dotlq - vlan trunk

GRW T 9/$1 PHPEHU 2"
Configure Trunk VLAN :




CPU VLAN ID 01
Management Priority : 0

VLAN Name VLAN 1 8 41 48 CPU
Default_ VLAN 1 VVVVVVVWV « VWVVWWY V
DataVLAN 11 (VRS — Vv -

NOTE: By default, all ports are member ports of the
Default_VLAN. Before removing the Default_VLAN from the VLAN
table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may
disconnect your management PC to the Managed Switch
immediately when you enter the command.

5 6HW 3RUW W R W | SWH(config)# interface 48
SWH(config -if -48)# vlandotlq - vlan mode trunk
OK!!
SWH(config -if -48)# exit
6. &KDQJH 3RUW ¢V 4 SWH(config )# interface 1
WR 3 °~ SWH(config -if -1)# vlandotlg -vlanaccess -vlan11l
OK!
SWH(config -if -1)# exit
7. 6KRZ EXUUH Q WO\ F SWH(config)# show vlan interface
9/$1 WDJ VHWWL Q J| IEEE 802.1q Tag VLAN Interface :

Port Access  -vlan User Priority Port VLAN Mode Trunk -vlan
1 11 @ access 1,11
2 1 U access T
3 1 0 access 1
45 1 0 access 1
46 1 0 access 1
47 1 0 access v n
48 1 0 trunk 1,11

Web Management Configuration:

1. 6HOHFW I®é¥ace " RSWLRQ LQ ,((( 4 7DJ 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!, ((( FHI 7DJ 9/%$1!




2. Create a new Data VLAN 11 that includes Port 1 and Port 48 as members.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!, ((( T 7DJ 9/%1!

&OLFN 32." WR DSSO\ WKH VHWWLQJV

3. Edit a name for new Trunk VLAN 11 that includes Port 1 and 48 as member ports.
6ZLWFK ODQDJHPHQW!9/%$1 &RQILIXUDWLRQ!, ((( T 7DJ 9/%1!



&OLEN" WKH IROORZLQJ VFUHHQ VKRZV XS 7KH 9/%$1 1DPH LV R

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

4. Check Trunk VLAN 11 settings.
6ZLWFK ODQDJHPHQW!9/%$1 &RQILIXUDWLRQ!, ((( T 7DJ 9/%1!

AN




5. Change Port  § ¥Access VLAN to 11, and set Port 48 to trunk mode.
6ZLWFK ODQDJHPHQW!9/%$1 &RQILIXUDWLRQ!, ((( T 7DJ 9/%$1!

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

Treatments of Packets:

1. Auntagged packet arrives at Port 1

'KHQ DQ XQWDJJHG SDFNHW DUULYHY DW 3RUW D GRHIGVWRVVBRK
SRUW %HFDXVH SRUW LM WHWODIR DZWUR QWKSRIIDNFNHW ZLWK !
(WKHUQHW

2. Atagged packet arrives at Port 1
,Q PRVW VLWXDWLRQV GDWD 9/$1 ZLOO UHWHKIHY AFOLGIW /I 3R R BD
, ] WDJJHG SDFNHWV DUH UHFHLYHG SRVVLEO\ VHQW E\ PDOLFL



lll. Management VLAN

YRU VHFXULW\ DQG SHUIRUPDQFH UHDVRQV DR®GLNDEXDI\WNPWMR W |
'KHQ ODQDJHPHQW 9/$1 LV VHW XS RQO\ DWKRL\WWO R Q DKIRIVP\M @ W iR
PDQDJH WKH GHYLFH WKXV EURDGFDVWYV WKDWX®WKHFG®N W FGIL
WKH PDQDJHPHQW SRUW ZLOO EH PLQLPL]HG

Web Management Configuration (Access Mode):

6XSSRVHG WKDW ZH KDYH WKH GHIDXOW 0DQDJHP BRW\VOYS$ 1Z AKR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KLVHWDRSOH L
ODQDJHPHQW 9/$1 IURP WR RQ VSHFLILHG SRUWV XQGHU $F

, Management VLAN Network Diagram WKH PDQDJHPHQW 3& RQ WKH ULJKW
WKH ODQDJHG 6ZLWFK RQ WKH OHIW GLUHWVRMUILEHKE XEHDR ZI RAMORO |
ODQDJHPHQW 9/%1

—

6XSSRVH 3& LWER
WR SRUW

1

1

|

1

! ODQDJHPHQ\
ODQDJHG 62 | Q Q
1
1
1

—
8QWDJ

ODQDJHPHQW 9/$1 1HWZRUN 'LDJUDP



1. Change the Management default VLAN 1 into VLAN 15 that includes Port 45, 46, 47 and
48 under Access mode.

&OLFN 32." WR DSSOV WKH VHWWLQJV

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,
otherwise, incorrect configurations may disconnect your management PC to the Managed
Switch
immediately when you click ©OK “to apply.

Note2: After clicking 30K ’, the checked boxes will soon be emptied because this Management
VLAN is for configuration only.
To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface .







2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 45, 46 and 47
under Access mode (It § necessary to include Port 46 to prevent the disconnection.)

&OLFN 32." WR DSSO\ WKH VHWWLQJV

Note: To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface .







Web Management Configuration (Trunk Mode):

, Management VLAN Network Diagram VKRZQ EHORZ WKH PDQDJHPHQW 3&
OLNH WR PDQDJH WKH ODQDJHG 6ZLWFK RRZWKKHHOHVW SWHE R WHHU
WR VHW XS WKH ODQDJHPHQW 9/%1

ODQDJHPHQW 9/$1 1HWZRUN 'LDJUDP

6XSSRVHG WKDW WKH ODQDJHPHQW 3& D§ DUMHBREZH O\ FKRIRAHE W
DERYH ZKLOH ZH KDYH D YDULRXV RI H[LVWPH@RMWWUEDON Y & DUH W (

DQG &38 DV VKRZQ EHORZ :H FDQ FUHBWH OMZUGDQDU
7KLV SDUW LV WR GHPRQVWUDWH KRZ WR VHW/XIS |UR® 09@MBLI
SRUWV XQGHU 7UXQN PRGH

((( T 7DJ 9/$1 7DEOH



1. Change the Management VLAN 15 into VLAN 20 that includes Port 45, 46, 47
under Trunk mode.

&OLFN 32.” WR DSSO\ WKH VHWWLQJV

Notel: Make sure you have correct management VLAN and VLAN Mode configurations,
otherwise, incorrect configurations may disconnect your management PC to the Managed
Switch immediately when you click OK “to apply.

Note2: After clicking 30K °, the checked boxes will soon be emptied because this Management
VLAN is for configuration only.
To check the current status of Management VLAN, please refer to IEEE 802.1q Tag VLAN
Table or VLAN Interface.

7KHQ ODQDJHPHQW 9/$1 LV FKDQJLQJ WR 9/$1



, ((( T 7DJ 9/$1 /TDEOH

9751 ,QWHUIDFH
CLI Configuration(Access Mode):

6 XSSRVHG WKDW ZH KDYH WKH GHIDXOW ODQDJHPRWVWY$ 1Z AKKR
FUHDWH QHZ ODQDJHPHQW 9/$1V DV UHTXLUHG 7KRWHM XSOH L

ODQDJHPHQW 9/$1 DQG WKHQ FKDQJH 9/$1 ISRWR/9/%0GHRQS]
PRGH



1. Change the Management default VLAN 1 into VLAN 15 that includes Port

48 under Access mode.

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R

Switch> enable

45, 46, 47 and

Password:
PRGH Switch# configure
Switch(config)#
2. $VVLJIQ 9/%1 W R | Switch(config)# vlan management - vlan 15
oD Q DJHPH Q W 9/ $ 1 manlagement- port45 -48 mode access
WR 0DQDJHPH{X
NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.
3. 6KRZ FXUUHQWO\ | Switch(config)# show vlan dotlg -vlantag -vlan
GRW T VHWWL Q JV Configure Trunk VLAN
&38 KDV EHHQ D P
SRUW LQ 0D QD JH P |rementproriy
VLAN Name VLAN 1 8 41 48 CPU
Default_VLAN 1 VVVVVV\O  «. VVVVVVVV
\ccess - 0015 15 oo ----VVVV \%

2. Now, change the Management VLAN 15 into VLAN 20 and includes Port 45, 46 and 47 to

Access mode (It § necessary to include Port 46 to prevent the disconnection.)

6WHSV « &ERPPDQGV«

1. (QWHU *OREDO &R
PRGH

Switch> enable
Password:
Switch# configure
Switc h(config)#

2. $VVLJQ 9/$1 WR
ODQDJHPHQW 9/$1

WR ODQDJHPH

Switch(config)# vlan management -vlan 20
management- port 45 - 47 mode access
OK!!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.

3. 6KRZ FXUUHQWO\
GRW T VHWWLQJV
&38 KDV EHHQ D P

SRUW LQ ODQDJHP

Switch(config)# show vlan dotlqg -v lan tag

- vlan

Configure Trunk VLAN

CPUVLANID : 20

VLAN Name  VLAN 1 8 48 CP

1 VVWVWWVWVWVY 9 «
15
20

Default_VLAN
Access - 0015
Access - 0020




CLI Configuration(Trunk Mode):

7KLV SDUW LV WR GHPRQVWUDWH KRZ WR FKPIQJHRQDQHHAPIH OB
6XSSRVHG WKDW ZH KDYH 1WKHR @ [LB\RWI
DQG &38 ZH FDQ FUHDWH QHZ ODQDJHPHQW 9/$1

XQGHU 7UXQN PRGH

1. Change the Management VLAN 15 into VLAN 20 that includes Port 45, 46, 47

under Trunk mode.

6WHSV « &RPPDQGV«

1. (QWHU *OREDO &R

Switch> enable

WR ODQDJHPH

Password:
PRGH Switch# configure
Switch(config)#
2. $VVLIQ 9/%1 W R | Switch(config)# vlan management ~vian 20
ODQDJHPHQW 9/$1 management - port 45 - 47 mode trunk
OK!

NOTE: Make sure you have correct
management VLAN and VLAN mode
configurations, otherwise, incorrect
configurations may disconnect your
management PC to the Managed Switch
immediately when you enter the command.

3. 6KRZ FXUUHQWO\
GRW T VHWWLQJV
&38 KDV EHHQ D P
SRUW LQ ODQDJHP

Switch(config)# show vlandotlg -vlantag -vlan

Configure Trunk VLAN

CPUVLANID : 20

VLAN Name VLAN 1 8 41 48 CPU
Default_VLAN 1 VWWW 9 «.  VVWV.
< JES Vv
(I — VeV
A J— - VWWV
([ J— VW
iy J— VW
(1 J— VW
1 J— - -VWWWY

- — VW Vv




V. Q-In-Q
7TKH ,((( 4 GRXEOH WDJJLQJ 9/%$1 LVLRDIORR 9HIH UWINOEF N\VLR) J
DG WV SXUSRVH LV WR H[SDQG WIKHLQJ W&/ 1L § @ Bl HWED. JW't
WKLV zZD\ D 3GRXEOH WDJJHG® IUDPH LV FUHDWMHOGIMKE ZYWKR Q
SURYLGHU QHWZRUN $V VKRZQ EHORZ WKH QHWZROM IGL DD
&EXVWRPHU WDJ KHQ WDJJHG SDFNHWYV 06 UGZ UMK L WHKG \RQK
WDJJHG ZLWK DQ RXWHU 6HUYLFH S3URYLGHW SWRYXY LGH® MWRW KC
WKH VWHSY GHVFULEHG EHORZ

4 LQ 9/$1 1HWZRUN 'LDJUDP

CLI Configuration:

6WHSYV « &RPPDQGV«

(QWHU *OREDO &R|SWH>enable

PRGH Password:
SWH# config
SWH(config)#

(QDEOIHQ4 9/%1 SWH(config)# vlan ging - vlan
OK!

$VVLIQ 3RUW W | SWH(config)# vlan ging -vlanisp - port 48
OK!

CSUHDWH 6 7DJ Rl SWH(config)# interface 1
SWH(config -if - 1)# vlan ging -vlan stag -vid 15
OK!!
SWH(config -if - 1)# exit

6KRZ FXUUHQWO\ | SWH(config)# show vlan qginq - vlan

GRW T 9/$1 PHPEH Q-in - Q VLAN Configuration : -

QinQ VLAN : enable
Stag Ethertype : 0x9100
Management Stag : 15

Port Stag VID ISP Port

1 15 disable
2 1 disable

46 1 " disable

47 1 disable
48 1 enable

NOTE: By default, all ports are member ports of the




Default_VLAN. Before removing the Default_VLAN from the VLAN
table, make sure you have correct management VLAN and VLAN
mode configurations, otherwise, incorrect configurations may
disconnect your management PC to the Managed Switch
immediately when you enter the command.

Web Management Configuration:

1. 6 HOHW®N Interface ©~ RSWLRQ LQ , ((( 4 7DJ 9/$1 PHQX
6ZLWFK ODQDJHPHQW!9/$1 &RQILIJXUDWLRQ!, ((( T 7DJ 9/$1!

&KHFN WKH 9/$1 VWDWXV 6XSSRVHG WKDW 3RUW FRQNLHV L
9/%1



2. Create a new Service VLAN 15 that includes Port 1 and Port 48 as member ports.
6ZLWFK ODQDJHPHQW!9/$1 &RQILIXUDWLRQ!, ((( T XDD W/I$R.C




&OLFN H(

6SHFLI\ 6 WD

&KHFN ,63

&OLFN 32." WR DSSO\ WKH VHWWLQJV

NOTE: By default, all ports are member ports of the Default VLAN. Before removing the
Deafult_VLAN from the VLAN table, make sure you have correct management VLAN and PVID
configurations, otherwise, incorrect configurations may disconnect your management PC to the
Managed Switch immediately when you enter the command.

Treatments of Packets:

1. Atagged packet arrives at Port 1
KHQ D SDFNHW ZLWK D WDJ DUULYHV DW BRSOW L QW/HH VR L

DGGHG DQ RXWHU WDJ E\ 3BRUW ZKLFK LV VHWIRV ZD WoRO®
SRUW WZR WDJV ZLOO EH IRUZDUGHG RXW EHFDXVH 3RUW L

2. Auntagged packet arrives at Port 1
, I DQ XQWDJJHG SDFNHW LV UHFHLYHG LW BAUOEQD MR- WH RIG
QRW ZRUN
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